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KaK I JOKa1bHble noaceTy 1 1 2, KOTOpbIC OH coeAMHAeT. ITOIl 110ICETH MOXHO Tak-
XKe 1aTh HekoTopblil [P-aapec M3 AnanasoHa ajpecos, KOTOPHIM PacIOPSAXKAETCS agMy-
HHCTPATOpP COCTaBHOIl ceTH. B npiBeaeHHOM lpiMepe BbileJeHHOMY  Kahany
npiicpoel ajnpec noacetn 201.20.23.64, cocTosiueil U3 2-x y3JoB, YTO onpenensercy
Mackoit 255.255.255.252.

HnrtepdelicaM MaplipyTH3aTOPOB, CBSA3AHHLIX BblCJIEHHON JTHINEN, MOXKHO H He npy-
cpanpathb IP-anpec — Takoi nuntepdeiic MapipyTH3aTOPa Ha3bIBAETCS HEHYMEPOBaH-
HbIM. [[eHCTBHTE/IbHO, OTChUIAs NaKeTbl MpoTokosa MappyTtusauun (RIP uan OSPF)
10 Bbl/J€JEHHOMY KaHaJy, MapLIPYTH3aTOPbl HENpeMeHHOo ux nosyyat. [Ipotokon ARP
Ha BbllE€JIEHHOM KaHajle He UCMOJIb3YeTCs, TaK Kak annapaTHble aJpeca Ha Bblaeley-
HOM KaHaJle He HMeIOT NMPAaKTHYECKOro CMbICIa.

dyHKUMOHUpPOBaHUe IP-ceTH
nosepx cetu ATM/FR

Kniwoueswvie croea: mHorocoiiHas cetb IP/ATM, opepiiefinas (HasoXeHHas ) ceTh,
QoS, BUPTYaJIbHBIA KaHAJ, TONOJIOTHSA BUPTYAJhHbIX KaHAJIOB,
ATM-koMMyTaTOpbI, JIOTHYeCKUH HHTepdelic, noauHTepdeiic,
xoHpurypuposanure unrepdeiica, kiaceol Tpaduka, nporoxon Q.2931.

B3aumogeicreue cnoes IP nu ATM

[Tpn noctpoennu IP-cetn nosepx cetn ATM/FR mexay cioeM kaHanos H croeum [P
pabotaet cetb ATM uau Frame Relay (FR). Tak kak CKOpOCTH, Ha KOTOPbIX paboTaer
cetb Frame Relay, kxak npasuio, He npesbiwaiot 2 M6ut/c!, a ypoBeHb 3anepxe i
MX BapHalMil He BXOAMT B 4HCJIO napamMeTpoB QoS, noaaep>xHBaeMbIX JaHHOH TEXHO-
JIOTHEH, TO 4allle BCero B KauecTBe NPOMEeXYTOYHOIO €105l MarucTpaan NpHMeHseTcE
TexHoaoruss ATM.

Bsanmouteiictoue caos [P co cioem ATM unmoctpupyet puc. 22.5.

B cetu ATM nposioxeHo wecTb NOCTOAHHBIX BUPTYaJlbHbIX KaHas10B, COEAHHAOWHME
noptel IP-mMapupytusaropos. Kaxaplii mopt mapuuipyTtusatopa AOJKeH MOLIepRH:
BaTb TexHosoruio ATM B kayecTBe koHeuHoro y3na. [locne Toro xak BHUPTYyanbHbie
Kalasbl yCTaHOBJIEHbI, MAPIIPYTU3AaTOPbl MOTYT N0/1b30BAaThCsl MMM Kak (H3HUueCKH-
MH, NOCbINasi IaHHble MOPTY COCeaHero (Mo OTHOWIEHHMIO K BMPTyalbHOMY KaHary)
MaplIpyTH3aTopa.

B cetu ATM ob6pa3syeTcst ceTb BUPTyaJbHbIX KaHaloB ¢ coOCTBEITHOMN TomosorHed.
Tononorusi BUPTYyaNLHLIX KaHAJIOB, COOTBETCTBYIOIIAsi CeTH, TpeiCTaBJeHHoN 1
puc. 22.5, nokasaHa Ha puc. 22.6. Cetb ATM npospauna aast IP-mapuipyTH3aTopos,

" Mocaesume sepewu crannapros Frame Relay noausiim npenen ckopocru o 622 M6ut/c.
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KoHdurypupoBaHue nHtepdeicos
MapLWpyTn3aTopos

st Toro uToOb 1PoTOKo.1 IP MOr KOPpeKTHO padoTaTh, cMY HCOOXOIHMO 3HATD COOT-
seTeTBie Mex 1y [P-aapecamit coceeli i aapecaMit BHPTYAIbHLIX Kaunanos ATM,
¢ OMOIILIO KOTOPBIX Z0CTIXKHM COOTBeTCTBYIOIMIT [P-anpec, To ecTb yMeTsh oToGpa-
KATb CeTeBbIC aj1Peca Ha almnapaTtHble, POJib KOTOPDLIX B JAIHOM CY4ac HIPAKOT ajpe-
ca BUPTYa bHbIX KaHa1o8 ATM. JIpyrimi crosasu, nporokoay [P 11co6xoauM Hekuj
papHaHT 11potokoaa ARP. ITockosbky ceTb ATM He nojncpxisaeT mipokoselaTens.
HBIX 3alIPOCOB, Tab.1HlUa COOTBETCTBHS aPECOB He MOXeT ObITh CO3,1aHa ABTOMATH-
yeekd., AaMunicerparop IP-cetu poskeH BPYYHYIO BBUIOJHMTL KOH(DHIYPHDPOBaHHe
KaK10r0 HHTepdeiica MaplupyTHsaTopa, 3aas Tab/HLly cOOTBETCTBHS /LISl BCEX Ho-
MEPOB BHPTVAJIbHbIX KAHAMO0B, UCXOASILIHMX M BXOASLHMX B 3TOT MHTepdeiic. [Tpu atoy
(huznyecknit HTepdeic MoxeT ObITb MpeacTaBaeH B Blijle Habopa JOTMYECKHX K-
TepdeiicoB (MK nodunmepgheucos), umelomnx IP-anpeca.

Hanpumep, B Mapuipytusatopax komnaniu Cisco Systems KoH(pHI'YpUPOBaHHE Jork-
yeckoro HHtepdelica, COOTBETCTBYIOLLETO BHPTYalbHOMY KaHany ¢ ajgpecoM VPI/VC]
pasHbiM 0/36, BBIMISAUT creayiouM obpasom:

pvc 0/36
protocol ip 10.2.1.1

[Tocse BLIMONHEHHA 3TUX KOMaHI MapuipyTH3atop 6yaeT 3HaTb, YTO B cayvae Heobxo-
AMMOCTH fepechinkK nakeTa mo aapecy 10.2.1.1 eMy HyxHo OyzneT pa3buTh naker ha
nocaejaosateabHocTh ATM-siveek (¢ moMoiubio hyHki SAR nHTepdeiica ATM)
H OTIPaBHTb UX BCe MO MOCTOSIHHOMY BMPTyaJlbHOMY Kanany ¢ aapecom 0/36.

Ec.an mHorocnoiinas cetb IP/ATM nosmxHa nepezaBaTh TpadK pasMUHbIX K/CCOB
¢ cobiogenneM napaMeTpos QoS s KaxkAoro Kjacca, TO COCeAHHe MaplipyTH3ate-
pbl A0JKHbBL ObITh CBSA3aHbI HECKOIBKMMH BHPTYaJbHbIMH KaHa/laMH, 110 OLHOMY AM
KaK10TO KJacca. Mapuipytusatopy ao/okHa ObITh 3azalia NOJIHTHKA KaacCHUKalHH
MaKeToB, NO3BOSIONIAs OTHECTH TlepeaBaeMblil MakeT K onpeaeneHHoMy kiaccy. [l
KETDI KQJK/10I'0 KJACCa HAlPABJSIOTCA HA COOTBETCTBYIOWMHA BUPTYanbHbIi KaHat, Ko-
Topblit ofecneynsaeT Tpaguky Tpebyemblie mapamerpsl QoS. OAHAKO NpeaBapHTEbHD
HeoOXO1HMO NPOBECTH HHAKUIIMPUHT Tpadmka Anst ceth ATM, onpeacans ontHMan:
ible TIYTH HPOXOKAEHHS TpaduKa H COOTBETCTBYIOWMM 0OPA30M 11POJIOKUB BHPTY
ajaplible KaHaubl. PeayabTaToM Takoil pabotsl Oyaer cobioiente TpeboBaHHil K cpek
HIIM CKOPOCTSIM HOTOKOB, a KoahHLMeNT 3arpy3ku kaxaoro uutepdeiica ATM:
KOMMYTATOPORB He HPEBLICHT ONMPEACIeHHON OPOroBoil BeJHUUIILI, rapaHTHpywouel
KasKAOMY KiIaccy Tpaduka npueMieMblii ypoBelb 3aepKek.

Osepaeitnasi [P-ceTb MOXET TAKKe HCIOML30BATH PEXKHM KOMMYTUPYEMbIX BHPTY
anblibix kananos (SVC) st nepenadn IP-tpaduka. 3TOT pexxuM noaxoaut i He
VCTOHYHBBIX TIOTOKOB, KOTOPbI€ CYLLECTBYIOT B TeueHue HeDONbLUINX MepHOL0B BpE
menu. CoslaBaTh A/ TaKMX MOTOKOB HH(PACTPYKTYPy MOCTOSIHHBIX BHPTyanbHb
KaHAJIOB HCBLITOAHO, TAK KAK GOJIbIIYIO 4acTh BPeMEllH oMt Oy/lyT npocTanaTh. A
TOTO 4TOGBI MapIIPY TH3ATOPBI MOTJII HCIOAL30BATh Pexkim SV C, neobxo11mo 3aim
orobpaxenue [P-aapecos, 110 e 11a HOMepa BUPTYabHbIX Kallanos, a Ha ATM-aapecd
KoHeulbiX Todek cett ATM, 1o ectb ATM-anpeca unrepdeiicon Mupmpymiﬁlwl’ZL
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ITa HVHKILIA PAsPenIcIiig AAPecon, KaK 1 B HPeAbIAYLICM C1yyae, BLITOJAHSRETCS /1
MUHICTPATOPOM BPVUHYVIO. OUTH H3 BAPHAHTOB 33/IaHUST TAKOTO OTOOPAKCHUS jL1s
MaptpyTitsaropos Cisco nzmeet caeayoniii Bt

Map- '

1p 10.1.0.3 atm-nsap 33.3333.33.333333.3333.3333.3333.3333.3333.3333.3333.33

Ecant 31410 TAKOC COOTBETCTBIC &/APECOB, MaPIUPYTH3ATOP s OTIIPABKI [TAKeTa 110
[P-a;pecy 10.1.0.3 npesiBapuTe IbHO YCTAHABAHBAGT ¢ MOMOIBIO IpoTokoiaa Q.2931
koMMYTHPYCMbIT BupTyaibiwii kanan SVC ¢ ATM-aapecosm 33.3333.33.333333.3333.
3333.3333.3333.3333.3333.3333.33, a 3aTeM, aBTOMATHYCCKH MOJAVYIB OT 3TOrO NPO-
rokoaa ajipec VPL/VCLL oTnpasasier 1o HeMy stuefikd, Ha KOTOpbie pa3fHT HCXOIHbIHA
naker. Murepdeiic coceanero MapupyTizaropa, nosiydns see sideiiku, o0beanHsier
X B HCXOHDIT [TAKeT M 1iepejlaeT HaBepX npoTtokoay 1P.

Ecan 0o KOMMYTHPYCMOMY BHPTYATBHOMY KaHaJly HYXKHO liepejaBaTh TpadHK ¢ He-
KoTopbiMI TheOyeMbiMi napasmerpamu QoS, To 3TH napameTpbl NePeATest TPOTOKO-
ay Q.2931, KOTopbiil BRIOHPACT MAPUIPYT ISt BUPTYAIBHOIO KaHATa ¢ UX YYEeTOM.

Ovukunonnposanue [P-cetin nosepx cett ATM odenb nmony.1apHO y ONepaTopos
¢BA3H, KOTOPLIC HPELOCTABISAIOT VCIYTH ¢ 3aKII04CHMeM cornauicHist ob yposhe 06-
ciyxknBanis (SLA).

MHOronpoToOKOJ/ibHasi KOMMYTaLUs
C MOMOLL{bIO METOK

Knouesvie c106a: MHOMONPOTOKOMbHAS KOMMYTALHs! € TTOMOLLBIO METOK,
KOMMYTHPVIOIIHIT 110 MCTKaM MapuipytHaarop, IP-koMMyTalis, KoMMyTauHs Ha
ocHoBe Teron, Tab 1A HPOABHXKEHHST, TPOTOKOJ PacIipeieseHist MCTOK, IVTh
KOMMYTALIIIH 1O METKaM, TTOIPaHHUYHbIT KOMMYTHPYIOIHH [0 METKaM
MapuIpyTH3aTOp, CTeK MeToK, Texioaornn MPLS IGP, MPLS TE w MPLS VPN,
yewopertas MPLS-koMMyTaLlis, K1aCC 3KBUBAJIEHTHOTO LPOJIBHKCHHSA, CTPOTHI
1 csoboanniii TE-Tvinemy, nporokosa RSVP TE.

Texnosorns MHOTOIIPOTOKOJBHOH KOMMYTalMH € NOMOLUBIO METOK (MultiProtocol
Label Switching, MPLS) cuntaetcs ceroilisi MHOTIIMI CHELHATHCTAMH 0101 H3 ca-
MBIX [IEPCHCKTHBHBIX TPANCHOPTHBIX TCXHOMOIHH. JTa TEXHOIOTHS o0beJIMHsieT Tex-
HHKY BHPTVATILHLIX K3HATOB ¢ (DYIKIIIOHATLHOCTBIO CTeKa TCP/1P.

Obveavnnenue NPOKCXOAMT 3@ CUBT TOrO, YTO OAHO ¥ TO Xe CeTeBoe yCTpoﬁCTBo, NaausaeMoe"
KOMMYTURYIOLUMM NO METKaM MapuipyTh3atopom (Label Switch Bouter, LSR), suinonnset
DYHKLMM KaK |P-mMapLIpyTUIaToPa, TaKk M KOMMYTATOPa BUPTYaNbHbIX KaHanos. Mpu4em sTo He Me-
XaHMNecKoe oObeauHeHUe ABYX YCTPOICTB, @ TECHAas WHTErpaumnn, Koraa gyHkusmn Kaxaoro ycr-
PoiicTsa nononHRIOT Apyr Apyra u UCNOMb3IYIOTCA COBMECTHO.

MsoronporokonsiioeTs Textonorinit MPLS cOCTONT B TOM, YTO OHa MOXET MCTIOJIb-
30BaTh HIPOTOKOIBI MapiIpyTH3aN e Tobko cteka TCP/IP, Ho n moboro apyro-
Io crexa, nanpumep 1PX/SPX. B atoMm cydae BMeCTO 11POTOKOJI0B MapupyTH3aLMH
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RIP IP, OSPF n IS-IS Oyayt npusmensitoes npotokoasi RIP IPX uau NLSP, a o6
1as apxirrekTypa LSR octanetes takoii xe.

CoBMelyeHre KOMMYTaUWUn U MapLIpyTH3aLuK
B O4HOM YCTPOMUCTBE

Briepsbic 11es obbeinenst MapuIpyTH3alliH 1 KOMMYTAUHH B OJIHOM YCTpPOJCTBe
Obuta peannszoBana B cepeitHe 90-x roos komunanudeil Ipsilon, xoTopas navana pu-
Hyckath KoMmOuiposannble yerpoiictsa IP/ATM. B atix yerpoiictBax 6blaa peany-
soBaita nosast rexitonorus IP-kommytaunn (1P switching), kotopas peinana npo6iaemy
HeaddhekTHBHOIT nepesiaul KPaTKOBPEMCHHBIX [TOTOKOB JIaHHBIX ¢ MOMOLLbIO OMTUCAHHKIX
panee KOMMYTHPYCMBIX BIPTYaJbHbIX KaHa10B. [171s1 Toro 4To6b! MakeThl KPaTKOBpe-
MCHHBIX 1T0TOKOB 1epeiasaaich 3 ceth ATM-kommyrartopos 6e3 anuTesnbHol npen-
BAPHTCIBLHOI NPOLLEYPbl VCTAHOBAEHHST BUPTYAIbHOTO Katiarna, komnanus Ipsilon npen-
JIOKH.AA BCTPOHTD BO Bce ATM-komMmyTtaTopst 610k [P-Mapuipytusanuu. 31 6J10ky
CTPOILIH TabAHIbL MAPILPYTH3ALMH € MOMOLUbIO CTaHAapTHbIX Ais cteka TCP/IP
uporokoaos RIP, OSPF u IS-IS.

[lepesava 1P-nakera, npuuaaiexaulero KpaTKoBpeMeHHOMY MOTOKY, OCYLLeCTBIS-
aaco no cetit Ipsilon caeayioutitn obpasom. [laker noctynan u3 y3/1a-0TNpaBHTENS Ha
koMbuHIposatioe yerpoiicrso [P/ATM, kotopoe pa3busano stoT naker Ha ATM-
auciiki. Kamaas ssuciKa 3a1eM B COOTBCTCTBIH ¢ Texionorieit [P-koMmyTauuu nepe-
Japctach ot oanoro yerpoicrsa [P/ATM k apyroay, a 3aTeM K ajipecaTty 1Mo MapuipyTy,
OPE1CT1eMOMY 00bIMHBIMH TabauuaMil MapiupyTH3auun 1P, XpaHsHMHUCs B 3THX
VCTpOHCTBaAX.

Mpn sTOM CTaHaapTHOe AR TexHonoruu ATM supTyanpHoe coepuHeHus uem
IP/ATM He yCTaHaBANBANOCE, 33 CHET 4ero Nepeaaia KPaTKoBPaMeHHbIX lP-nOTOKOB
yckopsnace. [onrospeMeHHbIe NOTOKY Nepesasanich yCTpoicTeamm IP/ATMT
ATM crnocobomM — C MOMOLLBIO BAPTYaNEHbIX KaHanos. Tak KaK TONOAOMAR cem fgn
V¥ TOM Xe KaK 4ns NPOTOKON0B, 1P, Tak n-ona RPOTOKONOB ‘ATM, 310 noaaonﬂer Mcn,
¥ TOT Xe APOTOKON MapLipyT3auMu 4ns “obeaux. qacreﬁ xou6uuupoaaﬂnoro eags,

s peannszanmu cpoeil Texuosorun xoMnawnst Ipsilon BcTpoMaa B ycTpoicTEa
IP/ATM ¢hupmennbie IPOTOKONDI, OTBCTCTBEHHDIC 32 PACTIO3HABAHUC AJIUTENbHOCTH
NOTOKOB JIaHHBIX M YCTAHOBJIEHUC BUPTYATbIbIX KAHAIOB IS A0JrOBpeMEHHBIX No-
TOKOB. DTH IIPOTOKObI BblIK 0hOpMIEHDI B BUe NPOEKTOB cTaHAapToB MHTepHeT,
HO cTaHaaptaMu MnTtepHera me craiiu.

Texuonopust [P-kxomMMyTawiy Gbiia paspaboTana AJ1s ceTeil olepaTopoB CBs3H. IM
CeTH NPHHUMAIOT Ha rpaHuile ¢ ApyruMu cetsimu [P-Tpachuk H yckopeHHO nepesanrt
€ro yepe3 CBOI0 MarucTpasib. BaxHbiM 00CTOATENLCTBOM 3€Ch SIBSIETCS TO, YTO OAHH
ISP MOryT npHMeHATb 3Ty TEeXHOJIOTHIO Hesasucumo ot apyrux ISP, ocrasasch AW
BHenIHero Mupa oneparopamu obsrunoif IP-cetn.

Texnoaorng [P-kommyTaun Obiia cpasy 3aMeucia ollepaTopaMu CBsi3H M cTaja Ao
TaTOuNO nonyasapHoit, Mnuuuartusy Ipsilon passuna komuanun Cisco Systems, Co3us8
COOCTBCHHYIO TEXHOOTHIO KOMMYTAIIMM HA OCHOBe Teros (tag switching), KoTopat
ABHJIACTH 3HAUMTEIBHBIM [IArOM BIepel Ha nyTn obbeauHenus npotokoJop [P ¢ T
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JTOTHUNBLE ”&1()"[111“)1 JIPVIHX TEXHOJOTHIT, OCHOBAHBIN Ha TONHHKE BUPTVA/IbHMYY
Kaliaton (radt, 22.1).

MapuwpyTu3aums MapuwpyTusaums
C fIOMOLLbK NPOTOKONOB Ynpasnenue C NOMOLWBIO NPOTOKCNYE
RIP, OSPF, IS-IS RIP, OSPF, IS-i5
LT >{ MpOTOKONLI MAPLIPYTU3aLMK K i

U CurHaneHbInA

fPOTOKON
rocnagea oy
MeTKam
MapLLpyTU3aLum
pupyTM3an Tabnuua
» broet NPOOBUMXKEHUSA
Bxogsawmn Wcxopaumi
Tpaduk

TpaduK |P-npoasuxeHue

------ SEET

:—»{ MHTepCbEMa ----- >

){ MpogeunxxeHre No MeTkam

MNpoasuxeHne [aHHbIX

Puc. 22.8. Apxutextypa LSR

Tabnuua 22.1. Mpumep Tabnuubl NpoaBMXeEHUA B TexHonorum MPLS

Bxoanofi nurepdeiic | Metka Caeayrowuit xon HefictBus
S0 245 St 256
S0 27 S2 45

BHiiMaTebHbIT YMTaTe b 3aMCTHI, HAaBEPHO, HeOONbUIOE OTJIHYIE JAHHON TabTHIN
OT TOi 00001EeHHOM Tab MBI KOMMYTalUUH, NpeJcTaBaeHHolt na puc. 21.1. TedcTsi-
Te 1LHO, BMECTO MOJIs BBIXOAHOrO MHTepdefica 3/iech 110/1e C1eyIOUero Xona, a Bue
¢TO 110J15 BBLIXOAHOII MeTKH — noJe Jeitctsiil. B GoabimicTBe cavyacs obpabors
MPLS-kaapos 211 110J8 HCHOAL3VIOTCS TOYHO TAKHM e 00pa3oM, KaKk COOTBEXT
Byvionue Ha 1ost 00001eHHoi Tabunubl koMMyTanHi. To ecTh 3Havenie nos ce
JIVIOHIETO XOIa siB.IsleTesi 3HadeneM nutepdeiica, Ha KOTOPLIH HY>KHO 11epeaaTh K
A sHaveHe 1051 AciieTsiil — HOBLIM 3nadennes MeTki. OJIHaKo B HEKOTOPbIX Cay#:
SX OTH 1051 HCHOMB3YIOTCS B APVIHX LEIsX, 0 veM OYACT ¢Kasallo 1103xKe.

3t Tabnuupt Ans xamoro ycw*poucma ISR tbopmupyuorca curHaanuM nporoxono g
8 MPLS umeer Ha3BaHne NPOTOKON pacnpenenenna meTox (Label Distribution Proto
OH QYHKLMOHANBHO aHANOFUYEH CUFHAUTBHBIM MIPOTOKONMAM TexHonorin ATM wn Frame R

Dopmnpys Tabamust npoasuxermna Ha LSR, nboroxon LDP yxe 3HakoMbim Ham o6p.
ObIBAET 4epes3 C8Tb BUPTYANbHHIe MapLIPYTH, KOTOPhe 8 TEXHONOrMA MPLS H83H88i01‘
xomuyrauuu no merkam (Label Switching Path, LSP).- :
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lyTh KOMMYTALMM NO METKaM

Ha puc. 22.9 nokasaiia MPLS-ceTs, B3aitmMogeiicTByomas ¢ Hecko1bKuMu 1P-cetsimu.

LSP1 LSP2
!

. /
LSP4  LSP3

Puc. 22.9. MPLS-ceTb

Florpanmnue ycrpowctea LSR B rexuonomm MPLS umeioT cneuuanbuoe Haaaal-me - uorpauum
uue KOMMYTHpYIOWME MO0 METKAM MapLUpYTh3aTops: (Labiel switch Edge Routers. LER). .~

YerpoiictBo LER, siBsisich byHKIIMOHATBHO 60J1ee CI0KHBIM, IPUHHMAET TpaduK oT
Ipyrux cereit B hopme ctanaapTHbix IP-niakeTos, a 3ateM 100aBasieT K HEMY METKY M
HAMPaBJIACT BAOJb COOTBETCTBYIOLIErO MyTH K BbIXOAHOMY ycTpoiicTBy LER uyepes
HECKONILKO mpoMexkyToulibix verpoiictB LSR. Tlpu atoM nakeT npojaBHraetcst He Ha
ochose IP-azpeca naznayeHusi, a Ha OCHOBE METKHU.

Kak 1 B Apyrux TeXHOJOTHAX, HCNIOAL3YIOWIX TeXHHKY BHPTYAJIbHBIX KAHAN0B, MeT-
Ka HMEeT JT0KA1LHOE 3HadeHlle B npeaenax kaxaoro yerpoiicrsa LER n LSR, 1o ectn
TpH Mepeaaye makeTa € BXOJHOTO HHTepdeiica Ha BBIXOAHOII BBINOJHSAETCA CMEHa
SHAYEH S METKH.

Myt LSP npokaajwisaroress B MPLS e npi mosiBJeHHH 0JIrOBPEMEHHOIO MOTOKa
I2HHBIX, KakK B Texnoaorui [ P-KoMMyTaLil, a npedsapumensHo B COOTBETCTBHH ¢ TO-
Nonorielt MexxceTeBbIX COeTHHEHHIT.

LSP npenctasnsier coGoit odnonanpasennsii BAPTYAbHbHT KaHal, 03TOMY /715 Me-
Penawn Tpadhika MEXKTY JIBYMST VCTPOHCTBAMH LER Hy»HO YCTaHOBHTb, 1O KpaiiHeii
MEpe, 1Ba IYTH KOMMYTALIHH 110 METKaM — 110 OJIHOMY B KaXI0M HampasJjeHnu. Ha
PHC. 22.9 nokasatibt pse 1HHapbl HYTeit KOMMYTALHHU 110 METKAM, COeAUHSIOLINE YCTPOH-
¢t8a LER1 11 LER3, a takxe LER1 1t LER4. Quematio, 4to Aas obecriedeHus: cBsiu
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MEALY BCCMIL CCTAMI 3Toro HelocTatodno. Yerpoiictsa LER ¢ nomoutbio tiyreit koy.
MYTAIUUL 110 MCTKaM J0/DKHBL 0OPasoBBIBATL 1IOTHOCBASIYIO CTPYKTYPY, KOTopas
inteet Mecto B peanbiniX MPLS-cersix in na picyHke 1ie nokasada T0IbKo B BUAY rpo
MOBIAKOCTH €€ TPABHUECKOro NPEIACTABICIIHSL.

Brixonnoe verpoiictso LER, shinonnus yaaneHue MeTKIl, nepefacT naket B Crenyo-
yio cerh vike B ctanapTHoll [P-dopme. Taknm odpasom, Texnoaornss MPLS octa.
eTCs IPO3pavloil ;11 octanbivix [P-ceteil.

O6bruiio 8 MPLS-ceTsix 1Coab3yeTcest ycoBepiieHCTBOBaHHbIH 10 CPAaBHEHUIO C oy
CAHHBIM 1TOPHTM 00pabOTKH NMaKeTOB. Y COBEPIIEHCTBOBAHHE 3aK/IIOYAETCS B ToM,
YTO y/aleHHe MEeTKH BbIIOIHSIET He NOCJICHee Ha 1IyTH YCTPOICTBO, a npednocaedes,
HeicTBUTEABHO, NOCJE TOTO Kak Npejalocaejliee VCTPOICTBO ONMPEICAUT Ha OCHOBe
3HAYEHMs] METKU cJelyoIuii xol1, MeTka B MPLS-kanpe yxe He Hy»XHa, Tak Kax o
cJc/Hee YCTPONCTBO, TO eCTh BbixoaHoe ycTpoiictBo LER, Gyaer npoasuraTs maker
11a ocHoBe 3Havennst [P-anpeca. 910 Hebosbluoe M3MeHeHHe ANrOPUTMA TPOIBHXe-
HHs K4/1Pa IT03BOJIsSIET CAKOHOMHUTD 0/iHY ornepauuio Hax MPLS-kagpom. B npotusuoy
cyyae nocsieiHee BAOJb MyTH YCTPOHCTBO A0JXKHO ObL10 6L ylaJHTh METKY, a yxe
3areM BbINOJAHUTE NPocMoTp Tabauubl IP-Mapupytusanun.

3aronosok MPLS u TexHonorumn
KaHaNbHOIO YPOBHSA

3aronosok MPLS cocrout u3 Heckobkix nosneit (puc. 22.10).

O Memxa (20 61T) UCnoab3yeTCs sl BBIOOPA COOTBETCTBYIOLIETO TMYTH KOMMYTa-
LHH 110 METKaM.

Q Bpems xusnu (TTL). I1o none, sanuMawouiee 8 6UT, AyOAHMPYeT aHANOTHYHOE
nose IP-nakera. 310 He06XOAMMO /151 TOTO, YTOGLI YeTpoiictBa LSR Morm otépa-
CbIBATD «3a0JyAMBILHECS» [IAKEThl TOALKO Ha OCHOBAaHUM MHGOPMALMH, COLEpXa
wedicst B 3aronoske MPLS, He obpamasich k 3aroioBky IP.

Q Kunacc ycayeu (Class of Service, CoS). ITone CoS, 3anuMaroiee 3 61Ta, nepsois
YaJIbHO 6bIJI0 3ape3epBUPOBAHO 11 Pa3BUTHsI TEXHOJIOTHH, HO B TIOCJIE/IHEe Bpeus
HCMOJB3YeTCsl B OCHOBHOM AJsl YKa3aHUsl Kjacca Tpaduka, Tpebyroluero omnpele
JIeHHOTO noka3saresist QoS.

Q Ilpusnax ona cmexka memox — S (1 6uT).

KoHIlenmo cteka MeTOK Mbl PACCMOTPHM B CJlelyIoleM pa3jeJie, a NoKa A nos-
HCHHS MexaHHu3Ma B3aumoaeictsust MPLS ¢ TexHosiorusiMy kanasibHOTO YPOBHS P&
CMOTPHM CHUTYalMI0, KOT/Aa 3arojoBok MPLS Bk/ioyaeT TOJIbKO OfHY METKY.

Kaxk Buj1H0 u3 pucyHka, TexHonoruss MPLS noanepxuBaer HeCKOJIbKO TUIIOB Kalpok
PPP, Ethernet, Frame Relay u ATM. 3to ne osuauaer, uto noa cnoem MPLS pafir
TaeT Kakasi-JM00 U3 NMepeuucieHHbIX Tex1io0rHit, HaripuMep Ethernet. 3to o3nav#!
TOJIBKO TO, 4TO B Texuonorii MPLS ucnonssylorcst hopMaThl KapoB 3THX TeXHO
THil JUIsl TIOMELIEHHUs] B HUX [IAKETa CeTEBOTO YPOBHS, KOTOPbIM MOYTH BCeraa cerat
apsercs [P-naker.
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Crek MeTOK

Hanuyme crexa MeTox SBNSSTCS OQHUM M3 OPUrMHanbHeix ceokcTs MPLS. Konuenuua cre
TOK SBASETCS PA3BUTUEM KOHLENLAN .qayxypoanesou anpecaumi BUpTyasibHbix nyrei c non
wmerox VPI/VCI, npunatoit 8 ATM. -

CTex MeTOK 1TO3BOJISIET CO34aBATL CHCTeMY arperuposaiibix yTeit LSP ¢ 11065im ko-
JudecTBOM yposHcil nepapxitin. Jlost nogaepxki a1oil dynknim MPLS-kaap, koro-
PbIi TiepeMellaeTcsl BAOJIb HepapXHieckH OPraHH30BAHHOTO 1TYTH, 10/DKeH BKJIOYaTh
cTosibKo 3aronoBkoB MPLS, ckonbko ypoBHeit nepapxii unMeet 1yth. HanoMumm, yro
sarogoBok MPLS kaxzaoro yposusi uMeer cobcTBennnii nabop noseii: Merka, CoS,
TTL u S. TlocnenoBatenbHOCTb 3ar0JI0BKOB OPraHM30Bala KaK CTCK, TaK 4YTO BCera
HMeeTCsl MeTKa, HaXOAsILIasiCsl Ha BepllUMHe CTeKa, U MeTKa, HaXOAsLIAsiCa Ha fHe
CTeKa, TIPH 3TOM I10CJAe[HsIS CONPOBOXAaeTcs npu3HakoM S = 1. Haj MeTkamu u-
NOJIHSIOTCA CJe/IYIOlHe ONepaluH, 3ajaBaeMble B noJe jeitcTsitil Tabaib! 1pogsy-
KeHHS:

O Push — nomecTiTb MeTKY B cTeK. B cayyae 1ycToro creka aTa onepauist 03Hayaer
MpoCcTOe NPUCBOEHNE MEeTKH nakeTy. Eciu xe B cTeke yKe HMEITCS MeTKH, B pe-
3yJbTaTe 3TOM ONepauMu HOBas MeTKa CABUIaeT «CTapbie» B rAy0b CTeka, cama
0Ka3bIBasICh HA BepILUUHE.

Q Swap — 3aMeHUTb TeKYILYIO METKY HOBOH.

O Pop — BmiTankuBaHMe (yAalenue) BepxHeH MeTKH, B pe3yJbTaTe Yero BCe OCTalb-
Hble METKH CTEKA MOJHUMAIOTCS Ha OJHH YPOBEHb.

[Tponsuxenue MPLS-kagpa Bceraa nmpoMCXOOUT Ha OCHOBE METKH, Haxoasluecd
B JaHHbIM MOMEHT Ha BepllMHe cTeka. PaccMoTpum cHavana nmpoasmxerne MPLS-
Kazapa 1o odiuoyposnesomy nyt B MPLS-ceTu, noxasanuoit na puc. 22.11.

Cetb coctouT 13 Tpex MPLS-nomenos. Ha pucyHke nokasan nyts LSP1, nponoxen-
Hblil B Z0Mene 1, U nyTh LSP2 B nomene 2. LSP1 coexuusieT yctpoiictBa LER! &
LER2, npoxonsa uepe3 yctpoiictea LSR1, LSR2 u LSR3. [Tyctb HauanbHoOil MeTKok
nytd LSP1 saBasieTcss MeTka 256, KoTOpasi Oblia MPUCBOEHA TNAKeTy IOrpaHHYHHM
ycrpoiictBoM LER1. Ha ocHOBaHMM 3TOH MeTKM NaKeT IOCTynaeT Ha YCTpOHCTBO
LSR1, koTopoe no cBoeil Tab;iMiie NPOABUKEHHS OMpe/esisieT HOBOe 3HayeHHe MeTkH
nakera (272) u nepenpabJsieT ero Ha Bxoj LSR2. YcrpoiictBo LSR2, neitcTys ana
JIOTMYHO, IPUCBaNUBaeT NakeTy HOBoe 3HaueHHe MeTKH (132) u nepenaet ero Ha BXol
LSR3. YcrpoitictBo LSR3, 6yayuun npeanociaeadum ycrpoiictBom B nytu LSPY, By
nojiHsieT onepauuio Pop 1 yaansier MeTky M3 creka. Ycrpoiictso LER2 nponnuraeT
nakeT yxe Ha ocHoBaHHH [P-azmpeca.

Ha pucynke Takxe nokasan nyts LSP2 B n1omeHe 2. OH coeauHsieT yCTPOitCTBa LER3
n LER4, npoxoas uyepe3 ycrpoiictBa LSR4, LSR5 11 LSRG, u onpenensiercs nocue
BarejbHOCThIO MeToK 188, 112, 101,
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MPLS-gomeH 1

MPLS-aomeH 3
LERS

A LPS1 MPLS-nomeH 2
7 A LPS2
Puc. 22.11. Nyt LSP1 1 LSP2, nponoxexHwie B AomeHax 1 ﬁ 2 MPLS-cetn

~ llnst Toro uto6bt IP-nakeThl MOT/IM NepenaBaTbesl Ha ocHoBe TexHukn MPLS He Totb-
KO BHYTPH KaXJIOTO JIOMEHa, HO U MeXIy AoMeHaMH (HarnpuMep, MeXay yCTpoicTBa-
mu LER1 u LER4), cymecTByeT ABa NPHHLUMNHAILHO PA3HBIX pelIeHH.

Q Iepsoe pemenue cocToUT B ToM, uTo Mexxny LER1 u LER4 ycranaBinBaetcs onun
00HOypOBHeabili TYTh KOMMYTALMH 110 MeTKaM, coenuHsiowmit nyty LSP1 n LSP2
(KOTOpble B 3TOM CJIyiae CTAaHOBSTCS ONHMM MNyTeM). DTO NMPOCTOe, Ha MepBbIil
B3IJIAN, pelieHye MJI0x0 paboTaeT B ToM cirydae, koraa MPLS-nomensr npunanse-
XKAT pa3HbIM NMOCTABHIMKAM YCJIYT, HE [I03BOJIAA UM JeHCTBOBAaTh HE3ABMCUMO ApYTr
OT Apyra.

Q BropuiM 60ee mepcreKTUBHLIM pellieHieM ABJIAETCA NPHMEHEHNUE MHOZoYposHe-
6020 TIOAXOMA K coeauHeHu1o aAByx MPLS-noMeHOB, NpuHaAIeXailux, BOSMOXHO,
Pa3HbIM NOCTaBUIMKAM YCJYT.
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Tabnuua 22.2. 3anvck B Tabnvue npoasuxerua LER1

Bxonmoit unrepdeiic Metka Crenylowuit xon HelictBua
SO - St 315

Push

256

Jlaree MPLS-kaap ¢ mMetkoit 256 nocrynaer Ha BbixoaHOH MHTepdeiic S1 norpaHuy-
woro ycrpoiictsa LER1 u nepenaercst na Bxox LSR1. Ycrpoiictso LSR1 o6pabarsisa-
eT KaJp B COOTBETCTBUH €O cBoeH Tabauueil nmpoasiskenus (Tabn. 22.3). Metka 256,
HaxoasIIasACs Ha BePILUHE CTeKa, 3aMeHsieTcs MeTKoi 272. (3aMeTsTe, YTO MeTKa 313,
HaxXOASIUIAsACA HMXKE B CTE€Ke, UTHOpUpYyeTcs ycTpoictBoM LSR1.)

Tabnuua 22.3. 3anuck B Tabnuue npoasuxerus LSR1

Bxoanoit untepdeiic Mertka Caenytowuii xon Helicreus

SO 256 S1 272

AnanoruyHslie eiCTBHS BbINOMHSET ycTpoicTBOo LSR2, koTopoe 3aMeHsieT METKY MeT-
koit 132 1 oTnpaBaseT Kaap caeaywuieMy nmo nytd yctpodctsy LSR3 (tabn. 22.4).

Tabnuua 22.4. 3anvck B Tabnuue npoasvxeHns LSR3

Bxonuoii unrepdeiic Mertka Caenywoumu#t xon HedictBus

S0 132 St Pop

PaGora yctpoiictsa LSR3 neckonbko oTanyaetcst ot pabotnl yerpoitcts LSR1 u LSR2,
Tak KaK OHO sBJsieTCst npednocrednum ycTpoidcTBoM LSR ans mytu LSP1. B cootser-
CTBHH C 3anuchio B Taba. 22.4 yctpoiictBo LSR3 Bhinonnset poitankusatue (Pop) ns
creka MeTkM 132, oTHocsieiica k nytu LSP1. B pe3ysbTate BepxHel MeTKOi cTeka
CTaHOBUTCS MeTka 315, npuHaiexatias nytd LSP3. Onepauns BblTaIKUBaHUs MET-
Kd npeanocaeaHuM ycrpoiicTsoM HaseiBaetcst Hop Popping (PHP).

Yerpoiicteo LER2 1IPOABUIaeT OCTYMUBUIMI Ha €r0 BXOAHOM uHTtepdeiic SO kaap Ha
O0CHOBe cBoeii 3arucH Tabanwbl npoasixkeHns (1aba. 22.5). Ycrpoictso LER2 cHayva-
Na 3amensier Metky 315 uyru LSP3 3nauennem 317, 3aTeM MPOTAIKHBAET ee HAa AHO
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CTeKa M NoMellaeT Ha BePIIMHY cTeka MeTKy 188, xoTopas sapisieTcst MeTKOM myTty
LSP2, suyTpenHero ansi aomeHa 2. Ilepemeunenie kajapa aoab nytu LSP2 npoucxo-
AUT QaHAIOTMYHBIM 06Pa3oM.

Tabnuya 22.5. 3anucek B Tabnuue npoasuxeHun LER2

Bxoanoit unrepdeiic Mertka Caenyouuit xon HelictBusa
SO 315 St 317

Push

188

OnucaHHas MOZeNb ABYXYPOBHEBOTO MYTH JIETKO MOXeT ObITh paciuupeHa as mobo-
ro KOJHYeCTBa ypOBHeH.

O6nacTtu npumeHeHus TexHonornn MPLS

Mbl paccMOTpeJX OCHOBHble NMPUHUMIBI, JieXallde B OCHOBe TexHojorun MPLS,
B HacTosillee BPEMs CYLIECTBYET HECKONbKO 06JacTeif MpaKTHYECKOrO NMPHMEHEHHS
MPLS, B KOTOpBIX 3TH NPHHUHUIK AOMOJHAIOTCSA CIeUHPUIECKUMH MEXaHN3MaMH K
NPOTOKOJIaMH, HEOBGXOXMMBIMH UL JOCTHXEHHS Heo6XonMMO# (yHKIIMOHATLHOCTH,
Huxe nepeuncnenn obnactu npumeHenus MPLS, nonyuusuine naubonbiee pac-
NPOCTPaHEHHeE.

O MPLS IGP. B nannom cayyae Texsonorns MPLS npumensiercs Tos1bko 028 ye-
KOpenUR npoo0euUNCeHUs naxemoa CETeBOr0 YPOBHS, CJIeAYIOLIUX BAOJb MapLIPYTOB,
BBIGMPAEMEIX CTaHAAPTHHIMM BHYTPEHHMMM L11I030BbiMM npoTokonamu (IGP),
KOTOphle ¥ Aany Ha3BaHHe 3ToM obmactu npumenenns MPLS.

O MPLS TE. B a1oM c/yuae nyTH KOMMYTaLlMH 10 METKaM BbIGHPAIOTCA On% pewe-
Hus 3aday unxcunupureza mpaguxa (TE) Ha ocHOBe MOAHGHLMPOBAHHBIX MPo
ToKo/10B MapupyTH3aunn. Texunka MPLS TE He TosbkO no3sosiseT obecnedsrs
PalMOHAIbHYIO M COAIaHCHPOBAHHYIO 3arpy3Ky BCeX PecypcoB CETH I10CTaBIMK
YCJIYT, HO U CO3/aeT XOpOLUYIO OCHOBY ISl MPEAOCTaBJIEHHs TPAHCMOPTHHIX YCIyT
C rapaHTHPOBaHHLIMH napaMeTpamMu QoS.

O MPLS VPN. Ota 061acTh NPUMeHEHHs TI03BOJISET NMOCTABILUKY npesocmasrims
ycayeu supmyanonvix uacmuvix cemeti (VPN) Ha ocHoBe pasrpaHHYeHHs
6e3 obs3aTenbHOrO WHPPOBAHHA HHPOPMALIUK.

B naHHO# IMlaBe Mbl pacCMOTPHM TiepBhle ABe obnacTh npumeneHuss MPLS, a cem
MPLS VPN 6yayT paccMOTpeHb! B IJ1aBe 24, B KOTOPOH H3y4aloTcA M Apyrue Baphat-
THI OPraHM3allMi BUPTYAIbHBIX YACTHBIX CeTeil. 3aMETHM, YTO BCE TDH <HIIOCTaOE?
TexHosorun MPLS MoryT cocyliuecTBoBaTh B OHOI CETH, 4TO NO3BOAET npe)!m
JISITb NO/Ib30BaTEN10 KOMOMHUPOBaHHbIE YCIYTH. '
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TexHonorna MPLS IGP

[naHoil Lenbio TexHonoruu MPLS IGP sasercs yckopelie npoaBHKeHHs MTaKe-
TOB 4€pe3 C€Th IIOCTABLIMKA YCJAYT 3a CYET 3aMeHbl MApIUPYTH3aLMH KOMMYTALHE.
ITosToMy AaHHast 061aCTb MPUMEHEHNS Ha3blBaeTCs Takxke ycKopehnoii MPLS-kom-
MyTallHEeH.

[Ipu mcnonbsoBaHiy TexHosorun MPLS IGP nytn kommyTauum no meTkam npo-
KJ1aabIBAlOTCA B COOTBETCTBUU C CyllecTByloluei Tonosorueil IP-ceteil 1 He 3aBucsT

OT MHTEHCHBHOCTH TpaMKa Mexiy 3THMH CETSIMH. JTO CBOMCTBO WJUIIOCTPUpPYET
puc. 22.13.

132.100.0.0

182.201.103.0

105.0.0.0

Puc. 22.13. MNpoknanka NyTu KOMMyTauuu NO METKaM C NOMOWbLIC NpoTokona LDP

Bce ycrpoiictBa LSR nopiepxMBalOT CUTHATBHBIH npomoxon pacnpederenus Memox
(LDP). Kpome Toro, xaxaoe yctpoiictBo LSR n0/kHO noaaepxuBaTh OAUH U3 CTaH-
paptHeIX npoTtokosoB IGP, nanpumep RIP, IS-IS nan OSPF.

B pe3ynbTaTe paGoThbl MPOTOKO/IOB MapLIPYTH3aLKH MM XKe Mocje PydHOH Moandu-
KalMM aIMHHHCTPATOPOM CeTH B Tabiuue MapuipyTH3auuu yctpoiictBa LSR moxer
NOSIBHTbCS 3alMCh O HOBOM CETH HasHayeHHsi, I KOTOPOii B CETH MOCTABILUMKA YCAYT
elle He MpOoJIoXKeH MyTb KOMMYTaLlMK 1O MeTKaM. B aToM ciy4ae naHHOe ycTpoitcTBO
aBTOMATUYECKM MHUIMMPYET MPOLeAYPY NMPOKJAAKH HOBOro myTH. [l1s mpokJaaxu
HOBOTO MyTH KOMMYTAlUMM 10 MeTKaM ycTpoiictBa LSR ncnosbsyior oberuHbli aro-
PUTM NpoaBMXeHHs rakeTa B IP-ceTH Ha ocHOBe TabyIMLl MapLIPYTH3ALIMH.

[lycts, Hanpumep, ycTpoiictBo LSR1 o6HapyxuBaeT, 4To B ero TabJuile MapuipyTH-
3aLUMHU MosABMIaCh HOBasl 3amUch o ceTH HasHayeHMsa 132.100.0.0, n B kauecTse cie-
Ayouwero xona ykasano yctpoictso LSR2. B 10 e BpeMs BUPTYyanbHbIit 1yTb K 9TOM
CETH He TMPOJIOXKEH, TAK KaK B TabJiMLie IPOABHKEHHS OTCYTCTBYET COOTBETCTBYIOLIAR
3amuch,
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poM, BJIHSIOUIIM Ha yCKOPEHHS NPOABHXCHHS 1aKeTOB, sIBJsSETCS OTCYTCTBHE 3TarNloB
3aMeHbl Ka1pOB KaHalbHOIO YPOBHS KaXAbIM MapIPYyTH3aTOPOM, YTO XapaKTepPHO
st TexHoyoruu 1P,

TexHonorua MPLS TE

Texuonorus MPLS TE cayxnT ;118 npoknajiki 8 ceTu nyTeii KOMMYTaLHHU 1O MeT-
KaM, 00eCnequsaouuy capaimuposaniiyio cpediiow nponyckuy cnocobiocms B COOT-
BETCTBHH C NPHHIMIIAMH IHCKHHUPHITA Tpadiika, onHcaliHbIMK B r1ase 7. B 3ToM 3a-
KaoyaeTcsi ocHosioe otaiuue texnosorun MPLS TE ot Texuonorun MPLS IGP,
xoTopasi 00ecIleunBacT NPOKJIAAKY NyTeil KOMMYTALHH O METKaM, HCXO/sl U3 H3BeCT-
HOM TONOJIOIMH COCTABHOIT CeTi, a TpachuK NIPH 3TOM HTHOPUPYETCS.

Kpome toro, B oTuityie oT MPLS IGP B rexnoaornn MPLS TE nytu komMmyTaumu
0 MeTKaM, HasblBaemble 31ech TE-TyHHeNsIMH, He NPOKJIa/IbIBAIOTCS aBTOMATHYECKH.
TE-TyHHeIH NPOKAA/LIBAIOTCS TOJIbLKO 110 HHHUHATHBE aJIMHHUCTPATOpa CeTH, U B 3TOM
orHoweHun TE-rynnenn nojobuut kananaM PVC B rexnonornsix ATM u Frame Relay.

MPLS TE nojuiepxuBaeT TYHHeAH ABYX THIIOB:

Q crporuit TE-TyHHenb onpe/iesieT BCe NPOMEKYTOUHDIE Y3.Ibl MEXKAY ABYMS TO-
rpaHHYHbBIM YCTpOIicTBaMIL;

Q csob6oaubiii TE-TyHHE Db OlIPeieSsicT TOJbKO YACTh MPOMEXYTOUHDIX Y3J10B OT O]~
HOrO MOPAHHYHOrO YCTPOICTBa JI0 APYIOTo, 4 OCTAIbHbIE TPOMEKYTOYHBIE Y3JIbl
BuibupaloTcst yerpoiicrsoM LSR caMocTosTesblo.

Ha puc. 22.14 nokasanw 0oba THI1a TynHeneit.

Tywrens 1
(10 Mbps)
LS

MPLS-gomenH

TyrHens 2
(36 Mbps) .
N LER3

LERS

Puc. 22.14. ,D,aa‘ tna TE-TynHenei B Texnonorun MPLS

Tynnens 1 apsisieTcs MpHMEPOM CTPOrOro TYHHEJIst, [IPH €ro 3alaHWH AMHHUCTPATOp
YKa3aJl KaK HAYAJblIbIA 1 KOHEUYHBII Y3J1bl TYIHES, TaK H BCe NPOMEXYTOUHBIE Y3JIbi,
TO ecThb mocjenoBaTesbHOCTy [P-anpecos anst yerpoiicts LER1, LSR1, LSR2, LSR3,
LER3. Taxim o6pasos, aIMHHHCTPATOP caM PeLl 3a1ady HHXMHHPHHTa Tpaduka,
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Jinst BBIOOpa M MPOBEPKM NyTeit yepes TyHHenu B Texnonoruy MPLS TE wucrnionnay-
I0TCS PACIUHMPEHS [IPOTOKOJIOB MapILPYTH3AUH, PabOTAIONIIX HA OCHOBE ATIOPHTMA
cocroAtns caseii. Ceroana Takue pacliMpPeHHsl CTaHAAPTH30BaHbl A/ TIPOTOKOJIOB
OSPF n IS-IS. /laa pewenus 3anaun TE B npotokonst OSPF u IS-IS Bxiouenst
HOBble THIbI OObSABAEHHI 1S PACNPOCTPaHeHHs TI0 ceTH UHMOPMALHK O HOMHHAb-
HOM M He3apesepBHpoBaHHOM (noctynHoit ans TE-noTokoB) BesMyMHAX NMPONYCKHOM
cocOOHOCTH Kaxa0i cBasH. TakuM obpasom, pebpa pesyabtupyiolero rpada ceT,
C03/1aBaecMOro B ToMnoJjoruyeckoit 6ase kaxaoro ycrpoiictea LER wan LSR, 6yayt
MAapKHPOBAHbI 9THMII ABYMs JOHNOJHHUTE/JbHBIMH TapaMeTpaMH. Pacriosaras Takum
rpapoM, a TaKxKe napaMeTpaMi NMOTOKOB, 1151 KOTOPbIX HYXHO onpefeauts TE-nyTy,
yerpoiictBo LER mosxer Haiiti paunoHasnbHOe pellieHHe, y10BJIeTBOPAIOLIEE OAHOMY
¥3 cHOPMYIMPOBAHHBIX B [JlaBe 7 OTPaHHYEHHH Ha HCMOJL30BaHWE PECYpPCOB CETH.
Uaie Beero pelleHre HILETCS MO Hanbosiee IPOCTOMY KPHUTEPHIO, KOTOPbIH COCTOWT
B MHHUMH3aLHH MaKCHUMAaJbHOTO 3HaueHUsl KoadPHUHEHTA HCMOJb30BAHUS BIOJb
BLIOPAHHOTO MYTH, TO €CTb KPUTEPUEM ONTHMM3AIMH TYTH ABJIAETCA 3HayeHHe min
{K paxi} AJIST BCEX BO3MOXHbBIX NyTeil.

B ofiiem cyyae ajMHHUCTPATOPY HEOOXOAMMO MPOTOKUTL HECKOILKO TYHHENEH /st
PasIMYHbIX arperHPOBAHHbIX MOTOKOB. [L/1s1 yIPOILEHUs 3a/lauyd ONTHMH3aUUM BLIOOP
nyTeilt 7Sl 3THX TyHHesell 0OBLIYHO OCYNIECTBISIETCS TI0 QYEPEaH, NPUIEM aIMHHHUCT-
paTop onpejesisieT O4YepefHOCTh Ha OCHOBe cBoeil HHTyuIlMH. OYeBUAHO, YTO HOMCK
TE-nyTeii no ouepeay cHiKaeT Ka4yeCTBO PelleHHsi — MPHU OJHOBPEMEHHOM PacCMOT-
peHHH BCeX MOTOKOB B MPHHIMIE MOXHO A0OUTbCsi 6osiee pauHOHAIBHOM 3arpy3Ku
pecypcoB.

NMpumep

B npumepe, 110kazaiHoM Ha puc. 22.15, orpaHuuenHeM sABISETCS MaKCHMAIbHO AONYCTH-
Moe 3Hadenve koaddHuMeHTa HCONb30BaHUs pecypcos, paBHoe 0,65. B Bapnante 1 pete-
Hue 6bLI0 HAMACHO IPH OYePeNHOCTH paccMoTpetns noroxos 1, 2, 3. Jlns niepsoro noroka
6b1 Bri6pan 1yTL A-B-C, Tak Kak B 3TOM CJ1y4ae OH, C OAHOIH CTOPOHBI, YAOBICTBOPSET OT-
paHH4en 1o (Bce pecypebl BAoJb NyTH — Kananb! A-B, A-C u cooTseTcTByI0UME HITTepdeit-
Cbl MapIIPYTH3ATOPOB OKa3bIBAIOTCS 3arpyeHubiMi Ha 50/155 = 0,32), a ¢ apyroii — obna-
JaeT MUHUMaNbHO MeTpikoil (65 + 65 = 130). das sroporo 11oroka Takxe b1 Bbibpan
nytb A-B-C, Tak Kak 1 B 3TOM CJiyyae orpalH4eHHC YI0BJICTBOPSCTCS — Pe3y IbTUPYIOUHH
K03(PHIMCHT Hclloab3onraliig oxassiBactcs pasHbiM 50 + 40/155 = 0,58. TpeTuii norok
Hanpasaserca no nytn A-D-E-C u 3arpyxaet pecypenl katianos A-D, D-E u E-C na 0.3.
Pewenne 1 Mox110 na3saTh ya0BJAETBOPUTEIHBIM, TaK Kak KOI(DMHLHCHT HCNOIb30BAHMs
Joboro pecypca B ceTw 1ie upesbiuaet 0,58.

Onnako cyuecTsyeT ayuuinii crocob, npeacTasicHHbIN B BapHanTe 2. 3aeCh NO BEPXHEMY
nytt A-B-C 6buin nanpasenbi NOTOKH 2 1 3, a nnotok 1 — 10 Huxnemy nytu A-D-E-C.
Pecypcut Bepxitero nyTh okasbiBaloTcs 3arpyxeHHbiMH Ha 0,43, a Hixiero — Ha 0,5, TO ecTb
HaMio Gonee paBiOMepHas 3arpy3Ka PecypcoB, a MaKCHMAJILHBIA KO3(M@UIHEHT HCIIONb-
30BaKHs BCEX PecypcoB ceTH He npesbiitiaeT 0,5. ITOT BapHaHT MOXET ObITb 1101yyeH 1pH
OIHOBPEMEHHOM PACCMOTPEHI{H BCEX TPEX TNOTOKOB C Y4€TOM orpatuuenust min (max Ki)
WJIK Xe IPH PacCMOTPEHUH 110TOKOB MO O4epell B [0CJ1e0BaTenbIIoCTH 2, 3, 1.
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M =65
B =155/100

1 notok, B = 50

M =65
B = 155/100

65

M =65

B = 155/100 = 155/100

M = 100
B = 100/165

BapuanTt 1: 15352 BapwuaHT 2: 2531
Kmax= 0,58 Kmax=0,5

Puc. 22.15. 3aBUcUMOCTb KauecTBa pewenna 3agaun TE OT ouepeaHocTn Buibopa TyHHeneh

Tem He MeHee B MPOU3BOAMMOM ceroiisi 000pyIOBAHHH NPUMEHSIETCS BAPHANT Tex-
Hojorud MPLS TE ¢ nocnenosaresbubiM paccmoTperneM notokos. OH npotiie B pea-
M3anuu 1 611xKe K cTanaapTHeiM a5t 1potokoiaos OSPFE i IS-IS npouexypam Haxo-
XAEHUsT KpaTyaiIuero nyTH Aas OAHOH ceTH HasHayeus (B OTCYTCTBHE OTpaHUYeHHH
HalileHHOe pellleHHe Il Habopa KpaTyailiiux nyTeil He 3aBHCHT OT I10C/1€A0BaTeNb
HOCTH yueTa ceTei, ISl KOTOPBIX NPOH3BOAILIcs MMOHCK). Kpoate Toro, 11pu uamene-
HWM CHTYalLUH — MOSABJCHUM HOBbLIX [IOTOKOB HJIII H3MCHCHHH HHTEICHBIIOCTH Cyle-
CTBYIOUIMX — HAMTH NyThb yAAeTesl TOJbLKO JUIST OJ1I0T0 [OTOKA.

Bo3amoxkeH Takxke croco6, NpH KOTOPOM BHelllHsIsA 110 OTHOIIEHHIO K CE€TH BBIYMCIH-
TeJIbHAsl CHCTeMa, paboTaiollast B aBTOHOMHOM PeXIIMe, OlIpe/lesisieT ONITHMABHOE pe-
weHHe st Habopa MOTOKOB. ITO MOXKET ObITh A0CTATOMHO CJOXKHAS CUCTeMa, KOTo-
past BKJIIOYaeT MOACHCTEMY WUMHUTAIIMOHHOTO MOJEJMPOBAIHs, ClIOCOOHYIO YYecTb He
TOJIKO CPeJIHHE MHTEHCUBHOCTH MOTOKOB, 110 H HX MYJIbCALIMH, H OLICHUTbH HE TOJIbKO
3arpy3Ky PecypcoB, HO M pe3yJIbTUPYIOIHe napaMeTpsl QoS — 3aiepiKKH, 110TepH U T. 1L
IMocsie HaXOXACHUS ONTHMANBHOIO PEHICHHST CTO MOXHO MOAM(HIIHPOBATh YKe B one-
PAaTUBHOM PEXMMe NooYepeHOro NMOoUCKa nyTei.

B rexnonorun MPLS TE nndopmaiius o HallieHHOM PAllHOHAIBHOM OYTH MCTOb3Y-
€TCs1 MOJIHOCTLIO — TO eCTh 3anoMuHawTcesl [P-ajpeca UCTOYHHKA, BCeX TPAH3WTHBX
MapulpyTH3aTOpPOB H KOHEYHOro yaja. BcrnoMHUM, Takasi MapupyTU3aiiist Ha3blBaeT-
cs1 mapupymusayuei om ucmounuxa. [109TOMy ROCTaTo4HO, YTOGBI 1IOMCKOM MyTeil
3aHHMaJIMCh TOJILKO 1orpaHHyHble yctpoiictsa cetd (LER), a npoMexyTouHbie ycT
poiictBa (LSR) auuib noctapasiiv UM MHOOPMAIIMIO O TEKYIeM COCTOSIHUH pe3epsh-
POBaHUs NPONYCKHOMN CrIocOOHOCTH KaHaJloB.

Mocne HaxoxacHusi MyTH HE3aBUCHMO OT Toro, aitgen on Gwin ycerpoiictsoM LER
WJIM aIMUHHCTPATOPOM, ero 1ieobxoanmo 3adpukciponarn. Jas storo 8 MPLS TE ue-
NIOJIb3yeTCst paciliiPeHHe y>Ke pacCMOTPEHHOrO 11aMH [IPOTOKOJIA PE3CPBHPOBAHNA PEr
cypcos (RSVP), koTopbiil 4acTo B 5TOM cJjlydae HasbisaioT npotokosom RSVP TE
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xomnanuet SunSoft. Cucrema SunNet Manager 6bl1a OpHeHTHpOBaHa Ha ynpasie-
HHe KOMMYHHKaUMOHHLIM 060pyI0OBaHHEM W KOHTPOJb TpadHka ceTH. MMeHHO 31y
(bYHKUMM MMEIOT yallle BCEro B BUAY, KOTAa FOBOPST O CHCTEME yNPaBJIEHHA CeTbio
(Network Management System, NMS).

O6bryHo cucTeMa ynpaBJieHHst pabOTaeT B a8MoMaAmMu3UPOBAHHOM PEXUME, BBITIOHSS
Hanbosiee NpocThble AefCTBUSA MO YNPABJIEHUIO CETbIO aBTOMATHYECKH, a CIOXKHBIe pe-
IIE€HHS NMPeJOCTaBJIASA MPHUHUMAaTb YEJIOBEKY Ha OCHOBe MOATOTOBJIEHHOH CHCTeMoit
MHpOpMaLHH.

Camu cHCTeMBI yTIpaB/leHUs! IPEACTABJAIOT COGOM COXHbBIE MPOrPaMMHO-anmapar-
HbI€ KOMIIJIEKCBI, MTO3TOMY CYIUECTBYET IpaHHIa Le1ecoo6pasHOCTH UX NPHUMeHeHHs.
B ne6ob10it ceTH MOXHO NMPHMEHSTb OTAE/NbHble NPOrPaMMEI YIIpaBJaeHUs Haubonee
C/IOXHBIMH yYCTPOHCTBAMHM, HAampUMeP KOMMYTAaTOPOM, MOJIEPXUBAIOIINM TEXHHKY
VLAN. O6bryno xaxzaoe ycTpoicTBO, KOTopoe TpebyeT JOCTAaTOYHO CJIOXKHOTO KOH-
¢(hurypupoBaHus, IpOM3BOAKTENb COMPOBOXAAET ABTOHOMHO# NPOIPaMMOit KOHGbHTY-
prpoBaHus M ynpajeHus. OfHako NPH POCTe CETH MOXeET BO3HMKHYTH mpobiema
06benHEHHS Pa3PO3HEHHBIX IPOrPAMM YIIPaBJIeHHs YCTPOMCTBAMH B eMHYIO CHCTe-
My YIpaBJ€eHHs, H LIS PellleHUs 3Toii NpobieMbl IPHAETCS, BO3MOXHO, OTKa3aThCs oT
3TUX NPOrpaMM M 3aMEHHUTb UX HHTErPHPOBaHHOH! cucTeMoilt ynpaBaenus.

- @yHKUMOHaNbHbBIE rPyNMbl 3aAa4 ynpasneHus

HeaaBucuMo or obbekTa ynpasneHus, xenaTeabHo, 4To6bl CHCTeMa yIIpaB/IeHUs Bhi-
TNOMHsLIA PsA HYHKUMH, KOTODbIe OnpeseeHbl MeXAYHaPOAHBIMM CTaHAapTaMH, 0606-
LMAIOLIMMH OTILIT MPUMEHEHHS CUCTEM YNIpaBJeHHs B pa3/inyHbix obaactax. Cymecr-
ByloT pekoMeHaaunu ITU-T X.700 u 61u3kuit k uum ctauaapt I1SO 7498-4, kotopue
AeNAT 3a/]a4M CUCTEMBI YIIPaBJIEHUS Ha NATh (pYHKUMOHABHBIX TPYIII.

Q VYnpasnenue xoudurypauuelt cern u umenonanuem (Configuration Management)
3aKJ0yaeTcss B KOHQUIypHpOBaHMM NMapaMeTpoB Kak sjemeHToB cetd (Network
Element, NE), Tak u ceTu B uesom. [15 571€eMEHTOB CETH, TAKMX KaK MapLIpyTH3a-
TOPbI, MYJIbTHUIJIEKCOPbI U T. M., TyTeM KOH(GUIYPUPOBAHHMSA ONpeNeNsioTcs cere-
Bble ajipeca, MAeHTHU(UKATOPLl (MMeHa), reorpaduyeckoe nojoxenue u np. And
CeTH B LeJIOM ynpaBjieHHe KOHurypaumeil o6bIY4HO HAaYMHAETCA C MOCTPOEHHA
KapTbl CETH, TO €CTb OTOOPaXKeHHH PeaNbHBIX CBA3EH MeXay 3JeMeHTaMH CeTH H
M3MeHEeHU 3THUX CBsA3eH NMpH 06pa3sOBaHUM HOBbIX (PU3MYECKUX MJIH JIOTMYECKHX
KaHAJIOB, U3MEHEHHH TabJIHLl KOMMYTAlMK ¥ MapLUPyTH3aLHH.

Q OG6pabortka omH6OK BKJIIOYAET BbisIBJIEHHE, ONpele]eHHe U YCTPaHeHHe ToCael:
cTBuit cboeB U 0TKa30B B pabore ceTu.

O AHaJHM3 NpOM3BOJHTENbHOCTH H HAZIE)KHOCTH CBSA3aH C OLEHKOMN Ha OCHOBE HaKo-
TJIEHHOH CTaTHCTH4eCKOH MHAOPMAUNM TaKMX NapaMeTPoB, KaK BpeMs peakiut
CHCTEeMBI, IPONYCKHas COCOGHOCTb PearbHOro MM BUPTYaJbHOTO KaHala CBA3M
MeX1y ABYMSI KOHEYHbIMH abOHEHTaMH CETH, HHTEHCUBHOCTb TpadMKa B OTAENb
HbIX CETMEHTaxX M KaHaJlaX CETH, BEPOSTHOCTb HCKaXXEeHHs JaHHBIX NP HX Teperade
yepe3 CeTh, a TaKxke KO3 (PULHEHT FOTOBHOCTH CETH UJIM €e ONpeaeNeHHOI TPaHe-
NIOPTHOM C/1yx6bl. Pe3ybTaThl aHaIM3a MPOU3BOAUTENBHOCTH M HaleXHOCTH N10-
3BOJIAIOT KOHTPOJMPOBATh cozrauenue 06 yposue obcaymusanus (SLA), 3aKmo-
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Ke 3aME€THaA OTYeT. IHBasdA TeHIACHIIHS HHTerpalliHil CIHCTeM VIIPABJICHHA CeTsIMII H CUC-
TEMAaMH B €aHHbIE HHTEIrPHPOBAHHBIC [TPOJAVKTDLL VIIPABTCHHA CCTAMH.

ApXMTEKTYpbl CUCTEM yrnpaB/ieHNA CETAMM

OCHOBHBIM 3JieMeHTOM 110001 CHCTEMbI YIPABJICHHS CEThIO JIEXKHT CXeMa B3aHMogeii-
CTBHA «MEHEKEP — areHT — ynpap.sembiii o0bekT» (puc. 22.16). Ha ocrobe aroj
CXeMbl MOTYT 6bITh MOCTPOEIibl CHCTEMBI [1PAKTHYECKH T060IT C10KHOCTIL ¢ GOMblMy
KOJIHYECTBOM areHTOB, MEHEKEPOB M PeCYPCOB PasHOro Tilia,

WHrepgdenc MHTepdenc areHTa
MeHeKep—areHT ¢ moaenbio obvekTta

MeHepxep AreHT

Wurepdenc meHeaxepa UnTepdeinc areHTa —

¢ Mopenbio obvexTa ¢ o6bexTom
Mogerib v - Megens ynpaensemoro
ynpaanAeMoro npaBnAeMbid 0BBeKT | o6y eyra. conepwalsan
obvexTa (MapwpyTu3atop, kanan, TeKyLne 3HaHWUR
OC, CyBA) xapakTepucTuk obbexTa

Puc. 22.16. BaanMoaeicTene areHTa, MeHeaxepa u ynpasnaemoro obbekra

Yr1o6bl MOXKHO OblIO aBTOMATH3MPOBATL YNpaB.leHHe oObeKTaMH CeTH, CO3aeTcs He-
KOTOpasi M00enb ynpaeasiemozo obsexma, HasbiBaeMast 6a30t dainbix ynpasasioweit
nHdopmaunn (Management Information Base, MIB). MIB oTpaxaet To/bKO Te xa-
pakTepHCTHKH 00beKTa, KOTOPble HY>KHbI /L1 ero koHTposs. Hanpumep, Mozaens Map-
IIPYTH3aTOPa 0OOBIYHO BKJIIOYAET TAKHE XapAaKTEePHCTHKH, KaK KOJIHYECTBO fIOPTOB, HX
THM, TabJKULY MaplUIPYTH3aliH, KOJHYECTBO KA APOB H MakKeTOB NMPOTOKOJOB KaHalb:
HOTO, CeTeBOT0 ¥ TPAHCMOPTHOTO yPOBHeil, 1POLIeNIHX Yepe3 3TH nopThl. MeHeaxep
M areHT paboTaloT ¢ OAHOI M TOH XKe MOZEbIO YIPaB/isieMoro oGbeKTa, OAHAKO B HC-
NOAb30BAHWH ITOH MOJAE/JAH areHTOM H MeHEMKEPOM HMEIOTCHA CYILECTBEHHbLIE pas-
JIHYHSL

Aeenm Hanosnnsier M1B ynpasisisieMoro 06bekTa TCKYIHMH 3HAYCHUSMH €ro XapakTe-
PUCTHK, a Menedxcep v3siekaeT i3 MIB naHHble, Ha OCHOBAIIHII KOTOPBIX OH Y3HAET,
KaKhe XapaKTepHCTHKHM OH MOXeT 3allpOCHTDb Y aleHTa H KakKiMM IlapaMeTpamH 00b-
€KTa MOXHO YUpaBJasTb. TakuM 00pa3zoM, areHT SABAACTCS 110CPEIAHHUKOM MEXAY
ynpaB/sieMbiM OOBEKTOM H MeHEe/DKEPOM. AreHT [[0CTABISET MeHeUXKepy TOJNbKO Te
JaHHble, KOTOpble peaycMarpusalores MIB.

MeHemxep 1 areHT B3aMMOJIEHCTBYIOT 110 CTAHAAPTHOMY MPOTOKO.1Y. JTOT IIPOTOKO]
MO3BOJISIET MeHe/Kepy 3afpaliMBaTh 3HauelHs mapaMeTpob, xpansiguxcs B MIB
a TaKxe mepce/iaBaTh areHTy WHQOPMALHIO, Ha OCHOBE KOTOPOIl TOT J0JKEH YNpas:
aaTb o6bekToM. O6BIYHO MeHelkep paboTaeT HA OTAEIBHOM KOMIIbIOTEpE, B3AHMO®
LeHCTBYS ¢ HCCKOJBKUMH areHTaMH.
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AreHTBI MOTYT BCTPAaMBATBLCS B ynpas.isemoe ob6opyaoBaHue, a MOTYT H paboTarh Ha
OTAE/IbHOM KOMIIBIOTEPE, CBA3AHHOM ¢ yNpaB/isieMbiM obopyoBanueM. [st nosydye-
Hust TpebyeMbIX JaHHBIX 06 06beKTe, a TakXKe IS BbIAAYM HA HEro Y 1PaBAAIOHX
BO3JAEHCTBUIT aTeHT JOJXKEH HMETb BO3MOXKHOCTD B3auMogencTBoBath ¢ HUM. OaHaKo
MHOroo6pasHe THIIOB yIPaB.IsieMbIX 06BEKTOB He MO3BOJISeT CTaHAapTH30BaTb cnocob
B3aMMOJIEHCTBIA areHTa ¢ 06bekTOM. DTa 3aaya peuwaercs paspaboTuHKaMu npu
BCTPAaUBaHWM areHTOB B KOMMYHMKallMOHHOe 0o0OpyAoBaHMe WM B OlepalMOHHYIO
CHCTEMY. ATEHT MOXeT CHabXaTbCs CreHUanbHBIMM AaTYMKAMU IS NOJIyYeHUS UH-
dopmaumH, HANPUMeD JaTYMKAMH peleHbIX KOHTAKTOB MJIM AaTYMKAMHU TeMmIepary-
pbl. AT€HTbI MOTYT OT/IHYATbCS PA3HbIM YPOBHEM HHTEAIEKTa — OHM MoryT 06s1aj1aTh
kak CaMbIM MUHHMAJIbHbIM WHTEJJIEKTOM, HEOOXOAMMBIM /ISl TIOACYETa POXOAALLHX
yepe3 060OpyAOBaHHe KaAPOB M MAKeTOB, TaK M BecbMa BBICOKHM, JOCTATOYHBIM A7
BBITIOJTHEHHSA CAMOCTOSATE/IbHBIX A€iICTBHIA 110 BBIMTOJHEHHIO I10C;1€40BaATEIbHOCTH ynpas-
AAIOUIMX KOMaH] B aBapPUiiHbIX CHTYalMAX, MOCTPOEHHUIO BPEMEHHEIX 3aBHCHUMOCTeIl,
OWIbTpaUMH aBapUIHBIX cOOOUIEHUH U T. 1.

Pasnuyalot enympunonocioe ynpasienue, Koraa ynpassiowue CHIHANBI UAYT 110 TO-
My XKe KaHaJsly, 10 KOTOpOMY MepeaaloTcst 110/1b30BaTeIbCKHe JaHHble, H 8HeN0A0CHOE
ynpaéaenue, TO €CTb OCYLIECTB.ISIEMOE BHE KaHala, 10 KOTOPOMY MepefaloTCs MoJb-
soatenbCkue aaHHble. Hanpumep, ecn coobuienist mpotokosa, o KOTOpoMy Me-
HelKep B3aMMOEHCTBYET C areHTOM, BCTPOEHHBIM B MapIIPYTH3aTOP, NTePelaloTCst 110
TOit XKe CETH, YTO M T0JIb30BATCNbCKHE JaHHBIE, TO 3TO 6yaeT BHYTPHUIONOCHBIM
ynpapJieHueM. Eciu xe MeHeZkep KOHTPOIHpYeT KOMMyTaTop NepBuYHOil ceTH, pa-
foraroutuit o Texnosoruu FDM, ¢ noMowsio otaesbHO# ceth X.25, K KOTOpO# noa-
KIIOYEH areHT, T0 3To GyaeT BHenonocHbiM ynpaniehyem. [lepenaua naHubx ynpas-
JEHUs IO TOMY XK€ KaHasly, Ha KOTOpoM paboTaeT ceTb, H0osiee IKOHOMUYHA, TaK KaK
te TpebyeT cO3naHUs OTAeNbHOH MHOPACTPYKTYPRI Mepeaaud ynpaBJIsiOLUX AaH-
Hbix. OiHaKO BHEMOJIOCHOE yMpaBJeHHe HajexHee, TAK KaK COOTBETCTBYyoLee 060-
pyaoBaHHe MOXET BBINONHATb CBOW (DYHKLMM TOTAA, KOTAa T€ MJAW HHbIC CeTeBble
371€MEHTBI BHIXOJAT M3 CTPOSI f OCHOBHbIE KaHa/bl Nepeaayl AAHHBIX OKA3bIBAIOTCS
HEOCTYMHBIMH.

Cxema «Meuemxep - al'€HT — ynpaBﬂﬂeMbIﬁ 06'bCKT>> MMO3BOJIAET CTPOHTDbL A0CTATOY4-
HO CJIOXHBIE B CTPYKTYPHOM OTHOUIEHHH pacnpeaesieHHble CHCTEMbI ynpaBJeHHA
(puc. 22.17).

Kak nokasano Ha pucyHKe, Kax/blit areHT ynpaBJsieT onpeae/IeHHbIM 31EMEHTOM CeTH,
lapaMeTpbl KOTOPOTO NoMellaeT B cooTBeTcTBYlouLylo 6asy MIB. Menenxepsl uapJe-
Kalot naHHble u3 6a3 MIB cBoux areHToB, 06pabaThiBAIOT UX ¥ XPAHAT B COOCTBEHHbIX
6asax panubix. Onepatopol, paGoTaiolme 3a pabOUMMH CTAHLHMAMY, MOTYT COeIH-
HHTLCst € O6bIM M3 MEHEPKEPOB U C MOMOLILbIO rpadpuueckoro HHTepdeiica npocMoT-
PeTb naHHble 06 ympaBJisieMOii ceTH, a TaKxke BblAaTb MEHEIXKepy HEKOTOpbIe AUpeK-
TMBBI 110 YIIPaBJIEHHIO CEThIO WK ee dJleMeHTaMH.

Hamuame neckonbkix MeHemkepoB MO3BOMSET PACTIpee/INTh MEXKAY HUMHU Harpysky
1o 06paboTke qaHHBIX yIpaBiaeHHs, obecneunBasi MacurtabupyemMocTb cucTemsl. Kak
NpaBuJI0, MCMOABL3YIOTCA ABA THIA CBsidell MeXAy MeHelkepaMH — OJHOPaHroBas
(pac. 22.18) u uepapxmueckas (puc. 22.19).
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MeHegxep Paboqas ctaHums
.7 (cepsep) (koHcoNb)
MeHegxep | ’ MeHeaxep
(cepaep) < AreHT AreHT (CepBep)
Pabovas cTaHuWA MeHexep MeHeoxep

(xoHcoNb) (cepsep) (cepsep)

MeHegxep Pa6ouasn cTaHuvs

(ceppep) AreHT

AreHT AreHT ArexT AreHT AreHT

Puc. 22.17. PacnpegeneHHan CUCTeOMa yNPaBieHUA Ha OCHOBE HECKONbKUX MEHeaXepos

1 paBoumnx cTaHumi

Cncrema
ynpasnexmna 1

Cucrema
ynpasneHus 2

Cucrema
ynpaenexus 3

Meuem(ep_J )

Meuem(ep_l 60 > Menewxep_‘ )

AreHT

AreHT

ne]

Puc. 22.18. OgHOpaHroswie CBA3M MEXAy MeHeaxepamMmn

B cnyuae oonopanzogsix cBsi3eit KaXABIH MeHeXepP yNpaBJseT CBOeii 4acTbio CeTH Ha
OCHOBE MHGOPMALMH, 10JIY4aeMON OT HHXKeJIEeXALMX areHTOB. LleHTpasbHbIf MeHel:
xep oTcyTcTByeT. KoopanHauust paboThl MeHeIXXepoB AOCTUIraeTCs 3a cyeT obMeHa
nHgopMauueit mexay 6azaMu 1aHHbIX MeHelkepoB. OTHOpaHroBoe MOCTPOEHHE CHC
TEMBI YNIpaBJIeHUA CETOAHS CYMTAETCA Hea(EeKTUBHLIM U YCTapeBIUIHM. '
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Cuctema ceresoro ynpasneHua

Menegxep

Cy2

CY1 Cy3
AreHT AreHt AreHT

s

Puc. 22.19. VUepapxuyeckue cBa3an Mexay MeHeaxepamu

3HaunTesbHO 60.1ee THOKIM SABISAETCS UepapxuuecKoe IOCTpoeHUe CBA3C Mex 1y Me-
HekepamMu. Kaxbli MeHekep HIDKHETo YPOBHS! BBIIOMHSAET Takxke (DYHKIHH areHTa
Ast MEHeZ)Kepa BepXHero ypoBHs. Takoil areHT paboTaeT yxe ¢ yKpYIHeHHOit Moie-
mio (MIB) cBoeil gacTu ceTi, B KOTOpOit cobipaeTcst HMEHHO Ta MHGOPMAIMs, KOTO-
pas Hy>XHa MeHe Kepy BEePXHETO YPOBHS [UISl VIIPABJIEHUs CeThbio B 1es1oM. O6b1yHO
s pa3paboTKH MozeJ1elf ceTi 1Ha Pa3HbIX YPOBHSIX POEKTHPOBAHIE HAYMHAIOT C Bepx-
HETO YPOBHA, HAa KOTOPOM OlIPeIeNIsieTCs cocTaB MHGOopMallHK, TpebyeMoil OT MeHeT-
XepoB-areHTOB 60.1ee HII3KOTO ypoBHs. Takoil noaxoa cokpaiuaer 06beMbl HHGOPMa-
UMK, LHPKYJIUPYIOLIeH MeX/y YPOBHSIMM CHCTEMbBI VIIPABIEHHS.

Monens «MeHexep — areHT — YIIPaBJIseMblii 0OBEKT» JIeXHT B OCHOBE TaKIX MOMy-
JAPHBIX CTAHAAPTOB YNpPaBIeHIIs, KaK cTaHaapTel MHTepHeTa Ha ocHoBe NpoTokoaa
SNMP u cranaapros ynpasaenus 1SO/OSI Ha ochose npotokoaa CMIP (Common
Management Information Protocol).

CraHpapTbl cucTeM yrnpaBneHus
Ha ocHoBe npoTtokosia SNMP

Her Huuero 6osice nocrosintoro, uem Bpemennoe. Ilpotokos SNMP (Simple Mana-
gement Network Protocol — npocToit 1IpOTOKO: CeTeBOT0 aAMHHHUCTPHPOBAHHS) MO-
XET CJIY>KUTh eule OJHMUM NOATBEPXKACHHEM 3T0i a30yyHoil ncTHHBL. PaspaboranHblii
kaK BpeMeHHoe 11 oyeHb 1IpocToe pelueHue st [P-ceTel, on HacTOIbKO MOHpaBHICs
Pa3paboryrkam 06OPYA0BAHHS M CETEBbIM AAMHHUCTPATOPAM, YTO HA AOJTHE TOIDI
Cran npotokonom Ne 1 B cicTeMax ynpasieHus. 11 3To HeCMOTPS Ha To, 4TO yKe JaBHO
CymecTByeT ropasio 6oJiee MOLLHBIH (M, COOTBETCTBEHHO, C0XKHbIIT) npoTokon CMIP,
K ToMy xe sBastoiuiics mexaynapoansim cranaaprom [TU-T,
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O:thako Koria 1ossiiach BTopas sepeis nporokoia (SNMPv2), ona ne Obna nog
AepRana NPoH3BOIITEIAMI CETCBOIO 000PYIOBalils 1 PaCIPOCTPAHE s He [0y JHa,
Pagpabotunkit cranaapron 13 IETFE crapaiortes nepeioMuTh cHTYaIo, NPeTOXKHE
cneundnkaiio rperbeit sepcitn (SNMPv3). CyulecTsennbie y.1y4UIe s NPOTOKoNa,
obecnednBaloLie rHéKoe LAMIHHCTPHPOBAHHE areHTOB CHCTEM YIPaBIeHHs 1 3aiy-
Ty yrpasigoweli HHQopsmauiti, odpaTHas COBMECTHMOCTDL ¢ CIICTCMaMM Ha OCHOBe
Gazosoii epcun SNMPvl, a Taxke OTKpBITas apXHTEKTypa [03BOJSIOT aBTOpaM
SNMPv3 nazedaToes Ha yeneuiHoe IpakTHYECKOe BOILTOLIEHME CBOEro jJeTHIIa.
SNMP — s1o npotokon npukIaanoro yposhs, paspabotannbiit aust creka TCP/IP,
XOTst MMEIOTCSI €r0 peasiu3auitn ¥ A1s Apyrux crexos, Hanpumep IPX/SPX. ITporo-
ko1 SNMP ucnonbayercs 15 1HoTyyeHUs: OT CETEBLIX VCTPOIiCTB HHOpMALHH 06 nx
cTaTyce, NPOM3BOAHTEILHOCTH 1 APYTHX XapaKTePUCTHKAX, KOTOPbie XPaHATCst B MIB,
[Tpoctora SNMP Bo MHoroam onpeac.isiercs npoctoToil 6as aatnbix MIB SNMP, oco-
6eHHo ux nepsbix Bepcuii MIB-1 1 MIB-II.

Hirxe NMepeYUCacHbl 3IEMEHTbI, KOTOpble CTAHAAPTH3YIOTCA B CHCTEMAX yNpaBJeHHus,
TIOCTPOEHHBIX Ha OCHOBe npoTokosa SNMP.,

Q IIpoTtokon B3auMONEHCTBHA areHTa U MeHexkepa (cobcTBenHo mpotokoa SNMP),

O AA3bik onucanus moaeneid MIB u SNMP-coobitelinii — a3bik abeTpakTHOI ci:
TakcHyeckoil HoTtauun ASN.1 (cranaapt ISO 8824:1987, pekomenpaumu ITU-T
X.208). Cranaaprsl onpelensoT cTpyKTypy O6asbl AaHHbiXx MIB, B ToM yHCse Ha-
60p THNOB ee 06HEKTOB, HX HMEHA 11 JIONYCTUMbIC ONepalni Hal HUMH (HanpuMep,
yTeHHe).

O Heckonbko koHkpeTHbIX Mogesaeid MIB (MIB-I, MIB-1I, RMON, RMON 2), ume-
Ha 00BEKTOB KOTOPbIX PerucTpHpyloTcs B aepese ctaniaptos [SO. ApepoBuanas
cTpyktypa MIB coaepxHT 00si3aTesbHble (CTAHAAPTHbIE) ITOUIEPEBDS, a TAKXKE B
Hell MOI'YT HaXOAMTbCS YaCTHbl€ 110/U1€PEeBbsl, MO3BOJAIOUIHE H3TOTOBUTENIO HH:
TC./IEKTYaTbHBIX YCTPOIICTB YNpaBAaTh KakMMH-JHOO clieuu(uyecKkuMy QyHk:
LHAMIT YCTPOUCTBA Ha ocHOBe creldiyecknx oOnexktos MIB.

Bee octabnoe otaaetcs «ha oTKynm» pa3padoTYHKY CHCTeMbl YIIpaBIeHHUs.

SNMP — 370 1pOTOKOJ THIIA «3alIPOC-OTBET», TO €CTh HA KaX/Iblii 3arpoc, NoCTyHs:

Uil OT MeHe/Kepa, arenT Jo/Kell nepeaatsh oTeeT. Oco0eHHOCTbO IPOTOKONA ABM-

€TCst ero YpesBblyaiiHasg MPOCTOTa — OH BKJOYAeT B celsl BCero HeCKOJbKO KOMaHL

3 Kosanaa Get-request HCIIOb3YCTCA MEHEIKEPOM JUIsl 10J1yYellist OT areHTa 3ha-
YeHHST KAKOro-aubo o0beKkTa 1o ero HMeHH.

O Kosmanaa GetNext-request UCoNb3yeTcss MEHEKEPOM /ISl M3BJI€YEHHs 3HaYeHHA
ciaeayionero obvekta (6e3 ykasanusi ero HMeHH) TIpH TOC/Ief0BaTeIbHOM NMpor
cMoTpe Tabauibl 0OOBEKTOB.

Q C nomowbio komManabl Get-response SNMP-areHT 1lepenaeT MeHekepy OTBeT Ha
koManjay Get-request nin GetNext-request.

0O Komanza Set no3possieT MeHeAKepy M3MEHSATh 3Hauellsl Kakoro-in6o ofbexm
C nomolubiv KOMaHAbl Set M NMPOUCXOAHT cOOCTBEHHO ynpaBJieHie yCTPOACTBON.
ATenT AoJIxeH «IIOHHMaTb» CMBICH 3HaYeHUH o6bekTa, KOTOpbIi HCroab3yercs M
VIIpaBJeHust yCTPOHCTBOM, H Ha OCHOBANHHU 3THUX 3HAYCHHI BbIIOJHATD PEAbHOC
ylipapiswouee so3ielicTsie — OTKJIIOYHTD [IOPT, NPUIKCATL MOPT onpezlellem“’it
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aunnn VLAN u 1. n. KoManaa Set npuroana takxe ans saganus YCJIOBUA, NTPU
BbINIOTHEHMH KoTOporo SNMP-areHT 1o/pken nociaTh MEHeIKepy COGTBETCTBYIONLEe
coobenue. MoxeT ObITb ONpeneneHa peakuusi Ha TaKMe COBBITHS, Kak MHHUIMA-
JM3aUMs aTeHTa, PECTapT areHTa, OOPLIB CBA3H, BOCCTAHOBJIEHHE CBA3H, HeBepHast

ayTeHTH]MKALMs 1 noTeps 6nxaiiutero MapwpyTusatopa. Ecin npoucxoauT sio-
6oe 13 9THX COOBITHIA, TO areHT MHULMAJIM3UDYET IIpephiBaHHe.

0 Komanza Trap HCTO/b3YeTCS areHTOM /st COOBLUEHUs MeHeIXepy O BOSHUKHOBE-
HHHU 0c060i cCHTyaLuH.

Bepcust SNMPvV2 no6assiser k aTomy HaGopy komanay GetBulk, KOTOpasi 03BoJsieT
MeHeKepy TMOJYYUTh HECKOMbKO NePeMEHHBIX 33 OAMH 3a1poc.

Crpyktypa SNMP MIB

Ha ceroansi cyluecTByeT HECKOJbKO CTAHAAPTOB Ha 6a3bli AAHHBIX YNpPaBASIOLIeH MH-
dopmaumny st npotokosa SNMP. OcHoBHbIMY siBAsiOTCA cTaHaapThi MIB-1 n MIB-II,
a Takke Bepcusa 6asbl JaHHBIX AUIst yAaieHHoro ynpassienuss RMON (Remote Moni-
toring) MIB. Kpome Toro, cyiectByior cranaaptsi st cnieumanbieix MIB-yetpoiicts
KOHKpeTHoro Tvna (Hanpumep, MIB ans xonuientpatopos uan MIB ans mozemos),
a Takxe 4acTHble 6a3bl nanHbix MIB xoHKpeTHBIX (UPM-TIpou3BoauTeNElt 060pyIO-
BaHHs.

Ileponavanvhas cneundukauus MIB-1 onpenensina Tosnbko onepaunu yrenus 3ua-
YeHUH niepeMeHHbIX. Onepaluyi H3MeHeHUs] MJIM YCTaHOBKH 3HayeHHit o6beKTa ABJIs-
10TCAA YacThbio cliendukaunin MIB-II.

Bepcus MIB-I (RFC 1156) onpenensier 114 06beKT0OB, KOTOphIe MOAPA3AEAIOTCS Ha
8 rpynm. '

Q System — obume naHHbIe 00 ycTpoicTBe (HanpuMep, MAEHTHPUKATOP MOCTABLIHU-
Ka, Bpems 1ocseJHeld HHULUATIU3ALUN CHCTEMDI ).

Q Interfaces — napameTpsl ceTeBbiX HHTEPHENRCOB yCTPOICTBA (HApUMep, HX KOJIHI-
YECTBO, THIIbI, CKOPOCTH 0OMeHa, MAaKCUMaJIbHBII pa3Mep rnakera).

Q Address Translation Table — onucaHue COOTBETCTBUSA MEXAY CETEBbIMU M (pU3HYe-
CKUMU aapecaMu (Hanpumep, o npotokoay ARP).

Q Internet Protocol — nannble, oTHOCAUIMecCS K npotokony IP (aapeca 1P-uurio3os,
XOCTOB, cTaTHCTHKA O IP-makerax). '

Q ICMP — pannble, oTHOCALMECS K NPOTOKOAY OOMEHa yNpaBAsIOIUUMHU coobiie-
Husimu ICMP,

Q TCP — nannble, oTHocsuecs k npotokoay TCP (Hanpumep, o TCP-coeannenu-
AX).

Q UDP — pannble, orHocsmuecs K npotokony UDP (uuco nepefaHHbixX, IPUHATHIX
H omH6oyHbix UPD-zaeiitarpamm).

Q EGP — nanusie, otHocsmuecs k nporokony EGP, ucnonsayemomy B Unrephere
(uncno npuHsTHIX ¢ ownbKamMu U 6e3 omnbok coobiuenmit).
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M3 storo nepeynst rpynmn nepeMeHHbiX BUAHO, 4TO cTanaapt MIB-I paspabarbiBascy
C KeCTKOM opHeHTalMeHd Ha ynpaBJjieHHe MaplpYTH3aTOPaMHU, MO/UIEPXKHBAIOLIMMY
npotokosbl cteka TCP/IP.

B Bepcun MIB-II (RFC 1213), npunsroit B 1992 roay, 6bin cymecTsento (10 185)
pacuIMpeH Habop CTaHAAPTHBIX OODBEKTOB, @ YUCIO TPYIN YBEJUUUI0Ch 10 10.

Ha puc. 22.20 npuseneH npuMep ApeBOBUAHOI CTPYKTYphl Oasnl 06bexTos MIB-IL
Ha nem nokasansl aBe u3 10 Bo3MOXHbIX rpynn o6bekToB — System (HmeHa obbek-
TOB HayMHaloTcst ¢ npedukca Sys) u Interfaces (npeduxkc if).

KopeHb
System T
O6vnexr Obwexr O6uexr
SysUpTime SysDescr SysObjectiD interbaces
ifTable O6nexr
ifNumber
fEntry
ifAdminStatus (o6vexT) ifType (o6wexr)
l 1 (peanusaumn) l 1 (peanusaunn)
Testing (3naueHue) Ethernet-csmacd (3naueHue)

Puc. 22.20. CrangaptHoe gepeso MIB-Il (dparment)

O6bekT SysUpTime coaep>XHUT 3HaYeHHEe NMPOJOKHUTEIBHOCTH BpeMeHH paboThl CHC-
TEMBI C MOMEHTa NocaeaHel nepesarpysku, o0bekt SysObjectiD — umeHTH(HMKaTOP
ycTpoiicTBa (HanpuMep, MapLIPyTH3aTopa).

O6mekT ifNumber onpesensieT KOJHYECTBO CeTeBhIX MHTEpdeiicoB ycTpoitcTBa, a 06
eKT ifEntry aBJsIeTCst BepLIMHOH NoJepeBa, ONMUCHIBAIOLIETO OAUH U3 KOHKPETHbIX HH-
tepdeiicoB ycTpoiicTBa. Bxoasduue B aTo noamepeBo o6bekThl ifType U ifAdminStatus
onpeleAloT COOTBETCTBEHHO THUN U COCTOSHME OJHOrO U3 HHTep(eiicoB, B JaHHOM
cny4ae unrepoeiica Ethernet.

Huxxe nepeunciiensl 06beKThI, OMUCBIBalOLIMe KOHKPETHbIE HHTepdeiichl ycTpOACTE.

O ifType — TUN NMPOTOKOJIa, KOTOPbIii noanepxuBaet HHTepdeiic. ITOT 06BEKT NP
HUMaeT 3HaYeHHUA BCEX CTaHAAPTHHIX NPOTOKOJIOB KaHAJIbHOIO YDOBHS, HalpH
Mep rfc877-x235, ethernet-csmacd, is088023-csmacd, iso88024-tokenBus, is088025-
tokenRing u T. &.
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0 ifMtu — MaKCHMaJIbHBINA pa3Mep NaKeTa CEeTeBOro yPOBHs, KOTOPbHA MOXHO NMOC/IaTh
yepe3 3TOT MHTepdeiic.

0 ifSpeed — NponycKHasi cioco6HOCTb unTepdeiica B Gutax B cekynay (100 aas Fast
Ethernet). ~

Q ifPhysAddress — guamueckHii azpec nopra, i1sa Fast Ethernet nm 6yner MAC-an-
pec.

0 ifAdminStatus — xejlaeMblll cTaTyc nopra:
Q up — rOTOB NepeJaBaTh MAKeTbl;
Q down — He roTOB IiepeaaBaTh [aKeThl;
QO testing — HaXOAMTCs] B TECTOBOM peXHMe.

Q ifOperStatus — (akTuyeckuil TEKyIHil CTaTyC IIOPTA, UMEET Te XKE 3HAYEHUS, YTO
u ifAdminStatus.

O ifinOctets — ob11ee KOIUYECTBO 6aiiToB, TPHUHSATOE JIAHHBIM MTOPTOM, BKJIOYast CJy-
xkebOHble, ¢ MOMeHTa nociaeaHell MHULMaau3auun SNMP-arenTa.

0 ifinUcastPkts — KOJMYeCTBO MAKETOB ¢ WHAMBUAYAJIbHBIM azpecoM MHTepdefica,
JIOCTaBJEHHbIX NMPOTOKOJY BEPXHETO YPOBHS.

Q ifinNUcastPkts — KOJHY€CTBO MAKeTOB ¢ IMHPOKOBEUIATENbHBIM HJIM TPYNNOBbIM
aapecoM MHTepdeica, 10CTaBIEHHBIX IPOTOKOJY BEPXHETO YPOBHS.

Q ifinDiscards — KOJIM4ECTBO NaKeTOB, KOTOpble ObliM NPUHATH HHTepdeiicoM, oka-
3a/IMCh KOPPEKTHBIMH, HO He OBbLIH J0CTaB 1eHbl IPOTOKOMY BEPXHETO YPOBHS, CKO-
pee Bcero u3-3a nepenoiteHus Hydepa nakeToB UM xe M0 HHOH NpHYHHe.

Q ifinErrors — KOJMYeCTBO NPHUIE/UINX NTAKeTOB, KOTOpble He GBUIM MepefaHbt 11po-
TOKOJly BEPXHEr0 YPOBHs M3-3a OOHapyKeHUs1 B HUX OmHOOK.

[lomumo 06'b€KTOB, ONMHUCBIBAKOUIUX CTATUCTHKY 110 BXOAHbIM INaKeTaM, HMEIOTCS aHa-
JOTHYHbIE O6'beKTbl, HO OTHOCsIIHECS K BbIXOAHBIM IaKE€TaM.

Kax Buano u3 onmncanns o6vektos MIB-11, aTa 6a3a faHHBIX He JaeT neTasbioil CTa-
TUCTMKH IO XapaKTepHbIM oiibkam kaapos Ethernet, kpome Toro, ona He oTpaxaet
H3MeHEHHe XapaKTEPHCTUK BO BpeMEHHM, YTO YacTO MHTepecyeT CeTeBOro aiMWHMHCT-
patopa. ITH orpaHHueHus GblIM BNOC/IEICTBUH CHATBI HOBBIM CTaHAapToM Ha MIB —
RMON MIB, koTopblit cnenuManbHo OpUENTHPOBaH Ha cbop AeTalbHOM CTaTHCTHKH
no nporokony Ethernet. BoamoxHoctTu RMON MIB Bk/o4aloT Takxe nocTpoenue
BpEMEHHFIX 3aBHCHMOCTEH 3HaueHHMH napaMeTpoB.

Nns umenoBanus nepemennbix 6assl MIB 1 oanosnauHoro onpeaesieHns ux ¢popma-
TOB MCIO/Ib3YeTCsi AOTIOMHUTeNblas creindukaius, HasbiBaeMas SMI (Structure of
Management Information — cTpykTypa ynpasastoueit inngopmaunn). Hanpumep, cne-
mbukauus SMI BkTioyaeT B kayecTBe CTAaHAAPTHOrO MMs IpAddress W onpelenser
ero opmat Kak cTpoKy U3 4 6aiit. [lpyroit npumep — HMst Counter, 1si KOTOpOro oI-
penenie ¢opMmat B BHJe LieJIOro yncaa B Auanasoue ot 0 no 2% -1,

UMena nepemeHHbpix MIB MoryT ObiTh 3anicaHbl Kak B CHMBOJILHOM, TaK H B YHCJIO-
B0M ¢opmaTax. CHMBOJIbHBIN GOPMAT HCNOJb3YETCS AJIS1 MPEACTABJIEHHA NepeMeH-
HHX B TEKCTOBBIX AOKYMEHTaX M Ha 3KpaHe AMCILIes, a YUCJIOBOH — B co00LIeHUSX
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npororostd SNMP Hanpiosiep, cuspossnoaty inienn SysDescr cooTBererByeT YHeo-
poc s 1.3.6.1.2.1. 101,

Cocrasioe une108oe 1M 00bekTa Oaswt gannpix MIB uporokosa SNMP coorserer-
BVCT HOJHOMY 1MCHIE OTOF0 0OBCRTA B ICPCBC PCrHCTpatiit 0O0beKTOB CTal, lapTH3a-
i 1SO. Paspadoraiki npororoaa SNMP e erainn nenoan3oBats Tpa; o i
Lt craapros Huareprera ¢nocod GHReatinn SIeioBbIX HapaMerpos HPoToKoa g
cuettasios Jlorvaiente REC, Baecro aroro omir saperncrpiposan o0LeRTs Gag
JAannntx MIB npororosa SNMP Bo seeMiphoM Jicpese perierpaiting craniapron 1SQ
(pire. 22.21),

directory mgmt experimental private
1 2 3 4

Puc. 22.21. NpocTtpaHcTeo nmeH obvektos ISO

Kak 1t 8 100BIX CAOKHBIX CHCTCMaX, NPOCTPaHCTBO Haen obbekron 1SO nmeet ape:
BOBIUTHYIO HCPAPXHUYCCKYIO CTPYKTYPY, NPHUYCM Ha PHCYHKC HOKaszalha TOJbKO ero
Bepxistst 4acTh, OT KOPHS 3TOro AepPeBa OTXOUAT TP BCTBH, COOTBCTCTBYIOMUHE CTaH:
Japtas, kourpoapyesmeid ISO, I'TU u cosmectio [SO-1TU. B ¢poo ouepedb, opra:
st [ISO cos1ama BeTsb I8 CTAHAAPTOB, CO3/1aBACMBIX HALLHOHAThHBIMH H MEX:
AVHAPOIUBIMIL OpTaHn3aitisiMi (BeTsb org). Ctanjaprsl MuTephera cosaBaianch nol
arusoi Munnerepersa odoponnt (Department of Defense, DoD) CILIA, noatoMy
cratiaptet MIB nonamit B nogiepeso dod-internet, a jasee, ectecTBCHNO, B TPy
CTAIAPTOR VIPaBJIeHist CeThio — BeTsbL mgmt. OOLEKTL! TOOLIX CTan/1apToB, O3
BACMBIX 1101 2711011 1SO, 0n031a4H0 HICHTHPHIIPYIOTCST COCTABHLIMI CHMBOBHB
MIHMCHAMI, HAYHHAIOUMUCS OT KOPHSE 9TOro Jiepesa. B coobiesix 11poToxonos
HCHOABIVIOTCS] 11C CHMBOJBHLIC HMCHR, & 0/IHO3HAYNO COOTBETCTBYIONUIC HM COCTas
Hle dicaosbie MeHa. Kak/as setsn jiepesa nmeH o6beKToB Hymepyercs B aepest
HCABIMM YHC ML CACBA HANPABO, HAYHIASA C CAHHULIDI, H 9T YICAA 1 3aMCHSAIT CHE
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oLHDBIe HMeHa. [oaToMy noanoMy ciMBoablomy iMeHn obbekta MIDB iso.org.dod.
internet.mgmt.mib COOTBETCTBYCT NOJHOE YiICI0BOC HMd — 1.3.6.1.2.1.

e : .

[pynua 0OLCKTOB private (4) 3apesepBiipoBana 3a CTAHAAPTAMII, CO3AABACMBIMI YaCT-
HpIMH KOMUansii, Hanpisep Cisco, Hewlett-Packard 11 1. . Oto e aepeso pern-
CTPAIULH HCIIOL3YCTCS 1 nMenoBais Kiaaccos o0bextos CMIP 11 TMN.

CooTpercTBento, Kaxaasa rpynma obbektos MIB-1 11 MIB-II takske nmeer kpose
KPaTKHX CHMBOJIBHBIX HMCH, IPHBEJAEHIBIX BbiIHEe, MOJHDIe CHMBOJBHDBIC 1IMCHA H CO-
OTBCTCTBYIOUIILC 1IM YHCAOBBIC 1IMCHA.

dopmat SNMP-coobuieHnis

[lpotokosn SNMP o6cayixiiBaer nepeaady JaHHBIX MEKIY areHTaMH H MelCKePaMy.
SNMP ucnonbayet jgefitarpaMMublii TpaHCnopTHbLl npotokoa UDP, He obecneun-
BaoLil Ha/eKHOM locTaskl coobiuetil. [IpoTOKO, Opraiiayioniii HaeKHYIO I1e-
penauy AeiiTarpamm Ha ocHope coeanHeHiii TCP, BecbMa 3arpysaer yrnpapasesble
YCTPOIICTBA, KOTOPbIC Ha MOMEHT pa3pabdoTKH mpoTokona SNMP Obuin e ouenb
MOUHBIE, 1T03TOMY OT veayr npotoxosia TCP peunuin oTkazaTbesl,

SNMP-coobiuennst, B OT/HYHe OT COOOUIEHHH MHOTHX APYTHX KOMMYHMKalMOHHBIX
TNPOTOKOJIOB, HE 1IMCIOT 3aro.JOBKOB ¢ (PUKCHPOBAHHBIMM 110AsIMH. SNMP-coobiuenie
COCTOMT M3 MPOH3BOJILHOIO KOYECTBA 1oNeil, H Kaxka0e 1noJe MpeBapseTcs ONuca-
TeJleM ero THIA M pa3Mepa.

Jliboe SNMP-coobimetine cocTOMT M3 Tpex OCHOBHBIX yacTeil: éepcuu npomoxo.a,
ubenmupuxamopa obwgrocmu 1 o6aacmu OanibLx.

Hneurudukarop obuiHocTH (community String) MCHoAb3YeTCsl /s TPYTITHPOBAHHsI
YCTPOMCTB, ynpaBasieMblX ofnpejesieHHbIM MeHe/kepoM. HMaenTtuditkatop odiuHocTH
ABJISETCS AHAJIOTOM TapoJis, TaK KaK JIJIsi TOTO, YTOObI YCTPOMCTBA MOTJIH B3aMMOeii-
CTBOBATL 10 IIPOTOKOAY SNMP, OHM 10/KHBI HMETh OJTHO M TO XK€ 3HAYeHHC 3TOro
naeHTH(IKaTOpa (10 YMOTYAHIIO YaCTO HCTIO/Nb3YeTCst CTpokKa «public»).

B obnacTi manHbiX, COBCTBCHHO, I COAEPKATCS ONMCAHHbIE BbIIIE KOMAH bl TPOTOKO-
73, UMeHa 06BLeKTOR M HX 3HaueHd. O6macTb JaHHBIX COCTOHT M3 OAHOIO ITH Dosce
6noxos PDU, kaxablii 13 KOTODbIX MO>KET OTHOCHTBCS K OAHOMY U3 ITATH PA3/IIYHBIX
tHnoB PDU, cooTseTcTBy10111X HATH KOMaHAaM npotokojga SNMP: GetRequest-PDU,
GetNextRequest-PDU, GetResponse-PDU, SetRequest-PDU, Trap-PDU. M uakorelr, Ais
kaxzoro THia PDU nMeeres onpeaedenue ero gpopmara. Harpusep, dopmat Hioka
GetRequest-PDU BKJIHOUACT Cleayollie 1ot

Q urentudikaTop sanpoca;

Q cratyc omwnbkn (ecTh WIH HeT);

Q uHAekc ownOKK (Tun oliGKH, CCIH OHa eCTb);

Q cnucok 1men o6bekTros SNMP MIB, BKII0YEHHBIX B 3aMpoc.

Ha puc. 22.22 noxasano coobuenne npotokosa SNMP, kotopoe npeacTapasieT cofoii
sanpoc o axayenint o6pexta SysDescr (uncaonoe ums 1.3.6.1.2.1.1.1).
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30 29 02 01 00
SEQUENCE len = 41 INTEGER len=1 vers =0
04 06 70 75 62 6C - 69
string len=6 P u b | i
A0 1C 02 04 05 AE 56
getreq len =28 INTEGER len =4 sesmaaes requested ID |  -------
02 01 00 02 01 00
INTEGER len =1 status INTEGER len =1 error index
30 OE 30 oc 06 . 08
SEQUENCE len= 14 SEQUENCE len =12 objectid len=8
2B o6 | o1, | 02 o1 01 01
1.3 6 1 2 1 1 1
05 | 00 S i
null len=0

Puc. 22.22. Npumep coobwenna npotokona SNMP

Kax BuaHo u3 pucyHka, coobuienne naurHaetcs ¢ Koza 30 (Bce KOAbI LleCTHAZLaTe-
pHyHbIE), KOTOPBIA COOTBETCTBYET K/loyeBoMy 0By SEQUENCE (nocJieloBaTeIbHOCT)
¥ TOBOPHT O TOM, YTO COOOILEHNE COCTOMT M3 NOCIEA0BATENbHOCTH fNoJelt. JuHa no-
C/1e0BaTeIbHOCTH yKa3biBaeTcs B caenylouieM baiite (41 6aiit). Janee crenyer nos,
KOTOpOe lpeAcCTaBisieT coboit Lesoe uncao (integer) anuHoit 1 Ga#it — aTo BepeHs
(vers) npotokosa SNMP (B aaHHOM ciayuyae 0, To ectb SNMPv1, a 1 o3Havana fu
SNMPv2). ITone naentudukatopa o6UHOCTH community UMeeT TUI string (CTpor
CHMBOJIOB) ATMHOM B 6 6aiT co 3HayeHHeM public. OCTanbHYIO YacTh COOBLLIEHH ¢
craBasieT 6,10k naHHbIX GetRequest-PDU. To, uTo 3T0 onepauns Get-request, FOBOpAT
koa A0, a obiwas anmHa atoro 610ka JaHHBIX paBHa 28 6aiiT. B cooTBeTCTBMH CO CTPYF
Typo¥ 6s10ka aaHHbIX Getrequest-PDU nanee uzeT noJe uaeHTudukaTopa 3anpoca (of
onpeseneH Kak lenoe 4-6aiiToBoe uucao U umeer 3Hayenne 05 AE 56 02). 3aren s
6noke cnenyer ABa OAHOGANRTOBBIX LiETBIX YMC/A CTaTyca M MHIekca ouM6kH, Kot
peie B 3anpoce yctaHoBseHbl B 0. M HakoHel, 3aBepuiaeT cooblueHue CITUCOK HME
06beKTOB, 3Ha4eHHsl KOTOPbIX 3allPALIMBAIOTCSA JaHHOH KOMaHA0N. JTOT CIIMCOK B M
Mepe COCTOMT M3 OAHOMH nepeMeHHOIt ¢ uMenem 1.3.6.1.2.1.1.1.0, koTopoe cooTsercr
ByeT cuMBOJIbHOMY UMenu SysDescr. IIpnaHak null (3Hauyerue 05) roBOPUT O TOM, 110
HDOCTUTHYT KOHell COOOILEHHSI.

Cneunduxauma RMON 6a3bl aaHHbix MIB

HobaBnenyeM Kk GpyHKUHOHANBHBIM BO3MOXHOCTIM SNMP sBasieTcs cneuuduKas
RMON, kotopas obecrnieunBaet yaaieHHoe B3aumoneiictsue ¢ 6asoit MIB. Jlo nod
nennss RMON npotokos SNMP He Mor Mcnosib3aoBaThes yaaneHHBIM 06pa3oM, O A
NYCKaJT TOJIbKO JIOKaJIbHOe aAMUHUCTpUpPOBaHHe ycrpoitcts. baza RMON MIB b8
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faeT yJyyllleHHbIM HabopoM CBOMCTB A/ yAaNeHHOro aAMMHHUCTPUPOBaHHS, TaK Kak
COLEPXKUT arperupoBaHHyio MHGopMaLuMio 06 ycTpoiicTBe, He Tpebyrollyio nepeaayn
no ceTv 60s1b1MX 06beMOB AaHHBIX. O6bekTl RMON MIB BK/IIOYAIOT AOMOTHUTEND-
Hble CYETYMKH oMOOK B nakeTax, 6osee rubkue cpeacTBa aHaIM3a TPEHAOB U CTaTH-
ctikH, 6onee MoluHble cpeacTBa (PUABTPALIUH [ 3aXBaTa M aHAJIM3a OTAE/bHAIX na-
KETOB, a Takxe 6oJlee CJI0XKHbIE YCJIOBUS YCTAHOBJIEHUS] CUTHAJIOB NpeayTpexXaeHHs.
HWureanextyanbHocTh areHToB RMON MIB Bhinre, yeMm arentos MIB-I wnu MIB-II,
YTO MO3BOJISIET UM BBITIOJHATH 3HAYUTENbHYIO YacTh paboThl Mo o6paboTke MHDOpPMa-
M 06 YCTPOHCTBe, KOTOPYIO paHbliie BLINOJHSIN MeHeI)Kepbl. JTH areHThl MOTyT
pacro/1araTbCsl BHYTPH Pa3/TMYHbIX KOMMYHHKALMOHHBIX YCTPOHCTB WM BBINOJIHATBCS

B BUJIe OTAEJbHBIX MPOrPAMMHBIX MOZyJleil Ha YHMBEPCAIbHBIX NEPCOHANbHBIX KOM-
nploTepax ¥ HOYTOYyKax.

O6vexty RMON mnpucsoeH HoMmep 16 B Habope o6bekToB MIB, a cam o6sekt RMON

obverusieT 10 rpynn 06bEKTOB (AECATYIO IPYITY COCTABJSIOT CleLHaNbHble 00beK-
bt npoTokosia Token Ring).

O Statistics (1) — Texyune HaKoMJeHHbIE CTATHCTHYECKHE AAHHBIE O XapaKTepHCTH-
Kax MMaKeToB, KOJIMYECTBE KOJUIM3UIA U T. II.

Q History (2) — cTaTHCTHYecKHe JaHHbIe, COXPaHEHHbIE Yepe3 Onpese/ieHHbIe IpoMe-
XKYTKH BPEMEHM JUIS NOC/IEYIOUIEr0 aHaIH3a TeHAEHIHI UX H3MEHEHHA.

O Alarms (3) — noporosbie 3HaYeHHs! CTATHCTHYECKUX MOKa3aTeJel, IpH MpeBbllle-
HuH KoTopeix areHT RMON nocbinaer coobuienne MeHenxepy.

O Hosts (4) — naHHBIE 0 XOCTax ceTH, B ToM yucie nx MAC-anpecax.
Q Host TopN (5) — Tabnuua Haubosnee 3arpyKEHHBIX XOCTOB CETH.

Q Traffic Matrix (6) — cTaTHCTHKa 06 MHTEHCHBHOCTH Tpadpuka Mexay Kakiaoh ma-
POt XOCTOB CETH, YNOPAAOYEHHAS B BUAE MATPHLHL.

Q Filter (7) — ycaoBus QUABTPALIMK TTAKETOB.
Q Packet Capture (8) — yc/ioBHA 3aXBaTa MaKeToB.
Q Event (9) — yC/I0BHs PErHCTPALIMK U reHepaluu cOORITHIL.

Nannble rpynnel MPOHYMEPOBaHBI B YKa3aHHOM TIOPAJIKE, I03TOMY, HanpHMep, rpyn-
na Hosts umeet yuciaoBoe umsa 1.3.6.1.2.1.16.4.

Beero cranzapr RMON MIB onpezenser oxono 200 obbvexros B 10 rpynnax, sapux-
CHPOBaHHBIX B ABYX AokyMenTax — RFC 1271 nns ceteit Ethernet u RFC 1513 ana
cereit Token Ring.

OrmynTensHoit yepToit cranaapra RMON MIB siBnsercs ero He3aaBUCHMOCTS OT TIpo-
TOKOJIa CeTeBOro ypoBHs (B OTaMyKe oT cTanaaptos MIB-I u MIB-II, opuentnpoBan-
HEX Ha npotokosisl TCP/IP). IToatoMy oH ynofeH AnA reTeporeHHHX cpes, HCNob-
3YIOLIMX PasIMYHbIE€ IPOTOKOJIbI CETEBOIO YPOBHS.

PaccmoTpuM 6onee moapoGHO rpynmy Statistics, KOTOpas onpesenseT, Kakylo HHdop-
MAUMIo 0 Kaapax (HasbiBaeMbIX B cTanaapTe makeramu) Ethernet moxer mpenocra-
BHTh arent RMON. T'pynna History ocHoBaHa Ha ofbekTax rpynmbl Statistics, Tak Kax
ee 06beKTE TPOCTO MO3BOJAIOT CTPOMTb BPEMEHHDbIE PAIBI ANA 06BEKTOB IpPyNIIBI
Statistics.
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——

B rpymiy Statistics Bxoistt Hapsiy ¢ HEKOTOPBIMH APYITMIg cleaylone 00beKThr;

Q etherStatsDropEvents — ofuiee 4itc/10 coObITHIT, TPH KOTOPBIX MAKeTbl GbUTH npo-
HFHOPHPOBAHBL A'€HTOM N3-34 HEJ0CTATKA ero PecypcoB (CaMH NakeTbl TIPH 3ToM
He obsazarenLHO ObLIN NOTepsiHB HITepdeiicom);

O etherStatsOctets — oburee yiic1o Gaiiton (Bxm0uas omuboYHble NaKeTDbl ), IPHHY-
ThIX H3 ceTH (HcKMovas npeamby:1y 11 Bkaoyas 6aiiThl KOHTPOIBLHOR CyMMBbl);

QO etherStatsPkts — ofiiiee YIIC/10 NOJAYYEHHBIX HaKEeTOB (BKMOYas owHbOYHbIE);

Q etherStatsBroadcastPkts — obLiiee Y4MCI10 XOPOINIIX MaKeTOB, KOTOpble ObUIN ocHa-
HBI [0 IWHPOKOBECLATENLHOMY ajipecy;

Q etherStatsMulticastPkts — ob1itee YncI0 XOpOLIMX MAKETOB, NOy4eHHbIX MO Tpyn-
TIOBOMY aJpecy;

Q etherStatsCRCAlignErrors — o0liee yuciio [I0JIyYeHHBIX MaKeTOB, KOTOpble UMejH
anuny (Mckmoyas npeambysy) B AManasoHe Mexay 64 u 1518 Gaiit, He conepxa-
JIH UesIoe YUCJI0 GaTOB MM UMETH HeBEPHYIO KOHTPOJIBHYIO CYyMMY;

Q etherStatsUndersizePkts — obllee 4Kc/I0 NAaKeTOB, KOTOpbl€ HMEJIH AJMHY MEHbIIe,
yeM 64 6aiiT, HO ObLIM NPaBHILHO CHPOPMUPOBAHBL;

Q etherStatsOversizePkts — oblLiee YHC/I0 MOY4EHHBIX TaKETOB, KOTODble UMEJIH JTH-
Hy Gosbue, yem 1518 6aiiT, HO 6bLIM TeM He MeHee MPaBUJABHO CHOPMHPOBaHH,

Q etherStatsFragments — oblliee YKCIO NOJNYYEHHBIX TAKETOB, KOTOPbIE HE COCTOAMH
M3 UeJIoro 4ucia 6aliTOB MJIM MMENM HEBEPHYIO KOHTPOJIbHYIO CYMMY M HMETH
K TOMY e JJIMHY, MeHbIuylo 64 GaiiT;

Q etherStatsJabbers — ob1iee YMCIO OJy4eHHbIX IAKETOB, KOTOPhIE He COCTOSUIM K3
LeJ10r0 yucna 6aiiToB MM UMEJTH HEBEPHYIO KOHTPOJIBHYIO CYMMY W UMEJIH K TOMY
Xe 1auHy, 6oabiuyro 1518 baiT;

Q etherStatsCollisions — HauJyylllas OlleHKa YUC/a KOJJM3NN Ha HAaHHOM CerMeHTe
Ethernet;

Q etherStatsPkts64Octets — obliiee KOJMYECTBO [01y4YEHHbIX NAKETOB (BKJIIOYAd IL0-
xue) paamepoM 64 6aiiT;

Q etherStatsPkts65t01270ctets — obLuce KOIMYECTBO MONYYEHHBIX MaKeTOB (B0
yas nyuoxue) pasmepoM ot 65 1o 127 Haiir;

Q etherStatsPkts128t02550ctets — obliiee KOJMYECTBO NOJYyYEHHBIX NaKeTOB (BKID®
4as niaoxue) paamepoM ot 128 xo 255 Gaiir;

0O etherStatsPkts256t05110ctets — o0ulee KOJIM4YeCTBO [0JIy4YEHHDIX NaKeToB (BKK-
4as IJ10xue) pa3mepom ot 256 no 511 6aitr;

Q etherStatsPkts512to10230ctets — obluee KOIMYECTBO NMONYYEHHBIX NAKETOB (BIK-
Yas njaoxHe) paaMepoum ot 512 xo 1023 6aiir; _ -

Q etherStatsPkts1024t015180ctets — ob1iiee K0JM4ECTBO MOJyYEeHHbIX NaKeTOB (BKIO-
yas njoxuc) paamepom ot 1024 10 1518 6Gaiir. ,

Kak suano ns onucaiins o6bekToB, ¢ omouisio arenta RMON, BeTpoenHoro B 000

BTOPUTEJIb WM APYTOC KOMMYHHKAIIMOHHOE YCTPOHCTBO, MOXXHO NPOBECTH 0Y€Hb AE

TasibHbli aHanu3 pabotbl cermenta Ethernet uan Fast Ethernet. Crauana Moo 10-
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AYYHTD JIAHHDLIC O BCTPCYAIOUIMXCA B CEIMEHTC THNAX OWHOOK B Kajpax, a 3dTeM
uenecoobpasiio coOpaTbh ¢ MOMOMIBIO IPYIIbL History 3aBHCHMOCTH MHTCHCHBHOCTH
3THX OUBMOOK OT BPeMEHH (B TOM uicie UPUBA3aB HX Ko speaenn). Tlocie attaaiisa
BPeMCHIIBIX 3aBHCIMOCTEIT 4aCTO yiKe MOXHO Cle/1aTh HEKOTOPbIC 11PEABAPHTECABHBIC
BBIBOALE 00 HCTOUILIKE OMIOOYIIBIX Ka/IPOB H HA 9TOM OCHOBAHIH CHOPMY.IHPOBATL
fojiee TONKIIC YCIOBHS 3aXBaTa KaJpoB cO CHeH(IUCCKUMH HPH3HAKaMH (30148 yC-
AoBiist B rpyitnic Filter), cooTBeTCTBYIOUMIMMH BBIABHHYTOI Bepci. Tlociae aToro Mox-
HO HPOBECTI CHle $O.1Ce JIeTA BT AHATIS TyTeM H3yueHlls 3aXBAYCHIBIX 13 00LeK-
tos rpyunul Packet Capture kaapos.

Toaxe 6u1 npuHAT ctanaapr RMON 2, kotopbiil pacnipocTpansieT 11¢H HHTCAICK-
ryanbroil OGasbl RMON MIB na npotokoanl BepXHHX YpoBlIeH, BbIIOMHSS YacTh Pa-
60Tbl AHAIH3ATOPOB 11POTOKOIOB,

HepocraTku npoTtokona SNMP

[Tpotokos SNMP ¢yt oclioBoil MHOTHX CHCTEM AAMHHUCTPHPOBAHIIS, XOTH HMC-
€T HECKOJIbKO HPUHLHITHAIBHBIX 11¢/J0CTATKOB.

Q Omcymcmeaue cpedcms 63aumnou aymenmupurayuu azenmos u meneoxcepos. Emnin-
CTBEHHBIM CPCACTBOM, KOTOPOE MOXHO OblJI0 Obi OTHECTH K CPEICTBaM ayTeHTH H-
KalL[MH, SIBJISICTCS TaK HasblBaeMasi CTPOKa OOIHOCTH B coobuieHHsIX. 3Ta CTpoKa
nepejlaeTcsl NO ceTit B OTKPHTONH (hopse B SNMP-coobmenun 1 ¢y Ut 0cHoBOI
1ist o6belHHEHNs! areHTOB ¥ MEHe/I>KePOB, TaK YTO areHT B3aHMOIeiiCTBYeT TOMb-
KO € TEMH MEHEKEPAMH, Y KOTOPLIX Ta Xe CTPoKa OOIHOCTH, YTO H CTPOKA, Xpa-
HAWAACA B NAMATH areHTa. JT0, 6e3ycIoBHO, He crocob ayTeHTIIQHKALII, A cIlo-
€06 CTPYKTYPHPOBAHUS areHToB i MetepxepoB. Bepcust SNMP v.2 qomxkua Gsiia
JUMKBHAHPOBATDb 3TOT HEJIOCTATOK, HO B pe3yJibTaTe pa3Hor;iacuii Mexay pazpabor-
YHKAMM CTABJAPTA LOBbIE CPEACTBA ayTeHTHMhHKALMH XOTS M IOABMIIHCH B 3TOI
BEPCUU, HO KaK Heobsi3aTe IbHbIE.

Q Paboma uepes nenadexcnvii npomoxon UDP (a uMeHHO Tak paboraeT nopansiio-
wee 60abIHMHCTBO peaausantiii areHToB SNMP) NpUBOANT K 11OTePAM aBapHiiHbIX
co001IEeRHT OT areHTOB K MeHe I)KepaM, 4To MOXeT MTPHBECTH K HEKauyeCTBEHHOMY
yIMHHMCTpHpoBatuio. Mcnpapienne cuTyauHH NyTeM IEPeXoja Ha HaAekKHbiii
TPAHCTIOPTHBIE IPOTOKO.T ¢ YCTAHOB/IEHHEM COeJHHEHUSA YPeBaTo MOTePeil CBA3M ¢
OTPOMHBIM KO.THYECTBOM BCTpoeHHBIX areHToB SNMP, 1Melouixca B ycTaHOBJIeH-
HOM B ceTsix obopynosaniu. (ITIpotokon CMIP n3HavansHo paboTaeT nosepx Ha-
AexHoro Tpancropta crexka OS] 1 3THM HENOCTaTKOM He CTPalaeT.)

Paspa60Tluu<H naatdopm aAMHHHCTPHPOBAHHS CTapalOTCA NPEOAOJETL 3TH HEA0C-
Tatku. Hanpumep, B cicreme HP OV Telecom DM TMN, sipastiouteiics naatgopmoit
Anst pa3paboTKH MHOIOYPOBHEBbIX CHCTEM aJMHIIMETPHPOBAHHSA B COOTBETCTBINI CO
crangapramu 1SO, paGotaet Hopast peanusauns SNMP, opranusyoluasi HaiexHbii
0bMeH cooblienmsiMII Mexy arellTaMH ¥ MeHeIKepaMH 32 CYeT CaMOCTOATEIbHOI
OpraHusauuu nosTOpHLIX Hepefad SNMP-coobuwennit npn ux 1oTepe.
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BbiBOADbI

BonbWHCTBO CoBPEMEHHLIX rMoBantHbIX CETEN ABASIOTCA COCTaBHbIMU IP-ceTamu, a oTnuymns mex.
Ay HAMW 38KNI0NEIOTCA B NEXalmx Nog yposHeM P TexHonorusx.

KpynHbie rnoGanbHble CeTu 4acTo CTPOATCS No 4eTbiPexXypOBHEBOM Cxeme, rae ABa HUXHWX ypog.
HA — 3T0 YPOBHU NepsuyHON ceTu, obpadyeMeie TexHonornamm DWDM v SDH. Ha ocHose nepsuy-
HOW CeTV ONepaTop CEeTy CTPOUT KaHanbl HANOXEHHOMN (0BEPNENHON) CETU — MaKeTHON MAK Tene-
$oHHON. IP-ceTb 06pasyeT BePXHUA YPOBEHD.

B Gonee npocTom cnyyae nepsuyHas cetb ANA 06Pa30BAHUA NOCTOSHHBLIX KAHANOB BooOGuwe orcyrer.
BYET, 1 noj, cnoem IP MoxeT pacnonarartbca ceTe ATM unu Frame Relay, koMMyTaTopsl KOTOPO# ¢o-
E€AMHAOTCA HENOCPEACTBEHHO KabenbHbIMU NN BECNPOBOAHLIMU NUHUAMW CBA3W.

«4ucras» IP-ceTb OTAMHAETCA OT MHOrOCAONHON TEM, 4TO noa ypoBHeM IP HeT apyroi cetu ¢ kow.
MyTauunei naketos, Takoi kak ATM unu Frame Relay, u IP-MapwpyTn3aTopsi CBA3LIBAIOTCH Mexay
€060 BbifieNeHHbIMU KaHaNaMm (BU3NECKUMU UNU COBANMHEHNAMY PDH/SDH/DWDM).

M3 Habopa CylecTBYIOLUMX ABYXTOYEHHbIX NPOTOKONOB npoTokon IP ceroaHs ucnonsayeT aga; HOLC
n PPP. Kaxabih U3 HUX NpeacrasnaeT uenoe CemMencTBo NPOTOKONOB, PAOOTAOWMX HA KaHANbHON
ypoeHe. Npu pab6ore HDOLC ana o6ecneyeHns HaRexHoCTn nepeaa“n NCnoNb3yeTca CKONb3awes
OKHO. Jlornyeckuit kaHan HDLC fBNReTCA AynneKcHbIM, Tak STO MHPOPMALMOHHbBIE Kaapbl, a 3HauuT,
¥ NONOXMTENbHLIE KBUTAHUMKU MOrYT NepenaBaThcs B 060uxX HanpasneHusx.

OcobenHocTbio NpoTokona PPP, oTnusaower ero ot ApYrux NpOTOKONOB KaHANbHOIO YPOBHS, ARM-
€TCA CNOXHaA NeperoBopHan Npoueaypa NPUMHATMA NapamMeTPoB CoeanHeHns. OQHUM 13 BAXHL
napameTtpos PPP-coeavHeHns aBnaeTca pexum ayTenTudukaumn. Ana uenei ayTeHTuduUKaLmu PPP
npeanaraer No yMoN4aHuio NpoTOKON ayTeHTudukaumm no naponio PAP unu npoTokon ayTeHTudu-
Kauun No KBUTUPOBaHWIO Bbi3oBa CHAP.

Texnonorua MPLS cuntaetca cerogHa MHOTMMM CNeuvannctaMu OOHOM U3 CaMbiX NEePCrEKTUBHLX
TP@HCNOPTHBIX TEXHONOIWA. NasHbIR NpuHUMN MPLS: NpoTokonb MapLpyTU3aumMmM NCNoNb3yiTe
Anf onpeaeneHna TononorMnu Cetu, a ANa NPOABYXEHNA NAHHLIX BHYTPWU rPaHAL, CETU OAHOMO fio-
CTaBWWMKa ycnyr NPUMEHAETCA TEXHUKA BUPTYaNbHbLIX KAHANOB.

Ob6veanHenne TexXHMKN BUPTYaNnbHbIX KAHANOB C PYHKUMOHANLHOCTLIO cTeka TCP/IP nponcxoau &
CHET TOro, 470 OAHO U TO Xe CeTeBoe yCTPOWCTBO, Ha3blBAEMOE KOMMYTUPYIOWMM NO METKaM Map-
wpyTnaatopom (LSR), abinonHAET GyHKUMM Kak IP-mMapuwipyTu3artopa, Tak u KOMMyTaTopa BUpTYak
HbiX KaHanos.

OcHosHble 06nacTn npumenHenus MPLS: MPLS IGP, MPLS TE u MPLS VPN. MPLS IGP NPUMEHRETCH
ANS YCKOPEHUA NPOABUXEHWA NaKeTOB CeTeBOro yposHa, MPLS TE — ana pelueHnn 3aa4 Whxast:
puxra Tpaduka, MPLS VPN no3sonseT nocTaswmky Nnpeaoctasnsars ycnyru VPN Ha ocHoBe pasrpa-
HU4eHUA Tpadmka 6e3 06a3aTenbHOro WudposBaHUa MHbOPMaumW,

LienTpanusosaxHan cuctema ynpasnenns cetbio (NMS) B aBTOMATUHECKOM pexuMe OCyLIecTanser
KOHTPONL Tpaduka B CeTH, COBUpPaeT MHOOPMAUMIO O COCTORHUM KAXAOTO KOMMYHUKALIMOHHOMD YT
poicTaa, NpenoCTasnaeT aTy UHGOPMAUUIO AAMUHUCTPATOPY.

B Tex cny4asx, kOraa ynpasnaemMbiMyM 06beKTaMu ABNKIOTCS KOMNbIOTEPBLI, UX CUCTEMHOS U NPHKNaA:
HOe NporpammHoe oGecneyenue, ANA CUCTEMbI YNPaBNEHWS CETLIO HaCTO UCNONb3yIoT 0cob08 K-
38aHWE — CUCTema ynpasneHna cucteMon (SMS).

B ocHose nio60i cucTembl ynpasneHna CeTbIO NeXUT cxema B3aUMOAEACTBUA «MeHeaxXep — areHT =
ynpasnaembiii 06bekT». COCTOSHWE ynpasnaemoro o6uLexkTa oToBpaxaeTca 8 B/ ynpasnsiowed -
dopmauun (MIB). AreHT HanonHseT MIB ynpasnaemMoro o6uekTa TEKYLIMMI 3HAYEHUAMK 6ro Xapsx
TepUCTuK, a MeHenxep naesnekaet n3 MIB nHpopMaunio, aHaNM3NPyeT €€ U BbiAaeT KOMaHaL At
Ty BbINONHATL TO UKW MHOE YNpaBsnsioulee BO3AEHCTaME.
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BonpocChbl U 3afaHnA

.

Kakue npuIitHbl IPUBEIH K CO3AaHMIO HECKOJIBKUX Mozeseit IP WAN («uucTbie»
IP-cetnt, IP nosepx ATM, IP nosepx Frame Relay u IP nosepx MPLS)?

KoppekTHo ;11 yTBepxaeHue, yto IP-cet nosepx ATM unu 1P-cetn nosepx Frame
Relay cocroaT u3 aByx yposHeit ceTeil ¢ koMmyTauueit nakeros, a IP-cetu noBepx

MPLS coCTOSIT TONIbKO M3 OJHOTO YPOBHS CETH ¢ KoMMYTauueii maketos? O6oc-
Hy#iTe CBOH OTBeT.

3. Kakue pyHkunM BbimoaHsieT ypoBenb ATM B moaesu IP mosepx ATM?
4. CpabnuTe rnasuble coiictsa HDLC u PPP.

5. B 4yeM cocTOsIT Le.n npoleaypbl yCTaHOBJIEHHsI COeanHeus B npoTokose HDLC

10.
11.

12.

13.

14.

15,

16.
17.

18.

19.

20.

2,

u npotokose PPP?

Kakoit MexannaMm rcrnonbsyer nportokon HDLC nnst BOCCTaHOB/IEHUS YTEPSHHbBIX
WJIM UCKAXXEeHHBIX KaapoB?

HNouemy npotokon PPP HasbiBaeTcss MHOronpoTokobHbIM?

B ueM HeobXx01HMOCTb BKJIIOYEHHS PYHKUNHM B3aUMHOI ayTeHTU(PHUKAUUHU B Npo-
tokoa PPP?

Hepeyncimte OCHOBHbIE STarbl KOH(PUIYPUPOBAHHS MAPLIPYTH3ATOPA NPH UCIIOJb-
30BaHMH BblAEIEHHOI JTMHUH.

Kakue HoBbIe nieu ObLIN peasM30BaHbl B TeXHOMOrMH IP-koMMyTamuu?

Kakune xonueniu TexHosnorun IP-kommyTaunu Goiin coxparetsl B MPLS B He-
M3MEHHOM BHJe, a Kakue ObLIH MOAMULMPOBaHbI?

Hepeuncante pyHkunoHanbHbie Moayau IP-MapuipyTHsaTopa, KOTOpble HCIOMb-
syworcs B LSR.

Kakue HoBble BO3MOXHOCTH LaeT UCIIONIb30BaHHe cTeka MeTok MPLS?

[Ipeanonoxum, uto LSR ucnoassyet ¢popmar kaapos Ethernet. O3navaer su 3o,
yto LSR npoasuraer xaaph Ha oCHOBe Tab/IMLbI IPOABHXKEHMS, TIOJYYEHHOI B CO-
oTBeTCTBHH co cTaHAaptoM IEEE 802.1D?

KakuM o6pa3om MOXHO ycTaHOBUTb myTh LSP, npoxoasiuuii yepes Heckobko 40-
MeHoB MPLS?

B yem coctout oTamnune mexay MPLS IGP u MPLS TE?

Yrto sBasiercs ananoroM tyHHeneit MPLS TE B TexHosorusx ATM u Frame
Relay?

MoxHo sim B cetn, noanepxusatoweit MPLS, nepezasats yacTb Tpadmka ¢ momo-
wbio 0bbryHOro 1P-npoasuxenus?

Tepeuncaute rpynnbl GYHKLMIE CHCTEMBI YIIPaBIEHHS CETIO B COOTBETCTBUH CO
cranaaptoM X.700.

EcTb 11 oTanMuns Mexay cucTeMaMu yTpaBiieHHst CETSIMM M CHCTeMaMHM yIipasJie-
HUA cucTeMaMu? Ecad Aa, TO B YeM OHM COCTOSIT?

Kaxue dyHnxiun crcTeMb! ynpaBneHHs CeThIO BHIMOTHAIOTCSA areHTaMU W Kakue —
MeHemkepamMu?
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TepMWUH yaaneHHsid [OCTyn (remote access) 4acTo MUCNOMbL3YIT B TOM Cny4ae, koraa peys uaet
0 AOCTYNe NONb30BATENA AOMAWHEro KOMNbioTEpa K MHTEpPHETY UK CETU NpeanpuaTus, koTopas
HAXOAWTCA OT HEro Ha 3HAYUTENIbHOM PacCTOAHWMK, TaK 4TO UCNONb3OBaHWE rnobanbHbIX CBA3EH
obazatensHo. B nocneaHee spems NoA yaan€HHbIM AOCTYNOM CTanyi NOHUMaTb HE TONbKO AOCTYnN
W30NUPOBAHHBLIX KOMNBLIOTEPOB, HO U AOMAWHUX ceTeR, 06beaNHAIoUNX HECKOMbKO KOMMNbIOTEPOB
YNeHOB CeMbU. Takumu xe HeboNbWKUMU CETAMK PACNONaraioT Manbie 0puchl NPeaAnpUATUA, HaCun-
ThiBAOWME 2-3 COTPYAHUKA.

OpraHu3aums yaaneHHoro Ao0cTyna ABnaeTcA 0aHOMN U3 Hanbonee ocTpbix NPOBAEM KOMNLIOTEPHLIX
ceTer B HacTosuwlee BpemAa. OHa Nonysuna HaseaHve «NpobnemMbl NOCNeaHen Munu», rae nog No-
cnegHen Munen NoapasyMeBaeTCA paccTtosHue oT Todku npucytcTeua (Point Of Presence, POP)
onepaTopa CBA3W A0 NOMELLEHUA KNUeHTOB. CNOXHOCTL aTOM Npobnembt onNpeaenie TCA HeCKONbLKKN -
Mu pakTopamn. C 0aHOW CTOPOHb!, COBPEMEHHbLIM NONL30BATENAM HEOOXOANM BLICOKOCKOPOCTHON
pocTyn, obecneynBaloumii kavyecTBeHHyYI0 Nepeaayy Tpadpuka nioboro TMNna — AaHHbIX, rON0Ca, BU-
peo NS 3TOrO HYyXHbl CKOPOCTU HECKONLbKO MEeraduT unu, NO KpanHenh mepe, HECKONbKO COTEH
xunobuT B cexyHay. C Apyroi cTopoHbl, noaasnaiowee 60NbWNHCTBO AOMOB B 60AbWNX U Manbix
ropofax u oco6eHHO B CENbCKOW MECTHOCTU NO-NPEXHEMY COEAUHEHbI C TOYKAMW MPUCYTCTBUA
onepaTopoBs CBA3N aBOHEHTCKUMU OKOHYaHUAMKU TENEHOHHOW CeTN, KOTOPbLIE OrPaHUYMBAIOT NONb-
30BaTeNs CKOPOCTAMM B AECATKN KMNOBUT B CekyHAay.

KapavHanoHas nepecTponka kabenbHon MHPPACTPYKTypbl AOCTYyNa BPRA N BO3MOXHa B Gnuxan-
wee BpeMaA, CANILIKOM MacliTabHa 3Ta 3a4a4a u3-3a OrPOMHOIO KONUYECTBA 30aHWUN U IOMOB, reo-
rpapm4ecKn pacCenHHbiXx NO OrPOMHOWM TEPPUTOpPUK. U XOTA B HEKOTOPbLIX CTpaHax B nocnenHee
BpEMS CTanu NPOKNaAbIBATL K AOMAM BbICOKOCKOPOCTHbLIE ONTUHECKUE NIMHUK, Takux CTPaH He Tak
YX MHOTO, Na v 3TOT NPOLECC 3aTPOHYN NMOKa TONLKO BoNbILNE rOPOAa U KPYMHLIE 34aHNA C MHOXE-
CTBOM NOTEHUMaNbHbIX MONb30OBaTENEN.

Donroe Bpema Haubonee pacnpOCTPAHEHHOW TEXHONOTWER AOCTYNa 6bin KOMMYTUPYEMBIA fOCTYN,
KOrfla nonb3oBaTens ycTaHaBAMBan KOMMYTUPYEMOE COeAMHEHNEe C KOPNOPaTMBHOW CeTbIo Unn UH-
TepHETOM uyepes TenedOorHYI0 CeTb C NOMOLLLIO Moaema. Takoi cnocob obnanaer CyweCTBEHHbIM
HEIOCTATKOM — CKOPOCTL AOCTYNa OrpaHN4eHa HECKONLKUM OECATKaMU KuiobWT B CeKyHay v3-3a
OUKCUPOBAHHOM Y3KOM NONOCHI NPOMYCKaHUA NPUMEPHO B 3,4 k'L, BHIAENAEMON KaxXa0My aBoHEHTY
TenepOHHOM CeTU (BCMOMHUTE TeXHUKY MYNbTUNNEKCUPOBAHUSA, MPUMEHAEMYIO B TENEPOHHbIX CeTAX
W onucanHyio B rnase 9). Taknme CKOPOCTU CErOAHA YCTPauBaloT BCE MEHbIE U MEHbLIE NONL3oBa-
Tenen,

Ann opraHmaaummn ckoOpoOCTHOrO yAaNEHHOro A0CTYNA CEroaHN NMPUBNEKAIOTCA PA3NMiHbIE TEXHONO-
TUN, B KOTOPbIX MCMONB3YETCA TONLKO CYLLECTBYIOWAn MHPPACTPYKTYPa a6OHEHTCKUX OKOHYAHNA —
TeneoHHbIE CeTh unmn ceTu kabenbHoro TenesnaeHuns. Nocne aoctuxeHna POP nocTaswwka ycnyr
110 TAKOMY OKOHYAHMIO KOMMbIOTEPHBIE AAHHBIE YXe He CNeayIoT NO TenepOHHOW CeTN un ceTu ka-
GentHoro Tenesmaenns, a OTBETBASIOTCA C NOMOLWBIO CNEUUansHOro 060pyaoBaHua B CeTb nepe-

27 3ax 252
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AauYM NaHHBIX. ITO NO3BONAET NPEOAONETH OrPAHNHEHNUA HA NONOCY NPONYCKAHMA, OTBOAMMYIO a6o-
HEHTY B TeneOHHOM CeTu unu ceTu kabenbHOoro TenesnaeHUs, U NOBLICUTL CKOPOCTL AoCTYNa. Hau-
Gonee nonynApHBIMK TEXHONOTMAMMW Takoro TMNA ABNAIOTCA TexHonorua ADSL, ucnons3yiowan 18-
nedOoHHbIe aGOHEHTCKE OKOHYaHUA, U kaGenbHbie MoaeMbl, PaGoTalWwMe NOBEPX CeTU KabenuHoro
TenesuaeHUA. 3T TeXHONOMMU 06ECNBYMBAIOT CKOPOCTL OT HECKONBLKUX COTEH KUNOBUT 00 HBCKONE-
Knux Merabut B cexyHay.

NpuUMeHAIOTCA Takxe paanuiHbie 6eCNPOBOAHBIE TEXHONOrMK AOCTYNa, 06ecneYmBalwme kak dux-
CUPOBaHHBIA, TaKk M MOGUALHLIN AOCTYN. HaGop npuMeHAeMbIX GECNPOBOAHLIX T@XHONOTUA OugHy
WMPOK, B Hero BxoasT u GecnposoaHbie cetu Ethernet (802.11), paanuuHbie GUPMBHHbLIE TexHono-
riu, Nepeaada AaHHLIX NO CeTU MOGUNLHOM TenedoHuK, a TaKke TEXHONOrMU GUKCUPOBAHHOTD AoC-
Tyna, Hanpumep HOBOro ctaHaapTa 802.16.

B 3710/ rnase Mbi PaCCMOTPMM OCHOBHBIE CX@Mbl U HaMG0Nee NONYNAPHLIE TEXHONOMMU YARNEHHOD
faocryna.
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CxeMbl yaasieHHOro gocryna

Kniouesbie c106a: HESQUUINEHHOC COCUTICHIG, PACHPCICITE D, KOMMYTHPYCMbII
(reedronnnlii) Mo1es, verpoiicrso ADSL, kabeantpiil Mo/e, cepsep
VTCIHOTO LOCTVIIA, KOHICHTPATOP VILICHHOTO JLOCTVIA, MYABTHILICKCOD
AOCTVIA, TEPMIHAIBHAS cheresa, obueocryinit aoMmen HirrepHera,

PEKIM VATCHHIONO V314, PEANM VLUICHHOTO VIPABICH S,
PCAKIN TCPMIHLTLHOTO J10CTYNA, HPOTOKO telnet,

Preynor 231 1 moc tpupyer pasioohpasintii i1 necTpuiit Mup va1eHHoro 20CTyna.

Wrab-keapTupa
Kopnopaumu

CeTtb CATV

MHTepHeT

Puc. 23.1. KnuenTbl yaaneHHoro foctyna

Mbi BIZMM 31CCH KAHCHTOB PA3TIYHBIX THIIOB, OTJHYAIOUIXCSL HCHOAB3YeMbIM 060-
PyAoBanHeM 1 TpedoBAHIMIT K HapaMeTpar 1ocTyiia. KpoMe toro, nosewwenis k-
EHTOB MOIYT OLITL COC/UHCHB ¢ OKallLICit TOUKOH JT0CTYIIA olepaTopa ¢Bs3i (To
€CTh € BIAHKadiini HLCHTPAILHBIM ODIICOM, CCAI HOIL30BATLCS TEPMHHOA0THE Olle-
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PATOPOB TE1CHOHHOIT CCTI) PA3AHUHBIMA CIOCOOAMIT — ¢ HOMOIILIO AHAJIOTOBOTO My
wiposoro okondans TeachoHtolt ceTi, Teaesnsnonnoro kabeas, HecnpoBoxHol
eBs3i. Hakonenr, cas oneparop cusasi MOKCT HMCTL PAsiIHuHyIo CHCUHATH3ALMIO, To
eCTb ObITL 1100 HOCTABIHHMKOM TeACHOHHBIX VYT, A100 HOCTABIIHKOM VCAYT Wurep-
HeTa, 00 01 PATOPOM KabeabHOTO TCACBHACHHS HAH KC ObITL YHUBCPCAILIDIM Ofie-
PATOPOM, TPCAOCTABIAIONIHNM BECh CHCKTP yeayl H 00434a10UuiM coOCTBEHHLIMHU ce-
TAMH BCEX THIIOB.

Tunbl KNNEHTOB N ABOHEHTCKNX OKOHYaHUM

PacemoTpiat kaxibiil 321eMenT cxeMbl ocTyna, nokasanublii Ha puc. 23.1, 6onee nog-
pobuo.

Kauenmor 1 u 2 apasotes nanbosce THITHYIIBIMH ITOJIL3OBATCHSIMH, TAK KaK KaX bl
H3 HUX HMEET TOJLKO OAHH KOMIILIOTECP, KOTOPOMY H(‘O().\'()JJ.HM() obecite Ty AOCTYn K
_vuu.neuuoﬁ KOM]Ibl()TCI)H()IUl ceti. [Toauno KOMIIbIOTCPA 9TH KJAHCHTLI 1OJIb3YIOTCA Te-
.r’]C(I)OHOM H TCJCBHU30POM, HHOITOMY abonenTckie OKOHYAHHA ITHX yCTpOﬁCTB MOXHO0
HCIIOJIb30BATD /L'I5 OPralHr3alllig J0oCTyla KOMITLIOTCpa K CeTH Inepegay JaHHbIX.

Knunent 2 nosbsyercst apymst kabenbibiMit abOHCHTCKHMI OKOHYAHHAMM: TPagHLH-
OHHBIM aHAJIOrOBLIM Tee(OHHBIM HA OCHOBE BHTOIl Mapbl M KOAKCHAJBLHBIM TeJeBH-
3MOHHBIM Kabenem KabeabHoro TeaesmieHns. it aboHeHTCKe OKOHYaHNs obnaga-
IOT CYLIECTBEHHO PAa3JHYHBIMHM XapakTepucTHKaMU. Tax, BUTasi 11apa 11pH paccTOsIHKU
1-2 kM Mexay nomentenieM kanenta 1 POP nocrasiyika yeayr oObIYHO HMeeT no-
JIOCY TPOTYCKaHUS MPHMEPHO HECKOJALKO Merarepll, B TO BPeMsl KaK KOAKCHAJIbHbil
Kkabesib obecrnieynBaeT NOA0CY NPONYCKAHUS B HECKOABLKO IECHTKOB MCTarepLL.

Y kaueHTa 1 OTCYTCTBYIOT NpOBOAlIbIC aboHeHTCKHe OKOHY4AHH?1, TAK KaK OH NOJib3y-
eTcst MOOHMIIBHBIM Te]lerOH()M, KpoMe TOro, OH He ABJSETCA KJIMEeHTOM KabenbHoro Te-
JE€BUAEHHA, TIPUHHUMad TEJICBU3HOHHBIH CUTHAJ TOJBKO 110 BO34AYyXY.

Taxim o6pa3oM, A5t OPraHH3alHK YAAJICHHOTO JOCTYIIA JUISt KJHEHTa 2 [0CTaBUIHMK
YCIYT MOXET HCHOAb30BaTh MO0 cylecTByoiiee Tesiedoloe abOHeHTCKOe OKOHYa-
Hue, 1160 TeeBU3HOHHBIIT Kabeb. 18 kaMeHTa 1 Takoii BOZMOKHOCTH HeT, TO3TOMY
NOCTABUIMK YCIYT AOIKEH MPEIOCTABHTL eMy 6eCrpOBOHYIO CBSI3b MJIM K€ TIPOJo-
KUTb HOBbIH KabenL Mexay ero 10MoM M 6anKaiuieli TOYKoH NpHCYTCTBUS.

OTanunTenbHON 0cOGEHHOCTBIO KIMEHTOB 1 11 2 ABsieTCS HECHMMETPHYHbI Xapak-
Tep TpadHKa, Tak KaK JOMaIIHHe N0.1b30BATENH B OCHOBIIOM 3arpyXaloT HHQpopMa-
IHIO Ha CBOIl KOMTIbIOTEp B npouecce nytewectsuii 1o Uurteprety. OTBeTOM Ha Ta-
KHe 10TPe6HOCTH SIBSIOTCS ACHMMETPHYHbIE TCXHOJIOrH, Takie Kak ADSL.

Kauenm 3 otamyaercst ot ABYX HPEABLAYIIMX TeM, YTO HMeeT HCCKOJIbKO KOMITbIOTe:
poB, OOLEIUHEHHLIX B JIOKATbIYIO CeTb, TAKHM KJIHEHTOM MOXET GLITh KaK YacTHOE
JHLO, Tak i HehobIoiT oduc npeanpusaTHs. Y aanednviii JOCTYI ISt TOKATbHOM CeTH
OTJIM4AETCS MOBbILICHHBIMY TPeOOBAHHSIMU K NPONYCKHOM cnocobrocTH. Kpome Toro,
TpahuK MOKET HMETI CHMMETPHYHBIT XapaKTep, CCIT JIOMAIlHSsH CeTh BKTIOYaeT cepr
Bep, MOCTABAAIIMUIA MHPOPMaIMIO 110JIb30BaTesIM MNTeprera MM COTPYAHHKaM
Apyrux ohucoB npeanpustHs. Tak kak KIHeHT 3 He uMeeT KabebHOro OKOHYaHHI
cetn CATV (cable TV), To emy MoxH0 obGecnieynts JOCTYH TONbKO 110 TeNeQOHHOMY
okonyanuto. Kinent 3 Moxer opranisosars csow [P-ceTb pasiHyHbIMHU criocobaH.
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OH MOXET IONIPOCHTH Yy NOCTABUIMKA yeayr 1ya [P-aapecos, Tak 4todnl Kaxiblii ero
KOMITBIOTEP HMeJ1 OTAe/IbHBIN mybauubIii noctosguHbiit [P-anpec. 1o nanboee ruh-
KMH BapHaHT /UIs KJIHENTa, TAK KaK B 3TOM CJydae KaXK/blil Cro KOMIILIOTCP MOKCT
6bITL TOJIHONPABHLIM y3710M MHTepHeTa i UCMOMHATL PoJb HE TOJLKO KAHEHTCKOI
MalIMHbl, HO H CEPBepPa ¢ 3aPCTHCTPHPOBAHHBIM AOMEHHDLIM HMeteM. QueBH o, YTo B
3TOM C.1y4ae JIOKa/IbHasi CeTh KJIMEHTA JI0JKHA UMeTb MTOrPaHHYHbIIT MapIupyTH3aTOp,
yepe3 KOTOPDLIT OCYICCTBIATDL €BA3b € CETHIO [10CTABIIHKA yCayr. JIpyroif papHant
opranMsauui [P-ceTir MoxeT OpiTh OCHOBaH Ha ucnosib3oBanuu Texiuki NAT, onu-
caHHoii B rnase 20.

Knuenmbt 4 IBIAIOTCS KUTEIAMH MHOTOKBAPTUPHOTO JI0Ma, KOTOPBT coeitHeH ¢ POP
MHOTOUYHMCIEHHBIMH BUTBIMH NapaMi TeledOHHbIX aOOHEHTCKIX OKOHMaHuil (1o o1-
HOM U1s1 KOXKA0HM KBapTUpbl), a Takxke kabenem CATV. Mcnoab3opanue onHoro Kabe-
na CATV a5 601b1I0TO KONMYECTBA KJIHEHTOB CO3AaeT AOMOMHUTENbHbIE TIPO6IeMbl
AN OPraHM3alUMK JIOCTYNA, TaK Kak Kabeslb B 3TOM CJyyae sBJASAETCSA pasjelseMoil
cpenoii. [Ipumenenue tenedonnbix aboHeHTCKMX OKOHYAHHIT AN YAQT€HHOTO JIOCTY-
na XHuTesei MHOTOKBAPTUPHOTO AOMAa HUYEM He OTJIMYAeTCH OT IOAKJIIOYEHMS OT-
nenbHOTO aboHeHTa (kauenTa 2). M xoTst Gosblias yacThb KHABLOB 10Ma UCIIOIb3VET
o0bluHble aHAIOTOBbIE TeslehOHHble OKOHYAHMUS, B IOME €CTh TAKKe HeCKOJIbKO KBap-
THP, JKHJIbLIbI KOTOPBIX ABAAIOTCA aboneHTaMu cetn ISDN, okoHYanus KOTOPOit sB-
JA0TCA UMQPOBLIMH (TIPY TOM, YTO OHM, TaK XK€ KaK M aHaJIorosbie TesedoiHble
OKOHYaHMs1, paboTaloT Ha BuTOit nape). Xots cetb ISDN 6biia paspaboTana Kak yHHU-
BepcaibHas, TO eCThb [1PeJIOCTABIAIONIASA HAPSAY ¢ CepBUCAMU Tele)OHHH 1 CepBHChI
nepejayM AAHHBIX, HA NPAKTHKe OHA HCIIONb3YeTcsl Kak 06bluHast TesedOHHas CETb.

Knuenmuvt 5 taxoke sIBASIOTCS XKWJIbUAMM MHOTOKBADTHMPHOLO [10Ma, HO B 3TOM JI0Me
NOCTaBUIMK YCIYT pa3BepHYJI JOKaIbHYIO ceTb. K aToit 10KkanbHOlt ceTH NOAKII0YAIOT-
€l KOMIILIOTEPBI TeX >KMJIbLIOB AOMa, KOTOPble PEUIUIH CTaTh abOHEHTAaMU AaHHOTO
noctaBiuka ycayr. Takoill BapuaHT aideKTUBEH AJA NMOCTABLUIMKA YCAYT NPHU 10CTa-
T04HO GOJIbUIOM KOJHYecTBe abOHEHTOB B foMe. JIoKanbHasi CeTh MHOTOKBAPTHPHOTO
aoMa TpebyeT 6Gosiee BHICOKHX CKOPOCTe JOCTYNa, YeM OTAe/bHbIE KOMIILIOTEPhI HIH
IOMallHK1e CeTH MHAMBHAYAIbHBIX KIHEHTOB, MO3TOMY MOCTABLIMK YCJIVT J0OJDKEH 1iC-
noJb30BaTh abOHEHTCKOEe OKOHYaHHe C WHPOKOH NMOJIOCOH NMpoNycKaHHs — s 3TOM
e MoXeT ObITbh MCTIOJIB30BaH cyulecTByiomMii kabeap CATV, cneunanbHo 1poo-
XeHHblH koakcuaibHblil kabe1b Ethernet nan Taxoke 3aHOBO NMPONOKEHHBII OlITHYE-
CKuit kabeb.

ITocTaBmuk ycayr yaaneHHOro 10cTyna MOXeT 00CIyXHBaTh KJIHEHTOB BCEX THUIIOB
WK e CreliMalH3HPOBaThCA HA KAKOM-TO ONpe/ieSIeHHOM THIIE KJIMEHTOB, HAapUMep
XKHTeJIAX YaCTHIX MM MHOTOKBADTHPHBIX AOMOB, paboTHHKaX HeGObLIIX O(HCOB.
YHuBepcanbHBIH NMOCTABLUIMK YCAYT JOCTYNa AOJXEH MOMIEePKUBATD JI00bie BapHaH-
Thl OPraHM3aLNK «T10CedHel MUJIHM», YTO YCIOXKHSET ero 060py0BaHHE H NIPUMeHsIe-
Mble TEXHOJIOTMM AOCTYTA.

B n06om cnyyae, ans nepeaauu aaHHbIX MO KakoMy-1M60 aBOHEHTCKOMY OKOHYaHHIO
NOCTaBLIMK YCJAYT AOMKeH 00ecreduThb [UIst 3TOTO OKOHYAHUA INepelayy KOMMbIoTep-
HbIX JAaHHBIX M COBMECTHUTb 3Ty Nepefayy ¢ nepeaayeil HH(MOPMALHH, AT KOTOPOH
3TO OKOHYaHWe ObLJIO CNPOEKTHPOBAHO, HANPUMEp C aHANOroBoii TeseoHHOI HHGOp-
MalMel MM ¢ cCUrHaJoM KabenbHOrO TeseBUAEHHS. 3aTeM Ha OCHOBE 3THX CPEJCTB
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(H)H3HYECKOTO YPOBHS MOCTABIINK YCIYT 0/I2KeH NPENOCTaBUTh KJIMEHTY TOT MUJIH HHO
BapHIaHT cepBHCa AOCTYA.

Eiue oaHoit npoGremoit, KOTOpYIo 10/KeH PELIMTh ONepaTop A0CTYIa, SIBASIETCS Opra-
HH3auusA J10CTyNa KJIWEeHTOB, KOTOpbie (U3MYECKH NOAKJIIOYEHB K abOHEHTCKuM
OKOHYAHHSIM dpyzux NMOCTaBIIHKOB ycayr cs3u. Tak, myctb Ha pucyrke POP1 u POP?
IpHHaexaT nocrasinky A, a POP3 — nocrasumky B. [s1s1 Toro 4to6nl nocTasiwmk A
MOT TIPENOCTaBAATh YCJAYTH JOCTYNa K CeTH Nepefayd JaHHBIX KJIMEHTaM, TOIKIIg-
yenHbiM Kk POP3, y Hero momkHo ObITh 3aKJII0YEHO COOTBETCTBYIOILEE COTJIAllieHKe
¢ nocraBuiikoM B. DTo cornauienne Moxer persiaMeHTHpPOBAaTh Pa3jJHyYHbIE CIIOCOGH
B3aUMOJIEHCTBHSA NOCTABILIMKOB YCJIYT, KOTOphie Mbl yke 06cyxaanu B riase 5. Ha-
NpUMep, NMOCTAaBUIMK yCJIYr A MOKET apeHA0BaThb Y NMOCTaBLIMKa ycayr B te aGonent-
CKMe OKOHYaHHsl, KOTOPbIMH TOJIb3YIOTCA €ro KIMEHTDI, C TeM YTOOb 3aTeM IepeaBaTth
NoJlyyaeMble N0 HUM AaHHbIe B CBOIO CeTb M HAMpaB/ATb UX Jajlee B COOTBETCTBUH ¢
noTpe6HOCTAMH KJIHEHTOB. B ApyroM ciyyae aboHEHTCKHe OKOHYAHHSI MOIYT OCTa-
BaTbCSl B PacNOPsKEHMHU MOCTaBUIMKa ycayr B, koTopbiit nosixken oTaenats nocry-
NaloluiMe KOMNbIOTEPHBIE NaHHbiE OT TesNe(OHHON HIM TeJeBU3MOHHOMN MHGbOpMaluu
Y HamnpasJiATb B C€Tb NOCTaBIIMKa ycayr A. OYeBHAHO, YTO MeXAY CETAMH MNepenayn
AAHHBIX MOCTABIHKOB ycayr A u B nomkHo 6biTh obecrieueHo B3auMOECTBHe.

Haub6osiee npocToii BapuaHT foctyna B IHTepHeT npeaocTaBiasieT KIMEHTY Heaamu-
IEHHOE COeAMHEHHE C cepBepaMH KODIIOPaTHUBHOIf CETH, YTO IPO3UT IUIOXHMMH Mo-
caencTsusMu. Bo-nepsbix, koH(pHAEHIHaNbHbIE faHHbIE, NepefaBaeMble o HTepHery,
MOTyT OBITh NMepexBayeHbl WX UCKaXKeHbl. Bo-BTOPBIX, IpH TakoM criocobe aaAMHHK:
CTPATOPY KOPNOPAaTHBHOMN CETH TPYAHO OrPaHHUYUTb JOCTYN K CBOEH CETH HECAHKLHO-
HUDOBAHHBIX MOJb30BaTeslel, Tak KaK 3apaHee HeM3BeCTHbl [P-azpeca seranbHux
noJib3oBaTenell (COTPyAHHKOB npeanpusaTtus). [1oaToMy npeAnpUATHAS NpeaNOYHTa-
IOT NMOJIb30BAaTbCA 3alUMIIEHHBIM JOCTYNOM, OCHOBAHHOM Ha TE€XHOJIOTUH BUPTYalb-
HbIX yacTHbIX ceTeil (VPN). DTa TexHO/OrUA pacCMaTPHBAETCA NOAPOOHO B CEAY0:
ureit rnase.

MynbTunnekcuposanne nHpopmaumum
Ha abOHEeHTCKOM OKOHYAHUMN

Kak Mbl BUunnM Ha puc. 23.1, 60JbIUIMHCTBO JOMOB M MHOTOKBapTUPHBIX 31aHul CBA-
3anbl ¢ POP 6o tesedoHHbIMM aBOHEHTCKMMHM OKOHYAHUAMM, 160 aOOHEHTCKHMH
OKOHYaHUSAMM KabesIbHOTO TesleBUAEHHUA.

B unearne xenaTesbHO HCNONB30BATh €NMHCTBEHHOE aGOHEHTCKOE OKOHYaHHe, cnocob:
Hoe mnepefaBaTh HH(pOpPMaUHUIo BceX Tpex THNOB. K coxasnenuio, BUTast napa Ha Ty
poJib He MOAXOAUT, TaK Kak ee N0J0Ca MPONYCKaHHA HAa PACCTOSHUAX B HECKOJIBKO
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KHAOMCTPOB Hie npenbiaet 1 M. 9Toro ssio 11620€TaTOMHO A8 OAHOBPEMEHHOH
TEPEIAYH I0.10¢A, KOMUBIOTEPHDIX JAHHBIX CO CKOPOCTAMU B HECKOJIbKO MerabuT B ce-
KYHIY I IBCTHOTO TCJI€BU3MOHHOTO H300paKeHIs.

TlosTOMY 112 POJIb KOHCOAMAHPYIOILECTO aGOHCHTCKOTO OKOHYANHSA MOIYT IpeTeH0-
BaTL TOJILKO KOakcHanbliblii kabesb cetu CATV 1 urMpokonosoctsie GecripoBoHble
mannn cpA3u. Ecrectneniio, Mbr 1tveen B Biy yke cylecTByiomie i HHpoko pac-
MPOCTPANICHHDIC TiTIbl aOHEeHTCKIX oKkoHyanuit. ECiM xke roBopiTb 0 npoknaake Ho-
BOro Kabesist, UTO aKTYaJbHO B OCHOBIIOM LIl HOBBIX KPYNHDIX 3/1aHITI, TO K 3TOMY
CIUCKY HYXKHO 100aBUTb OITHYeCKHIT Kaben.

TTouTi BO BEEX TCXHOIOTHAX A0CTYIA, KOTOPbIC MBI HYAEM PacCMATPHBATL B CJEAYIO-
WHX pasc:1aX, HCIOAL3YETCs MY IbTHILICKCIPOBaHIle KaKHX-11H00 ABYX 11111 Bcex Tpex
YIOMSIIYTBIX BblIle THIOB HidopManii 11a abonenTckoM OKoHYaHui, Tak, B JHHIHK
ADSL ananorosuic TeeolHbIe OKOHYaHIS UCTIOIb3YIOTCS A8 My IbTHILIEKCHPOBa-
HIi#A FOI0CA [t KOMIILIOTEPIIBIX JLaHIbLIX, Kabeblible MO/1eMbl COBMELIAIOT Nepeiayy Te-
MEBH3HOHHOTO H300PAXKEHIIS! 11 KOMIILIOTEPIBIX AAlIHBIX [0 KOAKCHAIBHOMY KabeTio.
CywecTsyloT Takxe pasadibie Texnonoriu GeclpoBoIHOTO A0CTY A, KOTOpble obec-
NeyHBaIOT Nnepe/lady TEAeBH3HOHNOIO CHIHAMA H KOMITBIOTEPHDIX AaHHbIX, 2 HHOT/IA U
TeaeponHH B 0HOM abOHEHTCKOM OKoHYaHMH. VICKII04eHeM SB/SIeTCS TOJbKO HaH-
fonce cTapasi TCX110J0THS IOCTYIA, @ HMEHHO KOMMYTHPYeMBIii 10CTYI, IPH KOTOPOM
aHa10roBoe aDOHCHTCKOE OKOHYAHIE MOXKET IICI0Ib30BATLCA Te1eOHOM M Moje-
MOM KOMIIBIOTEPA TOJBKO [ONIEPEMCHHO.

CxeMa opraHu3alMy JOCTYIIA C HOMOILDIO YHIIBEPCAIbHOTO a0OHEHTCKOTO OKOHYAHHS
nokasaHa na puc. 23.2,

HanGosee yacto a1st MyJabTHILICKCHPOBalia HHGOPMALMH B a00HEHTCKOM OKOHYa-
HuM nipumenisietcst Texnnka FDM. Kaxnomy 13 tpex tiios nudopMmannu pbiaens-
eTCsl OTpejiesielllias 1M0J0Ca YacTOT, UIHPHHA KOTOPOH COOTBETCTBYET MOTPeGHOCTAM
abonenTa. st tenedoliHoro coeiiens suieasetcs noaoca 4 kI, cooTBeTcTByio-
Wast CTaHAapTHOIT 1osoce abOHCHTA aHAIOTOBBIX TesedonHbix ceTeil. KoMmboTepHbiv
AaHHBIM Hy>cHa 6oJee MPOoKas 110710ca, IPH AaCHMMETPHYHOM A0CTYIe 1Js npeoba-
AA0IIET0 HHcxoAALIero (BXoasinero) TpadMka HYXKHO BbIAETHTD N0JI0CY, KAK MHUHH-
MYM B HECKOJIBKO COTCH KHJIOTepll, a JIyyllle — B HeCKOJIbKO Merarepi. MeHee HHTeH-
CUBHBIH BoCXOAsiIHMIT (BbIxOAAMiT) TpadUK TpeGyeT MOJOCH B HECKOJIBKO AECSTKOB
kworepu. B kabenbHom TelieBHleHIie TPAAUIIHOHHO UCTIONB3YIOTCS MOMock o 6 MIy
Anst Kaxoro aboreHTa, HO 1IPH 3TOM NepeaaeTcsl TONbKO HHCXOASIHIA Tpaduk,

Hns Toro uto6u1 peannsonaTh BriGpanHyio cxemy FDM, B noMellieHHH xiMeHTa H ToY-
KaxX NPUCYTCTBHS YCTAHABIMBAIOTCS Pacnpe/ie/MTeNH, KOTOPble BBINOJHSIOT Onepa-
UMM MYJIbTUTJIEKCHPOBAlius 1 AeMYJIbTHIIEKCUPOBaHHA CHrHaIoB. Pacnipesenutens
yalle Bcero mpejacTapisieT coboil nacCHBHBIA GHIBTD, KOTOPBIH BbIAEISET HYXHble
AMANA30HbI YaCTOT W TepefaeT Kai/blil AMana3oH Ha OTAesbHbIH Bbixod. K Beixony
pacnpenenuTens NMOAKJIOHAIOTCS TePMHHAIbHBIE YCTpoiicTBa aboHeHTa — TenedoH,
Te/eBU30D M KoMnbioTep. Tak Kak KOMIbIOTEP UCMONb3YeT AMCKPETHbIE CHIHAMBI 15
o06MeHa naHHBIMH, TO 47151 Hero TpebyeTcs 1OMOJIHHTENIbHOE YCTPOICTBO, KoTopoe 6y-
AeT Npeo6pa3oBLIBaTh AMCKPETHbIE CIICHAIBI B aHAJOrOBble CUTHAJBI Heo6GX0AMMOro
AHana3oHa YacToT.
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/ TenedoHHbIV fi;
xm 06
KOMMYTaTOp jut opyaoBaHue
Cepsep . : kabenbHoro
YAANEHHOTo TenesnaeHns
gocryna

Puc. 23.2. MynsTunnekcuposaHue Tpex Tunos HdopMaumm 8 aBOHEHTCKMX OKOHYARUAX

BOABLIIHCTBO HOIL30BATCICH IPHBLIKIH HMCTD J1¢/10 ¢ KOMMYTHPYEMbIMH ( TeJledok-
HBIMH) MOAEMaMH, KOTOpbIe paboTalor co cram1aprioii nojjocoil 4 kIl aHa1orossx
retedonnnx cereii, Teaedhonbie MoIeMBl He Pas1e 50T 2Ty HOJ0CY ¢ JIPYTHME YCT-
PORCTBAMIL HETHKOM HCHOIB3VS CC LTI HEPCLAHH KOMIILIOTCPHDIX JTandbIX. OueBHl-
HO, UTO PACTIPCICTHTED B 9TOM CAVHAC HE HVAKCH,

Cyiteetsyior Takxe yerpoiictsa ADSL 1t kabesibHble MogeMbl; 1iepsbic pabOTAT H
0O CHTCKIX OKOHYAHSX TeaehoHIbIX cerel, a sropbie — Ha kabeisix CATV. B amix
CIAVHAAX PACHPEICTHTCTL HeOOXOHM, TaK KAK 110 ITIHM OKOHYAHHAM BMCCTC ¢ KOMIb:
HOTCPHBIMI LHHBIMIL HCPCTACTCS I OCHOBHAM LT 9THX OKoHYaHiil nadopmalms, Ter
SehoHHast WIH TCICBUBHOHHASL

B POP nocrasimmnka yeqayr Kaaioe aDOHCHTCKOC OKOHUAHHC TAKKC 10, 1KTI0YEH0
K PACcHpe;/ e T HO, KOTOPDIT BLINOJIHACT dHLTOFHYHLIC OlePaliit MY ILbTHILIEKCH:
POBAHNSE 1 ICMYABTHILICKCHPOBAIMSA Ha JAPYIroM Konte kabesst, B pesyabrare tete
choutast mopMAIH HOCTYIACT ¢ TeIChOHIBIX BHIXOA0B PACTIPEC/HTEIS HA Tele:
(GOHHBIT KOMMYTATOP HOCTABIUIKA YCAYE, KOTOPLIT HEPEIACT ¢¢ B TCACHOHHYIO CeTh.
TeaeBnsHOUIBIC CHIHATLL OT COOTBETCTBYIOULMX BLIXOJAOB paclipeic/nTens cobupa
ortest Ha obopyaosainin CATV, kotopoe moxker Ourrb casano ¢ ceroio CATV a10r0
HOCTABIHKA YCIVT.

I, HakoHCIL, KOMIIBIOTCPHBIC JIAHHBIC TTOCTVIAIOT Ha VCTPOIICTBO, KOHIIeHTPUpYIole
KOMIIBIOTePHBIT TPahHK 1 HCPCRHOHICC ero B JIOKAILHYIO CeTh 1HOCTaBUIMKa youyT
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JT0 YCTPOICTBO HA3BIBAIOT NO-PAa3HOMY, HAa PUCYHKE HCIOJIb30BAHO OJHO M3 TOIIY-
JSIPHBIX HA3BAHMI — cepBep ynaneHHoro aocryna (Remote Access Server, RAS). Mox-
HO BCTPETHThL W JpyTHE HA3BaHMs, HANPUMEDP, KOHUEHTPATOP YAAJEHHOro AOCTyna
(Remote Access Concentrator, RAC), MyabTHILIEKCOp A0CTYNa MK TepMHHAJIbHASA
CHCTeMa. bynem 11st onpesiesleHHOCTH Ha3bIBATh 3€Ch TAKOE YCTPOMCTBO CEPBEPOM
yaaneHHoro nocryna. OHo conepx)HUT 06bI4HO GOJIbIIOE KOTHYECTBO MOAEMOB, KOTO-
pble BbIIIOTHSAIOT 06paTHbIe OMNepalin 10 OTHOLIEHUIO K MOIeMaM M0/1b30BaTeneid, To
€CTb MOJ1Y/TUPYIOT HUCXOAALHMI TPahUK U AeMOAYAUPYIOT Bocxoaainii. [ToMumMo Mo-
nemoB RAS BkJlo4aeT MapipyTU3aTOp, KOTOpbI co6UpaeT TpaduK OT MOAEMOB H ne-
penaet ero B JokanbHyto cetb POP. U3 a10it nokaibHON ceTH Tpaduk nepenaetcs
0bp1uHbIM cIocOGOM B MIHTepHET WM B ONpeneieHHYI0 KOPIIOPATHBHYIO CeTb.

Mat paccmoTpenn 06061ienHylo cXxeMy A0CTyNa, KOTOPast B 3aBHCHMOCTH OT BbIGpaH-
HOTO THI1a 20OHEHTCKOTO OKOHYAHMsI M THIIa MOJIEMa NIOPO’XK;1aeT Pa3JInyHble TEXHOJIO-
ruy poctyna. HyxHo nonuepkHyTs, 4To B Tepmunax Moaean OSI Bce oHH saBAsIOTCA
TEXHOJIOTHSIMH (DM3NYECKOI0 YPOBHS!, TAK KaK CO3AAlOT NMOTOK GHTOB MeX/1y KOMIIbIO-
TEPOM KJIHEHTA W JIOKAIbHOM CeTbio MocTaBuuKa ycayr. [as paboTsl npotokona IP
Hall 3TUM (HU3UYECKUM YDOBHEM JOJKeH MCIOJIb30BaThCA OAMH H3 NMPOTOKONOB Ka-
HanbHOrO ypoBHA. Ceroansa HauboJsiee YacTo NMPH yNaJ€HHOM AOCTyIe MPUMEHSeTCs
PPP, xotopsiit nopnepxnBaeT Takie BaxkHble GYHKLMH, Kak Ha3HavyeHHe [P-aapeca
KIHEHTCKOMY KOMIIbIOTEPY, a TakXke ayTeHTH(PHKALUIO M0JIb30BaTeNS.

Pe)xuM yaaneHHoro ysna

HanbGosiee pacnpocTpaHeHHOl yciyroii cerofts siBnsieTcs lpeocTaBieHue J0CTyna
k obmenocryniomy nomeny Hurepuera. Ilpu 3T0oM nompasymesaercsi, 4TO MOCTaB-
wuk ycayr obecneynpaet Mapuipytusaunio IP-Tpaduka Mexay xoMmnbloTepom M Jio-
6biM caitTom UnTepHeTa, MMetolMM Ny6JIHUHbIA anpec (MIH ke UMEIOIUM YacTHbIH
anpec ¥ ucnoas3yowiuM TexHUKy NAT ans nybiauusoro noctyna). Korma xaueHT

pacmojiaraeT OJHHM KOMIIBIOTEPOM, [UISl TIPENOCTABJIEHUS] TaKOi YCAYTH NOCTABLUMK
YCIyr 06BIYHO HCIOJIb3YET PEXUM YAIEHHOTO Y3Ja.

n_a yanom ynaneunou noxanbuoﬁ

[l 3TOro NocTaBLIMK YCAYT pe3epBUPYeT ISl CBOMX KJIMEHTOB yIaleHHOro J0CTyna
nyn IP-anpecos 13 auana3oHa azpecoB OLHOI M3 CBOMX noaceTeil. 1Js1 Tex KJIHeHTOB,
KOTOpEbIe He HY>KIAl0TCsA B NOCTOsIHHOM pocryne k MHTepHety, ycayra npejoctanis-
eTCsl KaK KOMMYTHpyeMasi, ¥ IP-aapec UM Ha3HayaeTCs AMHAMHMYECKH M TOJbKO Ha
BpeMs IOAKII0YEeHHA KIAHeHTa. PeXxuM ylaneHHoro yana rnossojisgeT 3KOHOMUTD ajpe-
€a nozaceTelt, Tak KaK B cTaHAapTHOM pexxuMme IP-MapmpyTHaaTop fo/KeH Ha3HaYMTh
KaX10My CBOeMY TOpTY aJpec OTAeIbHOI NMOACETH, YTO VI OHOIO y37a, U3 KOTOpO-
IO COCTOSIT CETH MHOTHX KJIMEHTOB, ABHO H30BITOUHO. [[151 TeX e KIUeHTOB, KOTOPBIM
TpebyeTcs NoCTOSTHHOE COeAMHEeHHe, aupec MOXeT Ha3HAyaThbCS KaK Ha IIOCTOSIHHOI
OCHOBe, TaK M AMHAMMYECKH, HA BPeMsl aKTHBHOCTH KJIMEHTa.
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WMX HEMOCPEACTBEHHO NMpHCOeMHeHHOI noacetn 200.25.10.0/24. lostoMy MapuIpy-
tH3aTOp mocbiaer ARP-sanpoc, comepxawmmit anpec 200.25.10.5. Ha ator 3anpoc
OTBEYAET HE KOMIBIOTED NepBOro kiMeHta, a RAS, coobmas 8B ARP-otsete Mapuipy-
H3aTopy cobcmeennwii MAC-anpec. Tlocse atoro Mapupytisatop HamnpasJiser [P-
nakeT, ynakoBaHHbli B kaap Ethernet ¢ MAC-aapecom RAS. RAS uasnekaer IP-ma-
xeT M3 npuieawero kaapa Ethernet u no IP-aapecy onpenenser B Tabauue HOMep
NOpTa, Ha KOTOPBIA €My HYXXHO HanpaBUTb nakeT. B 1aHHOM ciyyae ato mopr P1.
RAS uukancyaupyer naker B kaap PPP, ucnonbsyemsiit anst pa6orsr Ha a6oHeHT-
CKOM OKOHYaHHH, coeauHsiolieM RAS ¢ koMnbioTepoM nepsoro kiHeHTa.

B toM ciiy4ae, KOraa y K/IMeHTa MMeeTCs CBOS JIOKIbHAS CeTb, y3/bl KOTOPOH HMeloT
3aperuCTpupoBaHHbie nybnnunbie IP-anpeca, RAS paboraeT xak o6bruHbii Mapuipy-
TH3aTOP, H TaKOM PeXHM yXe He Ha3biBAaeTCA PeXMMOM YAaNeHHOTO y3Ja.

PexxuM yaaneHHoro ynpasnesums n npotoxon Telnet

B nepuon cTaHOB/IeHMS KOMIIBIOTEPHBIX ceTeil, TO ecTh B 70-€ roabl, MOAAEPXKKaA TAKO-
ro pexumMa 6ui1a 0108 M3 raBHbIX QyHKUMi ceTH. YcrpoiictBa PAD cereit X.25 cy-
WECTBOBAIM HMEHHO [ TOTO, YTOOH! 0becreunTh yaaleHHbIH A0CTYN K MaiindpeiismaMm
VI 110/1b30BaTeNeH, HaXOAMBILUMXCA B IPYTHX rOpoAax U paboTaBIUMX 3a MPOCTHIMU
a1$aBUTHO-UHGPOBLIMH TEPMHHATIAMH.

Pexnm ynaneHHoro ynpapienus obecrnieyMBaeTCs ClEUMANbHBIM NPOTOKONOM IMpH-
KJIQIHOTO ypOoBHs, pabOTalOUIMM NOBEPX IPOTOKOJIOB, PEATM3YIOUIHX TPaHCIOPTHOE
coeqMHEHHe YNa/eHHOro y3Ja ¢ KOMIbioTepHoit ceTblo. CylectsyeT 60abLIoe KOIM-
4YeCTBO NMPOTOKOJIOB Y/aJleHHOTO YIpaBJieHHs, KaKk CTAaHAAPTHBIX, TAK U (HHPMEHHBIX.
Ans IP-ceteit HanGosee cTapbimM NPOTOKOIOM 3TOrO THIA sABNsAeTcs telnet (RFC 854).

[lpy HaxkaTMM K/JIaBHMIUM COOTBETCTBYIOLIHIT KO/ MepexBaThiBaeTCs KJIMeHTOM telnet,
nometaercs B TCP-coobiieHne 1 oTnpaBiisieTcs Yepe3 ceTb Y3y, KOTOPbIM 110/1b30-
BaTeslb XoueT ynmpaBJATb. [IpH MOCTYNIEHHH Ha y3eJ HasHaueHHMs KOA HaXkaToM KJia-
BUWH u3BiekaeTca u3 TCP-coobwenus cepsepoM telnet W mepemaercs onepauu-
oHHoit cucteme (OC) yana. OC paccMmaTpuBaer ceaHc telnet kak OAMH M3 ceaHcoB
JokanbHoro nosb3opatens. Ecau OC pearnpyeT Ha Ha)kaTHe KJIaBMIMH BbIBOAOM OYe-
PeIHOro cMMBOJIAa Ha 3KpaH, TO AJS ceaHca YAaJeHHOro I0Jb30BaTeNst 3TOT CHMBOJI
Takxe ynakopbipaeTcss B TCP-coobuieHne W IO ceTH OTMpaBJAETCS YA2N€HHOMY
yaay. KnuenT telnet usBnexaeT cMMBoJ M 0ToOpaXaeT ero B OKHe CBOEro TEPMHHANA,
SMYJUpYs TEpMMHAJ yAaJIEHHOTO y37a.

IIporokon telnet 6uin peannsopan B cpene Unix M Hapsily ¢ 3/1eKTPOHHOM MoYTOI
1 FTP-noctynam k apxuBaMm ¢aitnos 6bu1 nonynapHeiM cepBrucoM MHrephera. Cero-
AHs 3TOT MPOTOKON PelKO MCIosb3yeTcs B mybinyHom aomeHe MHTepHeTa, Tak Kak
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HIKTO HC XOHET 1PC1oCTABAATDL MOCTOPOHHHM JTHIAM BO3MOXHOCTH VIPABJIATH C(ﬁ.
CTBCHHBIM KOMIILIOTCPOM, NoTst JUISE BallHThl OT HECAHKUHOHHPOBAHHOTO IIOCTynaB
TCXHOJOUHH [Clll(‘l HPHMCHAIOTCS HAPOUTH, OHH 1HHePpe1aioTes Hepes CeTh B Blijje 06“!.1.
HOT'O TCKCTA, [TOITOMY MOIVT (/)b['l"h JCPKO JICPCXBAYCHLL H HCTTOIB30BAH DI, HOSTQMy
telnet mpenmmy neeTBe o HenoIL3veTest B pe1e1ax 0 1Hoil JTOKILHOIT CeTH, e pog.
MOAKHOCTCH (1711 epexBaTa napo.is ropas1o Metblie, Ceroamst 0CHOBHOR 06acrsyg
npiteHeniis telnet ApseTes Yupasieie He KOMIBIOTEPAM I, & KOMMYHMKALHORHy.
ML VCTPOHCTBAMM — MAPIIPYTH3ATOpaMil, KoMMYTaTopaMi 11 xabaMi. Takum 06pa-
JOM, OH YKe CKopee He N0.1b30BATCIbCKHIT IPOTOKO.1, & NPOTOKO.T aAMHHHCTPHPOR-
HIIs1, TO €CTb albTepHaTHBa SNMP.

Tem ne Menee ormrune Mexy npotokonam telnet 11 SNMP npininuanstoe, Telnet
npe1ycMaTpHBaeT 00s3aTebHOC YUacTHe YeToBeKa B MPOUCCee alMHHHCTPHPOBAHH]
TAK K4K, 110 CVTH, OH TOJDLKO MePeacT KOMAH/Ibl, KOTOPLIC BBOMT aIMHHHUCTPatop
pH KOHGHIYPUPOBAHUMM MM MOHHTOPHHIE MapLIPYTH3aTOPa WM APYIoro KOMMy-
Hitkaunonuoro verpoiiersa. Hporokoa SNMP, Hao6opot, paccuiiran Ha aBToMaTHye-
CKHe MPOoLEeAYPbl MOHITOPHHIA U YNPaB/IEHHA, XOTA H He HCKJIIOYAeT BO3MOXHOCTH
VYACTHA aAMIIHHCTPATOPa B 3TOM npotecce. s ycTpaHeHist OMacHOCTH, CO31aBae-
MOM Tniepejayeri napoJieil B OTKPbITOM Bi1j1€ 4ePe3 CCTh, KOMMYHHKaIHOHHbIE YCTpoi
CTBa VCIJIHBAIOT CTereHb cBoeit 3awnTol. OOLIMHO IIPUMEHSICTCS MHOTOYPOBHeBa
€X€EMa JI0CTYNA, KOI/1a OTKPBITbIiT 11apoJIb JIAeT BO3MOXHOCTD TOJIbKO YTeHHs 6a30ux
XapaKTepHCTHK KOH(Urypaili yCTpolicTBa, a JOCTYI K CPEACTBAM H3MEHEHUS KOi-
urypait Tpedyer Apyroro napo.ist, KOTOpLIl YXKe He [1ePe/laeTcst B OTKPHITOM BHIE

Y 1alenHoe VIIPABICHHE TAKKC BO3MOKHO 1 B rpadiucckoM pexume. Jas Unix craw-
AaptoM Jle-hakro sipasietest cucetema X Window, sisisiioniasicss paspabotkoit Macea:
YYCCTCCKOrO TeXHoIorueckoro uHeriryra (Massachusetts Institute of Technology,
MIT). /lus Windows cyutecrsyer psia GHPMEHHBIX 1[POTOKOOB YIPaBJIeHHs, Hanph
mep, VNC (Virtual Network Computing), Microsoft Terminal Server nau npotokom
koMianni WinFrame,

Y aastennoe ynpaprieHiie MMecT ¢BOH JJOCTOHHCTBA 11 HeA0CTaTKM. J[J1A mosib3oBatel
4acTo Y0610 1CI0b30BaTh 60.1€€ MOIIHBII KOMITBIOTED, YCTAHOBJIEHHBIH B CETH Mpel
1pHATHA, & 11e ¢BOIT joMaininil. KpoMe Toro, noayyus TepMHHAIbHbIH 10CTYII, OH MO-
XKET 3allYCTHTD 11a VIUICHIOM KOMIIBLIOTEPC T1I000C 1IPUI0oKENHUE, a He TOJIBKO 3afel:
crosath cepsnie WWW i FTP. Eine oano npenmyinectBo 3akiodaercs B ToM,
4TO MO.JIb30BaTE L (PAKTHYCCKH NOJIYUACT BCE NPaBa [10JAb30BaATesl BHYTpeHHedH Cem
LUPE;INPHATHS, B TO BPEMsI KaK B PCKIIME YAJEHHOr0 y3Ja ero npaba o6bYHO orpatH:
UCHDL IMHHICTPATOPOM.

Yaaaenioe yupaieniie Taioke 04eib H9KOHOMHUHO TTOTpebasieT ponycKHYIo crocob-
HOCTb CeTH, OCOOCHHO HPH OMYISIHMH PCKHMa KOMaNARoM cTpokH. JlefCTBUTEIBHO,
B 5TOM ¢CJYYac 110 CCTI HEPeJaloTes TONbKO KOAbl KJABHI H 3KPaHiible CHMBO/b, 3 B
balisnl 113 cTpatnnsl 8¢6-10KYMCHTOB.

Henoerarox vianenioro yupasicHist coctout B €ro oflaCHOCTH AJist CeTH NMpeanpk:
SETHSL 1IPH HecanKILonpoBatnnoM goctyne. Kpose TOro, agMuHHcTparopy TPyM
KOHTPOAHPOBATL HOTPEOICHHC PecypeoB KOMIIbIoTepa, 11aX0AAILerocsi noa yaases
HBLIM YHPABJICHHCM.
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KoOMMYyTUpPYEMbIX aHaNIOroBbl AOCTYnN

Kaouesvte ¢106a: aHanoroselil Tenedon, HMIVabcHbI Habop, ToHOBLI Habop,
CHTHATLHASL CHCTeMa 7, JIBYXTOUEYHBII IIPOTOKO TYHHEIPOBAHHsl, CTAH/apThl
V.34, V.34+, V.90 u V.92, nporokon koppexuun omnbok 1 cranaapt V.42,
NPOTOKO.T IOCTYVIIA K JTHHII CBA3IL 151 MOAEMOB, CTAHAAPTbI CKATIISI AaHHBIX
V.42bis 1 MNP-5, npoToko:1 ¢KaTHsl CHHXPOHHBIX [IOTOKOB JAaHHDBIX.

OcHosuiast 1/1esi KOMMYTHPYEMOTO JOCTYIIA COCTOHT B TOM, YTOOBI HCI10.1b30BATDh HMEI0-
ugytocst ceth PSTN (1151 opranisaiin KoMMY THPYCMOTO COeAHHEeHITsE MeXKIY KOMIIbIO-
TepOM JTOMAINCTO T0JB30BATEIS H CEPBEPOM YIATEHHOIO A0CTYIIA, YCTaHOBACHHDLIM
Ha rpaniile Teedounoil 1 KoMIbTepHOH certeil. KoMilbioTep mob3oBaTest Moj-
KodaeTcs K Te1¢(hOHHOIT CeTH ¢ MOMOLLBIO KOMMYTHPYEMOTO MOeMa, KOTOopblil noj-
AepKIBaeT CTaljapTHble IpoLeaypbl Habopa HoMepa 1 IMHTHpyeT paboTy TeacdoH-
HOTO annapatra [A1s ycTaHosjenusi coemmiiennss ¢ RAS. KommyTtupyemsiii jgoctyn
MOXeT ObITh AQHAJTOrOBBIM W UM(POBBIM, B 3aBHCHMOCTH OT THNA abOHEHTCKOIO
OKOHYaHIts ceTH. B aToM pasjesie Mbl pacCMOTPUM AOCTVII Yeped aHa10roBble OKOHYa-
HHsl, @ B CJICAYIONEM — Yepes 1H(ppoBble.

MpuHUun pa6oTtbl TenedoHHON ceTH

IlepBblie TeoedoliHble ceTit ObLAH MOJTHOCTHI) AHATOTOBBIMH, TAK KAaK B HHX abDOHeHT-
ckoe yetpolictso (renedolnibiii annapat) 11peodpa3oBbIBAI0 3BVKOBBIC KOICOAHIS,
ABASIOUIHECS aHAJOTOBbIMH CHUTHAJIAMIL, B KO.1eDaHHsl 371eKTPHYCCKOTO TOKa (TaKxe
aHa0roBLIe CHrHAILL). KoMMyTaTops! TesedoHHOIT ceTH TOXE NepeiaBaii M0Jb30Ba-
TeNbCKYIO HH(OPMALIMIO B aHANOTOBOIT (hopMe, MepeHocst 3TH CHTHAJIB! B APYIYI0 06-
JIACTb YaCTOTHOTO CIEKTPa C TMOMOILbIO MEeTOJ0B YacToTHoro yiuotuenus (FDM),
ONMHCcalHbIX B rase 9.

Ceroanisi B TCJiehOHHBIX CETAX FO10C MEXAY KOMMYTATOPaMM BCe yallle epelaeTcs
B uHbponoit Gpopme no kananam PDH/SDH ¢ nomousio texuonornn TDM. Oanako
aboHeHTCKHe OKOHYaHHS OCTAlOTCSE B OCHOBHOM aHa/JOrOBbIMI, 4TO NO3BO.IAET 110/1b"
30BaThCs TeMI XKe CPABHHTE/bHO HPOCTBIMH M 11€A0POTHMH aHANOTOBBIMIL Teaedon-
HbIMH afilapaTaMH, YTO U paHbille.

TvuMyHas cTpyKTypa TeedonHoii ceTH npeacTapena Ha pic. 23.4. Cetb o6pasoBaHa
HEKOTOPLIM KOJHMUeCTBOM TeJepOHHBIX KOMMYTAaTOPOB, KOTOPbIE COEAHIEHbI MEX1y
cooit 11dpPOBLIMU MM, B PEAKHX CJIyyasX, aHaJOroBbIMH Kananamu. Tonomorus
cBsi3eit Mexly TeseDOHHLIMH KOMMYTAaTOpaMH B O0OLIeM CJ1yYac HOCHT NPOU3BOJIb-
HBII XapaKTep, XOTs 4aCTO UCTIONb3YETCS MHOTOYPOBHEBASI 11ePapXHsl, KOI/1a HECKOJIb-
KO KOMMYTaTOpOB {iH)KHEro YPOBHS NOKJIIONAIOTCA K KOMMYTATOpy GoJice BbICOKOTO
YPOBHS H T. IL.

K KoMMyTaTopaM HMXHero ypoBHsi ¢ TOMOILbI0 aOOHEHTCKHX OKOliHanuii, KOTopbic
NPEéACTaBASIOT co60it MeHbIC Maphbl, MOAKIIOYAIOTCs Teledoltble allnapaTbl aboHeH-
TOB. O6bIYHO JUIMHA a6OHEHTCKOrO OKOHYAHHSI He MPEBBIILAeT OJHOro-ABYX KHIOMeT-
POB, OIHAKO HI1Or/a ONEpPaToOp BHIHYKAEH HCIIOIb30BaTh M Gosee IPOTSKEHHbIe OKOH-
YaHUSA, 10 5—6 KM, ¢C/IM MMEeTCSl HECKOJIbKO YAICHHbIX abOHeHTOB, ISl KOTOPBLX
CTPOUTENBCTBO OTAEILHONH TOYKH IIPHCYTCTBHS 3KOHOMHYECKH HEOIPABJAHHO.
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Puc. 23.4. JocTyn 4epe3 TenedOoHHyI0 CeTb C aHaNoroBbiMU OKOHYaHNAMKU

TesneoHHast ceTb, Kak  T0bast ceTb ¢ KoMMYTatleil kananon, TpebyeT obs3aTe/ hHak
MpPOIeAYPbl MPEBAPUTEIBHOIO VCTAHOBIEIHS COCAMHCHISA MeX/1y abOHEHTCKAMY
yCTpoHCTBaMH, B C/1ydae ycriexa KOTOPOIl B ceTi yCTaHaB/I1BAeTCsi KaHall Mexay aTh-
MU aBOHCHTAMH, Yepe3 KOTOpLIiT Ofill MOTyT BecTit pagrosop. IIpouenypa YCTaHOBé-
HUSL COEIHHEHNS PEAH3YETCst C IIOMOLLbIO CU2NaIbine0 npomoxoia. HarloMHuM, 4T
B aHAJIOTOBBIX TeJIePOHHDBIX CETAX KaXKI0MY a0OHEHTCKOMY COCAMHEHHIO BblAeISETH
1oJ10ca mpomnyckanust wnpuHoit B 4 kT, Ma atoit nonocwt 3,1 xl'y [1peIHa3HaYaeTeA
J1s1 nepefaun cobCcTBeHHO rosoca, a ocrasuiecss 900 Iy cayxat 11st nepeaadn e
Ha TbHOM MH(OPMALMH MEK/1y dHAJOTOBLIMM KOMMYTATOPAMH, & TAKXKe B KayecTse 3&-
IIMTHOH MOJIOCHE YaCTOT MeX/Iy KalaJaMH, BbljeJIeHHBIMM DPa3JIMYHbIM MOJbI0R:
TEASIM.

CyiuectByeT 60/bl0e KOJIHYECTBO Pad;IHYHLIX CHTHAIBIBIX MPOTOKOJNOB, paspabe-
TaHHbIX 3a JOJATHE TOAbI CYIICCTBOBais Tejedonnbix ceteil. Oun nensres Ha AR
kacca: curHaabHbie npotokonsl UNI pafoTtaioT Mexay TesehonoM noas3osarest
M MepBbIM KOMMYTAaTOPOM CETH, a CUTHAJIbHBIC IPOTOKOMbI NN — Mexay KoMMyran
pamu ceTH. Tak Kak MoJieM NOAK/II04aeTcs K TeleOHHOi ceTH B KayecTse abouent:
CKOTO YCTPOICTBa, TO OH JOJIKCH MOAACPAKUBATL TONBKO npotokon UNL
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Ananorosbifi Te1epoH — NOCTaTOYHO NMPUMHTHUBHOE YCTPOMCTBO, NO3TOMY MOJIEp-
AKUBaeMbI MM CHTHAJIBHBIA TPOTOKOJ TaKXe NpeaeabHo mpoct. IIpoleaypa Bhi3oBa
abonenTa 06BIMHO TIpenCTaBsieT oGO MOCen0BATENLHOCTh 3aMBIKAHMI M Pa3MbIKa-
Huit anekTpuyecKkoil uenu, obpasyemoil npoBosamMu abOHEHTCKOTO OKOHYaHHA. B oT-
BeT Ha MepBOe 3aMblKaHHe TeslePOHHBIH KOMMYTaTOp mojaeT Ha aBOHEHTCKYIO Lemnb
HEKOTOpOE Hanpsi’KeHHe, KOTOPOE BOCITPOM3BOAUTCS B BHJE MOCTOSIHHOTO Fy/AKa MHa-
muka TenedonHON Tpybky. YenoBek akTHBHO y4acTByeT B Npolieflype Bbi30Ba, Habu-
pasi B OTBET Ha IyNOK UM(PbI BbI3BIBAEMOr0 HOMEpa.

CymecTByeT ABa cniocoba nepesayn HoMmepa B ceTb. [Ipu HMmyIbcHOM Ha6ope Kax-
nasi uu¢pa NMepefaeTcsi COOTBETCTBYIOMMNM YUCIOM IOC/EAO0BATENbHbIX HMITY/IbCOB
pasMbIKaHMsA-3aMbiKaHHUs yactoTod 10 wanm 20 T'u.

Ilpu ToHoBOM Habope (Dual Tone Multi Frequency, DTMF) ana xoampopanus
uMdp ¥ CHMBOJIOB HCNONb3YeTCs KOMOMHALMS CHTHAIOB ABYX IPYII: HHU3KOYacTOT-
Hoit (697, 770, 852 n 941 I'u) u BricokouacToTHOI (1209, 1336, 1477 u 1633 T'n).

CoyeTaHHs 5THX YacTOT AaioT 16 kKOMOMHALMA, KOTODbIE HCTIOJIB3YIOTCA IS KOAMPO-
BaHH#A, KaK nokasaHo B Taba. 23.1.

Tabnuua 23.1. KogupoeaHue undp W CUMBONOB NPU TOHOBOM Habope

1209 I'n 1336 I'u 1477 Tu 1633 I'n

1 2 3 A 697 I'n,
4 5 6 B 770 T'n
7 8 9 C 852 I'u,
* 0 # D 941 I'u

Yacrora 1633 T'u saBnserca pacuuperneM cranaapra DTMF, ¢ nomomsio kotoporo
KOAMPYIOTCS AOTIOIHHUTeAbHbE CMMBOJIH A, B, C u D, oTcyrcTBylomue Ha craHaapT-
HOMt KJaBUaType Tene(OHOB, HO HCMOJIb3yeMble MOJeMaMH H HEKOTOPBIMH NpPUJIOKe-
HHSIMH.

ToroBhiit Habop BhimoaHsercs ¢ yacroroit 10 I'n curnanamu amureabHocToio B 50 Mc
¢ naysamu Takxe B 50 Mc.

Tlocne npuema Takoro ycsoBHOro «coobuieHus» OT TesleOHHOrO annapara nepshli
KomMMyTaTOp TeseoHHOM ceTH MapuipyTH3upyeT coobuwenue nanbiie. Ecnu aror
KOMMYTaTop SIBsieTCsi UM(POBBIM, TO OH NpeofpasyeT mocrynawouwuit oT aboxeHTa
AHaJIOroBhIii CUTHa B LUMGPOBYIO GOPMY.

Y1o6m 206MTHCS pa3BuTOi JOrHKH 06PabOTKH BHI3OBOB, COBpEMEHHbIE TesleoHHbIe
KOMMYTaTOph! MCIIO/Ib3YIOT MPOTOKOJIBI CHIHAMbHOM cucTembl 7 (Signaling System 7,
§57), B KoTophiX npUMeHseTCA TEXHUKA KOMMYTALMH MaKeToB. ITH MPOTOKOJIbI Mo-
CTPOEHB B cOOTBETCTBUH ¢ Moaeabio OSI, nokpuiBasg ypoBHH OT (pM3Myeckoro Ao
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npikaanoro. H xorsi bt ewe He pa3 6yaem ynomisnats SS7, nonpo6roe paccMotpe-
Hii€e 3THX NPOTOKOJIOB BBIXOJIT 32 PaMKH Te€Mbl JaHHOH KHUIH, UX OIIMCAaHUE MOXHQ
HaliTH B vuyeGHMKaX, NOCBSIIUEHHBIX TeseoHHH, HatlpuMep [26)].

Hy2HO no;14epKHyTL, 4TO NOJb30BATEIbCKIE JIAaHHbIE MTO-1IPEXHEMY TIepelaloTCs B Te-
71ehOHHBIX CETSX € MOMOIILIO TEXHHKH KOMMYTallMH KaHaioB, a TEXHHKA KOMMYTa-
11111 11aKeTOB HCNO.1b3YETCS CHIHAJBHBIMH MPOTOKOJAMH TOIbKO ANl YCTaHOBJEHH
coeitHenns. Hapsiny ¢ nporokonamu SS7 B TesnedoHHOI ceTH MoXeT 3aaeiicTBOBaTy-
cst TaKkoke DOJBILOE KOMHYeCTBO GoJlee CTapbIX CHTHABHBIX POTOKOJIOB, B TOM YHCTe
AHAJIOTOBBIX,

YpaneHHbIW goctyn uyepes TenedoHHYI0 ceTb

a5t Toro yTo6bI MONMYYKUTH fOCTYN B IHTepHeT Ui kopnopaTHBHYIO CeTb Yepes Tese-
thoHHYI0 ceTb, MOEM MOJIL30BATEJsA JOJKEH BHIMOTHUTHL BbI3OB 110 OHOMY M3 HOMe-
POB, NPHCBOEHHOMY MOJIeMaM, HaXOSLIHMCS Ha cepBepe yaaneHHoro noctyna. Iocre
YCTaHOBJIEHHA COeAMHEHHA Mex Ay MoneMaMu B TeneOHHOM ceTH 0Opa3yeTcs KaHan
¢ moJsocoii nporyckanus okoJo 4 kI Toynoe sHadeHHe UMerOLLeICS B pacnopaxe
HHM MOJCMOB MOJIOCHI 3aBUCHT OT THMA TesehOHHBIX KOMMYTATOPOB Ha MYTH OT Mo-
neMa Mosb3oBatesis 10 MoaeMa RAS u oT noazep>xMBaeMblX MMM CHTHAJIHBIX Npo-
TokosioB. B mo6oM ciyyae 3Ta nosoca He mpessiwiaer 4 kI, YTO MPHHUMITHANBHO
OrpaHH4YUBAET CKOPOCTD MEPeayy AaHHbIX MOAEMOM.

Hauaucmm nocmxeuueu coapeuennux Mop.emoa Ha xauane rouanwou '43
TuxeHue ckapocTu 8 33,6 Kbur/c, ecnu Ha nytw CRepoBaHuUA nncbopuauuu apuxoan,
HATL 8HANOIO-UUPPOBOS npeoGpaaoaanue, w 56 KGur/c; scnu nipeobpasosat

Iananoroaww, Taxas aCUMMETDMA, C8A3aHa C Teu, HTQ @HANOIO-UUPPOBOB TN
ouT cywecTeenno Gonee Haqme.m,uue ucxaxeam'a nepenasaem
u,ud)po~auanoroaoe . O .

OueBHAHO, YTO TaKHMe CKOPOCTH Heslb3si Ha3BaTh MPHEMJIEMbIMM JIA GOJIbLIMHCTE
COBPEMEHHBIX MPHJIOKEHHH, KOTOPbIE IIHPOKO HCMOJb3YIOT rpad MKy U Apyrue Mys-
THMeANHAHbIe (DOPMBI MIPCACTABICHUS AAHHbIX,

Mouzaembl RAS 06b14HO ycTaHaBIMBAIOTCS B TOYKE MPHCYTCTBUS MOCTaBLIMKA YCIYT,
IIPY 3TOM, €CTECTBEHHO, COBCCM He 00s13aTeNbHO, YTOObI 3TO ObI TOT XKe CaMulit no-
CTaBUIMK YCJIYT, KOTOPbIH obecrieduBaeT AOCTYIl NAHHOMY YAAJIEHHOMY [OJIb30Barte:
mno. B 80-e roasl u B nepsoii nososuHe 90-x, korna MuTepter elte He ObUI CTO/Mb 0
My/1sIpeH, MHOTHE KPYIIHbIe KOPIOPALMH CaMOCTOATEIbHO obecneynBany yaaeHHusl
JAOCTYIl AJIS1 CBOMX COTPYAHMKOB. B 3TOM ciyyae cepsep yaaleHHOro A0CTyma ycma
HaBJIMBaJICs B GMKaiillei K IOKanbHOM ceTH WwTab-KBapTHPbl KOPNOpaLMK TOYKe NpE:
CYTCTBHMA WJIM e B noMelueHUM caMoi wtab-kBapTHpbl. COTPYAHHKM KOPNOPALWH,
paboraloliiie 10Ma MW XKe HAXOASLIMeCS B KOMaHAUPOBKe, TPUCOEANHSLIH CBOH M-
AeMbl K JIOKQJIbHOMY TOCTaBUIMKY YCAYT M 3BOHWJIM Ha MOJleM cepBepa yAaJIeHHOM
Aoctyna koprnopauuu. MiHorna a1o 6bi1 1 MexAyHapOAHbIH 3BOHOK, €CJIN COTPYAHHE
HAaXOAMJICA B KOMaHMPOBKe B APYroit ctpaHe. KomnblotepHsiii Tpacrk npoxofnt o
HOBHYIO 4aCTb NyTH 10 TesehOHHOM CeTH, U CTOMMOCTb TaKOro JA0CTYIa 3aBHCea of
PaccTossHUs, YTO XapakTepHO 1S TejieOHHBIX CeTel.
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CeroaHst FIHTEpHET 103BO/IAET MCIIOMBL30BaTh TeNepOHHYIO CeTh ropa3iio GoJee 3Ko-
HOMMYHBIM criocoboM. OHa HyXHa Telepb He st coeaHHeHUs ¢ RAS TIpeNPUSITHS,
a uIs coelMHenus ¢ RAS nocTaBimka ycayr Mntepiera. Ecam ke 1esbio nosb3osa-
TeJsi ABJAETCA JOCTYN He B MIHTepHeT, a B KOPIIOPaTHBHYIO CeTb, TO OH 3aleiicTByeT
MnTepHeT kak MPOMEXYTOYHYIO CeTb, KOTOpasi BeleT K KOPHOPAaTHBHOI CeTH (Takxe
noaxmo4eHHoi k Mureprery). [Tockosbky niara sa noctyn B MiHTepHeT He 3aBHCUT
OT PacCTOAHMA [0 y3/la Ha3HayeHWs, yJaJeHHbI JOCTYN K pecypcaM KOpHOpPaLMH
CTJl CETOAHSA HAMHOTO JielleBJle AaXe C y4eTOM OIJIaThl 3a JIOKATbHBIH TeledOHHbII
380HOK M flocTyn B MHTepHert. [IpaBaa, npy takoil AByXCTymneHYaToit cxeme A0CTYMa
10/1b30BATEJII0 MPHUXOAMUTCS BBINOJIHATD ayTeHTU(HUKALMIO ABAXAbl — MPH JOCTYIIE K
RAS nocraBmuka ycayr v npu nocryne k RAS npeanpusitus. CyinecTByiot mpoToKo-
71bl, KOTOpbIe UCKIIOYAIOT Mox06HOe Ay61MpoBaHKe, HATIpUMED ABYXTOYEUHbIH Npo-
ToKO/ TyHHeaHpoBaHus (Point-to-Point Tunneling Protocol, PPTP). Ipu pa6ore
PPTP cepBep yaaseHHOro A0CTyna MOCTAaBIUMKA YCAYT TepeaaeT TPAH3HTOM 3alpoc
10/Ib30BATEIS CEPBEPY aYyTEHTH(HMKALMHU NPEANPUATHS H, B C/1y4ae MOJO0XKHTeIbHOTO
0TBETA, COEAHHSET NOJb30BaTe 151 yepe3 MIHTepHET ¢ KOpHOpaTHBHOM CeTbIO.

RAS moxeT noakmoyarbes K TeeOHHOMY KOMMYTATOPY KaK C TOMOLIBIO aliajloro-
BbIX OKOHYaHMIA, TaK U ¢ romoubio UMGpoBbIX. MoLIHbIE cepBepbI yAQIEHHOTO 10CTY-
N3, OCHallleHHble HECKOJIbKUMHU AeCSITKaMHU MOAEMOB, 0ObIYHO MOIKTIOYAIOTCS C TOMO-
Wpio UMPOBBIX OKOHYAHHUI, UCTIONL3Yst JHHKMK cBsisu T1/E1. B atom cayuae npu
nepejaye MHGOPMAILIMK U3 CETH NMepelayd JaHHBIX K T0Jb30BaTe0 aHa10ro-1HPpo-
Boe rpeo6pa3oBaHie He BBINOJIHSAETCS, IO3TOMY CKOPOCTb TEpeayt AaHHBIX B 3TOM
HanpaBJieHWHM (HHCXOAsALeM) MOXeT aocTirath 56 Kout/c. OaHako 3To MOXHO ocy-
IECTBUTDb TOJILKO B TOM CJIyyae, Koraa Bce TesleOHHbIE KOMMYTATOPbI BJO.b MYTH K
nonb3oBatesnio 6yayT undpoBbiMU. B ToM xe ciyyae, koraa xoTs Gbl 0iMH TeaedoH-
HbHIH KOMMYTaTOp SIBJSAETCS aHAIOTOBLIM, MAKCHMAJIbHAs CKOPOCTb OGMEHA H B HHC-
XOLFINEM HalpaB/IeHHH, KaK ¥ B UCXOJIAuIeM (B HallpaBJIeHHH OT 10JIb30BaTesist K CeTH),
6yner orpannyeHa 3HayenneM 33,6 Kéut/c.

Moaembi

XoTa XOMMYTHpyeMBblil MO/ieM TIPeIOCTaBJSeT KOMITBIOTEPY YCJAYTM (PHU3HYECKOro
YPOBHsl, CaM OH TpeJcCTaBJisieT co60ii yCTPOMCTBO, B KOTOPOM peaTn30BaHbl GYHKLUHH
IBYX HIXHHX ypoBHei#t Moaenu OSI — du3nyeckoro u kanaabHoro. KaHanbHbii ypo-
BEHb HYXX€H MOJIeMY JUIsl TOTO, YTOObl BRIABJIATb M MCIPABJIATb OWHOKH, NOSBIISIO-
IMHecs M3-3a HCKAXEeHMIT OMTOB NP Nepeaade yepe3d TesnedOHHYIO ceTh. BepositHocTs
6uTOBOIT OMMOKY B 3TOM CJIyyae JOBOJIBHO BhICOKA, TO3TOMY (DYHKLHSA UCTIPABIEHUs
ownbox sBaseTcs oyeHb BaxxHOM st Moxema. s npoTokoJa, kotopoil paboraer
NOBEPX MOAEMHOTO COeJMHEHHMsS MEXIy yAaleHHBIM KOMNbloTepoM M RAS, kaHaib-
HH#l MPOTOKO/M MoJeMa He3aMeTeH, ero paboTa NMpOsIB/SETCA TONbKO B TOM, YTO MH-
TeHCUBHOCTL 6uTOBBIX omMboK (BER) cHykaeTcs 10 npuemsemMoro ypoBHs. Tak kak
B KauecTBe KaHaJIbHOTO NPOTOKOJIa MEXAY KOMNbIOTEPOM H RAS ceroniHs B ocHOBHOM
Hcnonb3yetcst npotokon PPP, koTopbli He 3aHUMAeTCs] BOCCTAHOBJIEHHEM HCKaXKeH-
HHIX M MOTEPAHHBIX KAAPOB, TO CNOCOOHOCTb MOJEMA HCNPaBAATb OWIHOKH sBJIsIeTCS
OYEHb MOJIE3HOIA. '
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Cmandapmut memoda xoduposanus u ckopocmu nepedauu dannvix. MozieMbl ABIsSOTCS
ONHHMH M3 HanboJiee CTapbiX M 3aCTYXXEHHbIX YCTPOMCTB repeJayd NAaHHbLIX; B npo-
11ecce CBOEro pa3BMTHs OHM NPOLLIH JOJITHH NyTb, IPeX/e YeM HayuHIuch paborats
Ha ckopocTsx Ao 56 Kbur/c.

ITepBoie MoaeMbl paboTanu co ckopocTbio 300 61MT/c M MCNPaBAATH OLWHKOKK He yMe-
1. ITH MoJeMbl PYHKUHMOHHPOBAJIH B aCHHXPOHHOM PeXHMeE, 03Ha4alOLIEM, 4YTO Ka-
X/l 6aliT nepefaBaeMoi KOMIBIOTePOM HH(OpPMaALKMHK NepeAaBaICsi aACHHXPOHHO Mo
OTHOLIEHHIO K APYrMM 6aiiTaM, [UISl 4ero OH CONPOBOX/aJICsl CTAPTOBBIMM M CTOMOBbIMH
CHMBOJIaMH, OTJIMYAIOLIMMHCS OT CHMBOJIOB JaHHBIX. ACHHXPOHHBIH PEXHM ynpouaer
YCTPOICTBO MOZEMa M TNOBBIIIAET HANEXHOCTb Mepeaayd AAHHBIX, HO CYLNECTBEHHO
CHMXaeT CKOpOCTb Nepefiayd MHGOpMaLMH, TaK KaK Kax/bli 6aiT nonosHsercs og-
HHMM HJIHM ABYMS U3OBITOYHBIMH CTapT-CTOMHBIMH CHMBOJIAMH.

COBpeMeHHble MOJEMbBI MOIYT pa60'ra'rb KaK B aCHHXPDOHHOM, TaK H CHHXPOHHOM pe-
XHUMax.

[lepeJOMHBIM MOMEHTOM B HCTOPUM MOJEMOB CTal0 NpHHATHE cTaHAapTa V.34, ko-
TOpPBIH MOBBICH MaKCHMaslbHyl0 CKOPOCTb Mepelayd AaHHbIX B [ABa pa3a, ¢ 14 po
28 K6MT/C no CpaBHEHHIO CO CBOMM MpellleCTBEHHHKOM — cTaHmapTom V.32. Oco-
6eHHOCTBIO CTaHAapTa V.34 SBJSIOTCA npoyedypot Ounamuueckol adanmayuu K uame-
HEHMSIM XapaKTePHCTHMK KaHaJla BO BpeMsi obMeHa uHdopmauueil. B V.34 onpeneneto
10 corsacuTeJbHBIX MpoLEayp, O KOTOPbHIM MOAEMhI 10CJ€ TeCTUPOBAHHA JIHHHH
BLIOMPAIOT CBOM OCHOBHbIE MapaMeTphbl: HECYINYIO MMOJOCY M IMOJOCY MPOMyCKaHHs,
(HIbTpBI NepefiaTIMKa M AP. AJANTalUMs OCYILECTBASETCS B XOJIe CeaHca CBA3H — fe3
npekpaiueHrsi U 6e3 paspbiBa yCTaHOBJIEHHOTO COeAHWHEeHUA. BO3MOXHOCTD Takoro
ajanTHBHOrO noseleHus1 Obula 00yc/OB/leHa pa3BUTHEM TEXHWKM HHTErpajbHbIX
cxeM M MHKponpoueccopos. [lepBoHayasbHOe coelMHEHHE MOJEMOB MPOBOAKTCA 1O
cranaapty V.21 Ha MuHHMabHO#M ckopoctd 300 6HT/C, 4TO MO3BOJsIET paboTaTh Ha
C4AMBIX TIJIOXHX JIMHHSAX. 3aTeM MofieMbl TTPOAOJIXKAIOT NMeperoBOPHLI IPOLECC A0 TeX
nop, noka He 6yaeT JOCTUrHYyTa MAKCHMMabHO BO3MOXHasi B JaHHbIX YCJIOBHSAX Npo-
H3BOAMTENbHOCTD. IIpUMeHeHMe aflanTHBHBIX NPOUEAYpP CPa3y MO3BOJIMJIO MOAHATD
CKOPOCTb MNepefayd AaHHbIX Gosiee YyeM B Ba pas3a IO CPaBHEHMIO C MpelbIAYUMM
cranmaptom — V.32 bis.

[TpHHLMIIBI AAANTUBHO HACTPOMKHM K NMapamMeTpaM JUHHM OblIH Pa3BHUTHI B CTAHARD-
te V.34+. Cranaapt V.34+ no3BoJMJI HECKOJIBKO MOBBICUTb CKOPOCTb Nepeayy Aa-
HBIX 32 CYeT YCOBEPLIEHCTBOBAaHMS MeTOa KOAHpoBaHUA. OauH NepeaaBaeMbii KOAO-
Bbli1 CHMBOJI HeceT B HOBOM CTaHJapTe B cpeaHem He 8,4 6urta, Kak B POTOKOJIE V.34,
a 9,8. [Ipy MakcHMaTbHOl CKOPOCTH Niepeaayd KOAOBBIX CMMBOJIOB B 3429 6ox (310
OrpaHMYeHHe NPEOAOJIETh HEJb3sl, TAK KaK OHO ONpeaeJIsieTcsl T0I0CO#H MPOITyCKaHHA
KaHana TOHAJIbHOH YaCTOThI) YCOBEPILEHCTBOBaHHBI METOA KOAMPOBaHMs JaeT CKO-
pocTb nepenayu AaHHbix B 33,6 Kéut/c (3429 x 9,8 = 33 604).
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[Ipotoko:br V.34 1 V.34+ no3poasiior paboTath Ha 2-11POBOAHOIT BbIAEACHHOM JIHHI
B AVILIEKCHOM pesxiiMe. JIVILIeKCHBIT peskunM nepegaud B cTanaaptax V.34, V.34+
obecrnicyHBaeTCA He NyTeM YaCTOTHOTO pasjie/leHis KaHala, a OJHOBPeMeHHOI mepe-
jpayeit nannbix B 060MX HanpapaeHusix. [IpHITiMaeMblil CHIHAT ONpeesIsieTcs BbluM-
TaHHEM € 10MOILbIO npoueccopos DSP nepenasaemoro curnana u3 obuiero curuaia B
kaHa71e. /1751 9TON onepauiy HCnoIb3yOTes TakKe NPOLeAypbl 9X0-10]aBJIeHNs, TaK

KaK 11€PeJaBaeMbli CHIHAJ, 0TPaXasch 0T OIHKHEro U JaJbHEro KOHLOB KaHasla, BHO-
CHT UCKAXKCHHA B 00T crirnat,

NPUMEHAHUE
JaMeThTe, 4O METO/L HCPCIat i JlaliiblX, Olkcanusiil B npoekte cranaapra 802.3ab, onpeaensio-
wero pabory rexionorii Gigabit Ethernet ua suroit nape kateropi 5. 3sa MIOroc H3 cTaH-

aaptoB V.32-V .34+,

Crangapt V.90 ouicniBaeT Tex110.10TI110, HANPaBJIeHHY 0 Ha obecredeHie Heiopororo
# BLICTPOIO crocoba JOCTYIIA JOMBL3OBATE/IEH K CETSAM HOCTABUIMKOB YCIYT. ITOT CTaH-
AapT OINICHIBACT aCHMMeTPHYHDIT 00MEH JAaHHBIMIL €O CKOPOCThIO 10 56 Kéut/c u3
ceTd U €O cKopocTbio J1o 33,6 K6ut/c B ceTh. CTaHAapT COBMECTHM CO CTaHAAPTOM
V.34+. IMeHHO 3TOT CrauapT HMeCs B BILAY B NpejblaylleM pasjielie, KOTAa Mbl
TOBOPH/IM O BO3MOXHOCTH HICXOASAILEH Nepeayn AaHHBIX CO CKOPOCTbio 56 Kout/c
MpH YCJI0BIIL, YTO BJO.1b BCETO 1IYTH He BCTPETUTCS HH OJHOTO aHAIOro-UH¢ppoBOro
npeobpa3oBaTeis.

B ¢ranpaprte V.92 yunrbiBaeTcsi BO3MOXHOCTh IPHHATIHS MOeMOM BTOPOIO Bbi30Ba
BO BpeMsi coejiieHnus, B Taknx cayyasx coBpeMeHIble CTAHIUM MepeaaloT Ha Tele-
hOHHBII annapaT crenHaibHble ABOHHbE TOHOBblE CHTHAJIbI, TAK YTO abOHEHT MOXeT
pacriozHaTh 3Ty CHTYallMIO M, Haxas Ha annaparte kHonky Flash, nepekstountses Ha
BTOpPOE COe/lMHeHHe, MepeBejis NepBoe coelMHelHe B PeXxuM yaepxaHus. Monembl
MpeAbIAYUIMX CTAHAAPTOB B TAKHUX CJIy4asxX NPOCTO pa3pbliBAOT COeAMHEHIe, YTO He
Bceraa ynobHo a7 aboHeHTa — MOXeT ObITb B 3TOT MOMEHT OH 3aKaHUMBaeT 3arpy-
XaTb M3 MHTepHeTa Goabioii ailsn, H Bes ero pabota nponanaer.

Tunosast cTpykTypa coeamHeHHs ABYX KOMIBIOTEPOB I.TH JOKaIbHBIX ceTei uepes
MapUIpyTH3aTOp ¢ HOMOIIbIO AHAJIOTOBbIX OKOHYaHHIt MpUBeAeHa Ha puc. 23.5.

Mopem
DTE g M|
(komnbioTep, ) DTE
MapuipyTusatop) TenedgorHan
ceTb
Untepdeic RS-449 2-npoBoaHoe
(RS-232C) OKOHYaHne
NuddeperumanbHbii
TpaHcopmaTop

Puc. 23.5. CoenuHeHne KOMNLKTEPOS C MOMOWBIO KOMMYTUPDYEMbIX MOAEMOB

Koppexyus owubok. /115 monemos, paboratounx ¢ DTE 1o acunxporHoMy uHTepeiicy,
komuter CCITT paspaboTan NMpoOTOKOJ KOPPEKHHH oumbok V.42. [[o ero npuHsATHS
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B MOJIeMax, paboTaloUMX N0 aCHHXPOHHOMY HHTepdeiicy, Koppekius omnboK obbiygg
BBITIOJIHATIACh 110 (PUPMEHHDBIM TIPOTOKOIaM Microcom. JTa KoMilaHs peasiii3oBaa g
CBOMX MO/IeMaX HECKOJIbKO Pa3HbIX MPOLEAYP KOPPEKIIHH 0lMOOK, HA3BaB HX CCTEBbIMK
nporokosamMu Microcom (Microcom Networking Protocol, MNP) xnaccon 2-4.

B crangapre V.42 0CHOBHBIM ABJIsiETCS APYToii IPOTOKOA — MPOTOKOJ JOCTYNA K JH-
HHH cBA3H A1s MoaemoB (Link Access Protocol for Modems, LAP-M). Oanako cran-
xapt V.42 nopnepxusaet v npoueaypsl MNP 2-4, nostomy MozeMbl, cOoTBeTCTByIo-
He pexoMeHAauMu V.42, no3BoJSIOT YCTAHABIHBATL CBA3b Oe3 OoNOOK ¢ Jiobby
MOJZIEMOM, TMOJAEPKHUBAIOIIMM 3TOT CTaHJAPT, a Takxke ¢ JoObiM MNP-coBMecTHMbIM
mozemoM. [Tporoxon LAP-M npunamiexaut onitcannomy B riase 22 ceseiictsy HDLC i
B OCHOBHOM paboTaeT Tak ke, KaK M ApyrHe MPOTOKO.Ibl 3TOTO CeMeiicTBa, — ¢ yCTaHop-
JIEHHEM COeJMHEHHs, KaAPUPOBaHHEM JaHHBIX, HyMepallieil KaIpoB 1 BOCCTaHOBJIEHHeM
KaZIpOB C MOAIEPKKON MeTOoJa CKOJIb3ALIEro OkHa. OCHOBHOE OTJIIYMe OT JIPYIHX NpoTo-
KOJIOB 3TOr0 ceMeHcTBa — 60Jiee pa3BHTbIe I1eperoBOPHbIE IPOLE/LYPbI, /115 KOTOPbIX B
npotokose LAP-M mnpexycMorpens! fononHuTtesbHble THIbE Kaapos — XI1D u BREAK.

C nomouibio xaapos B3aumHo# uaenTudukaumuu (Exchange Identification, XID) mo-
AeMblI NPH yCTAHOBJIEHHH COEJAMHEHUSl MOTYT JIOTOBOPHTBCA O HEKOTOPBIX NapaMeTpax
NPOTOKOJa, HaPUMEP O MaKCHMMaJIbOM pa3Mepe I0Js JaHHBbIX Kajpa, O BeJHduHe
TaiM-ayTa NpU OXHAAHWHU KBUTAHIMH, O pa3Mepe OKHa M T. 1. ITa npolieaypa Hano-
MHHAET INeperoBopHbie npouelypsr npotokosna PPP. Komanaa BREAK cayxut s
yBeZIOMJIEHHS] MOJIeMa-HallapHUKa O TOM, 4YTO NMOTOK JAHHBIX BPEMEHHO IIPHOCTAHaB-
ausaetca. Ilpu acuuxponHoM uHTepdelice ¢ DTE rtakasi cuTyauusi MoXeT BO3HMK-
HyTb. Komanna BREAK nochinaercst B HeHyMepoBaHHOM Kaape, oHa He BJHseT Ha
HyMepalHMio MOTOKa KaJpoB ceaHca cBs3H. [locsie BO30OHOBIEHUSA MOCTYILIEHUA aH-
HBbIX MOJIEM NPOAOJ/KaeT paboTaTh Tak, Kak ecsiu Obl Nay3bl B 1iepejaye He GblIo.

Cxcamue dannvix. Iloutn Bce coBpeMeHHble MOLeMbl IIPH PaBoTe MO aCHHXPOHHOMY
uHTepGeiicy noanepxuBaioT ctanaaptsl cxatus gauupix CCITT V.42bis 1 MNP-5
(061410 ¢ KoappuuHeHTOM 1:4, HekoTOpbIe MOAeH — 10 1:8). CikaTite AaHHbIX yBe-
JIMYMBAET NMPOMYCKHYIO CHOCOOHOCTb JMHHHK ¢BsA3H. [lepenaioimii MoeM aBTOMATH-
YECKH CKMMaeT JaHHble, a IPUHUMAIOIIMI UX BOCCTaHaBAMBaeT. MojeM, mopiepxs-
BAIOUWIMM MPOTOKOJ CXKaTHs, BCETa NbITAeTCsl YCTAHOBUTD CBA3b CO CXKATHEM NaHHHX,
HO €CJIM BTOPOii MOJIEM 3TOT NPOTOKOJ He NOJAEPKHMBAET, TO H NEPBbI MOJEM Tiepe:
XOUT Ha 0OBIYHYIO CBsI3b €3 CKATHS.

I1pu pabote MOIEMOB IO CHHXPOHHOMY MHTepbeiicy HanboTee MOy APHBIM ABIAETCA
NPOTOKOJI CKATHA CHHXPOHHbIX MOTOKOB AaHHbIX (Synchronous Data Compression,
SDC) komnanuu Motorola.

KoMMyTHupyeMbiid gocrtyn
yepe3 cetb ISDN

Knrouesvie crosa: undpoas ceTh ¢ HHTETPUPOBAHHBIM 06CTy>KMBaHHeM, LH(POBOE
aboHeHTCKOe OKOHYaHHe, TEDMUHaNbLHOE 060pyI0OBaHHe, CeTeBOE OKOHYAHHE,
kaHanbl Tina B, D u H, navanbHbiit nutepdeiic, ocHoBHol nuTepoeiic,
KOHTPOJIbHAsA TOYKa, TepMUHaIbHOE 0bopynoBaHHe 1 U 2, TepMHHAIbHbIM
ajanrep, yCTpPOHCTBA CETEBOTO OKOHYaHMsA 1 M 2.
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Ha3HaueHue u cTpykTypa ISDN

Henbto cospanns rexnonornu ISDN (Integrated Services Digital Network — undpo-
Bast CETb C HHTETPHPOBAHHBIM 06CTyKHBaHHEM) OLIIO TOCTPOCHIC BCCMUPHOIT CCTH,
KOTOpas J10/1kHa Oblia NpHiATH Ha CMeHY TeaeOHHOIT ceti H, OVIVUHI Takoll Ke J10-
CTYNHOH M PaClpOCTPAHEHHOIT, NPEAOCTABAATL MILIIHOHAM CBOHX [OTL3OBATCICH
pa3toobpastble YCIYrH, Kak TededoHHble, Tak i nepestadn gannsix. Hepetava reste-
BM3MOHHBIX MporpamMm no ISDN He npeanomnaraiacs, nosrosmy Gblao penicHo orpatit-
4YUTBCS IPOMYCKHOMH €cIOCOOHOCTBIO aGOHEHTCKOIO OKOHYQHIISL /15 MACCOBBIX 10 1b30-
paresiell B 128 Kéur/c.

Ecan 61 nenn paspaGorynkos ISDN Gbina JAOCTHIHYTA B HOAHOIT Mepe, To npoh.ies
AocTyna AOMauIHHX rmosib3oBaTenell k UHTepHeTy 11 KOpnopaTHBubiM CeTsiy Obl1a Obl
NOJIHOCTBIO pelieHa. OIHAKO 10 MHOTIM HpidnHaM BHepenie ISDN uponexousio
O4YeHb MEJIEHHO — TPOoLeCe, KOTOPbIH Hadacs B 80-€ ro/bl, PACTAHVICS OOILIIC HeM
Ha IeCATD JIET, TAK YTO K MOMEHTY MOABACHHA B IOMAX [10.1L30BATEICH HEKOTOPHIC V(-
nyru ISDN npocto mMopanbho yerapei. Taxk, ckopocts doctviia 128 Kot ¢ cero1nst
yXe He ABJIAETCS JOCTaTOYHOII /Uisi Beex noab3osareieil. CyvinecTsyer, npasta, J1py-
roit uutepdeic ISDN, kotopuiii obecneynsact ckopoctTs 1ocTyia 10 2 Méirr /¢, no on
AOCTAaTOYHO AOPOT [Tk MACCOBOIO MOJIL3OBATEIS H €10 0OObLIMHO HCHOILIVIOT TOILKO
NPeANPUATHS AJs1 IOJKAI0YEeHHS CBOHX ceTeil.

Xots cetb ISDN u He cTana Toit HoBoit y6mMHOIT CCTbIO, Ha PO.TL KOTOPOIT Ot Npe-
TEHJ0BaJIa, €€ yCAYIH CeTOJAHS ABIAIOTCA J0CTATOUHO JOCTYIHBIMIL JTaviee bl pac-
CMOTPHM CTPYKTYPY 9TOIT CETH H €€ BOZMOXHOCTH 1151 OPral 31t VICHHOTO 1oc -

Tyma.

Apxu'rempa cetu ISDN npesycMaTpuBaeT HECKONLKO BUAOE YCAYF {pwc. 23.6):
o ;ife'komwmpyemae CPEACTBA (BLiAeNeHH e UA(POBHE Kanans!);

O CeTb Nepena M AAHNHLIX C KOMMYTAUMEN KaHANOB;

11 gty nepenaum AAHHbIX C KOMMYTALMEN NAKeTos;

O coTh nepenaiM AaHHLIX C TPAHCARLMEN KaapOB (pexum cetvu Frame Relay);

‘KOMMYTUDYEMast TenedOoRHan CaTh oBLLero NONb3oBAHMA;

PErICTaA KOHTPONS W ynpaeneHus paboToi cetu.

Kak BHAHO M3 MpHUBeAeHHOr0 CIMCKA, TPAHCIOPTHLIC CayxOb cereii ISDN qeitersi-
TeJIbIO MOKPLIBAIOT OYEHDb WHPOKHIT CIICKTP YCJIYT, BKIIOUAS HOHNISIPHBIC VCIVIH COTI
Frame Relay. Crangaptol ISDN 0IHCBIBAIOT TaKkKe Psil YCAYT HPHKILUIONO YPOBHSE
daxcumubHyI0 cBA3bL Ha ckopocT 64 KOuT/c, Terekenyio eBsisb Ha ckopoctit 9600 Oy,
BUZeoTeKe Ha ckopocTi 9600 GUT/C 1T HekoTOpLIE JpYTIIE

Bee ycayru ocHoBanbl na nepesade nudopmatunt B 1uidposoii dopae. Hurepgeiic
NOb30BaTENs TAKXKe ABASETCS UHGPOBBIM, TO €CTb BCC €0 aDOHCHTCKIE VCTPOICTIN
(TeneoH, KoMMbIOTep, hake) AOKHBL IEPeAABaTh B CCTh Litposbie [1atiible. Opra-
HU3aLus ungposoro abouenrckoro oxonyanus (Digital Subscriber Line, DSL) cra-
712 OJIHUM M3 Cepbe3HBIX MPelsTCTBIIT Ha myTH pacupocTpatiettnst ISDN, rak kak Tpe-
6oBana MOJEpPHM3ALHH MMIIMOHOB aOOHEHTCKIX OKOHYaILI.



854 lnasa 23. YaaneHHuiit aoctyn

——

. CeTb .
O6opynosarne 1 d
B NOMBLLBHHK i BbipenexHHbIe i
nonoaosaTens ‘ KaHanol '
(CPE) E / E
t 1
H Nepenava ronoca ) !
| NO KOMMYTHUPYEMbIM E
WnTepdpeic | kananam __ J ;
nons3osarens | — Mepenada garmox ) E
V| © NO KOMMYTUPYEMbIM \ 3 H
TepMuHansHoe Cetesoe | ! |k = KaHanam ) & z| ! |Monb3osarens
o6opyaosaHne [~ | okoHYaHue [ ] ;- 3 %9, ] unu
(TE) (NT) |i]|37 '\ﬁﬂepe;m% AAHHBIX ) / 3=| | nocraswwk
18 C KOMMYTaUWeR g | ycnyr
H \_ nakeTtos ) H
[] 1
, N N i
! epefaya AaHHLIX '
i ¢ TpaHcnAunen i
: \___kaapos J :
1 1
1 (Cpenctsa koHTpons) i
i ¥ yNnpaBneHnAa |
+ [}

\_ cetbio J

Puc. 23.8. Ycnyru cetn ISDN

Ha npaktuke He Bce cetn ISDN noazepxuBaioT Bce cTaHAapTHbie cayxO6bl. Cayxba
Frame Relay, xots 1 6b11a pa3paborana B pamkax cetd ISDN, peanusyercst, kak npa-
BUJIO, C MOMOLLIbIO OTAEJIBLHOM CeTH KOMMYTAaTOpPOB KalpoB, He Nepecekalolieics ¢ ce-
TbI0 KOMMyTaTopoB ISDN.

Basosoit ckopoctbio cetu ISDN spasiercs ckopoctb kaHana DS-0, To ectb 64 Kbut/c.
3JTa CKOPOCTb OPHEHTHPYETCA Ha CaMblif MPOCTOM METOA KOAMPOBaHHs rosioca — PCM,
XoTs1 AH(¢epeHINAIbHOE KOAMPOBAHHE U NO3BOJISET IepefiaBaTh roJIoC C TeM Xe Ka-
4ecTBOM Ha ckopoctu 32 uau 16 Kéur/c.

ORHOM U3 OPUTHHAIBHBIX HAEH, MOJOXEHHBIX B 0CHOBY ISDN, siBasieTcs cCOBMECTHOE
HCNOJb30BaHHE IPHHIMIIOB KOMMYTAllHH KaHaJ/IOB H IAKETOB. OZIHaKO CeTb C KOM-
MyTauMeil nakeros, pabotaiowas B coctaBe ISDN, BBINONHSET TOJBKO Cryxe(Hbe
YHKLHH — € TOMOILBIO 3TOM CETH MepefaloTcsi COOOLIEHUS CHTHAIbHOTO ITPOTOK0R
A BOT ocHOBHasi HH(OPMallMs, TO eCTb CaM roJioC, MO-NpeXHeMY IepeaaeTcs ¢ NoMe-
IIBIO CETH C KOMMYTalHMel kaHaioB. B TakoM pa3aeneHus (pyHKIHUHN ecTb BIOJNHE 00-
HATHas JIOTMKa — cOOOIIEeHHs O BbI30Be aGOHEHTOB 00pa3yloT mysbcHpylowmi Tp-
¢uk, moatomy ero a¢eKTHBHEE NepeaaBaTh [0 CETH C KOMMYTaLHeH 1aKeToB.

UnTtepdeircol BRI n PRI

OanuMm U3 ocHOBHbIX npuHUMNOB ISDN sBasieTcs npeaocTaBjieHHe IOJb30BATEND
CTaHJapTHOro HHTepdeiica, C IOMOLIbIO KOTOPOro MOJIb30BaTeNb MOXKET 3aNpalIHBim
y ceTH pasHoobpasHbie ycayru. 3ToT uHTepdeiic 06pasyercs Mexay AByMA THRM
060pya0BaHMsl, YCTaHAaBJIMBAaeMOro B oMeLIeHHH nosb3oBatesisa (Customer Premses
Equipment, CPE):
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Q TepMuHaIbLbLIM 060pya0BanueM (Terminal Equipment, TE) noabsosarens (koM-
ILIOTCP € COOTBETCTBYIONHM 1aNTEPOM, MapIIPYTH3aTOP, TeJae)OHHbIIt annapaT);

Q ceTesbiM okonvanueM (Network Termination, NT), kotopoe npeacrasaser coboii
YCTPOIICTBO, 3aBeplalollee JIIHHIO CBA3H ¢ OHXKaiA KoMatytatopoMm ISDN.

lonnsopatebekuit nuTepdeiic ociosan na kananax Tpex tinos: B, D u H,

Kanazbt THna B obecnieunBaior nepejauy nosin3oBaTeabeKHX AaliHbIX (ounponan-
HOTO TOJI0CA, KOMIIBIOTEPHbBIX JAIHDIX 1111 CMeCH TosI0ca i AaHIbLIX) H ¢ Gojee HH3-
KUMIL cKopocTssit, dem 64 Kour/c. Paspedenne AaHHbIX BbUIOTHACTCH ¢ TOMOLIBIO
textikit TDM. Pagiienennes kanara B na noakanasisl B 3706 C.Iyqae JODKHO 3aHH-
MAaTbCSl 110:Ib30BaTeILCKOe obopyaosante, cets ISDN Beera KOMMYTHPYET Iedble
kanansl Thita B, Kanann tina B mMoryT coemtusits nob3opate1elt ¢ moMowbio Tex-
HHKH KOMMYTAI KallaJoB JIPYT ¢ APYTOM, 4 TaKkKe 0OpPa3oBbIBaTh TAK HA3bIBACMble
NOAYIOCTOSTHHLIC COC/HIICHISI, KOTOPDIE 3KBHBAACHTBI COELIHEHHSM BbLICJICHHDIX
kaHano 0ObIMHOI TeredonHoll cetH. Kanan Tina B MoxkeT Takoke NOAKIOYATb 10:1b-
30BATC/IS K KOMMVTaTOpy cethn X.25. '

Kanax tina D sipaisiercs Kana1oM J10CTyna K cayxe6HOM CeTH ¢ KOMMYTalueii nake-
TOB, Hepelatouleil CirHadibiyo nHdopMalio co ckopoctbio 16 wan 64 Kowr/c.
Mepesnaya aspectoit nndopMami, Ha 0CHOBE KOTOPOIl OCYIMECTBISETCS KOMMY Tatist
Karason 1ia B B komamyTatopax cern, siBasiercss ocHonHoil (yvHKIeil kamata D.
Apyroii ero yukuieil sB.1ACTCS HOLIEPXKATIIE VCAVT HIBKOCKOPOCTIOI CeTH ¢ KOM-
MYTaLeil HaKCTOB /115t HOABZOBATCLCKHX JTaHHLIX. OBLIUIO 9Ta YCAVTa BLINOIHSIET-
€Sl CETLIO B TO BpeMsl, KOr/la KaHaab! THIA D cBoboAnbI OT BLIIOTHCHHIS OCHOBHOI
dbyukII,

Kananol tuna H npepocranisiior 110.1630BaTeIsIM BO3MOXKIOCTI BBICOKOCKOPOCT-
HOM Mepejlavit Jlantblx co exopoctbio 384 Kout/c (HO), 1536 Kéut/c (H11) nan
1920 K6nr/c (H12). Ha unx Moryt paboraTb c/1yx0bl BLICOKOCKOPOCTHOI 11epeaayi
akcos, BiLACOHHDOPMALIIL Ka4eCTBEHHOTO BOCTIPOU3BENCHUS 3BYKA.

Hoabzoparennexiit nntepdeiic ISDN npeacrasasier coboil Habop kanano onpeje-
JIEHHOro THMa 11 ¢ onpejenenisiMi ckopocTsiMi. Cers ISDN nosiepxubaer apa suaa
nonb3oBaTebCKoro HTepdeiica — nadannnoii (Basic Rate Interface, BRI) u ocHoB-
Hoit (Primay Rate Interface, PRI) cxopocTeii nepesiaum aanHbrx.

Havanbupiit unrepdeiic ISDN upenocrasssier nosbzosare o 18a Kanaia 1o 64 Kénr/c
AL 1lepelatii 1aiHbIX (Kanansl THOA B) W OfH Kantan ¢ nponyckHoii ¢nocobHocTbio
16 Kbur/c ans nepe;adn ypapasonell nudgopmalgn (kanan tumna D). Bee kananb
paboTaloT B jiynsekcHoM pexiime. B pesvabTate cymMMapHas cKopocTb MHTepdeiica
BRI 151 nonssosareancknx janHbix cocrasaser 144 K6ur/c no kaxaoMy Hanpasiie-
HHIO, a ¢ yyerom cayxebnoil midopmannu — 192 Kéur/c. Pasanyuble KaHaabl nojib-
doBarennckoro nntepdeiica pasiesiioT OH H TOT xe (puanyeckHil ABYXIPOBOAHbII
kabesb mo Texuosorit TDM, TO ecTb ABASIOTCS JTOTHYECKHMI, @ e (H3HYeCKHMIT
KaHanamu. Jlainvie no nurepdeiicy BRI nepenatorest kaapam, coctostummir 13 48 Gur.
Kasknnris Kaap cofepxut no 2 Gaiita kaxa0ro H3 AByx Kananos B, a takxe 4 6uTa ka-
Hana D. [Mepenava xanpa nantes 250 Mc, uTo 06ecriedyHBAeT CKOPOCTD l1€PeAAdH 1aH-
Hbix 64 K6ut/c anst kananos B i 16 Kéut/c — ans xanana D. Kpome 61ron aanubix
Kaap conepxkit cayskebunie GITpl JLs CIHXPOHH3AUNMH KaAPOB, a TakxXe obecnedeHns
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HYJIEBOM TIOCTOAHHOI cocTaBJsoleil anexTpiyeckoro curuaia. Mnrepdeiic BRI mo-
XKET MOJAEPKUBATD He TOIbKO cxemy 2B + D, no u B + D 1t ipocro D.

Hauanbhblit uaTepdeiic ctaHzapTui3osal B pekomenaanuu 1.430.

OcHosHoit unrepdeiic ISDN npeanasnayen a1 110,1b30BaTe1ell ¢ MOBbIILIEHHBIMHU Tpe-
60BaHMAMH K NPOMYCKHOM cnocobuocTH cet. Murtepdeiic PRI noaiepxusaet auto
cxemy 30B + D, mubo cxemy 23B + D. B obenx cxemax kanan D obecricunsaer cxo-
pocTh 64 K6ut/c. IlepBblii BapuaHT npeanasHayeH aas Eppornbl sropoit — m1is Ce-
BepHOit AMepukH ¥ SImoHun. Beuay 6oabiiofi nomyaspHocTit cKOPOCTH LiPOBbX
kaHasoB 2,048 M6ut/c B Espone u ckopoctit 1,544 MOHT/C B OCTaNbHBIX Peruotay
NPUBECTH CTaHAApT Ha MHTepdeiic PRI k obuiemy BapuaHTy He yAan0CL.

BoamoxHbl BapuaHThl MHTepdeiica PRI ¢ MenpuruM xosuecTsoM Kanasnos Tuna B,
Hanpumep 20B + D. Kanans! THna B MoryT o6beAMHATHCA B OA1H JIOTIYCCKH I Bbico-
KOCKOPOCTHOM KaHas ¢ obuieit ckopocTeio 10 1920 K6ut/c. [Ipi ycTanoske y 110b30-
BaTeJIsl HECKOJIbKUX MHTepdeiicoB PRI Bce oHM MOryT HMeTb oanit kanan Timna D, npy
3TOM KOJIMYeCTBO KaHa10B B B ToM 1HTepderice, koTopblil He 1MeeT Kanaia D, moxer
yBeJIMUMBaThcs 10 24 uan 31.

OcHoBHoit MHTEpdeiic MoxeT ObITH Takxke OCHOBaH Ha KaHaiax Tina H. Ilpu stom
obuast mponyckHasi cnocobHocTh HHTepdeiica Bce paBHO He A0JKHaA NpesbiuaTh 2,048
win 1,544 M6ut/c. lns xananos HO Boamoxnbt uutepdeiicer 3HO + D aas amepu-
kaHckoro Bapuanta U SHO + D ans esponeickoro. Jas kananos H1 Boamoxen -
Tepdeiic, cocToauMit Toabko U3 ogHoro kaHata H11 (1,536 M6ut/c) ans amepuxan-
CKOro BapHMaHTa MM oAHoro kaHama H12 (1,920 M6ut/c) u oanoro kaHana D and
eBponeiickoro Bapuanrta. Kaapel mnrepdeitca PRI umelor ctpykrypy kaapos DS-
ans kaHanos T1 wim E1.

OcHosHoit nutepoeiic PRI crannapTusosan § pexomenpaumnu 1.431.

BHUMAHUE

Kak kanansl B, Tak u kananel D ABAsIOTCS JIOrMYeCKIMH KaHanaMu aBOHCIITCKOTO OKOHYaHHS,
KoTOpoe pU3NYecKH npeacTassier coboit oany BuTYI0 tapy. Kananwt D u B o6paayiores nyren
npuMeHenust TexHukn TDM k duandeckoii cpeae, obpasyemoit aTolk BUTOI 1napoil.

Crek npotokonos ISDN

B cetn ISDN cyuiecTByeT ABa cTeKa MPOTOKOJIOB: CTEK KaHamoB THIIA D U cTek Kaua-
JoB tuna B (puc. 23.7).

Cemv xananoe muna D Buytpu cetu ISDN cayxuT TpaHCNOPTHOR CHCTEMOIH C KOM-
MyTauueil MakeToB, IPUMEHAEMOI 1A Mepeaun coobuienmii curiamuaatu. 1pood-
pa3oM 3TOH ceTH Mocayxuaa TexHosorus ceteit X.25. s ceru kaHanos D onpenene
Hbl TPH YDOBHS IPOTOKOJIOB:

Q ¢usuveckuit MpoToKos onpenensiercst craHaaprom 1.430/431;
Q xaHasbHblit npoTtokon LAP-D onpenensietcs cranaaprom Q.921;

O Ha ceTeBOM YPOBHE MOXET HCIOJIb30BAThCsl MPOTOKOJ CHrHaM3auuu Q.931, ¢ noMo
LIbI0 KOTOPOTO BBIMOIHAETCS MapLIPYTH3allisl Bbl30Ba aboHeHTa cyxkObi ¢ KON
MyTalueil KaHaJIOB.
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Puc. 23.7. CtpykTypa cetn ISDN

Kanaaot muna B o6pasyior ceTb ¢ KOMMyTalHel KaHAJIOB, KOTOpasi nepeaaeT JaHHble
abonenTos, TO ecTh oundposatHblii rosoc. B tepmunax moaenn OS] Ha xaHanax tTuna B
B koMMytaTopax ceTd ISDN onpezaesien Toabko NpoTokoa (HHU3UYECKOrO YPOBHS —
nporokoa 1.430/431. KoMMyTaiuus xaHanoB TMNa B npoMcxoauT no ykasaHusM, I110-
AydeHHbiM 1o kaHany D. Koraa kaapbi npotokosna Q.931 MapuIpyTH3UPYIOTCSI KOM-
MyTATOPOM, IIPH ITOM [POHCXOAUT OAHOBPEMEHHAsh KOMMYTallMA OYepelaHOH YacTu
COCTABHOTO Kahasa OT HCXOAHOro abOHEHTa K KOHEYHOMY.

[Iporokon LAP-D npuHaanexuT K yxe He pa3 ynoMsiHyToMy Hamu cemeiictsy HDLC.
Ilporokon LAP-D obaagaeT BceMH «pOAOBBIMM YepPTaMH» 3TOrO ceMeiCTBa, HO HMeeT
# Hekotophie ocoGenioctu. Axpec kaapa LAP-D coctouT us aByx 6aiitoB — oauH
6aift onpenensieT koA c/1yx0bl, KOTOPOi NEPECHIIAIOTCS BJIOXKEHHbIE B KaJp MaKeTbl,
a BTOpOii Tpebyercst A/ ajpecalld OIHOrO U3 TEPMHUHAJIOB, €CJIM Y TOJIb30BaTeNs
k aBOHEeHTCKOMY OKOHYaHHIO MOJKJIOYEHO HECKOJIbKO TePMHMHANOB. TepMuHanbHOE
yerpoiictso ISDN MOXeT MOepXHBaTh pasHble YCJIYyrH — YCTaHOBJIEHMS COEIM-
HeHitst 1o npotokony Q.931, koMMyTaun makeToB X.25, MOHUTOPHHIA CETH H T. I
Hpotokon LAP-D o6ecrieunBaeT ABa pexuMa paboThl: ¢ yCTaHOBJIEHHEM COeAMHEeHUs
i 63 ycranosnenus: coenntenus. [locneIHHI pexHM HCIIOAb3YeTCs, Hanpumep, A
MOHITOPUHTA CETH.

Mporokon Q.931 aBasiercsl CHTHAJbHBIM MPOTOKOJIOM ISDN ans yyacTka noJjib30-
BaTe/b-ceTh, TO ecTh npoTtokosom THma UNIL Ou nepeHocut B cBonx nakerax ISDN-
ajpec BbI3biBaeMOro abBOHEHTa, Ha OCHOBAHWH KOTOPOTO M IPOMCXOAMT HacTpoika
KOMMYTaTopoB 11a MOAZIEPXKKY COCTaBHOro KaHana tuna B. [Ipoueaypy ycranosnenuns
coenMHenus o npotokony Q.931 namoctpupyer puc. 23.8.
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Puc. 23.8. basosan npoueaypa ycTaHoBnexus coeauHenusa 8 ISDN no npotokony Q.931

[Toc.1e TOro Kak 10AL30BATCL CHAT TPYOKY 1t HAOPAT HOMCD BBI3LIBACMOIO AGOHEHT,
teaegounbiii annapat ISDN ¢opsupyer naker «Bunisos» («Set up») 11 otnpasager
ero no kanany D kommyraropy ISDN, k KoToposy on no 1K noueH. 9ToT KoxMyTaTop
oTBedaeT annapaty aOoHeHTa nakeroM «O0paboTKa BLIBOBA», ¢ HPHXO10M KOTOPOM
annapaT HauyHHAET FeHepHpOBATL LHHLIC TVKN. O HOBPeMeHIO KOMMYTATOp 33
MoMHHaeT (hakT 3alpoca Ha YCTaHoBICHHEe COCUHCHIIS 11 HePeAaeT [IPHHSIToe c0of:
WCHHE CIeAVIONeMY KOMMYTATOPY, a1pec KOTOPOro OH HAXOMMT 110 Tabyiiue, aHa
JIOrHYHOI TabJAHIe MapIUPpYTH3AUIIT MAPIUPYTH3ATOPOR MaKeTHLIX cetel. TIpu atoM
coobuenite npotokoaa Q.931 rpanciupyerest B coobuiehne «Hayanbhbiil anpeo
(«Initial Address Message, [AM) nporokosa SS7 ana’torn4ydoro Hasnavyenus (Ha pi-
cyHke SS7-coobuieHis He geTasuposanst). [Ipoxoas uepes cern, SS7-coobuients
YCTAHABIHBAIOT B IIPOMEXYTOUHBIX KOMMYTATOPAX COCTOAHHE TOTOBHOCTH K yCTaHoB
JICHIIO COeAMHCHHS . BBIXOAHOIT KOMMYTATOP CCTIL, K KOTOPOMY 110;IKJIOYeH annapar
Bbl3bIBaeMoro abouenTa, 1peodpasver SST-coobutetine «Havanuubtii agpec» B coob-
meHHe «Boizos» nporokosa Q.931, Ha oCHOBAHHI KOTOPOIO TestedOHHBL annapar
HAYHHACT 3BOHHTD. EC/11 aGOHENT cHitMaeT TpyOKY, TO ero aniapat renepupyer coob
wenue «Coemnerie» («Connect»), KoTopoe B 06paTHOM NOPsAKE [IPOXOAUT Yepes
BCe TIPOMEXKYTOUYHBIC KOMMYTATOpbl (MPeobpasdoBattoe, ecTeCTBCHHO, B COOTBETCTBYI
ntee SS7-coobutenne). TIpi 51oM 06paTHOM 11POX0IE KOMMYTATOPLI YCTaHABIHBAKT
COCTOAHHE COEAMHEHIISI, KOMMVTHPYs COOTBCTCTBYHONIHM 00pa3oM KaHasibl THIA B

Jhoboe abonenTckoe yctpoiictso ISDN nomkHo noaepxkisath Q.931, Tak yTo TeE
don ISDN HaMHOTO coxiee CBOEro aHanoroporo Koasern. Kak BHaHO U3 pHCYHES
BHYTpH ceTit coobutennsa Q.931 rpancanpyores s coobulenns potokona SS7, KoT-
phiif SBJAETCS NPOTOKOJIOM BIANMOACHCTBUS KoMMyTaTop-kommyTatop (NNI), a3
TeM cHOBa NpeobPasvIoTes B coobieHust Q.931 Ha aboHEITCKOM OKOHYaHUH.
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Ucnonb3oBaHue ISDN ana nepenaumn gaHHbIX

HecMOTpst Ha 3HaUKTe/IbHble OTIHYUS OT AHAJIOTOBBIX TeseOHHBIX ceTeil, ceT ISDN
CEroJiHsl MCIMOJIb3YIOTCA B OCHOBHOM TaK e, KaK aHaJIorosbie TeJedOHHbIE CETH, TO
ecThb KaK CeTH C KOMMYTallHedl KaHa/IoB, HO TOJIbKO Gosiee CKOpPOCTHbIE: MHTepdeiic
BRI naeT BO3MOXHOCTb yCTaHOBMTb IAYIUIEKCHBI peXHM oOMeHa €O CKOPOCTbIO
128 K6ut/c (noruyeckoe obbeauHeHe AByx KaHaioB Tvna B), a untepgeiic PRI —
2,048 Mb6ut/c. Kpome Toro, kauecTBo UMGPOBBIX KaHATIOB FOPa3/I0 BhILIE, YEM aHAIO-
rOBBIX. JTO 3HAUUT, YTO NPOLEHT HCKAXKEHHBIX KaApOB 6YIEeT ropasao HHxke, a MoJes-
Has CKOPOCTb 0OMeHa JaHHBIMM CYLUECTBEHHO BBILLE.

O6sruno unTepdeiic BRI ucnonpayercs B KoMMyHHKaUHOHHOM 060PYAOBaHHU AN
MOJKJIIOYEHHST OTeNbHBIX KOMIBIOTEPOB UM HeGOJIBINMX JIOKATBHBIX CeTel JAoMalll-
HUX TTOJIb30BaTeel, a uHTepdeiic PRI — 11 nomatioyenns cety cpeIHUX pasMepos
¢ oMollbio MapuipyTH3atopa. CxeMa yaaneHHoro aoctyna yepes ISDN nokasana Ha
puc. 23.9.

Cemb ¢ xoMmymayueli
naxemoe

Puc. 23.9. YaaneHHbi# A0CTYN € ucnons3osannem ISDN

Noaxmouenne nonpaosarensckoro obopynosanus k cetd ISDN ocymecrtsasercs
B COOTBETCTBMM co cxeMoii, paspabotantoit ITU-T (puc. 23.10). O6opynosanue neaut-
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cs1 Ha (PYUKIMOHANIbHBIE IPYIIIBL, U B 3aBHCMMOCTH OT IPYMNbI PasivyaloT HECKOIbKO
KOHTPOJbHBIX TOYEK COCIHIICHIIs Pa3HbIX PN o60pya0oBaHUs Mexay coboii.

S T U
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Komnelotep  apanrtep

Puc. 23.10. MNoaxnoueHne nonb3osarensckoro obopynosanun ISDN

Tepmunanbnbim o6opynoeansem 1 (TE1) Moxet 6biTh 1MpoBoii TenedoH 1wiu axc-
annapar. Koumpoavnas mouka S cOOTBETCTBYeT TOYKE NOAKIIOYEHNS OTAENABHOTO Tep-
MUHATBHOTO YCTPOMCTBa K YCTPONCTBY CeTeBOro OKOH4aHus (ycTpoitctso Tna NT1)
HJIM KOHLEHTPATOpY I10J1b30BaTeJbCKUX MHTepdeiicon (ycTpoiicTso Tuna NT2). TEl
10 OTpeiesIeHNIO MO/IePKUBAET OIH U3 MT0/Ib30BaTesIbcknX MHTepdeiicos ISDN: BRI
uau PRI

Ecnu tepmuHanbHoe obopynosanue TE1 mnosib3obaTenist MOAKIIOYEHO yepe3 HHTep-
¢eiic BRI, To undposoe aboOHEHTCKOE OKOHYaHHE BbINOMHAETCSA MO 2-POBOAHOM cXe-
Me (KaK M 0OblMHOe OKOHYaHHe aHanoroBoH TeneOHHOH ceTH). [/l KOAMPOBAHHS
J@HHbIX Ha ydacTke DSL 10 Touku noaxtodennsi k cetd ISDN (xonmponvhas movxa U)
HCroNb3yeTes noTeHuManbHblit kox 2B1Q. AynnekcHbiit pexxum DSL o6pasosan ny-
TeM OJHOBPEMEHHOI! Nepe/layl CUrHAJIOB 110 OHO BUTOMH Nape B 060MX Hanpas/ieHH-
AX C 3XO-TIOABJIEeHHEM U BHYMTAHHEM CBOErO CMrHasia 3 CyMMapHOro. Makcuma-
Had J/IMHA aGOHEHTCKOrO OKOHYaHMsl /IJIsl 3TOTO BapHaHTa COCTABJSAET 5,5 KM.

Ipyu Hcnonb3oBaHMM TepMuHaIbHbIM 0bopynoBanneM TE1 untepdeiica PRI udpo-
Boe a00HEHTCKOE OKOHYaHHME JI0JIXKHO NpeacTaBasTh coboil kanan T1 nan E1, To ecd
4-TIPOBOAHYIO JIMHUIO C MaKCMMaibHOM AmuHOM okoso 1800 M. CooTBETCTBEHHO, Ha
yuactke DSL no Touku U ucnonsayetcs kon HDB3 (Espona) nan B8ZS (AMepHKa).

TepmunansHoe o6opyanosanne 2 (TE2) B otmune ot TE1 He noanepxuBaer KHTEP-
deiicol BRI u PRI, Takum 060pya0BaHneM MOXeT ObiTh KOMIBIOTEpP, MAPLIPYTH3aTOp
¢ mocseaoBaTebHbIMM HHTepdeiicamu, He oTHocsuMHucA K ISDN, Hanpumep RS
232C, X.21 uau V.35. Jlas noaknodenus noaobuoro obopynosanus k cern ISDN ne-
06X0AMMO HCIOJIB30BaTh TepMUHAbHBII atanTep. TepMuHaMBHBI azanTep (Terminal
Adaptor, TA) cornacyet untepdeiic TE2 ¢ unrepdeiicom PRI unu BRI s koMo
TepPOB TePMMHa/IbHbIE AANTEPhl BBINYCKAIOTCSA B (JOPMATE CETEBLIX aAaNTepPOB. Kow-
MpobHAs Mouka R COOTBETCTBYET TOUKe TMOAKNIOYEHHS TEPMHHAILHOTO 06Oy AOBAHHT
TE2 x anantepy TA. Tun aboHeHTCKOro OKOHYaHHMs He 3aBUCHT OT TOroO, pa
TepMUHaIbHOEe 06opynoBaHKe yepe3 TA WM HeMOCPeACTBEHHO.
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Ycrpoiictsa ceteBoro okonuanus 2 (NT2) npeacrasasior coboit ycTpoiicTBa KaHab-
HOTO MJIM CETEBOIO YPOBHS, KOTOPbIE BHIMOJHAIOT QYHKUMH KOHLEHTpPALUH MOJb30-
BaTeJIbCKHX MITCPQEHCOB U UX MYJbTHIIEKCHMpPOBaHus. Hanpumep, k aTomy Tumy
obopynosatiia otnocatcs: opucHas ATC, koMMyTupylomas HeCcKONbKO MHTepdeii-
cos BRI, MapuipyTusarop, paboTalouiuii B pexxume KOMMYTalLlMH NaKeTOB (HanpuMep,
no kanany D), npoctoit Myabtunsexcop TDM, KOTOpbIA MyJbTUIIEKCHPYET HECKOJIb-
KO HH3KOCKOPOCTHBIX KaHaJIOB B 0AiH KaHas THna B. Touka noaxiioyenusi obopyno-
panust THIa NT2 k aboHeHTckoMy ceTeBoMy oKoH4aHHI0 (ycTpoitctBy NT1) Ha3biBa-
eTcs koumpoavnou mouxoud T. [lockoabky HanHyue AaHHOrO THNa 06OpYAOBaHHS He
apasetcs obasartesblbiM (B oTimyue ot NT1), To koHTposibHble Touku S M T o6beau-
HAl0TCs M 0003HAYalTCst Kak kowmpoavhas mouxa S/T. Ousuuecku untepdeiic B
touke S/T npeactansier coboii 4-nposoanyio auHui0. Jas untepgeiica BRI B kaye-
CTBE MeTO/la KOJMpOBaHMs BbIOpaH 6umnossipHblil MeTon AMI, ripuuem noruuyeckas
eHHHIIA KOAMPYETCA HYJEBbIM MOTEHUHAIOM, a JOTHYECKUH HOJIb — YepeloBaHHEM
NOTEHILHAI0B NIPOTHBOIIONOXKHOH noJsipHocTH. [Ins untepdeiica PRI ucnonssyiorcs

Ipyrve KOAbl — Te e, 4yTo U A uHrtepdeiicoB T1 u El, To ecTh cooTBeTCTBEHHO
B8ZS u HDB3.

YerpoiictBa cetesoro okoH4yanus 1 (NT1) — ato ycrpoiicTBa ¢uanyeckoro ypoBHs,
koTopsie cornacyioT uHTepgeiic BPR uau PRI ¢ undposbiM abOHEHTCKHM OKOHYa-
nuem (DSL), coeannsionnm noJib3oBatesnibckoe obopynosanue ¢ cetbio ISDN. Dak-
iueckd NT1 npeacrasisier coboit ycrpoitctso THna CSU, xoTopoe coraacyer meTo-
bl KOAUPOBaHHsl, KOJMYECTBO HCIOJIb3YEMBIX JMHHI M MapaMeTpbl 3J1eKTPUYECKUX
curHanoB. Koumpoasnas mouxa U COOTBETCTBYET TOYKe MOAKJIOYEHHS YCTPOHCTBa
NT1 k cetu.

NPUMEHAHUE

Yerpoiicteo NT1 MoxeT npuHaiiexaTh onepaTopy ceTH (XOTsS BCErla yCTaHaBJIHBAeTCs B M10-
MelleH MK NMOJIb30BaTes1), a MOXKeT IIPHHALIeKaTb H NoJb3oparesiio. B Espone npunato cunrars
yerpoiictBo NT1 uacTbio ceteBoro 060pyA0BaHHs, MO3TOMY N10/1b30BaTeNbckoe 06opyaoBanue
(nanpumep, mapupyTHsatop ¢ untepdeiicom ISDN) Boinyckaetcs 6e3 BCTPOEHHOTO YCTPOHCT-
8a NT1. B Cesepnoii AMepike RPHHATO cYHTaTh yCTPOHCcTBO NT1 npuHamiexnocTsio nonn3o-
BATENbCKOTO 060Py/10Ba1Hs], TOITOMY NOJb30BaTebCKOE 060PYAOBaHHE YACTO BBITYCKAETCA CO
BCTPoeHibIM yeTpoiictBomM NT1.

Takum 06pa3oM, AnA YyAQTEHHOro ROCTYNMAa HeOOXOAMMO OCHACTHTh KOMITbIOTEpb
nosib3oBaTeieil TepMHHANbHBIMH ananTepamy, a B POP yctaHoBHTb MapuipyTH3atop,
UMEeIOLIMI OAMH MJM Heckoabko uHTepoeiicoB PRI. B aToM cayyae makcumanbHas
CKOPOCTb AOCTYNa AJis OTAENbHOTO MoJb30BaTeNs OyNeT paBHa CKOPOCTH Mepeaayn
ABYX KaHaioB Tuna B, To ectb 128 K6ur/c. JlpaiiBepbl TepMHHaIbHBIX afanTepoB ISDN
YMeIOT 06beAMHATH Ba OTAebHbIX GM3NUYECKUX KaHaia THNa B B onuu normyeckmit
kanan. [{ns atoro ucmonb3yercs pacuuupeHue npotokona PPP — mHorokananbHbiit
npotokon PPP (RFC 1990).

Ecnu nonwsosarens yaasenHOro 10CTyTa cOIJIaceH OrPaHMMMTBC ckopocTsio 64 Kbur/c,
OH MOXeET MCIOJIb30BaTh BTOPOit KaHat THna B cBoero untepgeiica BRI ans napan-
KenbHolt pabothi TenedoHa ISDN, uTo HEBO3MOXHO clesaTh MPH HCIONb30BaAHHH
2HaNOroBOro KOMMYTHPY€EMOTo MOAEMa.
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TexHonorum xDSL

Kioueanie ciosa: acuanterpiaioce indposoc aboneimekoe oKomuanie,
CINMMETPIIHOC 1HDPoBOe adOHCHTCROC OKONIAHTC, 1H(DPOBOC adOHCITCKOe
OKORYAHIIC € L IAITHPVEMOIT CKOPOCTLIO Hepe i, CBepxXOLICTPoe 1hposoe
abOHCHTCROC OKOHYANIIC, MYABTHIICKCOP JTOCTVI K THH(HPOBOMY aboHenTeKoMy
OKOHUANIHIO.

B cepeiine 90-X 1008 NOABILTACL Q7L repHatiima g poBoMy abolCHTCROMY OKOHYa-

o ISDN. Ora aantepnariisa npeicrasisier codoli ceMelieTso TeXHOM0MHI nog of-

iwHM nassanues XxDSL, koropoe sroouact rexnoioring:

O acummerpuuHoro uupposoro aGouenrckoro okomyauus (Asymmetric Digital
Subscriber Line, ADSL). KOTOPYIO B KOMMCPYECKHX HTPEIIOKCHISX OllepaTopoB
CBA3il YaCTO HA3DLIBAIOT HTHPOKOTIOAOCHDBIM JIOCTVIION;

O cummeTpHuHOro undposoro abonenTckoro okoHyauus (Symmetric Digital Sub-
scriber Line, SDSL);

0O uu¢poBoro aboHeHTCKOro OKOHYAHMA € AJANTHPYEMOH CKOPOCTHIO Mepeiayn
(Rate Adaptive Digital Subscriber Line, RADSL);

O ceepx6bicTporo uugposoro abonentckoro okonyanus (Very high-speed Digital
Subscriber Line, VDSL).

Mbl paceMOTPHUM OCHOBHBIE TTPHHLMIDL JOCTVIIA Ha OCHOBe Textionornii xDSL #a

npuMepe ADSL kak nanboziee pacipocTpancHHOI TCXHOIOI, TaK KaK HMEHHO OHa

Oblna paspaboTana 1Sl caMoif MACCOBOIT KATCIOPINT TOAL3OBATEICH, KOTOPBIM HYXeH

aoctyn 13 goMa B MurepHer 111 yepes Huteprer K Kopuopatnshoii ceTi.

Lna pocryna yepes ADSL, Tak Xe kak v Ans aHanorosoro KOMMYTHPYEMOro 40CTyna, nyuu T
boHHbIE a6ouemcxue OKOHYaHuA 1 Moaemsl. OaHaxKo NPUHLMNNANBHBIM OTANYMEM AOCTYNA
ADSL OT KOMMYTHpPYBMOro [0CTyNa RENAETCA TO, HTO ‘ADSL-MoaBMbI paboTaoT TONBKO: H
HEHTCKOM OKOHYaHWW, B TO BPBMA KaK XOMMYTADYEMbIE MOABMbE UCTIONL3YIOT BO3MOXHOCTH
GOHHOI CeTn, YCTaHaBNMBas B HER coefuHeHue, npoxopsiuee qepea HECKONLKO Tpan
KOMMYTATOpOB. &

[oaTomy ccmn Tpagunoutinie Tesedoritpie soaemnt (Hanpimep, V.34, V.90) aomk-
11bl OOECTICYHBATL MCPEAAYY [JAlHBIX HA KAHAIC ¢ Hoaocol nponyckatins s 3100 [, 1o

ADSL-MoaeMbl HOMYUAIOT B CBOC PACHOPSKCIIIC 10./10¢y 1Hopsika 1 M1 — a1a petd-

YHHA 3ABUCHT OT UTHHBL KaOCAS, HPOJOKEHIIOIO MCAKAY 1TOMCUICHHCM [10J1b30BaTes
11 POP, i1 ceucnns nposojios aroro kadeist.

Cxema poctyna yeped ADSL nokasana na pie. 23.11. Dra cxenma 6sn3ka K obuwedt cxe-
Me HCIOML30BaHIST YHHBEPCATLHOIO a00CHTCKOTO OKOHvaiHs (cM. pHe. 23.2), 3a He-
KJIoYeleM Toro, 4To npH focryie yepes ADSL urdopupyeres naninyue teaepu3opos
V NOJb3oBaTeNei, JOCTYI [IsL TeACOHOB H KOMIILIOTCPOB ABJSACTCH COBMECTHBIM.

ADSL-moxeMbl, HOKIIOMacMBIe K 060HM KOIIAaM KOPOTKOI JIMITHH Mekay aboHet:
ToM 1 POP, 06pasyior TpH KaHa/1a: BLICOKOCKOPOCTHOIN HHCXO1UIIT KaHas nepeaad
JQHHBIX 13 CETH B KOMHBIOTC], MEHCC CROPOCTHOI BOCXOAUI Kalla/l nepeaaqH Jat
HbIX M3 KOMMOBIOTEPA B CCTh If KAl TeJACHOHHON CBA3H, N0 KOTOPOMY nepefawTd
obbluiibie Tesedonnble pa3rosopbl. lepeada MaHIBIX B KaHaie oF ceTH K abOHEHTY






864 Mnaea 23. YaanenHuih noctyn

MOKA3aHO OLEeHOYHoe paciipeacieHHe MoJI0chl Mexly KaHasaMmH. IIpuMepHble 3Haye-
Hits1 OOBACHSIOTCS TEM, YTO TOYHbIE 3HaYeHUs! HHKOT/Ia 3apaHee He U3BECTHBI, TaK Kak
SABHCSIT OT ;L HbL a00HCHTCKOTO OKOHYaHHS, CeYeHHs NPOBOJA H KaYyecTBa BUTOM Napy
B uesoM. Kpome Toro, pacipejesiere oJaochl MKy KaHajlaMH 3aBUCHT He TOJIbKo
OT BO3MOXKUOCTCI TEXHOIOTHN I MOJCMA, HO H OT KeJlaHHus OCTaBlUuKa ycayr. Kak
npasiio, ADSL-M0OJeMbL JOMYCKAIOT HEKOTOPYI0 HACTPOMKY, MO3BOJIAIOLIYIO H3Me-
HATH paciipejesietiie NoJ0Chl H CKOPOCTD 1lepe/jadi JJaHHbIX B KaX/I0M HarpaBJeHuy,

B nosewtenit KTHCHTA YCTAaBIIBAeTCs pacrpe/le/IMTeNb, KOTOPbIMA BbINIOTHSET pa3-
AesleHHe 4acToT Mexk1y ADSL-moneMoM 1 0ObIYHBIM aHATOTOBLIM TeslehOHOM, obec-
[1eynBasi X COBMECTHOE COCYLIeCTBOBaHHe. '

B POP ycranasnuBaeTcsi TaKk Ha3blBaeMblii MYJIbTHILIEKCOP A0CTYNa K undgposomy
a6onentckomy okonuanmio (Digital Subscriber Line Access Multiplexer, DSLAM).
O11 npMHUMaeT KOMIbIOTEPHbIE JaHHbIE, OT/eJIeHHbIe PaCnPeeIMTENAMU Ha NaslbHeM
KOHLe aBOHEHTCKHX -OKOHYaHMIl OT rojiocoBbix curHagoB. DSLAM-mynbTuniexcop
J0./keH UMeTb cToJ1bko ADSL-Mon€eMOB, CKOIbKO NOb30BaTe IeN yaIeHHOTO OCTY-
na o6CayXMBaeT NOCTaBIMMK YCJYT C INOMOLUbIO TeseOHHBIX aGOHEHTCKUX OKOH-
YaHHIi.

[Tocsie npeobpa3oBaHUsl MOAYIMPOBAHHBIX CHTHAIOB B AMCKpeTHY10 ¢opmy DSLAM
OTNpaBJseT faHHbie Ha 1P-mapuipyTH3atop, KOTOPBIi Takxe OOBIYHO HAXOAUTCH B
nomeweHuy POP. /lanee paHHbple MOCTyNnaiOT B MardcTpaib nepejayvd JaHHBIX TO-
CTaBIIMKA YCJAYT H JOCTaBJSIOTCS B COOTBETCTBUM ¢ IP-anpecamMu Ha3HaueHHs — Ha
ny6nyHbii cailt MHTepHeTa niM B KOPNOPaTHBHYIO ceTh nosb3osatess. OTaenen-
Hble paclpeleuTeeM [0JOCOBbie CUTHAIB! MepenalTcs Ha TeJedOHHBIH KOMMYyTa-
TOp, KOTOPbIit 06pabaTbiBaeT UX TaK, KaK ecu Gbl abOHEHTCKOE OKOHYaHHe TOJIb30B2-
Tessl OblJI0 HEMOCPEACTBEHHO K HEMY TMOAKIIOUEHO.

I1Iupokoe pacnpoctpaHeHue TexHoorui xDSL 10/1KHO cONpoBOXAAThCS HEKOTOPOH
nepecTpoiikoit paboTbl nocTaBIMKOB ycayr MHTepHeTa M MOCTaBUIMKOB YCJIyr Tefe-
(hOHHBIX CeTeil, Tak Kak UX 060pyoBaHMe J0JKHO Tenepb paboTaTh coBMecTHO. Bos-
MOKeH TaK)Ke BapMaHT, KOrJa aJbTepHaTUBHbIA onepartop cBsi3u GepeT onToM B apesay
601b110€ KOMHYecTBO a0OHEHTCKUX OKOHYAHHH Y TPAAULIMOHHOIO MECTHOTO ONeparo-
pa IJiH JKe apeH/lyeT HeKOTOpoe Ko.1M4ecTBo MoieMoB B DSLAM.

Crangapt G.992.1 omnuceiBaer pabory TpancuepoB ADSL-monemos. Texnosorns
ADSL nomiepXuBaeT HeCKOJbKO BapMaHTOB KomupoBauus uuoopmaunn (DMT,
CAP u 2B1Q). locTixenuns texHosoruit xDSL Bo MHOroM onpeaensioTcs JOCTHAe:
HUSIMH TE€XHHKH KOJAMPOBAaHMs, KOTOpas 3a cYeT NPHMEHEeHHsl MpOoLecCopoB DSP
CMOTJ1a TIOBLICHTb CKOPOCTD Nepelayu AaHHbIX NPH OJTHOBPEMEHHOM yBeJTHYEHHH pac:
CTOSHUSA MeXAy MoaeMoM M obopynoBaiuemM DSLAM.

CxopocTy kana1oB ADSL cyluecTBeHHO 3aBUCAT OT KayecTBa (PU3MUECKOH JIHHHH
M pacCTOsiHHA MeXay moaeMoM M oGopyrosaineM DSLAM. Uem Gonblue 3ro pac:
CTOSIHME, TeM HHXe CKOpocTH. OOBIYHO MOeM TO3BOJISIET U3MEHATb CKOPOCTb Nepe
;la4yM JaHHbIX, I03TOMY TIPH YCTAHOBKE €ro Ha onpejesieHHOe abOHeHTCKOe OKOHYaHHE
MOX1i0 MoA0OPaTL ONTUMAIBLHBII PeXUM paboThl, obecneyuBaloLyii IPH yAOBJETBO"
PUTEJBHOM KauCCTBE Nepeiayl MaKCHMAIbHO BO3MOXHYIO CKOPOCTb.

Boicokue ckopocth ADSL-MoneMOB co3aaloT HoBylo npobneMy AJs MOCTABUMEOS
VCIYT, a MMeHHO npobiemy AedHLMTa NponyckHoi cnocobHocTH. JlefCTBHTENbES
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ecTM KX Abli aboHeHT goctyna yepes ADSL Gyner 3arpyxaTb AaHHble U3 MHTepHeTa
¢ MAKCIfMaJIbHOIl CKOPOCThI0, HanpuMep 1 M6uT/c, To npu 100 aboHeHTax MocTaBLIK-
Ky ycayr notpe6osanicst 6b1 kaHan ¢ nponyckHoil ciocob6HocTbio 100 M6uT/C, TO €CTh
Fast Ethernet, a ecyiu pa3pelwnnTb 10Jib30BaTeNsM paboTaTh CO CKOpPOCThIO 6 MbUT/C,
10 yKe HyX)eH kaHan ATM 622 M6ut/c uau Gigabit Ethernet. s obecnieyerus He-
06X0AMMOii CKOPOCTH MHoOTHe ycTpolictBa DSLAM rMeloT BCTpOEHHBINH KOMMYTaTOD
ATM nin Gigabit Ethernet. Texnosioruss ATM npusaekaer pazpaborunkos DSLAM
He TOJIBKO CBOEi1 BbICOKOI CKOPOCTBIO, HO M TeM, YTO OHa OPHEHTHPOBaHa Ha COelHHe-
nue. TIpi ucnosnb3oBanny cett ATM Ha KaHaJIbHOM YPOBHE KOMIIBIOTED 10Jib30BaTe-
71 nepej nepeaayeil JaHHBIX J0JiKeH 00s13aTeJIbHO YCTaHOBHTbL COEIMHEHUE C CEThIO
NOCTABIUMKA YCJIYT. JTO AaeT BO3MOXKHOCTb KOHTPOJHPOBATh AOCTYN MOJb30BaTe el
¥ YYHTbIBATh BpeMsl HUCIOJb30BaHUA U 00beM nepelaHHBbIX JaHHBIX, €CIM OMJaTa 3a
YCAYTY YYUTBIBAET 3TH HapaMeTphl.

Texnonozus SDSL nossonsier Ha 0AHOM nape abOHEHTCKOro OKOHYaHHs OPraHU30BaTh
ABa CUMMETDHYHBIX KaHaja nepeiayu JaHHbIX. KaHan TOHa/ibHOH 4YacTOTBI B 3TOM
cnyyae He npepycMarpuBaercs. OObIYHO CKOPOCTH KaHaNOB B BOCXOASLIEM H HHUCXO-
AAIIeM HafpaBJelHsX cOCTaBAAT no 2 M6ut/c, 1o, kak u y TexHosoruu ADSL, 3Ta
CKOPOCTb 3aBHCHUT OT KaueCTBa JIMHUM U paccTostHUs Jo obopynosanus DSLAM. Tex-
#onorus SDSL paspa6oTana B pacueTe Ha HebosiblIMe ODUCHI, JIOKAIbHbIE CETH KOTO-
PHIX coiepXaT coOCTBeHHble MCTOYHMKH MHGOPMALMH, HanpuMep BeG-caliTbl MM
cepsepbl 6a3 naHHbIX. [103TOMY XapakTep TpadMKa 311€Ch 0)KUIAETCS CKOpee CHMMET-
PHYHBI}, Tak Kak A0ocTyn yepe3 SDSL norpeyercsi He TONBKO K BHEUIHUM CETAM U3
JIOKaJIbHBIX CeTel, HO U K TAKUM MCTOYHMKaM UHGPOPMaUMH HU3BHE.

[Iupokoe npuMeHeHHe AocTyna yepes XDSL HaHOCHT elle OAHH yZap TEXHOJIOTHH
ISDN. TIp1 npMMeHeHHH 3TOr0 THNA aGOHEHTCKMX OKOHYaHHIA N0JIb30BaTe b MoTyYa-
€T ellle ¥ MHTerpypoBaHHOe 06CY)KUBaHUe BYX ceTeit — TeJiepOHHOI U KOMIIbIOTep-
Hoit. Ho 11s mosib30BaTe sl HAJTMYHE ABYX ceTel OKa3blBAaeTCs HE3AMETHBIM, /LIS HErO
TOJIBKO SICHO, YTO OH MOXKET OJHOBPEMEHHO T0JIb30BaTbCsl OObIYHBIM TenedoHOM M
noAKMI0YeHHbIM K MHTepHeTY KoMibloTepoM. CKOPOCTDb %€ KOMIIBIOTEPHOIO 10CTyna
NpH 3TOM NpeBOCXOAHT BoamoxkHocTH untepdeiica PRI cetu ISDN npu cymecrserno
60os1ee HM3KOI CTOMMOCTH, OIpeeNsIeMOil HU3KOH CTOMMOCTBIO HH(PacTpyKTypnl [P-
cereit.

Aoctyn uepes cetu CATV

Kniouesnie crosa: MofeMHast TepMHHaAIbHasi CTAHLMS, KabeJIbHOE TeEeBUAEHHE,
KOaKCHAaIbHbIe a6OHEHTCKMe OKOHYaHMs, KabeJbHBIN MOleM, BOCXONSIHIA
Y HUCXOSAIMI YacTOTHBIE KaHAJIbl, Pa3/ie/iIeHHe KaHala BO BPEMEHH, apburp,
TaiM-CJIOT. '

KaGenbHoe TeneBuieH e SBISETCA OHOMN U3 TEJIEKOMMYHHKAIMOHHAIX YCJIYT, A1 KOTO-
poit Guizia coanaHa coGcTBeHHas pa3BeTBiIeHHas HHPacTPyKTypa abOHEHTCKHX OKOH-
yanmit. XoTs kabeibHOe TeJleBHAEHHe U YCTYNaeT Mo PacipoCcTPaHEeHHOCTH TeleQOHHOM
CETH, TEM He MeHee KOJIMYECTBO KOAKCHaIbHBIX aGOHEHTCKHUX OKOHYaHUH, COEAHHSIO-
UIMX IOMa ¥ KBapTHpbl C TOYKAaMM MPHUCYTCTBHMA MOCTABUIMKOB yCIYT, B HEKOTOPHIX
CTpaHax CTaJI0 MPHOJIMKATHCA K KOTHYECTBY abOHEHTCKHX TeJie(hOHHBIX OKOHYaHHUH.

] A0 AN
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YuuTbiBas, YTO KoaKcHanbhbii kabenb obnafaet ropaszao 6osee WMPOKOR NoNOCOH
nponyckanus (kak MUHUMYM, 700-800 MT1u), aboHentckoe okondanue CATV mo-
’eT BIIOJIHC CMPABUTLCS C OAHOBPEMEHHOH nepeaayeii TeJeOHHOro, KOMIIbIOTEPHOro
H TeJeBU3HOHHOTO TPahHKOB. '

Cxema ucnosbsosanns JauHuii CATV B KauecTBe YHHBEPCAIbHbLIX OKOWYAHHH ng
noctyna B Muteptier, TenedoHHYI0 ceTb 1 ceThb KabeTbHOTO TesleBUEHHS! HAMU B 06-
WX YepTax yxe paccMatpunanach. iMenHo okonuanne CATV 6bL10 BhIGpaHoO B Ka-
yecTse NMpHUMepa Ha puc. 23.2. Tenepb Mbl OCTAHOBUMCSI Ha HEKOTOPbIX A€TaNSIX 3TOro
BH/a JOCTYTIA.

OtanureM aboHentckoro okondaruss CATV sBasetcs To, 4TO K KOaKCHa/IbHOMY Ka-
6ea10 no cxeme MonTaxHoro MJIN noaknioyaloTcss 01HOBPEMEHHO HECKOJBKO abo-
neHtoB (puc. 23.13). 310 MoxeT ObITb HECKOJILKO AECATKOB JOMOB MJIH XK€ COTeH
KBapTHp MHOTOKBapTHpHOro noMa. IloatoMy abonenTtckoe okondyanme CATV mpen-
cTapssieT cobOM K1acCHUecKylo pa3/iesiieMylo cpely, KOTopas UCNOJIb3YeTCs, HalpH-
mep, B cersix Ethernet Ha koakcHanbHOM Kabene.

MopemHas
TepMUHATbHAR
CTaHums

Ethernet
10base-T

PacnpepenvTens

Ethernet
10base-T

Pacnpegenutent

Puc. 23.13. NogxkniouerHne KabenbHbIX MOAEMOB K OKOHYaHuio CATV

B otcytcTBMM KabenbHbIx MofeMoB obopynopanne CATV rcrionb3yercs IS WHPOKO-
BELLATeJIbHOTO PACcMpOCTPaHeHHs! TeJleBU3MOHHBIX POTPaMM 10 TeJI€BU3HOHHBIX NpA-
eMHHKOB aboHeHToB CATV M3 ucTouHrKa HHOpMalUUH, pacoJOXKEHHOro B TOUKE
NPUCYTCTBUS NOCTABIIMKA ycayr. [/ 9TOro 3aHMMaeTcs AnanasdoH dactot or 50 20
550-868 MTu (TouHOe 3HaueHHe 3aBMCHT OT HaLMOHANBHOH IOJMTHUKH BbLAEJEHHA
yactoT). Kaxznoit nporpamme CATV BbiiessieTcss B 3TOM AHana3oHe 110J70ca B 6 wm
8 MT1, curHana kotopolt wHdpyeTcss U MOXeT ObITh AempypOBaH MpHEMHHKAME
Tex abOHEHTOB, KOTOPbIe MOAMMCATUCH HA TIPUEM OTpeleJHHONX MPOrpaMMbl.

JI1st MCHIOb30BAHMSA TaKOTO aGOHEHTCKOTO OKOHYAHMs B MOMeLIEHHH Kaxioro ajer
HEHTa BBICOKOCKOPOCTHOTO JOCTYIa YCTaHABINBAETCsI paclpeiesnTesb U Kal
MOZIeM, 2 B TOYKE IPUCYTCTBHA — TOJIOBHOM MOJIEM, KOTOPBIii ellie Ha3biBaloT MOAEN
Holi TepMuHabHO# cranumeit (Cable Modem Termination Station, CMTS).
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[lna AByHanpasJeHHON nepefaynd KOMIbIOTEPHbIX JAHHbIX KabeabHble MOAEMbI MOJIb-
soBatesieit u cTahunss CMTS 3aHUMaloT HeucnosibayeMble TeJleBU3HOHHBIMH MIPOrPaM-
Mam 4acToTbl. O6GBIYHO 3TO AKANA30H OTHOCHTENbHO HU3KUX YacTOT oT 5 10 50 MI,
pacrioJIOKeHH bl HH)KE 4aCTOT TeJeBU3HOHHBIX NPOrpaMM, a TAKXKe AMAlla30H BbICO-
KuX yactoT sbiie 550 M.

Jlnana3oH HU3KHUX YaCTOT UCIMOJb3YeTCs Al MeHee CKOPOCTHOTO BOCXOASALIEro KaHa-
JMa, a AMANa3oH BbICOKMX YacTOT — ISl BbICOKOCKOPOCTHOIO HHCXOASILIETO KaHasa.
CkopoCTb Tepelayd MaHHbIX B BOCXOASLIEM HANpaBJ€HHM MOXKET AOXOAWTb M0
10 M6ut/c, a B HucxoasweM — 10 30-40 M6ut/c. MoaeMbl nonb3opaTeneil MOTyT
B3aMMOJEIICTBOBATh TOJAbKO cO cTaHuuet CMTS.

Tak KaKk BOCXOAALIMK W HUCXOAALIMH KaHAJIbl pa3fe/ieHbl [0 YacTOTaM, abOHEHTCKoe
okoHyanue CATV obpasyer nBe pa3nensieMbie Cpenbl.

[ns nucxoasuero kanana CMTS sBisieTcst eTMHCTBEHHBIM NepefaTYMKOM MHGOP-
MallMH, [O0ITOMY 34€Chb HE BO3HMKAaeT KOHKYpeHUMHU 3a noctyn k cpede. CtaHuus
CMTS ucnonb3yeT HUCXOAALMI KaHas AJs IepefayH Mo HeMy KaZpOB JaHHBIX BCEM
aboHeHTaM, ucnionb3ys ajapecauuio Ethernet u pasnenenue kaHasa BO BpeMeHH.

Bocxoasmuii kaHan 3afieiiCTByeTCst B peXXHMe MHOKECTBEHHOIO J0CTYNa BCEMM Ka-
GeabHBIMM MOEMAaMH, MOMIUTIOYEHHBIMU K JaHHOMY aBOHEHTCKOMY OKOH4YaHMIo. B aToii
pasnensiemoit cpene CMTS urpaer ponb apbumpa. Kaxastit abOHEHTCKHI MOJEM Ha-
YyMHaeT nepeayy TOJNbKO MOC/e TOro, Kak NOJYYUT pa3pelleHHe Ha 3TO OT [OJIOBHOTO
MozeMa Mo npsiMoMy kaHaiy. Jlsist Toro yTo6bi 0iMH aGOHEHTCKHII MOAEM He 3aHUMa
kaHas1 Hazonro, CMTS HasHayaeT KaaoMy aGOHEHTCKOMY MOJAEMY TalM-CJIOT OrpaHH-
YeHHOro pa3Mepa. 1aiiM-CJIOTbl PacIIPeiesIsOTCs TOJIbKO MeXAYy aKTHBHBIMU MOIEMaMH —
3T0 MO3BOJISIET PACXOA0BATH OPAHHYEHHYIO MPOITYCKHYIO CIIOCOOHOCTH MAaKCUMATBLHO 3¢)-
dektrBHO. [/ BHOBb NMOAK/IIOYaeMbIX aBOHEHTCKMUX MOAEMOB IpefHAa3HAYeHb! Clieldasib-
Hble TaiM-cyioThl. [1py BKIIOYeHHHM aBOHEHTCKHIt MOJeM UCTIONb3YeT TaKoii TalM-CJIoT,
yTo6b1 onoBectuTh CMTS o cBoeM mpucyTcTBuH B ceti. lasiee oH oxxuziaer, Koraa eMy Oy-
ZeT BbifieJIEH TaiiM-CJIOT Ha PaBHbIX OCHOBaHHAX C APYTHMH MOJAEMaMH.

Ka6enbHbiit MoaeM aboHeHTa MOXET MMEeTb pa3beM AJIs NMOAKIIOYeHUs: 0ObIYHOTO Te-
nehoHa, A7 KOTOPOTO TaKxke Bhlaensercs nosoca B 4 MI'u B HuxHem Ananasone vac-
T0T. B 3TOM C/1y4yae aGoHEHT noJy4aeT OT OZIHOrO NOCTABIUMKA YCIYT AOCTYI TPeX TH-
NMOB — TeJieOHHBIM, KOMIIbIOTEDHBI U TeJleBUSHOHHBIM.

becnpoBoaHO#i AOCTYN

Kntouesvie crosa: 6ecnpoBoatoe aboHEHTCKOe OKOHYaHHE, MHOTOKaHa/lbHas C/yx6a
pacnipenenenus, JokanbHas ciyxba pacnpenenenus, craaapt IEEE 802.16.

Mu yxe kacanucs ocobeHnocTelt HecripoBoaHON Mepenayn AaHHBIX B MPEAbLAYIIMX
IMapax: B r1aBe 9 GblJIM pacCMOTPEHb! o6ie MPUHLMIE! 6eCIPOBOAHOM CBA3H, a B Ia-
Be 14 — TexnoJI0rMH 6ecIIPOBOJHBIX JIOKATbHBIX M NMEPCOHaIBHBIX ceTell. Becniposoanas
nepesaya JaHHbIX B TIOCJIefiHee BpeMsl IIHPOKO HCIMOJIb3YETCS TaKXke AJISA OpraHusa-
UMK JocTyna, 0co6eHHO B TeX CAyYasX, KOTZa MOCTAaBIUMK YCAYT MO KaKOii-TO NpUYH-
He He MoXeT o6ecreYnTh CBOMM KJHeHTaM NpoBoAHo# noctyn. Yauwe Bcero aro ciy-
YAeTCS ¢ albTepPHATHBHBIMHM TOCTABLIMKAMHM YCHYT, KOTOpble He HMEOT B CBOEM
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PacnopsiXKCHHH TPOBOJ/IHbIX a()()HCHTCKMX OKOHYaHUII K J1O0MaM KJIHCHTOBR. leyFHM TH-
MHYHbIM [TPUMEPOM ABJACTCSI Opratii3aliisa BPCMEHHOI0 BbICOKOCKOPOCTHOTO lIOCTy-
Na AJ18 ONpeleeHHOro 3/1aHlisl, HaNpHMep, TPH POBeIeHHH KOH(ePeHiHH B roMe-
LI€HHUH TOCTUHHIbI, HE OCHAUIEHHOM CpeACTBaMH ITPOBO/HOIO AOCTYTA HCO6XOZIHMOﬁ
TPOIYCKHOI CMIOCOOHOCTH.

BecnpoBoaHOi 40CTYN MOXeT ObiTh Kak (GUKCHPOBAHHDBIM, TAK I MOOHJIbIIBIM.

Duxcuposannotii 6ecnposodiol docmyn opraHu3yeTcs 115 abOHCHTOB, KOMTbIOTepH
KOTOPBIX HAXOAATCS B Mpejie1ax OrpaHHYeHHoll TePPHUTOPHI, Yalle BCCro B Mpejenax
31aHuA. B TakoM caydae MOCTaBUINK YCJIYT MOXeT HCIOIb30BaTh HallPaBJIeHHYIo aH-
TEHHY M NepeAaTYuK M3BECTHOH MOLUHOCTH, yTOObl ObecneyTh YCTOHYUBLIH TpHey
BBICOKOYACTOTHBIX CMTHANOB B TaKoM Y3KO#M 00.1aCTH MOKPLITHS, Kak 31aHue. Ecm
y MOCTaBUIMKA yCJYT UMEETCsl LOCTATOYHO OOMbILOE KOMH4eCTBO abOHEHTOB (HKCH:
pOBaHHOrO GECPOBOAHOTO AOCTYNA, TO OH OOBLIYHO 3aeiCTBYET HECKOJIBKO Harpas-
JIEHHbIX aHTeHH, YTOObI TIOKPbITb BCE CEKTOPBI, B KOTOPbIX HAXOLATCS €r0 aGOHEHTH,

Jlnst GecripoBoaHOro (PMKCHPOBAHHOIO AOCTYTIAa HCTIONB3YETCs TakxKe TePMHH Gecnpopoa-
Hoe abouenTckoe okonyanue (Wireless Local Loop, WLL). 9tot TepMiH xopotuo otpa-
AET TOT (PaKT, YTO, HECMOTPsl Ha OTCYTCTBHe KabeJieil, abOHEHTbI «IIPHBSI3AHLI» K ONpefe:
JIeHHOI reorpaMYeCKON TOUYKe, KaK M B CJTy4ae MPOBOAHOMO abOHEHTCKOrO OKOHYaHHA

CyLLICTBYIOT Y3KONOLOCHbIE U WUPOKONOAOCHble GeCIIPOBOJIIbIC ABOHEHTCKUE OKOHYAHHA.
IlepBbiit T He obecnieynBaeT nepeaayy TeNeBU3MOHHOIO CHIHAJIA, @ TOJbKO CPaBHH-
TeJbHO HMU3KOCKOPOCTHOI KoMMbloTepHblit Tpaduk (64128 Kbut/c) n tenedonnit
curHan. Bropoit TUIT 06bIYHO OCHOBAH HA CHCTEMAX PACTPOCTPAHEHHs TeJeBU3HOHHO-
IO CHrHasa, 03TOMy paboTaeT ¢ BBICOKOYACTOTHBIMHM AMANa3oHaMM M obecrieyyBaer
BCe TPU BUJa JOCTYTa, IPHYeM KOMIIbIOTEPHbIE IaHHble NepefalTcs 06BIYHO €O CKo-
POCTSIMM B HECKOJIbKO COTEH KMJIOGUT B CEKYHIY MM HECKOJIbKO MErabuT B CeKyHAY.

K cucTeMam nocsieiHero THIa OTHOCATCA MHOrOKaHaabHas ciyx6a pacnpenesenus
(Multichannel Multipoint Distribution Service, MMDS) 1 nokanbnas cryx6a pac-
npeaenenus (Local Multipoint Distribution Service, LMDS). MMDS pa6oraer
auanasone 2,1 I'Tu, a LMDS — 30 I'Tu B Amepuke u 40 I'Tu 8 EBpone. Obe cuctemu
06eceynBaioT ABYHANpaBAeHHVIO fepeladyy CHTHalOoB A1 abOHEHTOB TeJleBH3HOH-
HbIX, Tene(hOHHBIX M KOMMbioTepHbix ycuyr. Tak kak cuctema MMDS pa6oraer 1
cywecTBeHHO 6oslee HU3KMX yacToTax, yeM LMDS, oHa oGecrieunBaet ropaszio Gonee
mHpoKylo o61acTh nokpbitTusi. OnHa MauTa ¢ HanpabJeHHbIMM aHTEHHaMH MMDS
06BIYHO MOXeET 06C/yKMBaTh TePPUTOPHIO pasitycoM B 50 KM, B TO BpeMst KaK palnyc
nokpriTHs NepeaatynkoB LMDS 06b14HO He npesbilIaeT 5 KM, a B FOPOACKUX yCOBH-
X OH MOJeT 6bITh 11 Toro Menbiue. 3aTo LMDS Moxer oGecneuuTn a7st cBoux abo-
HeHTOB 6oJiee BLICOKHME CKOpOCTH nocTyna (1o 155 Méut/c).

Kak B y3KOMOJIOCHBIX, TaK U B IIMPOKOTIOJIOCHBIX 6€CrIPOBOAHBIX aGOHEHTCKHX OKOH-
YaHUSAX UCTIONb3YIOTCS Pa3iMyHble METOAbI MYJIbTHIIEKCHPOBAHWS CUTHAJIOB JULA O
HOBpPeMEHHOI1 paboThbl CBOMX a6OHEHTOB B OHOM CEKTOPE HaIpaB/IeHHOCTH aHTEHHH,
a TaKXKe JNIs pa3fieJIeHUsl TeleBU3UOHHOTO, TeJe)OHHOrO M KOMIbIOTepHOro TpadH:
koB. O6bIYHO 31€ch MpuMeHsieTcs kombuHanus npueMos FDM # TDM. Hanpusep.
JUISL KaXKIOTO THMa TpadMKa MoXeT ObITh BbleNeH OTpeneJeHHbI A1ana3oH Yacror
B COOTBETCTBMH C MPUHLMNAMM YACTOTHOTO MYJbTHILIEKCHPOBaHHUS. 3aTeM, BHYTPH
JMANa3oHa 4acTOT, BbAENEHHOIO A/ KOMIbIOTEPHOro Tpaduka, MOXeT MPHMEHATH
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Ba30BbLIM CEPBUCOM YAANEHHOrO A0CTYNA ABNAETCA PEXAM YOANEHHOro y3na, korna KoOMneoTep NoNy-
30BaTefnil CTaHOBUTCA Y3N10M NOKaNbHOW CETU NOCTaBLMKA YCAYr AU CBOEro npeaAnpuaTHUA.

OcobbIM pexnMOoM yaaneHHoro AoCTyna ABNAETCA yAaneHHOe yNpaBneHue, KOoraa KOMNsIoTep Nofp-
30Batens 3MynuMpyeT TepMuHan, NOAKIIOYEHHbBIA K APYrOMYy KOMNbIOTEPY. YAANeHHOe ynpaBsnexus
No3BONAET NONYYNUTL NONLIOBATENIO NOMHBIA KOHTPONb HAZ APYrvM KOMNLIOTEPOM W 3anyCKaTk Ha
Hem niobbie Npunoxenns. 3To yaoBHO ANs NONbL3OBaTens, HO NPeACcTaBnAeT 60NbLYIO NOTEHUMany-
HYIO ONAacHOCTb ANA KOPNOPaTMBHbLIX PeCypPCos.

Hanbonee ctapbiM BUAOM YAANEHHOrO AOCTYNA ABNAETCA KOMMYTUPYEMbIA AOCTYN Yepe3 aHanorg-
Bbie OkoH4aHua PSTN. C nomouubio 06bIMHOro MOAEMA KOMMLIOTED YCTAHABNUBAET B TeNEOHHON
CceTn coeaMHeHne C CepBEPOM yaAaNEHHOro A0CTYNA, NOAKNIOHEHHOMO K CETU C KOMMYTalUMedR NakeTos,

®dukcuposaHHas nonoca nponyckaHua B 4 xl'y, soiAensemas Nonb3osBaTensaM TenedOHHONR cetw,
NPUHUUNUANBLHO OrpaHudInBaeT CKOPOCTb Nepenayy obbi4HbIX MoaemMoB. MoaeMsi V.90 obecneyuss-
10T BOCXOAALLYIO CKOPOCTb A0 33,6 K6BUT/C 1 HUCXOAALLYIO CKOPOCTL 40 56 K6UT/C, HO B NnocneaHem
cny4ae TONbKO TOrAa, KOrna 8ce TPaH3uUTHble TenedOHHbIE KOMMYTATOPL! OT KIIMEHTa A0 cepeepa
yAaNeHHOro A0CTyna ABNAKTCH UMdpPOBLIMY.

TexHonorus ISDN 6bina paspaboTtaHa ans CO30aHUA YHUBEPCANbLHOW CEeTW, OKa3biBAIOWEWN, B TOM
4ucne, YCnyru KOMNbIoTePHOro aocTyna. OgHako CeroaHs ee CKopoCTs nepeaaqu (128 K6ur/c) cuu-
TaeTCn CNMWKOM HU3KOW ANA AOCTYNa MACCOBbLIX KNUEHTOB K MyNbTUMEANRHON NHDOPMaUUA,
TexHonorua ADSL NONHOCTLIO UCNONBIYET NONOCY NPONYCKAHUA TenedOHHOr0 aBOHEHTCKOrO OKOHs
4aHUA, AENA e Ha TPWU KaHana — AyNNEKCHBIA FONOCOBON, BOCXOAAWMIA (A0 1 MBWT/C) U HUCXOAALWH
(no 6 M6BuT/C) KOMNLIOTEPHLIE. OrpaHU4eHUe Ha NONOCY NPONYCKaHWA ans aboHeHTa TenedoHHoA
cetn B 4 kl'y He BnunsieT Ha paboty ADSL-MonemMoB, Tak Kak KOMNLIOTEPHbIE AaHHbie B Bnnxaiwen
TOYKE NPUCYTCTBUA OTBETBNAIOTCA B CETb C KOMMYTauuen NaxkeTos.

KabenbHole MOaeMbI paboTaloT Ha KoakcuansHOM aboHeHTCKOM OkoH4aHun CATV, koTopoe senmer-
Csl pasgensemor cpeaon AnNs HeCKONbKMX aBOHEHTOB, NOAKMOYEHHBIX K OGHOMY U TOMY xe xabeno.
LLinpokas nonoca nponyckaHwWa KoakcuansHoOro kabens o6ecneunsaeT BOCXOAALLYIO CKOPOCTh A0
10 M6uT/c, a Hucxoaawyio — Ao 30-40 M6uT/c.

Ans pukcupoBaHHOro 6ecnpoBOAHONO AOCTYNa UCNONL3YIOTCA MHOXECTBO UPMEHHbIX TEXHONO:
rvii, obecne4nsaloLLnX AOCTaBKY NONbL30BATENI0 TeNnedOHHON, TeNeBUSUOHHOM U KOMNBLIOTEPHOA
wHpOpMaumn. na npenoctasneHUs pasHoob6pasHbix yecnyr Takon AoCcTyn TpebyeT COHeTaHWs 4Yac-
TOTHOrO ¥ BPEeMEeHHOIro MyNnbTUNNEKCUPOBAHUA, @ TAKXE KOMMYTaUuUK KaHaNoB 1 NakeTos.
MobunbHbi 4OCTYN NOKa CywLecTsyeT B BUAE AONONHUTENBHOW HU3KOCKOPOCTHOM YCNyrn no nepe-
Aaye AaHHbLIX Yepe3 coTosbie TenedOHHbIE CeTU BTOPOro NokoneHus. CTaHaapThl CeTel TPeThero
NOKONEHWA NpeaycMaTpuBaloT Honee BbiCOKME CKOPOCTU NepeaaYy AaHHbIX, HO WX BHEAPEHWe ToNb-
KO HA4YUHAETCH.

Bonpochl U 3afaaHunA

Kaxue (akTopsl onpeaensioT C10KHOCTb yAaJeHHOro A0CTymna?

2. KakuM 0o6pa3oM MOXeT OKa3biBaTh yCJyrH JOCTYNa MOCTABUIMK yCyT, KOTophil
He ByajieeT KabeJbHbIMM aOOHEHTCKUMHU OKOHYaHUAMU?

3. Kakue xapakTepHCTHKH KJIMEHTOB yIaJIEHHOrO JOCTYIIa HY)KHO IIPUHUMATb BO BHH
MaHHe IpY OpPraHHU3alMH TaKoro Joctyna?

4. Kakoe abOHeHTCKOe OKOHYaHUE MOXKHO Ha3BaTb yHMBepCHJIbelM?

5. YIaseHHbIM Y3JI0M KaKOi CeTH sIBJISIETCS KOMIBIOTED I10J1b30BaTe sl YAANEHHOM
aocrtyna?
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10.

11.

12.
13.

14.
15.

16.

17.
18.

19.

20.

21,

22.

23.

HeM OTAMHAIOTCS PEXKUMbL yIAEHHOTO YIIPAB/IeHUs W YAAIeHHOro y3aa?
Kakoit BIl/l 10CTYHa MCIIOb3YeTCs NPH KOH(MUIYPUPOBAHUM MApUIPyTH3aTOPOB?

[Touemy ckOpOCTH OBBIYHBIX (KOMMYTHPYEMBIX) MOZEMOB HAMHOTO YCTYNaIoT CKO-
poctsiM ADSL-MoneMoB u kabesbHbIX MOEMOB?

Hem oTmuaoTca MoaeMbl ot ycrpoiicts DSU/CSU?

Bor ybeanmcs, 4o MogeM ycToitunso paboTaeT Ha BbLIEJEHHOM 2-TIPOBOJHOM Ka-

Hajle KaK B 4CHHXPOHHOM, TaK M CHHXPOHHOM pexxuMax. Kakoii pexxuM Bbl npen-
noyrere?

K ycrpoitcTBy Kakoro yposhs B TepMHHax Mogeand OS] M0OXHO oTHecTH 06bIYHbIH
Mozpem?

Kakue ¢yHkuuu seinoauser ycrpoiictso DSLAM?

Yem ornyaroTcs TpebOBaHMS K JIOKAJIbHOM CETH MOCTaBIUMKA YCAYT, NPeAOCTaB-
JISIIOILETO YCJAYTH KOMMYTHDYEMOTO JOCTYmNa, OT TpeGOBaHMM K JIOKAbHOM CeTH
NoCTaBUHMKa YCAyT Aocryna uepe3 ADSL?

Kakoii MeToa nocTyna K paszessiemoii cpefie HCIIOMb3YIOT KabelbHble MOZEMbI?

MOoO>HO JIM MCIOJIb30BATh OAMH KOAKCHaIbHBIH Kabelb 118 OpraHU3alluK J0CTyna
XHJIBLIOB OZIHOTO 60.1bILOTO MHOTOKBAapPTHPHOTO A0Ma, HacyuThiBawowero 400 xBap-
THD?

IMouemy texHomorust 802.11 peaxo ucnonb3yercst A1s GHKCHUpOBaHHOTO Hecnpo-
BOJIHOTO AOCTyna?

B yem oTamyue TexHosoruit MMDS u LMDS?

TloueMy nosb30BaTe s JOMALIHETO KOMIbIOTEPa BPSA JIM YCTPOUT AOCTYI MO MO-
6uIbHOI TesedOHHON ceTH?

Bot kynuau MoaeM V.90 M cBsi3niBaeTech 1O TeJeOHHON CETH CO CBOMM 3HaKoO-
MBIM, KOTOPbIH Takxe ucrnoab3yet MoaeM V.90. Brl yBepeHbl, 4To Bce TesieOHHbIe
KOMMYTATOPbI Ha MyTH MeXJy BaMH M BalMM 3HAKOMbIM paboTaioT B LM(POBOM
pexume. Ha xakoii cKOpOCTH Bbl I101y4HTe COEAMHEHME CO CBOUM 3HAKOMbBIM?

Kakywo ycayry ISDN nenecoobpasto ucnosb3osath, eciu k cetd ISDN noako-
YeHbI C MOMOLLbI0 TEPMMHAJIbHBIX aJalTePOB J1Ba NEPCOHANbHBIX KOMIIbIOTEPA H
HM HYXHO NOCTOSAHHO OBMEHUBATbCsl AAHHBIMM €O CKOPOCTbIo 2400 6UT/C ¢ myib-
cauusmMu 1o 9600 6uT/c, mpHYeM BeJIMYMHBI 33/1€PXKEK NMAKETOB He SBJIAIOTCA KpH-
THYHBIMH?

Kaxyio ycayry ISDN uenecoobpa3Ho Mcnosib3oBath, ecau k cetH ISDN noaxio-
YeHbl C MOMOLIbIO MapUIPyTH3aTOPOB /1BE JIOKAJIbHbIE CETH, NPUYEM MeXCeTeBOH
TpahHK B TeyeHHe JJINUTETbHOrO epHONa BpEMEHH MMEET UHTEHCUBHOCTDb OT 100
Ao 512 Kéurt/c?

B kakux ciyyasx BhITOJHee MCIOJIb30BATh IS YAaJeHHOTro AocTyna: cetb ISDN
¢ unTepdeiicom B + D, BbiaesieHHbli 111poBoit kaHan 64 K6ut/c, nocTosHHbINA
BUPTYyanbHbI Kanan Frame Relay ¢ corsacoBanHO# ckopocTbio nepenays 64 Kéur/c?

YTo Heo6XOAMMO H3MeHHTb, ecii ADSL-mozeM paboTaeT Ha aBOHEHTCKOM OKOH-
YaHHHU ¢ HEZOMYCTHMO BLICOKMM TPOLIEHTOM OWHGOK?



NNMABA 24 3aumrta ceteBoro
Tpaduka

B aroi, nocneanHen, rnase KHUrM Mbl PACCMOTPUM HEKOTOPbie Haubonee NoNyNAPHLIE CEPBUCH! 3a-
WnTbl NepeaaBaeMon MHpOopMaunu. 3T CepBUCH NO3BONAIDT Yepe3 NyGNuYHYD ceTb, Hanpumep
WntepHet, 6e3onacHo nepenasatb nHdopmaumio, obecneunsan ee ayT€HTU-HHOCTb, LENOCTHOCTS
“ KOHOUASHUNANBHOCTD.

Hanbonee NpocTbiM CPEACTBOM ONA NPEAOCTABNEHWA TAKOro CepBMCa ABNAEGTCA TEXHONOrWA 3awy-
uwieHHOro kaHana, kotopas obecneunsaeT 3awmTy Tpadurka Mexay ABYMA NONb3oBaTENaMu NyGam-
HOWA CEeTU, TO eCTb B COOTBETCTBUWN C ABYXTOYEYHOW TONoONorven. Takas 3awmuta OCyLLECTBNRETCA 33
cHeT KOMNANEKca CPeacTs, ONUPAIOLWMXCA HAa PasfinyHble METOAbI ayTEHTUdUKALMK NONL30BATENSH U
wnppoBaHuA ux Tpaduka. B IP-ceTAX WNPOKO NPUMEHRAIOTCA ABE TEXHOMOMUKN 3aWMWLLEHHOTO KaKa:
na — SSL v IPSec. Mpotokon SSL paboTaeT Ha yposHe npeacTasneHns moaenu OS|, 4To aenaer ero
HEeNPO3payHbiM ANs Npunoxenuni. MNMpotokon IPSec ABnseTcA Honee yHUBEPCANbHLIM CPEACTBOM, Tak
KaK OTHOCWUTCA K CETEBOMY YPOBHIO U NONHOCTBIO NPO3PaYEH ANA NPUAOXEHWIA, KOTOPLIE B CAY4ae He-
nonL308aHmnA IPSec He TpebyloT Moamdukaumn.

Bonee macwTabHbiM CPEACTBOM 3aLMTLI TPadMKa ABNAIOTCA BUPTYanbHbie YacTHbie cetn (VPN). Moaob-
Has CeTb ABNAETCA CBORrO POAA «CETbIO B CETU», CEPBIUCOM, CO30AI0LLMM Y NONL3OBATENEH WNO3WO CY-
LLLECTBOBAHUA MX YACTHOW CETWU BHYTPW NYBANYHON ceTh. OOHAM M3 BAXKHENLLINX CBONCTB TaKOM «4aCcTHOA
cetTv» ABNAETCA 3ALUMWEHHOCTL Tpaduka OT atak nonb3osarenen nybnuuHon cetu. Cetam VPN aocTynkHa
HE TONBbKO BO3MOXHOCTb UMWUTALWM YaCTHOR CETWU; OHWU AAI0T NONL30BATENO BO3MOXHOCTL 330EHCTBO-
BaTb COOGCTBEHHOE aApECHOE NPOCTPAHCTBO (HaNpUMEP, YacTHbie IP-aapeca, Takue Kak aapeca Cem
10.0.0.0) n o6ecneumnBaTb KAYECTBO OBCNYXMBaHUA, BNN3KOE K KAYECTBY BbIAENEHHOro KaHana.

TexHonorun, obecneynsawme 6e30NacHOCTbL AaHHLIX U nexauwme B ocHoBe VPN, aenartca Ha A8d
K1acca: TeXHONOrun WudpoBaHNA AaHHbIX U TEXHONOrMK pasaeneHns Tpaduka. MNepsbin KNACC Tex-
HONOrUIA ONUPAETCH Ha TEXHUKY 3aLUMLIEHHBIX KAHANOB, NPUMEHNARA 6e Tenepb YXe B Apyrux Macwra-
6ax, TO eCTb O6bEeAVHAS He ABYX NONL30BATENei, a NPOU3BONBLHOE KONUYECTBO KNUEHTCKUX COTER.
TunuuHbiM NpeacTasuTenem atoro knacca VPN asnaetca texHonorua IPSec VPN,

Bropoi1 knacc TexHonoruii VPN onvpaeTca Ha TexHUKY NOCTOSIHHLIX BUPTyanbHbIx kaHanos (PVC), no-
3BONAIOULYIO HAAEXHO OTAENUTL TPadUK OAHOrO KNUEHTa OT Tpaduka ocTanbHbiX. B cetax VPN, pabo-
TaloWUX Ha OCHOBE pasrpaHudeHus Tpaduka, WudposaHne He TpebyeTca, Tak kak NPUHLMN GyHKUA0-
HUPOBAHWA NOCTOAHHOIO BUPTYANbHOrO KaHana WCK/IKYAET BO3MOXHOCTb aTaku Ha HEro KNMeHTs,
NOAKNIOYEHHOrO K APYrOMY NOCTOAHHOMY BUPTYaNbHOMY KaHany. BupTyanbHble YacTHbie ceTH 100
Knacca CTpOATCH Ha ocHose TexHonoruit ATM, Frame Relay u MPLS. TexHonorum ATM VPN u Frame
Relay VPN aBna10TCA HE 4EM UHBIM, KaK APYriM HA3BaHNEM CTAHAAPTHLIX CEPBUCOB NOCTORHHbIX BHD-
TyanbHbIX KAHANOB A 3TUX TEXHONOMWA, PACCMOTPEHHBLIX HaMK B rnase 21. B aaHHON rnase 0CHOE:
HOE BHUMaHWE YAENAETCA HOBOMY TWNY BUPTYaNbHBIX YaCTHbLIX CETel 3TOro KAacca, a UMEeHHo — 68
TAM MPLS VPN, koTOpble N03BONAIOT NPeAOCTaBNATL paclumMpeHHbIi Habop ycnyr VPN.
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CepBuC 3alMLLLEeHHOr0 KaHana

Knwouesvie crosa: cepsuc 1PSec, saumnmennpiit npotokon IP, 3aiuuiesHblii kanarn,
npotoko:t SSL n ero peamizauus TLS, c10i 3aluMILeHHBIX COKETOB,
Ge30MacHoCTb TPAHCTIOPTHOTO YPOBHS, WH(POBAHHE, CHMMETPHYHAS CXeMa
IWH(POBAHIS, CEKPETHDI K04, BBIMHCIUTETBHO HeobpaTHMast DYHKIHSI, X3LI-
ynkums, nafiKkecT-GyHKIus, faitukecT, LugpoBas NOAMNCH, aCUMMeTPHYHBII
AITOpHTM 1HpPOBanus, Ge3onacHas acCOUMALMs, TPAHCIIOPTHBIA M TYHHEeIbHBII
PEXHMBI TTepefavH, 103 6e30nacHoCTH, 3HayeHHe MPOBEPKH 1ieJIOCTHOCTH,
saros1oBok ESP.

OcnosHoe ‘11asuavetyic cepsiica IPSec (Internet Protocol Security — sammmerHbii
nporoko1 IP) coctout B obecnevennn GesonacHoit nepenaun naHHbix no [P-cersiM.
[Ipumenenile ipotokosa 1PSec rapanTipyeT 1e/J0CTHOCTb, ayTEHTHYHOCTb M KOH(DH-
JEHUMATbHOCTD aHHbIX. Ba3oBoii TexHoIOTHeI!, HA OCHOBE KOTOPOIt IOCTUTAIOTCS 3TH
uenH, Asisercs wudposanue. s MPOTOKONOB TAKOrO Ha3HAueHHs HCTIOAb3yeTcs
obobuieliHoe Ha3BaHWe — 3aMMIEHHbIN KaHal. TepMHH «KaHals> T0A4epPKHBaeT TOT
(akT, 4TO 3aUIHTA JaHHBIX 0OECTIEYHBAETCS HA HPOTSKEHNUH BCETO MYTH MEXy ABYMS
y3JaMy ceTH (XOCTaMM WM Lumo3aMH)’,

Mepapxus cepBMUCOB 3alNLIEHHOr0 KaHana

[PSec — 3TO TOJMBLKO OHA M3 MHOTHX, XOTS M OUYEHDb MOTNYJISAPHAS CEroAHs, TEXHOJI0-
rust 6e3onacHoil repeaul AaHHLIX 10 MyOMHUHON ceTH. 3aulHieHHbIT KaHal MOXHO
NOCTPOHThH € TTOMOILBIO CHCTEMHBIX CPEACTB, PCATH30BAHHBIX HA Pa3HBIX YPOBHSAX MO-
fenn OSI (puc. 24.1).

YpoBHh Mporokonbl CBOICTBa NPOTOKONOB
JauwmiuiaemMbiX [3awmuieNHoro
NPOTOXONOB «aHana 3aWNWEeHHOro kaHana
MpuknapHo#n
YPOBEHb S/MIME |
YposeHb
SSL, TLS HenpospauHocTts
"peACTaB"?""“ BNA NPUNOXEHNA, HE3ABUCUMOCTL H
CeancoBb OT TPAHCNOPTHOW MH(PPACTPYKTYPbI
ypoBeHb L
TpaHCMOPTHBIA
yPOBEHb
Cereaoi IPSec Mpo3payHOCTL ANA NPUNOKEHUHA,
ypoBeHb 3aBMCHMOCTb OT TPAHCNOPTHOW N
KaHanbHbiA PPTP WHPaCTPYKTYpbl
YyPOBEHb
Drandyeckmn
ypOBeHb

Puc. 24.1. NpoTokonb!, GOPMUPYIOLME FAWMWEHHBIA KaHAN
Ha pa3Hbix ypoBHax moaenn OSI

1 o -
CuoiicTsa 3allMLUIEHHORO KaHaIa Mbl KPaTKo obcyxaanu B raase 6.



874 nasa 24. 3awmTa ceTeBoro Tpadmxa

Ecom saugima JanHbIX OCYILEeCTBASeTCs CPeACTBAMH BEPXHHX ypoBHeil (IPHKMALHOTY,
HPEICTABACHITS! M CEAHCOBOT0), TO TaKoil ¢l1ocod 3aluHThI He 3aBICHT OT TEXHOQ-
ruit Tpancnoptiposki aauubx (IP wan IPX, Ethernet nan ATM), uto soxio cyy-
TaTb HECOMHEHHBIM A0CTOMHCTBOM. C APYroi CTOPOHDI, NPHIIOXKEHHS] IPH 9TOM CTa-
HOBSTCS 3ABHCHMBIMH OT KOHKPETHOIO ITPOTOKOMA 3alleIoro KaHata, Tak Kak
B HIIX JI0/KHBI ObITH BCTPOEHbI siBHble BbI3OBbI (DYHKUHIT 3TOI'O NPOTOKOJIA,

3auiiieHHbIH KaHal, peayli30BaHHbIH Ha CAaMOM BbICOKOM, IIPHKJ/IAIHOM, YPOBHe 3a-
IHIaeT TOJMLKO BIOJIHE ONPefesIEHHYIO ceTeBylo c1yx0y, Hanpimep dailiosyio, ry-
nepTeKcToBYO HJH noytosyw. Tak, npotokon S/MIME samiinaer HcKa04MTENbHO
coob1eHs 3NeKTPoHHoiT nouTsl. [Tpu TakoM moaxone Jist KaxAoH ¢1yxObl Heobxo-
A1Mo paspabarbiBaTh COOCTBEHHYIO 3aUIHUIEHHYIO BepCilio IPOTOKOJIA.

[Tonysnsipubiit nporokosn SSL (Secure Socket Layer — cj10# 3aluuieHHbIX COKeToB)
u ero orkpbitas peanusauns TLS (Transport Layer Security — Ge30macHOCTb Tpac-
MOPTHOrO ypoBHsA) paGoTaioT Ha YpOBHe IpeACTaBelns. ACHO, YTO aTH NPOTOKOAH
ABAAIOTCA 60Jiee YHUBEPCAIbHBIM CPECTBOM 3alLHThI, HeM NPOTOKOJIbI He30MaCcHOCTH
NPUKJIAJHOTO YPOBHS, TaK KAK HMH MOTYT BOCIOJIb30BaThCs A00bie 1ipunoxenns. Og-
HaKO IS 3TOTO MPHJIOKEHHS NMO-NpeXHEMY HeoOX0AUMO MOAHGDULHPOBATH, BCTPaH-
Basi siBHble obpaweHus K uHtepdeiicam AP1 1aHHBIX NPOTOKOJIOB 6E30MacHOCTH.

Cpe/acTBa 3al(MIIEHHOTO KAHAIA CTAHOBATCS NPO3PAYHbIMK [JIs1 NPHJIOXKEHHIT B Tex
c/yyasiX, KOr/a OHM 3allMILAIOT KajJpbl NPOTOKOJIOB CETECBOIO H KaHalbHOIO YDOBHei.
OnHaKo 3/1eCh MbI CTAIKHBAEMCS C APYTOii MpobyeMoil — 3aBHCHMOCTBIO CEpBHCa 33
L{MILEEHHOrO KaHa1a OT NMPOTOKOoJIa HWxkHero ypoBHsi. Hanpumep, npotokon PPTP (cau
He SIB/ISACh NPOTOKOJIOM KaHAILHOIO YPOBHSA) 3allM1iLaeT Kaapbl nmpotokosa PPP ka-
HaJILHOTO YPOBHs, ynakoseiBasi X B IP-nakerst. [Ipy aToM He MMeeT HMKaKoro 3Have-
HHUS, 11JaKeT KaKOro 11pOTOKOJIa B CBOI ovepeab ynakoBaH B aaHHoMm PPP-kanpe: [P,
IPX, SNA nau NetBIOS. C oaHoit cTopoHsl, 310 Aenaet cepsiic PPTP pocraroyno
VHMBEPCAIbHLIM, TaK KaK KJIMEHT CePBHCA 3alLMILEHHOTO KaHasla MOXeT HCIoMb-
30BaTh J1I00ObIE TPOTOKOJbI B CBOel ceTH. C Apyroi CTOPOHbI, TaKkas cXeMa NMpeabssis-
eT XecTkHe TpeOGOBAHMS K TUMY MPOTOKOJA KAHAJIBHOTO YPOBHS, HCIIOJIb3yeMOMY Ha
y4acTKe JIOCTYNa KJAMeHTa K 3allMleHHOMY KaHaty — Ais npotokoja PPTP rakuM
NpOTOKOJI0M MOXeT ObiTh monsko PPP. Xots npotokos PPP ouenb pacnpocTpaHe B
NTMHUAX AOCTYMNA, CEroAHS KOHKYDEHIUHMIO eMy COCTaB/sioT nporokosisl Gigabit/Fast
Ethernet, xoTopble Bce yalle pabOTAlOT HE TOJNLKO B JIOKATIbHBIX, HO W IJI0OAIbHAEX
CeTHX.

PaboTaloimit Ha ceTeBOM ypOoBHe npoTokos IPSec siBasieTcss KOMNPOMUCCHBIM BapH-
aitoM. C OZIHOI CTOPOHbI, OH MPO3padeH AJIs NPHAOKEHHU, ¢ Apyroit — moxeT pabo-
TaTb NPAaKTHYeCKH BO BCeX CeTAX, TaK KaK OCHOBAH Ha LUMPOKO DPacIpOCTPAHEHHOM
nporokose IP 1 ucnosb3ayeT 1106y10 TeXHOIOrHIO Kananbhoro yposHs (PPP, Ether-
net, ATM u . 1.).

PacnpepneneHne pyHKUNA
Mexxay nporokonamu IPSec

IIporokon IPSec — HasbiBaloT B cTaHaaprax VHTepHera cucmemou. [JefCTBHTENBHO
IPSec — 310 corziacoBaHHbIi HaBOP OTKPLITbIX CTAHAAPTOB, MMEIOLLMIT CEroaHA BION
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He OY€PUYEHHOE AP0, KOTOPOE B TO XK€ BPEMS MOXeT ObITh AOCTATO4YHO IMPOCTO AOIOJI-
HEeHO HOBbLIMH (byHKIIl'[HMH H IIPOTOKOJIaMH.

flapo 1PSec coctaBasior TpH nmpoTokona:

O AH (Authentication Header — 3arosioBok ayTeHTH(HKalM1) — rapaHTHpYeT Lie-
JIOCTHOCTb X1 aYTECHTHUYHOCTDb JAAHHBIX,

0 ESP (Encapsulating Security Payload — nHkancysaims saunidppoBaHHBIX TaHHBIX) —
mn@pyeT rnepenasaeMble JaHHbIe, 0becneynBas KOHQHIEHIIMANbHOCTb, MOXKET TakxXe
NoAAEPKHUBaATh ayTEHTU(PUKALMIO U LIEJOCTHOCTb JAHHbIX;

a IKE (Internet Key Exchange — obmen xntouamn MHTepHeTa) — peruaeT BCIIOMO-
raTeJibHylO 3aJady aBTOMAaTHYE€CKOI'O IIPEAOCTaBJIEHHSA KOHEYHbIM TOYKaM 3allu-
II€EHHOTO KaHa/a CEKPETHbIX KJIIO‘[ef"I, HeO6XOZIHMle s pa6o‘rb1 IIPOTOKOJIOB
ayTeHTHQHKALMKY U IUPOBaHUS JAHHBIX,

Kak BMAHO M3 KpaTKoro onucaHusi GyHKUMH, BO3MOXHOCTH npoTokoios AH u ESP
4aCTHYHO NepeKpbiBatoTcs (puc. 24.2). B 1o Bpems kak AH oTsedaeT TosbKO 3a 0bec-
neyeHH e 11eJI0OCTHOCTH M ayTeHTH(DUKALMK AaHHBIX, ESP MoxeTr mmngppoBaTs AaHHbIE
1, KpOMe TOTO, BBIMOJHATh QYHKUMH npoTtokosa AH (xOTs, KaK yBMIAUM MO3JHeE,
ayTeHTUHUKALHMA U LEJOCTHOCTb 06eCceYnBaIOTCS UM B HECKOJIbKO yPe3aHHOM BHE).
ESP moxer noaaepxusaTh GyHKUMH 1IMGPOBAHUS U ayTeHTUDHKAIIHHM/UEIOCTIO-
CTH B JiI06OLIX KOMOMHALMAX, TO ecThb 160 Beio rpynny ¢dbyHKuui, 1160 TOJALKO ayTeH-
THUKALMIO/LETOCTHOCTD, MO0 TOMBKO: K(pOBaHHE.

BoinonxaeMbie GyHKLUK Mpotoxon

Obecne4eHne LBNOCTHOCTH

OGecne4eHne ayTeHTUMHOCTH ESP
Obecneqerne KOHDUASHUMANLHOCTH
(wundposanue)

PacnpeneneHne COKpeTHBIX IKE
KITIOHEH

Puc. 24.2. PacnpeaeneHune GyHKUMA Mexay npoTokonamu IPSec

Paspenenne dynxumit sawmtsl Mexay nporokonami AH n ESP BrisBano npumensie-
MO BO MHOTHX CTpaHax MPaKTHKOH orpaHH4Y€HHsl IKCNIOPTA H/HJIM UMIIOPTA CPEACTB,
ofecrieynBaroIMX KOH(PUAEHUHAIbHOCTb NAHHBIX NyTeM wHdpoBanus. Kaxawiit us
3THX MPOTOKOJIOB MOXET MCIIOJIb30BAThCA KK CAMOCTOATEIbHO, TaK ¥ OXHOBPEMEHHO
C APYTHM, TaK YTO B TeX CIy4yasix, KOraa IH@poBaHue H3-3a AeHCTBYIOLIMX OrpaHHye-
HHil IPUMEHSATD HeNb34, CHCTEMY MOXKHO MOCTABJATH TOJBKO ¢ npotokoaoM AH. Ec-
TeCTBEHHO, NOA0GHAS 3allliTa JaHHbIX BO MHOTHX CJIYYasiX OKa3blBAeTCs HEIOCTATOYHOM.
[TpuHKMMalomas cTopoHa B 3TOM CJIyyae TOJy4aeT JHIIb BO3MOXHOCTb ITPOBEPHUTD, YTO
AaHHbIe 6bITH OTIIPaBJIeHbl MMEHHO TEM Y3JIOM, OT KOTOPOrO OHH OXHAAIOTCA, ¥ AOLI-
M B TOM BHIe, B KOTOPOM 6bL1M oTIpasieHbl. OQHAKO OT HECAHKLHOHMPOBAHHOTO
TNPOCMOTpa AAHHBIX Ha MYTH HX CJIEIOBAHUSA N0 CETH NpoTokos! AH 3alMTHTD He Mo-
XeT, TaK Kak He mudpyer ux. i mndpoBaHHs NaHHHIX Heobxoaum nporokoa ESP.
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LLUndposaHune B npotokone IPSec

Jl1st mmdpposanms Aaitbix B potoko.te [PSec soxker Ovith npisenett 1o0oii cum-
MeTpHYHbIT atropirrs mindiposaisi. B cHMMeTpnuHbiX cxeMax WHQPOBAHUS KO-
PHAEHUHAILHOCTL OCHOBANA HA TOM, YTO OTIPABITCIb I HOJAVUaTe 1L 00aaai0T ob-
UMM, H3BECTHLIM TOJBLKO 1M, HAPAMCTPOM (PYHKIUIN windpoBainn. IToT 1apaMerp
Ha3bIBAETCS CEKPETHBIM KIOUYOM. CCKPCTHBI KIIOY HCIIOMIB3VCTCA KaK 71 Ugpo-
BaHHs TEKCTA, TAK I 475 Cro Jelnppiposanis.

Ha puc. 24.3 npusenena KJIacCHYECKAA MOAC b CHMMETPHYHON KPHIITOCHCTCMDL, Teg-
peTHYeCKHe OCHOBbI KOTOPOil BlepBbie OblaN H3A0AeHL B 1949 roay B pabote Kioga
Mlentona (Claude Shannon). B aanxoii Mo1¢1it ¢cTb TPH YUACTHIIKA: OTTIPABHTED,
noAyyaTeib, 3M0YMBINLICHIINMK. 3a/a4a OTHPABITE IH 3aKT0YACTCs B TOM, YTOOBI o
061e10CTYIIHOMY KaHaTy MepeaaTb HCKOTOpoe coodlenne B 3anueHioM sue. Qs
3TOTO OH, HCTMOAL3YA KMou K, 3amM¢poBLIBaeT OTKPLITHIT TekeT X M nepeaaer 3a-
mmgpoBaHblit TekcT Y. 3a4a4a 10JydaTesst 3aKII04ACTest B TOM, 4Todbl pacuigpo-
BaTb TekcT Y M npountath coodbillenne X. Iipeanosiaraetes, 4To OTNPaBHTEAL UMeeT
CBOM UCTOUHUK KAoua, CreHeplpoBalHbli KAK04Y 3apalice 110 HATeKHOMY KaHany ne-
penaeTcs rosjy4varesnio. -

3N0oyMBbiLINEHHWUK

3ﬂOYMbILUﬂeHHMK NbiTaeTca
nepexBaTuTb KN4

CexpeTHbin kntod K CexpeTHbin kitod K

'

Wndpposaxune JewndpupoBanHue —>

X - pacwupoeaHHoe coobuienne

X - ncxogroe coobuieHue
{OTKPbITLIA TEKCT)

. Y - 3awn BaHHbIA TEKCT
(OTKPLITLIN TEKCT) $po ¢

Puc. 24.3. CummeTpuyHan cxema WwudpoBanua

NPUMEYAHUE
HanGonee nonyasapHbivm CHMMCTPHYHBIM AATOPHTMOM 1111POBAIINA AHIIbIX B TCYEHHE MEOTHX
net 611 anroputy DES (Data Encryption Standard — cranzapr mndiposanist aniibix), paspa:
Gotannbtit gupmoii IBM s 1976 . Ha cyeny DES 8 2001 r. upuiucs nosbiit Gosice cobepuet:
nptii anroput AES (Advanced Encryption Standard — yayumennuii cranapr mndposatis)
obragawouuii aydunim, yem DES, codetanuens nokasare:eii GesonacHocTH il ObiCTPONEACTBHA.

B oc1oBe o0ecrieyelinst HeJOCTIOCTH H ayTeNTH(MUKAUNY JallHbIX TAKKE KT OAHH
13 npuemMoB WKdpoBaHnst — NHGPOBAHKE € ITOMOLLLIO BbIMHCAHTENLHO He06pa11lll0ﬁ
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Pynkunn (One-Way Function, OWF), 4acTHbIMI C/IyYasist KOTOPOH SIBISIOTCS
xal-PYHKUKSA 11 JaHIKecT-DyHKUuA,

3Ha4eHVe, NONY4BHHOE B PE3YNLTATE NPUMEHEHNA DYHKLWA STOro TUNa X naHHuM HG noaaomeT
n AaXe He IPEANoNaragT BOCCTAHOBNBHUA NCXOAHBIX AAHHBIX, - ' :

3aues Ke HyKHDbL Takie hyuKinn?

[oschiny 910 Ha npusmepe JaitpkecT-yHKU. OHAKO Npeskie 0TMeTHM 0coBeHHOCTD
AAHKCCT-(DYHKIUNL He3ABUCHMO 0T 00beMa ICXOHBIX JaHHDIX, K KOTOPbIM NpHMe-
HAETCS 3Ta (DYHKUMS, DE3Y.IbTAT, HA3LIBACMBT JAiiAXKECTOM, COCTOUT N3 HUKCHPO-
BAHHOT'O, KAK NMPABII0, i1e00IbI1oro yuc1a 6aiiTos.

Iyctn TpebyeTest rapanTipoBaTh UeI0CTHOCTS IAHHBIX NPH Mepejaye UX yepe3 HeHa-
AEKHYIO ceTb, [l nocTixKeHs aToll et Ha CTOpoHe OTTPaBUTEIs BbIYHCAAETCS
AQIKECT HepelaBacMbix TanibiX. JaiiukecT nepelaeTest 10 ceTH BMeCTe ¢ HCXOLHBIM
coobutenitem (puce. 24.4). Ilonyyateas, 3has, kakas teoOpatumas (pyHkuus 6bina
HPHMCHCHA /LTS BBIMHCICHIS JIAiUKeCTa, 3aH0BO BLIYHCISET €r0, HCHOAb3Ys MoJy-
4eHHOe coodenie. £ 3HaUCHIs IT0IYYCHHOTO MO CeTH H BLINUCJIENHOTO JOKalb-
HO JULIKECTOB COBITVIAIOT, 3Na4IIT, coobLLeHIte BO BpeMs Tepe/ladyd He ObLIO MOoA-
BEPIHYTO HHKAKHM H3MCHCHHSIM.

X — ucxogHoe
1 cooblieHmne

(ows)

&

Otnpasutens Monyuyartens

X — nexogHoe
coobuieHne

(owp)

/ D — pangxect
CexpeTHsin knou K

D' — noacunTaHHbIA
nangxect

CpasHeHue

D - nony4eHHbIA
Aangxect

CexkpeTHbind kniod K

Puc. 24.4. Vicnons3osadme wngppoeannsa ang obecneveHms UenoCTHOCTH
N ayTEHTUYHOCTU JaHHbIX

NPUMEYAHUE

HanGonee nonvaspipivn g cneremax fe301acioCTH B HECTOSAILCE BPEMSA ABAACTCA CCPHA Jlaii-
Dkeet-gynriii MD2, MDA, MDS. Bee onn renepupyiot JaiixecTsl (PHKCHPOBAHHOI 111 bl
B 16 Gaitr. Asanriposaniniy saprantod MD4 sapasetes avepukancknii cranaapt SHA, nanna
AaitLKeeTa B KOTOPOM coctan.tsteT 20 faiit. Komuauus IBM noaitepxubaet jlaiorecT-(pyHKIHK
MDC2 1 MDCA4.

Hainxect sisasiercst CBOEro pofa KOHTPOJIBHOH CyMMOIT /Ul MCXOZHOTO COOOLICHUS.
Ontako naeerest 1 cyntecTsenoe oTaHde. Menoapsonatie KOHTPOALHON CyMMbL —~
TO CPEACTBO MPOBEPKH 1JOCTHOCTII MEPEABAEMbX 110 HEHAOEHTHBLM TUNUAM COAIU
coobitteHnii, 1 01O He HanpaB/Ieo Ha Gopbly o Aronamepennbimu deicmeusyu. B ca-
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MOM JleJle, HaluyMe KOHTPOJbHOM CyMMBI B IepelaBaeMOM NaKeTe He nomeuaeT 3ng-
VMBILIJIEHHUKY TIOIMEHUTb HCXOAHOe coobiueHMe, 106aBUB K leMy HOBOE 3HayeHwue
KOHTPO.1bHOIt CyMMbI. B OT/IM4ME OT KOHTPOIBLHOM CyMMBI NPH BBIYMCJIEHUH AaiiIKe-
CTa MCIOJb3yeTCsA CEKPETHBIN Koy, Ecu Ans nostyyenus naijokecta NpUMeHsIach
HeobpaTuMast GYHKUMS C TTapaMeTpPoM (B KauyecTBe KOTOPOrO BBICTYNA€T CEKPETHHH
KJ1104), U3BECTHBIM TOJIBKO OTIIPaBUTEJIO M NoayyaTeso, mobas MoaudUKaLMs Hc-
XO;1Horo coobueHus 6yaeT HeMealeHHO obHapysKeHa.

TakuM 06pa3oM, BBIYUCAUTENBHO HeoOpaTuMas GYHKUMSA ABJSAETCS CPEACTBOM pelle-
HUS Cpa3y [BYX 3alay — KOHTPOJS LeJJOCTHOCTH M ayTeHTHYHOCTHM AaHHbIX. Takymwo
cXeMy fnepejayd AaHHBIX HapsAy C APYTMMH MeTOJaMH, MO3BOJAIOUIMMHU YCTaHAB/K-
BaTb IOAJIMHHOCTb aBTOpa coob1eHus], coraacHo TepmuHonoruu 1ISO HasbiBaloT und-
poBoii noanucelo. OcHOBHas 06J1acTb IPUMEHEHHS UMQPOBOH NOANUCH — PHUHAHCOBbE
JIOKYMEHTbI, COTPOBOXAAIOLIME 3MEKTPOHHbIE CeNKH, AOKyMEHTbI, (HUKCHpYomHe
MeXIYyHapOojaHble JOTOBOPEHHOCTH U T. IL.

Haubonee 4acto AJs MOCTPOEHUsT cXeMbl UMPPOBOH MOAMUCH MCIOJb3YETCS ACHM-
METPHYHbIH anropHT™M wHGpoBanua. B ocHOBe 3TOrO aIrOPHUTMA JIEXKHT KOHLENIHA
Inddu—Xennmana (Diffie—Hellmann), saxmovaiomascs B TOM, YTO KaXAbli nosb-
30BaTesIb CETH MMEET CBOi CEKPeTHBII (3aKPbIThIA) K104, HeOOXOAMMBIIt 1151 hopMH-
pOBaHMsi IOANKCH B 3alIM(PPOBAHHOM BHIE; BCE OCTaIbHbIE M0J1b30BATEN UCTIONb3YIOT
1S TIPOBEPKH TOANUCH COOTBETCTBYIOIIMH 3TOMY CEKPETHOMY KJII0YY OTKPBITBIA KoY.

be3onacHas accounaums

Jlns Toro uto6sl mpotokonsl AH u ESP Morsu BBUIOHATD CBOI0 paboTy no 3aummte
nepenaBaeMbiX AaHHbIX, TpoToko IKE ycTaHaBnMBaeT MexXay ABYMSI KOHEYHBIMH TOY-
KaMH JIorMyeckoe coearHenHe (pHc. 24.5), kotopoe B cTanaapTax IPSec HOCHT Ha3Ba-
Hue GezonacHoit accounaumu (Security Association, SA).

Xocr 1 XocT 2

BeaonacHan accounaumna

(.
'

PSee] e~ [Fsed

Puc. 24.5. beaonacHan accoynauus

Crannaptsl [PSec no3Boas0OT KOHEYHBIM TOYKaM 3allMLIEHHOTO KaHajla MCHoab30-
BaThb KaK OfHY accoLHauuio SA ais mepeaauu Tpapyuka BCeX B3aUMOEHACTBYIOLHK
yepe3 3TOT KaHas XOCTOB, TaK U CO3/aBaTh /11 3TOM 11eJ1H POU3BOIbHOE YHCIO acco:
uMaumit SA, HanpuMep, N0 OAHOM Ha Kaxaoe coeanHeHue TCP. Jto naeT BOMOX
HOCTb BBIOMPATh HYXKHYIO CTeleHb AETATM3alMM 3alUThl — OT OAHOM obuleit acco-
LHaLMK 1S TPadMKa MHOXECTBA KOHEYHbIX Y3J10B 40 HHAMBHAYaJbHO HAaCTPOCHHBX
accolMauMri ANs 3alUMThl KaXI0ro MPHJIOKEHHU.

Besonachast accounaums B npotokose IPSec npexacrasisier coboit OZXHOHamnpasJed-
Hoe (CHMILIEKCHOE) JIOTHYECKOE COEAMHEHHE, TTOITOMY, ecn TpebyeTrcs obecneyntd
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fesonacHbIi 1BYCTOPOHHMA OOMEH JaHHBIMM, TO HEOGXONMMO YCTAaHOBHTb jBe Ge3-
oflacHble acCOLMALMM. JTH acCOUMALMU B obuieM Clyyae MOTYT MMeTb pa3Hhle Xa-
paKTepUCTHKH, HanpHUMep, B OJHY CTODOHY NpH Iepenave 3alpocoB K Ha3ze QaHHBIX
AOCTaTOYHO TOJIbKO ayTeHTU(HKALMH, a AJIsi OTBETHBIX AAHHBIX, HECYWIMX LIEHHYIO
MHGOPMALIMIO, I0TIOJTHUTENLHO HYXHO 06ecneyuTh KOHPUAEHIMAIbHOCTD.

YcraHoB:ieHue 6€30MacHOi acCoUMaLMK HaYMHAETCS CO B3aMMHOM ayTeHTHOMKAIIMH
CTOPOH, [IOTOMY 4TO BCe Mepbl 6€30MaCHOCTH TEPAIOT CMBICII, €CJIN JaHHbIE NepeaaloTcs
WY NPUHUMAIOTCS He TeM JIMLIOM MJIM He OT Toro Jiuua. BeibGipaeMble natee napamer-
pal SA onpenensiioT, Kakoi U3 AByX npoTokoJos, AH unu ESP, 6yner npumMeHAThCS
Il 3AUMTHI JaHHBIX, KakMe QYHKUNH OyeT BbIMOJHATD NPOTOKON (HAIPUMEP, MOX-
HO BRIMOJIHATb TOJIBKO ayTeHTU(HKALIUIO U IPOBEPKY LIETOCTHOCTH WJIH, KPOME TOro,
emie ¥ obecneynBaTh KOHGbUAEHUMANbHOCTD). OYeHb BaXHBIMM NapaMeTpaMu Ge3-
ONacHOM acCOLMaUMK ABNAIOTCA TakXe CeKPETHble KJIOUYH, HCIO0Jb3yeMble B paboTe
nporokosnoB AH u ESP.

IIpotoxon IPSec nomyckaeT kak aBTOMaTH4YeCKOe, TaK M PYYHOe yCTaHOBjeHHe 6e3-
onacHo# accouauuu. [Ipu pyynom cnocobe anmMuHKCTpaTop KOHMUIYpUpyeT KOHeu-
Hble Y3JIbI TaK, YTOObl OHM MOAAEPXKHUBATH COIMIACOBAHHbBIE NapaMeTPhl ACCOLMALIMH,
BKJIIOYAs U cekpeTHble KatoyM. [Ipu aBTOMaTHyeckoit npoueaype ycTaHOBJIeHHsT SA
nporokossl IKE, paboTalouine o pa3Hble CTOPOHbI KaHaia, BBIGUPAIOT MapaMeTphl B
X0/le neperosopHoro npouecca. s Kaxaoi 3aznauu, peulaeMoit npotoxkoaamu AH u
ESP, npennaraetcs HeckonbKO cxeM ayTeHTH(dUKauuu U mndposaHus (puc. 24.6).
310 nenaet nportokos IPSec ouenp rmbkum cpeactBom. 3ameTHM, YTO BeIGOp Aaii-
LKeCT-QYyHKUMM [J1s1 PellleHHsl 3aiay LeJOCTHOCTH M ayTeHTH(MKAUHMH HHKaK He
BAMsieT Ha BbiGop ¢yHkuMH mudpoBaHus, obecnieynBamieil KOHGHAEHUHATbHOCTD
JaHHBIX.

BesonacHas accoumaums

DupMeHHbLie
anropuTMbl

O6n3aTensuHbiii HaGop
anropuTMOB WrdpOBaHNA

Puc. 24.6. Cornacoeaxune napameTpos B npotokone ESP

llns obecrieyeHHs: COBMECTHMOCTH B cTaHaapTHOi Bepcun IPsec onpenenex HekoTo-
pbiit 06s13aTeNbHBIH «HHCTPYMEHTATbHBIN» HabOp: B YAaCTHOCTH, VIS ayTeHTH(MKa-
UMM JaHHBIX BCerJa MOeT ObITb MCIIOAb30BaHa OAHA M3 CTAaHAAPTHBIX AaiijkecT-
Gynkumit MD5 mn6o SHA-1, a B 4MC/I0 2ITOPHTMOB LIM(POBAHKS HENPEMEHHO BXO-
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auT DES. Tpit aToM npOH3BOMITE I NPOJAVKTOB, BKIIOHaonux 1PSec, BobHbI pac-
IUPSTH IPOTOKOA MYTEM BKTIOUYCHIIS APYTHX ATFOPHTMOB ayTeHTUOHKALHIL 1 WH-
pOBaHMsl, 4TO OHH C Yyciexosm it aedaor. Hanpisep, smuorie peatnsaiuin [PSec
NOAAEPKHBAIOT MONY.AAPHBIIT wiropHTs lndposanns Triple DES, a Takxke cpashuy-
Te;1bHO HoBble aaropstMbl — Blowfish, Cast, CDMF, Idea, RCS.

TpaHCNOPTHDbINA U TYHHEIbHbIA PEXUMbI

Mpotokontt AH u ESP MOryT 3awimuiats AaHHLIE B8 ABYX PEXUMaX; TDAHCNOPTHOM ¢ TYHHENE)
B TpancnopTHOM pexmme nepenada IP-naketa Yepes CeTh BbINOAHABTCA C NOMOWBID OpK
_AANLHOTO 3arONOBKA 3TOMO NAKETA, 3 B TYHHBNbHOM PEXNMO MCXOAHLIA NaKeT NOMeLaeTCA B |
B IP-nakeT, 1 Nepeaaya AaHHbIX NO CBTM BHINONHAGTCA HA OCHOBAaHWW 3aronosxa HOBOTQ |

Ta.

T prMeHeH e TOTO HIIH HHOTO PCKITMA 3aBHCHT OT TPeGOBANHIL, HPCTIDABISICMBIX K 3alli-
Te IAHHbIX, @ TAKXKe OT POJIH, KOTOPYIO UIPACT B CCTII Y3€J1, 3aBePIIAOINIH 3alllILIeHHbI
xanan. Tak, y3en MoxeT ObITh XOCTOM (KOHEYHBIM V3710M) H.TH ULIO30M (1IPOMEXYTOY-
HbIM Y3710M). COOTBETCTBEHHO, HMEIOTCS! TPH CXeMbl pHMeHes npoToxoa [PSec:

O XOCT—XOCT;
0O U103 —LTI03,

O XOCT—ULTIO3.

B cxeMe XOCT—XOCT 3aUlHILEHIBIT KABAL, HIH, YTO B JJAHHOM KOITCKCTE OAHO U T0
ke, HezonacHasi acCOLMAIlHs, YCTAHABIHBACTCH MEKI1Y IBYMSI KOHCYHBIMH y3JaMi
cetu (cM. puc. 24.5). Toraa nportokost IPSec pa6oTaeT Ha KOHCUHBIX V3J1aX 1 3allliila:
eT JaHHbie, epeaBacMble 0T XocTa 1 K xocTy 2. JL1s ¢XCMBI XOCT—XOCT Yalule BCero
UCIIOJIb3YETCSA TPAHCTIOPTHLII PEXIIM 3allHTDL

B cOOTBETCTBHI CO CXeMOIT ILTH3—1LTIO3 SAIHIIECHHDIT Kallal YCTallaBHBACTCA MEXIY
JIBYMsI IPOMEXYTOUHBIMM Y3.1aMIL, TaK HABLIBACMBIMII LMo3amMH GeaonacHocTh (Secu-
rity Gateway, SG), Ha Kax/10M 13 KOTOpLIX paGoract nporokos IPSec (puc. 247).
3alHILCHHBIT 00Mel TaHHBIMI MOXKCT HPOHCXOTL MEAKY MHOLIMII 1BYMSs KOHeY-
HBIMH Y3J1aMH, HOAKJIOUEHHBIMH K CCTHM, KOTOPDLIE PACIHOJIOKEHbl 1103314 L0308
GezonacHocTii. OT KOHEUHBIX y3/10B 0//1cpAKKa 1potokoia [PSec ne Tpebyeres, ol
nepeatoT CBOii TPadHK B HE3ALIIECHIION BHJE YePe3 3aC/AYXKIBAIOLLIE J0Bepie BHYT
peHie ceTi npeAnpusTHii. Tpadiik, HanpaisieMbii B 06H1C0CTYHYIO CeTh, IPOXO-
JMT uYepes 11103 6e30MacHOCTH, KOTOPbIiT 11 06CCHCYHBACT €10 3aUlHTY ¢ MOMOLIbO
1potokoaa IPSec. HIn03bl MOIVT HCHOALIOBATD TOILKO TYHICALHBIH PEXKIIM pabor.

Ha puc. 24.7 nosnb3oBarenn koMibiotepa ¢ ajapecom [P1 nocsiiaer taker no aape:
cy 1P2, ucrionbsys TyHueabHslii pexiinm tporokona 1PSec. Ulmos SGI 3auitgposy-
BACT MAKeT LeTHKOM, BMCCTC € 3ar0OBKOM, it CHaxkaeT ero HosbiM 3aronoskod 1P
B KOTOPOM B KauecTBe aapeca OTIpaBHTe s yKa3biBaeT coif aapec — [P3, a B kavecr
pe azapeca nosay4arens — aapec [P4 mmosa SG2. Bes nepejiaya jJaHHLIX N0 cocTasHoil
IP-CeTH BBHIOHAETCS Ha OCHOBAHMM 3ar0/I0BKA BHEILHETO MAKCTa, @ BHYTPeHHuUH 1
KeT CTAHOBMTCS IIPM 3TOM MOJICM JIAHHBIX JU1st BHeHIHeTo nakeTta. Ha uurose SG2 mper
Tokon 1PSec u3BIexaeT HIKANCYIMPOBaHHBI HakeT ¥ pacuindpoBbIBaeT ero, NPHEY

JA K HCXOAHOMY BILAY.
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BHyTpeHHAs ceTb

BHyTpeHHss ceTb

3 P2

WHTepHet
SA

P11P2

3awmudposaHHbid  3aronosok HOBBLIN
MCXOAHBIA NakeT IPSec 3aronosok IP

Puc. 24.7. Pab0oTa 3alMLEHHOr0 KaHana no CXeme W3 —wWio3 B TYHHENbHOM PexXume

Cxema XOCT--1I/II03 4aCTO MPUMEHSIETCS NIPH yaleHHOM JocTtyre. B aToM ciyuae 3a-
WMLIEHHbIH KaHal OPraHH3yeTCsl MeXAy YAAJEHHBIM XOCTOM, Ha KOTOpoM paboTaet
npotokoa IPSec, 1 mwmo3oM, sammmaommuM Tpaduk 415 BCEX XOCTOB, BXOASIIHX BO
BHYTPEHHIOIO CeTh NPeANPUATHS., ITy CXeMYy MOXKHO YCJOXKHHTD, CO3/aB Mapasiiesib-
HO elle OJHH 3aLIMIIEHHBbI KaHal — MeXIy VIaJeHHBIM XOCTOM H KaKuUM-nbo xoc-
TOM, TNIPHHAAMEXalHM BHYTPEHHelH ceTH, 3aliuiaemon mmodom (puc. 24.8). Takoe
KOMOHHHMPOBaHHOE HCTIONb30BaHUE ABYX 6€30MacHbIX acCOLMALHI T03BOsTET HA/leX-
HO 3aLUMTHUThL TPaHK U BO BHYTPeHHEH CETH. .

BHyTpeHHRs ceTb

WHTepHer
SA1
SG
SA2 -

Puc. 24.8. Cxema 3aLMLEHHOM0 KaHana XxocT—w o3

Mporokon AH

ITIpotokon AH no3possier npreMHoOi CTOpOHE ybenuTbes, 4To:
Q maxer GbL1 OTHpPABJIEH CTOPOHOM, C KOTOPOil yCTaHOBJIEHa GesonacHast acconHalls;
Q coaepxuMoe nakeTa He ObIIO HCKQXEHO B NIPOLECCE €rO NEepefadi 110 CeTH,

Q maker He siBasieTcst LyOJAMKATOM YyXe TOJYYEHHOrO NaKeTa.
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nakeTa B KayecTBe napameTrpa ¢yHkuumn OWF BbicTynmaeT cMMMETPHYHbIH ceKpeT-
HBIA KJIOY, KOTOPbIiA Gbinl 3aj1aH 47151 JaHHOI accoLMaNNH BPYYHYIO MUJIM aBTOMaTHye-
cku ¢ nomouibio nporokosa IKE. Tak kak ainna naiiaxecTta 3aBUCHT OT BoI6paHHOI
GbyHKUNH, TO 3TO MOJIe MMeeT B oblueM CTyyae nepeMeHHBbI pa3Mep.

Ilpotokon AH cTapaercst 0XBaTHTb Npu BBLIYMC/IEHMHM AAKECTa KAK MOXHO 60Jb-
wee YnCI0 noeii ucxoaHoro IP-nakera, HO HeKOTOpble U3 HUX B Npolecce Mepeaayk
NaKeTa 110 CEeTH MEHSIOTCS HerpejickasyeMbiM o6pa3oM, 1o3ToMy He MOryT ObiTh
BKJIIOYEHDI B Ay TEHTU(DHUMPYeMYIO YacTb NakeTa. Hanpumep, 11€10CTHOCTb 3HaYEHHS
nojist BpeMeHH Xu3Hu (TTL) B npueMHoil Touke kaHaa OLEHHTDL HeIb3s, TAK KaK OHO
YMEHbLIAETCS Ha eAMHULY KaX/IbIM MTPOMEXYTOYHBIM MaplIPYTH3aTOPOM U HUKaK He
MOXET COBMNaZaTh C UCXOIHBIM.

MecrononoxeHnue 3aronoska AH B nakeTe 3aBUCHT OT TOTO, B KaKOM pexuMe — TPaHC-
MOPTHOM MJIM TYHHEJIbBHOM — CKOH(MIYPHPOBaH 3alliMILeHHbIN kKaHa. Pe3yabTHpyio-
WIMii MaKeT B TPAHCTIOPTHOM peXKMe BBILJISIAMT TaK, Kak 1oka3aHo Ha puc. 24.10.

a;.’gzgz?: 3aronoBok Maket npotokorna
ayTeHTUMMKAUNK | BEPXHErD YPOBHS
IP-nakeTa yT Pukau P P

AyTeHTHdUUMpyeMan nHpOopMauna

»)
-

Puc. 24.10. Crpyxtypa IP-naketa, 06pabotaHHoro NpoTokonom AH B TPaHCNOPTHOM pexnme

IIpyu ncronb3oBaHMKM TYHHENBHOIO pexxuMa, Koraa uno3 IPSec npuxiMaeT npoxons-
IIMHA Yyepe3 HEro TPAH3UTOM MCXOJALIMIL 11aKEeT W CO3JaeT A Hero BHewHHil IP-na-
KeT, npoTokoa AH 3auuiaer Bce 1Mojst MCXOAHOIO MMAaKeTa, a TaKXe HeH3MeHseMble
T0JIS1 HOBOTO 3aroJIoBKa BHelllHero naketa (puc. 24.11).

Sa|m|oeaﬁ;< 3aronoBok azx' moalﬁzgg MakeT npoTokona
BHELWH

ayTeHTudMKaUnM BEPXHEro YPOBHS
|P-naketa yT puray IP-naketa P P

AyTeHTUdHUUpyemas uHdopMauns

P
Puc. 24.11. CrpykTypa IP-naketa, 06paboraHHOro npotokonom AH 8 TyHHENbHOM pexume

Mporokon ESP

ITporokon ESP pemaer ase rpynmbl 3anay. K neppoit oTHocATCs 3a1ayM, aHaNOIMY-
Hble 3agayaM npotokosna AH, — ato obecneyenmne ayTeHTUDUKALMH H 11€JJOCTHOCTH
JaHHBIX Ha OCHOBe Jail/KkecTa, a KO BTOPOH — 3aliMTa NepeJaBaeMblX AaHHBIX MyTeM
HX 11 poBaHUsA OT HECAHKLIHOHHPOBAHHOIO NMPOCMOTPA.

Kak Buano Ha puc. 24.12, 3aro/10BOK 1eJIMTCS Ha 11Be YaCTH, pa3/ie/isieMble NoeM 1aH-
ubix. IlepBas 4acTh, HasbiBaeMas cobcTBenHO 3aronoskom ESP, obpasyercs nByms
noasimu (SPI u SN), HasHayeHHe KOTOPbIX aHATIOTHYHO OXHOMMEHHBIM I10JIAM MPOTO-
kona AH, u pasmewraetcs nepex nosneM AaHHoix. OcTanbHbie caysxebHnie noas nporo-
kona ESP, nHassiBaeMble koHLeBHKOM ESP, pacrosioxeHbl B KoHLe maKeTa.
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KoHuesuk ESP !

Noneaxble gaHHbie
3?;2222?(’: 3aronoBok ESP (naxer npo?oxona (3anonHuTEnNs, ANUHA DaHHbie
(SPI + SN) 3aNONHUTENS, CNeayoWni | ayTeHTudmrKauum
- BEPXHErO YPOBHSA
IP-nakera P yposHs) 3aronoBoK)

Wndpyeman 4actb nakera

A

AyTeHTuduumpyemasn nHgopmaums

- [

Puc. 24.12. CtpykTtypa IP-naketa, 06paGoTaHHOro npoTokonoM ESP 8 TpaHCNOPTHOM pexume

ﬂBa 1014 KOHIleBHKA — (‘.76’5‘1/)0114(’1() 3070.106K4 11 danibly (Iym()umu(,i)uxauuu — TaKXxe
aHaTOIHYHb] 110 151M 3alr0/J10BRa AH. Iloae AAHHBIX H}"F(‘}l'l‘ll(i)llkilllIIll OTCYTCTBYET, eClu
[IpH YCTAaHOBJECHIH 6(:’3011'dC}{()lul accoluHalny IpHHATO pelieniie He 11C10/1b30BaTh BO3-
MoxHocTeit 1potokoaa ESP no obecrievenno e 1octHocti. [ToMIIMO 9THX noneit
KOHLIEBHK COAEPXKHT BA AOMOJHHTEIbHBIX 10151 — 3aNO1MUMeIs 11 01ulibl 3anomHy-
meast. 3all0THUTENb MOXKET MOHAZ00HTLCs B TPeX ciiydasix. Bo-1nepsblx, Ans HOpMans:
HOIT PaBOTLI HEKOTOPBIX AJITOPUTMOB LIIPOBAHHA HEOOXO0IMO), 4TOObI HHQPYyeMbli
TeKCT cojepal KpaTHoe yHcI0 GI0KOB OmpeaeeHHOro passcepa. Bo-sTopsix, dop-
mat 3arosopka ESP TpeOver, 4ToObI Mosie AaHHBIX 3aK2HUHBATOCH Hd I'PAHMLE YeThipex
GaiiToB. M HakoHell, 3aTOJHUTEIb MOXHO MCTIOAb30BATb, YT00b CKPLITL jeiicTBUTeN-
HBIil pa3Mep MaKeTa B LeasX 00ecredeHist TaK Ha3biBaeMOil YACTIHYHO KOHDHIeHUH-
A TBHOCTH Tpa(bm(a. Hpan:la. BO3MOXHOCTb MACKHPOBKH orpaHifyuBaeTcs CpaBHH-
TeNbHO HCOOJBIIMM 0OBEMOM 3a1I0IHHTE s — 255 Daiit, 10CKOIbKY 601bI10# 06beM
M36bITO'~lllbIX JAHHBIX MOXET CHH3HTDL MMOJC3HYIO MPOMNYCKHYIO CI]()CO(/)HOCTb KaHa1a
CBS3H.

Ha puc. 24.12 noxazaso passmenieHite noeil sarososka ESP 8 mpancnopmnom pex-
me. B atom pexcitme ESP He mndpyer saronosox 1P-maketa, HHaye MapupyTH3atop
HC CMOXET [MPOYHTATD 11051 3ar010BKa 1 KOPPCKTHO OCYILECTBHTD ITPOABHKEHHE Na-
KeTa Mexay ceTsiMd. B umcio mdpyeMmbix nodeil He HMOMUIAIOT Takxke 1011 SPI
1t SN, KOTOpbIe JIOMKIIbL MePEAABATLCH B OTKPLITOM BIIE /1715t TOTO, YTOOBI MpHOBE-
i [1aKeT MOXHO ObLI0 OTHECTH K OIPEACICHNOoN accotauiit 1 3alHTHTbC 0T
JIOXHOrO BOCIPOH3BEACHHSI [AKeTa.

B TYHHEIbHOM PeKHMe 3ar00BOK MCX0H0ro [P-11aKkera nosmeliacTcest nocie 3aroos:
ka ESP M NOSHOCTbIO MOMAAZCT B YHCI0 3aUIMIHACMBIX 10.1eH, 4 3aroJIOBOK BHELIHEN
IP-nakera npotokosom ESP ne sautiaercs (puc. 24.13).

3aronoa:>x 3aronosok ESP | 38M0N0BOK | ayer npotokona Komueauk ESP [auubie
BHEwWwHero (SPI + SN) MCXOBHOTO | gonypiero yposHs | O ayTeHTHDNKaLM
IP-nakera IP-naketa
J—
Wwn emMas JacTb nakera
B Ppy N
AyTeHTuduruupyemasn nHPOopMaumna l

Puc. 24.13. Ctpyktypa IP-nakerta, o6paboTarHHoro nporokonom ESP
B TYHHENILHOM pexuMe
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ba3bl aaHHbIX SAD U SPD

Wrak, Texnonorus IPSec npeanaraer paznuuibie Metonsl 3aimuTsl Tpaduka. Kakum
e oOpasom npotoko.1 IPSec, paboratoumit Ha xocTe WJIH 1TI03€, ONpeesieT C1ocob
3aL(MThl, KOTOPBIIl OH [0JIXeH NpUMeHHTh K Tpaduky? Pelienue ocHOBaHO Ha uc-
MoJIb30BaHHH B KaX/0M y3lie, noanepxupawoueM [PSec, a1Byx THnos 6a3 naHHbix:

0 6esonacHbix acconuauuii (Security Associations Database, SAD);
Q nomuTHky GesonmacHocTu (Security Policy Database, SPD).

Ilpn ycTaHoB1eHum Ge30MmacHol accolmMalmy, Kak ¥ NpH J060M APYTroM JIOTHYeCKOM
COEIMHEHHH, BE CTOPOHbI IPUHHUMAIOT DS/l COTJIalleHUi, PerIaMeHTHPYIOLIHUX T1Po-
Liecc nepeaayl MOTOKa AaHHbIX Mex1y HUMH. CornalueHusi GUKCHPYIOTCA B BHIE Ha-
6opa napameTpoB. [{nsi Ge3onacHoil accouMalMu TaKMMM NapameTpaMu SIBJISIOTCS,
B YaCTHOCTH, THN W pexxuM pabotsl nporokosa 3awmntbl (AH nam ESP), metonst
mMpOBaHHs, CEKPeTHbIE KJIIOYH, 3HAYeHHEe TEKYIero HoMepa IaKkeTa B acCOLMALIHIL
u aApyras uHdopmauua. Habopbl Texylux napaMeTpoB, ONMpeaesoulHX Bce aKTHB-
HbIE aCCOUHALHMH, XPaHATCSA Ha 060X OKOHEYHbIX y3.1aX 3alIHILIEHHOTO KaHala B BHIE
6a3 maHHbiX GesonacHbix accoumaunii (SAD). Kaxabiit ysen 1PSec nomrepxiBaet
ape 6a3bl SAD — ofiHy As HCXOAAUIMX acCOUMAUMIL, APYTYIO A/ BXOSILUMX.

Apyroii Tun 6a3bl naHHbIX — 6a3a JaHHBIX MOAMTHKH GesonacHoctu (SPD) — onpe-
hensieT COOTBETCTBME MexAy |P-nakeramu M yCTaHOBJIEHHBIMIL /I8 HHX MPaBHJIAMH
obpaborku. 3amitckt SPD cocTosAT 13 noJell AByX TUNOB — MOJI€i CeeKTopa MakeTa
Y 1oJiel MONIMTHKYM 3aLMTHI )1 NaKeTa ¢ JaHHbIM 3HaYeHHeM ceiekTopa (puc. 24.14).

Cenexrop B SPD Bxioyaer cieayiomuii Habop NPU3HAKOB, Ha OCHOBAHHH KOTOPBIX
MOXKHO ¢ 60JILIION CTENMeHbIO AeTATH3ALHH BbIAETHTD 3aLIMLIAEMBII IOTOK:

a IP-a.zlpeca HCTOYHHKA U II[PHEMHHKA MOI'YT 6bITh IIpeacTaBJeHLl KaK B BHJAE OT-
ACJIbHBIX aipecoB (HI{ZIHBHZI}'ZUIbelX, rpynmnoBbIX H.TH umpoxosemaTeanmx). TaK
H JHarna3oHaMH aapecos, 3aJaHHbIMH C [TOMOIUbIO BerIlelL"l M HIXKHei I'PpaHHL b0
C MIOMOLLbIO MAaCKH;

O nopth HcTouHUKa W npHeMHHUKa (to ects TCP- unn UDP-noptos);

Q Ttun nporokona tpancnoprtHoro yposus (TCP, UDP);

Q wuma nonb3osatens B popmare DNS mm X.500;

Q uMs cucTembl (xocTa, uLTIO3a 6e3omacHocTH M T. 1.) B ¢popmate DNS nau X.500.

Jlns xaxjaoro HOBOro nakeTa, MOCTYNAILEro B 3alinLleHHbI kaHan, 1PSec npocmar-
puBaeT Bce 3ankcH B 6a3e SPD u cpaBHMBaeT 3HayeHie CeJeKTOPOB 3ITHX 3altuceii ¢
cooTBeTcTByOIMMH ToasiMu IP-nakera. Ecin 3Hauenue noseit coBnanaer ¢ Kakim-
7160 ceneKTOpoM, TO Hajl MAKEeTOM BBIMOJHSAIOTCA AeiiCTBHS, onpeleneHHbie B MOMe
NMOMIUTUKH GezonmacHOCTH AaHHOM 3anucy. [lonnTHKa npeaycMaTpuBaeT OfHY U3 ciie-
AYIOLMX BO3MOXHOCTeN: nepeaya naxera 6e3 namenenus, orbpacniBaiie, 06paborka
cpeactBamu IPSec.

B nocneanem cayuyae nosie mosMTHKH 3aLIMThI AOMKHO COAEPHKATh CChUIKY Ha 3alMCh
B 6a3e nannbix SAD, B koTOpYK noMellieH Habop mapameTpos 6e3onacHoii accouna-
UMY 115 gaHHoro makeTa (Ha puc. 24.14 1ns vcxoasuiero nakera onpejaesieHa acco-
uMaunst SA3). Ha ocHoBaHMHM 3alaHHBIX MapaMeTpoB 6e3omacHoif accoUMaLMH K na-
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KETY TIPHMEHSETCS COOTBETCTBYIOWMIT 1poToKos (Ha pucynke — ESP), dynxuun
1H(POBAHHS H CEKPCTHbIE KJIIOUH.

BHyTpeHHsR ceTb

BHyTpeHHRs ceTb

3aronosok ESP

SPD ans exoawwmx .,

SPD ans ncxopawmx .
5e30MacHbIX aCCOLMALMA |

BeaonacHbix accoumauni

Cehex‘rop Nonnutuka Cenextop | Monutuka |

SAD SAD SA3

SA3

M MapameTput SA3 )

NapameTpbl SA3

SPD ansa xoaswmx
BGesonacHbix accoumaumi

Cenextop | MNonwrmxa

SPD ans ucxoaawmx
6e3onacHbiXx accounaumn

Cenextop | Nonutuka

Puc. 24.14. Wcnone3osarne 6a3 aaHHbix SPD n SAD

Ecau k McxoasuieMy NMakeTy HyXHO NMPUMEHMTb HEKOTOPYIO MOJUTUKY 3aulHTH, HO
yKasaTesib 3anucu SPD nokasblBaeT, 4TO B HacTosililee BpeMsl HET aKTUBHOM Gesoac-
HOM accounauuu c Tpebyemoil monutHkoi, To IPSec co3naer HOByKO accouHalHb
¢ nomo1ysio npotokona 1KE, nomeiuas HoBble 3anucu B 6a3bi gaHHbIX SAD u SPD.

Basbi JaHHBIX MOAMTHKH 6E30MaCHOCTH CO3ZAIOTCSA M ATMHUHUCTPUPYIOTCS HGO0 D0
30BaTesleM (3TOT BapMaHT 60Jiblle NOAXOAMT AT XOCTa), THOO CHCTeMHBIM AIMHHE:
CTpaTopoM (BapHMaHT A/ 1/1103a), 1160 aBToMaTHYecku (IPUIONKEHHEM).

Bbille Mbl PacCMOTPEJIH, YTO YCTAHOBJEHHE CBA3M MEXLY MCXOAsuM [P-makero
Y 3aJaHHOM 1A Hero Oe3omacHoM accoumalueil NPOUCXOANT MyTeM CeJIeKLHH. Ompa-
KO OCTaeTcs APYToii BONpoc: Kak npunumarouui ysen [PSec onpenenser cnocob

60TKH npuOLIBIIETO NaKeTa, BeAb NMpPH WH(PPOBaHHN MHOTHE KJIIO4eBble napameTps!
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InasHbiM OTANYNEM HaCTHOM CeTu OT 06UWeA0CTYNHOW UNK COBMECTHO UCNoNL3YyeMOn Hecxonw
MU NPeanpUATURMU CETHU ABNARBTCAH ee U30/1MPDOBAHHOCTL. - :

HCP(’L!HCJ]HM, B HCM BbIPAXKACTCH 3Td H30.THPOBAHHOCTD.

Q Hesasucumbviii goibop cemesbix mexnoaoeuit. Buibop orpanitiiBactcs ToJbKo Boz-
MOXHOCTSIMH NPOH3BOAHTE el 060PVAOBAHIISL

Q Hesasucumasn cucmema adpecayuu. B uacTubix coTsix HCT orpanycHHE Ha Bhifiop
A/IpecoB — OHH MOTYT ObITh JHOObIMH.

Q [Ilpedcxasyemas npoussodumenviiocms. CobCTBEHIbIE HHIHN CBA3I TAPAHTHPYIOT
3apaHee H3BeCTHYIO NPONYCKHYIO CMOCOBHOCTD MEXILY Y3MaMIl IIPEMIIPUSTHS (s
r;106aIbHBIX COEAMHEHHIT) M KOMMYHIIKAUIOHHBIMI YCTPOIICTBAMIt (118 NoKab-

HbIX COeIHHEeHHIT).

Q Maxkcumanvho 6oamoxcnas besonacnocmy. OTCYTCTBIE CBA3CIT € BICIIHAM MUpoM
orpaaaet ceTb OT aTaK H3BHE H CYLICCTBEHHO CHHXKACT BEPOATHOCTD «I1POCYILH-
BaHHs» TpadHKa MO NMYTH CIE10BAHHSL.

OaHako yacTHas ceTb — pelleHHe Kpaiine Heaxotomitynoe! Takue cetH, ocobento
B HALMOHAJIBHOM HJIM MEX/yHapoaHoM MaciuTabax, MoryT ceOe 1no3BOHTb TOJMbKO
OYeHb KpynHble U Goratble 1PeANnpHATIS. Pockollh co3fanvs 4acTHON ceTH — npu-
BHJIETHS] TeX, KTO UMeCT JIPOU3BOACTBCHHLIE ITPEIIOCBIIKH L1 CO3/1aHusl coOCTBeH-
Hoi1 ceteBoil HH(PpacTpykTYphl. Hanpuaep, nedyrsiiipie 111 ra3oBble KOMIAHUH Clio-
COOHBI € OTHOCHTEJIBHO HEBLICOKHMH H3ICPAKAMH 1IPOKJIA/ILIBATE COOCTBEHHbE
TeXHOJIOTHYeckre Kabenn CBsi3H BoJb Tpybouposoxos. Yactuble cetn Gbliu momy-
JSIPHBI B OTHOCHTEJILHO JIAJIEKOM 11POILLTIOM, KOIA OOME/OCTYIIHbIE CETH NepeaayH
AalHbIX ObLIM Pa3BUTHI 04clib ¢.1a00. Ceros xe HX NOYTH 1TOBCEMECTHO BBITECHWIH
cety VPN, koTopbie npe;iaraloT KOMIIPOMHCC MEXKJLY Ka4eCTBOM VCAYT H MX CTOHMO-

CTblO.

Texxonorva VPN NO38ONABT C NOMOLLLIO PA3AensieMoit HECKONLKUMM npeqnpusrvi
UHGPACTPYKTYPH PEasM308aTHL CEPBNCK, NPUBNNXKAIOLMEC K CRPBUCAM qacmou__
cray (Ge3onacHoCTs, n,ocrynnocn: npeacxaayeman NponyckHan cnocoéuocrb, i

8 suiBope an.pecos)

B zasncumoctu ot toro, kro peatusycr ceti VPN, oHit noapasaensioTcs Ha 18a BUid

QO IonnepxmBaemas KIMEHTOM BUPTYatbHas yactHas cetb (Customer Provided VPN
CPVPN) otpaxaet 10T (hakT, 4T0 BCe TATOTHI 110,utepxKH ceth VPN soxarcd B
niaeun norpebittens. [locTaBuUlHK NPEAOCTABAACT TONBKO <«TIPOCTble» TPAXHLHOE:
Hble Veayry obILeloCTYIHOM ceTit 110 00LE,IHHEHINO Y3108 KIHeHTa, a creuyan
CTbI IIPEANPHATHUS CAMOCTOATEAbHO KOH(UTYpHPYIOT cpeicTBa VPN 1 ynpasaor
HMH.

O B cayyae nonaepxuBaemMoii NoCTaBIMKOM BUPTYaibHOH 4acCTHO#H CeTH (Provide
Provisioned VPN, PPVPN) nocrasutik veiyr Ha ocHobe cobCTBEHHON CeTd B
HPOH3BOANT YACTHYIO CEThb AT KaK/I0T0 CBOETO KJIMEHTA, H30JIMPys 1 3aulumat®
oT octanbhuix. Takoii ciiocob oprammsaii VPN ¢paBHUTeNbHO HOB W He (OB
IHPOKO PACTIPOCTpalieH, Kak Hepiblil.
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B nocaennne roa-asa nonyaspuocts ceteii PPVPN pacter — 3a60Tbl O cO31aHuIo
i ynpasaeniio VPN n108o1bHO o6peneHnTenbHbl W crienHYHB, MO3TOMY MHOTHe
NPeANpHITHS HPEANOYHTAIOT 11ePe/I0XKHTh HX HAa MJIeYM Ha/IEXKHOTO MOCTaBIIHKA.
Peannsawist yeayr VPN nosposier nocTaBiiMky 0kasbiBaTh ¥ Psf AOTIONHNTENbHbIX
YCIYT, BKJHOYAs KOHTPOIb 3a pabOTOl KJANEHTCKOM CeTH, BeG-XOCTHHT H XOCTHHI N0y~
TOBBIX CJIYKO, XOCTHHT CIEUHATH3HPOBAHHBIX PHIIOKEHH I KJAHEHTOB.

[Tomimo nesienns ceteit VPN na CPVPN u PPVPN cyuiecTsyer ente u apyras K.iac-
cuHKaUMs — B 3aBUCHMOCTH OT MeCTa PacloONeHHUs] YCTPOMCTB, BbINOJHAIOUIMX
¢ynkumu VPN, Bupryanbiast yactHast ceTb MOXKET CTPOUTBCS:

Q Ha 6a3e 060pyNOBaHHA, YCTAHOBJIEHHOIO Ha TEPPHTOPHH ToTpebuTens (Custo-
mer Premises Equipment based VPN, CPE-based VPN, unu Customer Edge
based VPN, CE-based VPN);

0O na 6a3e coGcrBenHoi uagpacTpykrypsl nocrasuinka (Network-based VPN in
Provider Edge based VPN, PE-based VPN).

B nio6om cnyuae ocHOBHYIO YacTh (hyHKuMi (1M Jaxe Bce) 10 nomaepxanuio VPN
BBINOJAHAKT INMOTPAHHUUHBIE yCTp()ﬁCTBa ceTH — a1bo ﬂOTpe6HT8JIH, mmbo NnocTaBllIHKa.

CetH, noazepxiBaeMble HOCTABIIIIKOM, MOTYT CTPOMTbCS Kak Ha 6ase mHppacTpyk-
TYpBl NOCTaBIHKA, TaK U Ha Ga3e 0OOPYAOBaHMS, YCTAHOBJIEHHOTO HAa TEPPUTOPHH
norpebutens. Ilepsbiii BapuanT HanboJiee MOHATEH: MOCTABIUUK YIpaBJseT pacio-
JIOXEHHBIM B ero ceTH obopyaoBanueM. Bo BTopoM cryyae obopyaosanue VPN pac-
NOJI0KEHO Ha TEePPUTOPMM KJIMEHTA, HO MOCTABLWIMK YIPaBJfAeT UM YAANEHHO, YTO
0cB0O0XKAaET CNELHATUCTOB NPEANPHSTHA-KIMEHTA OT HOCTAaTOYHO CJIOXKHBIX U Crie-
iMpHYeckux 0Os3aHHOCTEN.

Koraa VPN nomnepxusaercs kanentom (CPVPN), obopyaosaHue Bcerzia HaxoaHTes
B ero ceTH, To ecTb VPN cTpoutes Ha Gase ycrpoiicts kineHta (CE-based).

Kputepun oueHkn u cpasHeHns VPN

Cetb VPN, Kak u J106ast uMUmMupyouas cucmema', XapakTepusyeTcsl, BO-IepBbIX, TeM,’
KaKHe CBOHCTBa 06bEKTa HMHTHPYIOTCSA, BO-BTOPBIX, CTENEHbIO MPUOIMKEHHOCTH K OpH-
THHAMy H, B-TPETbHX, 1:CHOJIb3YyeMbIMH CPEACTBAaMil HMHTALIHH.

PaccMotpiM, kakite aneMeHTDbl YACTHOIT CETH SIBISIOTCS TIPEMETOM «BHPTYalH3aLHIH»
B VPN. ¢

Npaxtuuecku Bce cetn VPN UMHTUPYIOT cobcmeentbie kananvt B ceTeBoH MHpacTpyk-
Type 110CTaBUIMKa, TIpealla3HaYeHHOM A1 06CAYXKMBaHHS MHOXECTBA KIUEHTOB.

B ToM cayuae, xoraa umuTipyeTcss MHPPaCTPyKTypa KaHAJIOB OJHOTO NPEeANpPHSATHS,
yeayrn VPN HazbiBaloT Takke ycJayramy intranet (unmpanem, WIH enympeneu ce-
mu) a B TOM CJiaydae, Koriaa K TAKMM KaHaJlaM 1106annmorca TaK)Xe€ KaHaJibl, CoejU-
HAIOIIKE NpeANpUATHE C €T0 NMPEANPUATHAMU-TIAPTHEPAMH, C KOTOPRIMH TaKKe Heob-
Xoanmo obMenuBaThca HHMOPMALHEH B 3aLIMLIEHHOM PEXKUMe, — YCIyraMu extranet
(3kcmpanem, unv enewnei cemu).

' B naunom cayyae VPN paccmaTpHBaeTcs Kak MMHUTaLliA YacTHOH CeTH MpenpHATHA.
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NMPUMEYAHUE

310Ch BOBMOAKIG HEOO LIS TCPMITTOIOUHNCC K NVTEHII - AMITAILI COOCTBCHHBIX KaHa-
JOB B CPEAC CUTH OHEPATOPE CPCICTBANMIL BPEMCNTIONO My ILTIILICKCHposaints (Tesnedornory,
PDH nons SDHD rpi i oo e CHnaetest BUpTYaibioil yactnoii cernio. CeT, HocTpoet e
Ha CODCTBCHIOM CCTCBOM 0OOPV 0BT, HO 1 aPCIIOBAHIBIX MH3NYCCKHX Kanatax, o6biyKg
OTHOCHT K 1CHCTBITCILIO YACTHDIM, JTO CBI3AI0 ¢ TEA, TO NCHOIL3VEMAS B 3THX CCTAX CHH-
xpottias rextosiorns TDM no3soasier rapaitiposaino i30.1posath iidopyalionivie noto-

K11 110J1b30BATC1CH JAPYT OT Jipyra i obecnednTn B ])AIJ,‘L(’.'IH(‘M()“ Cpedle JLTS KaXK10r0 NOToKa
(1))“((.‘“[)()[321[[1{_\"]0 NPOHYCKHYIO C“()CO()IIOC'I"b, d TAKKC 3QCPARKH 11 JIPYIHC THAPAMCTRLI QOS Ha
vpoBti¢ H(.‘paii[IC.’lﬂt‘M()l'fl CpCiibl. HC[IapOM TAKHC KaHaJ/ibl HA3bIBAIOT TAIKOKE BLLIACJICHHDBIMYU — ORH
HPCAOCTABISAOTCH KJAHCHTY B ¢/IMHIIYHOE BJAAICHAC, U WX pecypcCamit /IPpYIHC KAHEUTBI BOCNOb-
30BaTLCHA HE CMOTVT, M MeHHO TaKiM o6pa30M — He Ha C()6CTBCHHb[X. a Ha apCeH10BaHHbIX KaHa-
Jax — pa60Tae‘r 110/ 1aBs0l1lee YHCA0 YaCTHDIX ceTeil.

TepMuH «BUPTyabHas YaCTHAst CETL» MPHMENAeTCs TOIbKO TOT1a, KOTaa «Co6CTBel-
Hbie» (PU3HYECKHEe KAaHATbl HMHITHPYIOTCA CPECTBaMH ITAKeTHLIX TeXHOJIOTHA: ATM,
Frame Relay, X.25, IP nan IP/MPLS. KauecTno CBA3H MCXKIY y371aMH KJIMEHTOB B
3TOM CJly4ae yxKe BNOJHE OLLYTHMO OT/IM4aeTCsi OT TOro, KOTOpoe Ob1J10 ObI TPH CBAM
MX AEHCTBHTENBHO COBCTBEHHBIM (H3HUECKHM Katla1oM. B yacTHOCTH, nosssercd
HeoMnpe e JeHHOCTb TIPONYCKHOIT CIIOCOOHOCTH H [IPYTHX XaPAKTEPUCTHK CBA3H, 0o-
3TOMY ONpe/eJeHne «BUPTYalbHasi» CTAHOBUTCA 31cCh YMeCTHBIM. TIpu npumMenenuy
NakeTHbIX ceTeit s noctpoenitsi VPN kIienTaM 11pelocTaBisiioTCs He TOMbKO QH-
3MYecKMe KaHaibl, HO M Ompele/eHHasl TeXHOIOIHs KaHaJbHOTO YPOBHA (HanpuMep,
ATM uau Frame Relay), a upu ncnoas3osanun IP — u ceresoro.

BupTyaibhas 4acTHasi ceTb MOXeT HMHTHPOBATH He TOAbLKO (PH3NYECKHe KaHaIb], HO
u Gosee BbICOKOYPOBHEBble CBOHCTBaA ceTH. Tak, MOXeT ObiTb CIIPOEKTHPOBAHA CeTb
VPN, cnocobuas noatepxiisatb [P-tpaduk xianenra ¢ cosnainveM 3¢dexra uaomm-
posanHo#i 1P-ceti. B atom cayyae VPN npousBoauT HeKoTOpble 10ONOJHHTEbHNE
ceTeBble OTePALHU Ha KAHEHTCKIAM TpadikoM — cGop pa3HOOOpa3HOM CTAaTHCTHKH,
GUABTPALMIO ¥ 3KPAHHPOBAHHE B3aAMMOJAEHCTBHI MEXy NOJIL30BATENAMH U NOXPas-
JeJIeHHSIMH OHOTO M TOTO e IpeAnpusTHsl (He HY>KHO MyTaTh ¢ IKpaHHPOBAHHEM 0T
BHEUIHMX MoJb3oBaTeseil — 3To ocHoBHas ¢pyHkuus VPN) n t. n.

MMuTaussa cepsuCcOB NMPUKJIAAHOTO ypoBHs BeTpeuaeTcs B VPN ropasfo pexe, ueM
MUMHUTALHA COOCTBEHHO TPalCnopTibiX QYHKIGHH, 110 Takke Bo3MoxHa. Harmpumep
MOCTABILUK B COCTOSIHHM 1I0JUIEPKHBATD I KJHelTa BeO-CalTbl, H0YTOBYIO CHCTEMY
W CHEUHATU3UPOBAHHBIC [IPUJOXKECIHHSA VIIPABICHHS NPeANPUATHEM.

JIpyriM KpHTepHeM, HCHOIb3yeMbIM 11pi cpasienuit VPN, aBasercs cmenend npu:
Gauncennocmu cepeucos, npedracaemvrs VPN, K ceolicmeam cepeucos 4acmuot cemi.

Bo-nepBbiX, BakHEl 1M CBOIICTBOM CCPBHCOB YaCTHOI CETH SBJISIETCS! 6€30nACHOCT.
BesonacHocts VPN nogpasyMepaeT sech Habop aTpubyToB 3autuuieHHoi cerd ~
KOH(MAEHIMATLHOCTD, UEJIOCTHOCTD 1l JOCTYHOCTD 1iH(OPMalUK PHU Tepeate i
pe3 00LIeI0CTYNHYIO CeTh, & TaKXKe 3aILMLUIEHHOCTh BHYTPEHHUX PecypcoB cerefl no-
TpeGUTeNs M MOCTABIHKA OT BHelix atak. Ctenens 6esonacnoctd VPN BapbHpyerct
B [IHPOKHX 11Pe1eaax, B 3aBHCHMOCTH OT IIPHMEHSieMBbIX CPEACTB 3alIHTH — mAhpo-
Batus Tpadika, ayTeHTH(hIKaIUL Mosb3oBareneil 1 ycTpoiCcTB, H301ALUHHA asipecHbiX
[IPOCTPAHCTB (HAnpuMep, Ha ocHoBe Texinki NAT), ncnosb3oBaHUs BUPTYaIbHb
KaHa/J0B W JIBYXTOYEUHBIX TYHHEIeH, 3aTPYAISIOMHUX I0AK/I04eHHe K HIM Hecamx"
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HHOHHPOBAHHDbIX noJsb3oBareneil. Tak Kak HU OIMH criocob 3alLHThI HE Ja€T abCOMIOTHBIX

rapaHTHii, TO CpeacTBa 6e30MaCHOCTH MOTYT KOMOGURMPOBATLCA A/ CO3NaHMS LIENIO-
HHPOBaHHOH 00OPOHBI.

Bo-BTOpBIX, Xe/1aTebHo, yTobbl cepsrchl VPN npub.imxanuch K cepBUCaM YaCTHOM
ceTH no Kauecmey obcayxcusanus. KauecTBo TpaHCMOPTHOro 06¢.TyKHBaHHsl 0Apasy-
MEBACT, B 1IEPBYIO O4epeb, rapaHTHH MPONYCKHON ClIOCOOHOCTH A5 TPadpMKa KJIHeH-
Ta, K KOTOPBbIM MOTYT 106aBnsAThCS M APYrHe napameTpbl QoS — MakcHMasibHble 3a-
AEepXKH M TNPOLEHT NMOTePsSHHbIX MaHHBIX. B makeTHbIX ceTsX myJbcauuu TpadHka,
nepeMeHHble 3a1ePXKKH 1 [I0TepH NaKeTOB — HeM36exHoe 3/10, TI0OITOMY CTeNeHb MPH-
BIHXKeHNS! BUPTYaJbHbIX KaHa10B K kaHanaM TDM Bceraa HemosHast U BePOSATHOCT-
Hasa (B cpelHeM, HO HMKaKWX rapaHTHH I OTAe/bHO B3sToro nakera). Pasnble na-
KeTHbl€ TeXHOJOTMH OTJHMYAIOTCs Pa3JH4YHbIM YPOBHEM MOAEPXKKHU napameTpos QoS.
B ATM, nanpumep, MexaHu3Mbl KauecTBa 0OCTyKMBaHUsI Hanbosiee COBEPLIEHHBI 1
orpaboTanbl, a B [P-ceTsix OHHM TO.IbKO HauMHAOT BHeApsTbcst. IloaToMy naneko He
kaxzaast ceTb VPN nbiTaetcst BoccoanaTh 3TH ocobeHHOCTH YacTHO# cetu. Cunraercs,
yto Ge3orracHocTh — obs3aTenbHoe cBoiicTBO VPN, a kauecTBO TpaHCHOPTHOro o6-
CTY>KHBAHHA — TOJIBKO KeJaTesIbHOe.

B-tpetbux, cetb VPN nmpubnikaeTcs K peasbHOM 4acTHOM ceTH, ecsid OHa obecrieynBaet
A1 KJIMEHTA He3asucUMocmb a0pechozo npocmpancmea. 3TO AaeT KIHEHTY OJHOBpe-
MEHHO 1 y106C¢TBO KOHGUTYpHPOBaHHs, U cnocob noaaepxanus 6esonacHocty. [Ipu-
YeM KeJlaTebHO, YTOObI He TOJIbKO KJIHEHTbl HHYEro He 3Hamy 06 aJipecHbIX MPOCTPaH-
CTBax APYT Apyra, HO M MarucTpasib MOCTaBIIMKA HMea cOOCTBEHHOE aapecHoe Mpo-
CTPaHCTBO, HEM3BECTHOE M0JIb30BaTe 1M, B aTOM ciyuae ceTb mocTaBuiHKa ycayr 6yner
HajleXXHee 3allMIeHa OT YMBIILIEHHbIX aTak WM HeyMbIUJIEHHbIX NeHCTBHM cBOMX
KJIMEHTOB, a 3HauMT, 6osee BhICOKHM OyleT KauecTBO npeaocTaB1seMbix ycayr VPN.

CyiecTBeHHoe BAMsHME Ha CBOHCTBA BUPTYJIbHBIX YaCTHBIX CETuil OKa3bIBAKOT TeX-
HOJIOTHH, ¢ TOMOLLbIO KOTOPBIX 3TH ceTH cTposATcs. Bee Texnonornn VPN mMoXkHO pas-
AeTUTh Ha [Ba KJacca B 3aBUCHMOCTH OT TOro, KakuM o6pasom oHM obecreuMBaioT
6esomacHOCTb Mepesiayn JAHHBIX:

O TexHOMOrHMM pa3rpaHHyeHHs TPaHKa;

Q TexHosoruyu wHppoBaHHUsL.

CeTn VPN Ha ocHOBe pa3rpaHuuyeHun Tpaduka

B TexHonorusx pasrpaHnueHUst TpapyKa UCMOJIb3YETCs] TEXHUKA MIOCTOSIHHbIX BUPTY-
abHBIX KaHAJIOB, 06eCe MBaIOLIAs HAIOKHYIO 3aLIMTY TPaUKa KaXIAO0ro KJIMEHTa OT
HaMepeHHOro MJM HeHaMepPeHHOTO AOCTYNa K HeMy APYTHX KJIHeHTOB my6snuHoit
cetTH. K aToMy THITy TeXHOJIOTHH OTHOCATCS:

0O ATM VPN;
Q Frame Relay VPN;
Q MPLS VPN.

[IByxToueunble BUpPTyasibHble KaHIbl 3THX TEXHOJIOTHI UMHTHDYIOT CEPBHC Bblle-
NEHHbIX KAaHATOB, MPOXOAs OT MOrPaHHUYHOrO YCTPOHCTBA (Client Edge, CE) oanoro
caifTa xnenTa yepes noctabiuka k CE apyroro caiita kiiieHTa.
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BHUMAHUE
[Ton TepmuiioM «caliT» 31echb NOHHMACTCS TCPPHUTOPHATBHO 060cobNeHHBIN (parMeHT cety
KnicHTa. Hanpisep, o kopnopatisHoii ceTit, B KOTOPOit ceTh UeHTPAILHOIO OTACICHUS CBS3KN-
BACTCA € TPCMA YIAICHHLIMH QHIHATAMIL, MOXKIIO CKa3aTh, 4TO OHA COCTOMT H3 YCTbIPeX caiTos,

3auiTa AaHHbIX JAocTHraeTcs 6.1aroiapsi TOMY, YTO HECAHKIIMOHHPOBAHHBIN MOJb30-
BaTesIb HE MOXeT IOJK/IIOYHTBCS K IIOCTOSHHOMY BHPTYATbHOMY KaHasly, He U3MeHHB
Tab./1HLbl KOMMYTalHH YCTPOMCTB NOCTABUIMKA YCAYT, 4 3HAYUT, eMy He yacTCs Tpo-
BECTH aTaKy WM IIPoYMTaTh AaHHbe. CBOMCTBO 3allMIIeHHOCTI TpadHKa ABAseTca
ecmecmeenibiM C6oICmeoM TeXHUKH BHPTYalbHbIX KaHAJIOB, T03TOMY cepBUchl ATM
VPN i Frame Relay VPN sBisiiotcst Ha caMoM fieie He YeM MHbIM, KaK OObIYHHIMH
cepsuicamu PVC cereii ATM wnun Frame Relay. JTio6oii nonbsosatens ATM unu Frame
Relay, wcnoasaylomnit uadpactpykrypy PVC ais cBsisau CBOMX JIOKQIbHBIX CeTel,
noab3yeTcst ycayroit VPN n1axe B TOM ciydae, KOTa OH 3TO sIBHO He OCO3HaeT. 1o
0/IHO U3 «POJOBLIX» MPEUMYLIECTB TEXHHKH BUPTYa/bHbIX KAaHAJIOB MO CPAaBHEHHIO ¢
JeifTarpaMMHOIi TeXHUKOl, Tak KaK NpU NpUMeHeHUH nocsenHeil 6e3 AonoNHUTENb-
Helx cpeacts VPN nosib3oBaTesib OKa3biBaeTCA He 3alliMIIEHHBIM OT aTak Jioboro apy-
TOro 1MoJb30BaTeNs CeTH.

Tak kax B Texnonorusx ATM u Frame Relay npu nepenaue naHHbIX UcnoJibayerca
TOJIbKO JIBa YPOBHSI CTe€Ka NPOTOKOJOB, BaphaHTel VPN, noctpoeHHbIe Ha MX OCHOBE,
Ha3sbiBaloT Takke ceraMH VPN yposus 2 (Layer 2 VPN, L2VPN). Hanuywue B Texuo-
noruax ATM u Frame Relay mexanu3MoB noanepxku napamerpos QoS nossonser
ATM VPN u Frame Relay VPN nocratouno xopouio npubanKaThCs K YaCTHHIM ce-
TSM Ha BplieJIeHHbIX KaHaax.

WNHdopmalus TpeThero ypoBHsl HUKOTZA He aHAIM3UPYETCS U He MEHSIETCA B 3THX Ce-
TAX — 3TO OJHOBPEMEHHO M JOCTOMHCTBO, M HefocTaToK. [IpeuMyllecTBO B TOM, 4TO
KJIMEHT MOXeT nepeaBaTth 110 TAKOMY BUPTYalbHOMY KaHay TpaduK JI0OKIX poTo-
KoJ10B, a He ToJbko IP. KpoMe toro, IP-aapeca kiMeHTOB M NOCTaBUIMKA YCIYT H30-
JIMPOBaHBl M HE3aBMCHMMBI ADYT OT APyra — OHM MOTYT BbIOMPATHCS TPOU3BOBHBIM
obpa3oM, Tak Kak He MCIMOJb3YIOTCA TpH nepefaye Tpaduka yepe3 MarucTpatb mo-
craBuiMka. HMKakuX ApyrMX 3HaHMI O CETH MOCTABIUMKa yCJyr, TOMMMO 3HaueHHi
METOK BUPTYaJIbHbIX KaHAJIOB, KJIMEHTY He Tpebyercsi. HegocraTok 3Toro noaxoaa co-
CTOUT B TOM, 4TO NOCTaBIUUK He onepupyeT IP-Tpadrkom ximeHTa H, cJ1e10BaTENbHO,
He MOXET OKa3bIBaTh JOMOJHHTENbHBIE YCIYTH, CBsi3aHHble ¢ cepBrcamH [P, a arto ce-
FOAHsA OYEHDb INEPCNEKTUBHOE HallpaBJ/IeHUE 6M3Heca [NOCTABIIUKOB YCJIYT.

[naBHbiM HepocTaTKOM cetd L2VPN sBasiercs ee 70CTaTOYHO BBICOKas CJOXKHOCTR
U cTouMocTb. [1pM opraHH3alMy NOJHOCBA3HON TOIOJIOTHH CaiiTOB KJIMEHTa 3aBHCH:
MOCTb ONepaluil KOH(HUIYPUPOBAHUS OT YHC/IA CAHTOB MMeeT KBaapaTHYHbIH XapaK-
Tep (puc. 24.15, a). '

JeitctBuTeNnbHO, 15 coennHeHus N caiiToB Heobxoaumo cosxats N x (N — 1)/2 ABysa:
1IpaBJeHHbIX BUPTYa bHbIX KaHatoB (uau N x (N — 1) oxHoHanpabJieHHbIx). B 4acT-
HOCTH npH 3HayeHuu N, pasHoM 100, norpebyetcs 5000 onepanimii KOH(HIypHPOBAHHA
U XOTs1 OHH U BBINOJIHSIOTCS € TOMOLUBIO aBTOMAaTH3WPOBAHHBIX CHCTEM aXMHHHCTPH
pOBaliusi, Py4YHOH TPYA M BEPOATHOCTb OIIMOGKH BCe paBHO coXpaHsioTcs. IIpH nod
AlepKKe TOMbKO YCIyT unmpanem obiee KOJIHYECTBO KOHGUIYPHPYEMBIX COCAHHEHE
[IPSIMO 11PONIOPLUHOHANBHO KOJIHYECTBY KJIHEHTOB — M 3TO Xopoluo!
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Cern MPLS VPN wMoryT cTpoutscs kak no cxeme L2VPN, Tak u mo Apyroii cxeme,
UCTOIB3YIOLIEN TIPOTOKOJIBI TpeX YpoBHeit. Takue ceTH HasbialoT cetamu VPN ypos-
ua 3 (Layer 3 VPN, L3VPN). B texnonoruu L3VPN Ttaxxe npuMeHsieTcss TeXHMKa

LSP ansi pasrpainyenus TpapMKa KJIMEHTOB BHYTPH CETH JIOCTABIMKA YCHAYT, MOI-
AepxuBaiolliel TexHonoruio MPLS.

Cerb L3VPN BsauMoneitcTByeT ¢ ceTssiMU KJIMEHTOB Ha ocHose [P-aapecos, a L2ZVPN —
Ha OCHOBe aJPECHOlt 1iHdopMalMK BTOpOro yposHs, Hanpumep MAC-azpecoB Wiu
MAEHTU(UKATOPOB BUPTYyalbHbIX KaHanoB Frame Relay.

Hcnonb3oBanue cetu MPLS VPN 715 nocraBuimka ycayr cBsi3aHO C CylleCTBEHHBIM
cokpaluenueM obbema pabot no koupurypuposanuio VPN. Jles10 B TOM, 4TO B TEXHO-
sorun MPLS VPN o6bem paboT nponopuuoHaneH Ko1HYeCcTBY CaliTOB KJIMEHTa, a He
KBaapaTy 3TOr0 KOJHYeCTBa, Kak B ciyyae ATM/FR VPN. [Ipyrum npeuMmyiiecTBoM
MPLS VPN ssnsercsa Tecnast unrerpauusi VPN ¢ apyrumu npunoxeaussmu MPLS,
TAKUMH KaK MHXXHHUPMHT TpadMKa M NnoanepxaHue napamerpos QoS. Buay ocobo-
ro HHTepeca B ceTeBOM MHUpe K TexHosorun MPLS VPN Mbl elile BepHeMcsl B 3TO#
riaBe K ee 60siee MOAPOGHOMY PacCMOTDEHHIO.

Cetn VPN Ha ocHOBe wingpoBaHua

Ewte omHuM xnaccoM texHosordit VPN ssiasiores cetn VPN Ha ocHose mmdpoBanns.
OuM NpUMeHSIOTCS B TeX caydasx, korga VPN cTpouTcs B nefiTarpaMMHOI ceTH, KO-
TOpast He MOXeET obecreyuTh pasrpaHuyeHHs Tpaduka. MimenHo Takoit ceTolo siBaIseTCS
wiaccuyeckasi I1P-ceTs.

Ceronqns 6a3zoBoii Texnosorueit VPN Ha ocHOBe 1M pOBaHHS SBJISIETCS TEXHOJIOTHS
[PSec, ¢ moMOLIbIO KOTOPO#t co3aaeTcst UHGPPaCTPYKTypa 3alliMlIeHHbIX KaHaloB, CO-
eAMHSIIOLMX CAIThI OZHOTO MPEANPHATUS HIM HECKOJIbKUX NPeANPpHATHI-TapTHEPOB.

CrannapThl 1PSec 06ecriedMBaloT BHICOKYIO CTereHb FMOGKOCTH, MO3BOMsAsA BHIOMpaTh
HYXHBIi1 PexXHM 3alMThi (¢ WH(POBaHHEM MM TOJIBKO ¢ obecneyeHreM ayTeHTHYHO-
CTH U 1€JIOCTHOCTH JAHHLIX), 8 TAKXKEe UCIMO/b30BaTh Pa3/HUHbIE AJITOPHUTMbI ayTeH-
THhUKaLMK U WwHpoBaHus. Pexum unkancynsuun [PSec nosposiser n3onupoBaTh
aJipeCHble TPOCTPAHCTBa MNoJyyaTes (KJIMeHTa) M MOCTABLIMKA YCIYT 33 CYeT NpHMe-
Hewusi AByX IP-azpecoB — BHEIIHETO M BHYTPEHHErO.

Yante Bcero 3auuineHHble KaHaab HyXHbI s ceteit CPVPN, B KOTOPBIX KJIMEHT ca-
MOCTOSITe/IbHO co3aeT TyHHeau IPSec yepes IP-ceTs nocrasiiyka ycayr. [Ipudem ot
nocneHero TpeGyeTcsi TOALKO NPEAOCTABNeHHe CTaHAAPTHOTO cepBHca Mo obbeauHe-
HUIO CeTel, a 3HaYMT, ZOCTYIHbI KaK YCJIYTH CeTH MOCTaBIIMKA, TaK U ycayru Murep-
Heta. CioxHOCTb KOH(urypupoBasusa ceteit IPSec VPN BbicoKas, MOCKOJIBKY TyHHeIH
IPSec 1ByxTO4euHBIe, TO €CTD NPH NIOTHOCBASHOM TOMOJIOrMH UX KOIMY€ECTBO NPOMOp-
unonansHo N x (N —~ 1). Heobxonumo yuecTb ellle ¥ HEMPOCTYIO 3alady Mnoaaepxa-
HUA MHGPaCTPYKTYpPBb! KJoyed., .

Npotokon IPSec moxeT MpUMeHsATbCS M Ans cosdanus cetel PPVPN — tynuenn
B HUX Tak)Ke CTPOATCS Ha 6ase yCTPOHCTB KJIMEHTA (CE-based), Ho aTu ycrpoiicTa
YAANEeHHO KOHUTYPUPYIOTCA ¥ AIMUHUCTPHPYIOTCS NMOCTABIUIUKOM YCaAYT.
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M3 BCEX CBOMCTB YACTHOM CETU BUPTYAJIbHLIE HACTHLIG CeTWU HA OCHOBE LMMPOBAHUS UMUTY
TONBLKO €€ 3aUMILEHHOCTL W U30AMPOBAHHOCTL 8APECHOrO NPOCTPAHCTEA. D

¥

Hponycknas ¢cnocoOHOCTL Kanalos W Apyrie napaserpsl QoS aToil TexHooruei ye
HOAACPAKIBAIOTCSL, HO €CJUt ONCPATOP 1IPC/LOCTABISIET ONPCACIIeHHbIE HapaMeTpbl QoS
(HanpuMep, 3a cueT AMGhePCeHUNPOBAHHOIO 00CIYXHBAIU), 9TO MOXKHO HCIIOJb30-
BaTh UPH coudlanui Tyuueas [PScec.

Texnonornit VPN Ha ocHoBe 1H$PpoBaHIsi MOXIIO IPHMEHSITL CO8BMECMHNO C TEXHOJO-
rusmil VPN Ha ocuoBe pasiiesieHHst TpahHKa A5t NOBBUIIEHIIS YPOBHS 3aLlUILEHHO-
CTII BUPTYaibHbiX YacTublX cetcil. Texnosornn VPN Ha ociose paszenenns tpaduka
MHOTJA KPHTHKYIOT 34 HeJOCTaTOUHbII1 ypoBeHb He30MaCHOCTH, CUNTAs!, YTO OTCYTCTBHe
wH¢poBaHHs TpadUKa No3B0JsSeT HePCOHATY NMOCTABUIHKA YCAYT IOJNYYUTh HECaHK-
LIHOHMPOBAHHBIN JI0CTYII K JaHHbIM. JleHCcTBHTEIbHO, TaKas BePOATHOCTb CYLLECTBYer,
nosroMmy kavent ycayr VPN Ha ocHoBe pasgesienus Tpadmka, Hanpiivep MPLS VPN,
MOXeT CaMOCTOsITe€JIbHO MOBBICHTD 3aLMLIEHHOCTb CBOEro Tpaduka, MPUMEHMB, CKa-
xeM, texHHKy IPSec.

TexHonorna MPLS VPN

Knoueswie crosa: cetn MPLS L2VPN w MPLS L3VPN, norpanunyHoe ycTpoitctso
NOCTABIIMKA YCAYT, MAPLIPVTI3ATOP MarMCTPaIbHOIl CETU NIOCTABIUMKA,
r.i106anbHast Tabs1Mua MapLIpyTH3alH, TabIHLIA MAPIUPYTH3AUMH W ITPOABHKEHHS
cetu VPN, BupTyanbHbiit Mapuipytusatop, aapeca VPN-1Pv4, pasinuurenn
MapUIPYTOB, aJlpec CETH Ha3HayeHHs!, aJlpec CAeAYIOLero MaplpyT1u3arTopa,
MEeTKa BUPTYaJIbHOM YACTHOI CETH, pacluMpeHHble aTpHOYTbl co0b111eCTBa,
MapLIpyTHast Leb.

Cern MPLS VPN npusnekaior ceroats sceobuiee BinManue. Konuuectso Beaymux
MOCTaBIMKOB YCJYT, MpeAJaraloinX CBOMM KIHEHTaM BOCMOJIb30BaTbCS HOBBIM BH-
JIOM CEpBHCA [/l 3KOHOMUYHOIO TIOCTPOEHHs] CBOMX BHYTPEHHUX M BHELUHHX ceTel,
TIOCTOSIHHO pacTeT, aenasi cetH MPLS VPN nocrynHbiMu u1s iob3oBaresieit Bee 6om-
ILIEro YMcAa CTpaH ¥ perdoHoB. OT ApYrHX TEXHOMOT U MOCTPOEHHSI BUPTYa/IbHBIX Y3-
cTHBIX ceTeif, Taxnx Kak VPN Ha 6a3e ATM/FR wau IPSec, Textonoruio MPLS VPN
BbICOJHO OTJIMYaeT Xopoluasi MaclutabupyeMOCTb, BO3MOXKHOCTb ABTOMAaTHYECKONO
KOHGUTYPUPOBaHHS M eCTeCTBEHHasi MHTerpaUusi ¢ APYrMMH cepBHCaMM INPOTOKC:
na IP, xotopsie ceronHs Bxoasit B 00si3aTebHblH HabOP N060ro yCreirHoro nocTas:
LMK YCyT, BKodasi foctyn B UHTepHeT, Web 1 nouTtosble ci1yO6bl, XOCTHHI.

CyuiectByer asa BapuanTa cereit MPLS VPN.

O B cersx MPLS L3VPN joctaska Tpaduka OT KAHEHTa 10 MOrpaHUYHOIO yerpoit-
€TBA CCTH MOCTABLIMKA YCAYT OCYLIECTBISETCS C 110MOMblo TexHoaorun IP (1
THH ypOBEHB).

O Cern MPLS L2VPN nepenalor KIHeHTCKHI TpabuK B CeTb NMOCTaBIIHKA YOIy
¢ HOMOIILIO KaKoii-T160 TCXHOJOMHH BTOPOTO YPOBHS, KOTOPOi MOXeT ObTb Ether-
net, Frame Relay 1111 ATM.



TexHonorus MPLS VPN 897

B 000oHX C/ydasx BHYTPH CeTH MOCTaBUIMKA yCAYT KJIMEHTCKHI Tpaduk nepenaercs
¢ TOMOILDIO TexHosoruu MPLS!.

B ranHoil Kiunre paccMarpibaercsa Toabko MPLS L3VPN, kak Hamuoro 6osice 3penas
TEXHOJIOTHS, VoKke pabOTAIOMAs BO MHOTHX CeTAX MOcTaBlMKoB ycayr. HecmoTps Ha To
yto cnernduraiis RFC 2547bis, kotopas onipeneisieT 0CHOBHbBIE MEXaHU3MBI 3TOf
TeXHOJIOHH, HOCUT IHpOpMalHoHnbil ctatyc, Bee peanmusaiis MPLS L3VPN npo-
H3BOMTC/AMIL CETCBOTO 000PYNOBAHIISL CCAYIOT ATOMY JOKVMEHTY, MpILiaBas eMy
cratyc (haKkTIHCCKOrO cTanjapra. B ganbHeiiuiem H310KeHHH Mbl A5t KpaTKocTH Gy-

IeM onmyckath oho3HaycHme yposus L3, icnonp3ys nazpane MPLS VPN kak cuHo-
Hum MPLS L3VPN.

MonHaa CBA3HOCTL Npu abcontoTHOM
M30/IMPOBAHHOCTH

Kaxabtit kytent xesaer, 4ytobsl nocrasuiik ycayr VPN cBsizan mexay coboii ero
ceTH, obecriednB abCOMOTHYIO 11301MPOBAHHOCTD MOJYYeHHOI eMHONH ceTH OT ceTeli
APYTHMX KJIHEHTOB.

IJTy 3a7ayy COBPCMEHHOMY MOCTABIUMKY YCIYI NPUXOJMTCS pelliaTb B MPOTHBOpe-
YMBBIX YCJIOBHAX AOMHIIHPOBaHUA TexHosornu [P kak yHuBepcaabHOro TpaHcnopTa.
HeiicTBHTENBHO, OIHH U3 OCHOBHBIX MPHHUHIOB paboTbl cocTaBHoi [P-ceTH 3akmio-
4aeTCsA B aBTOMATIIYECKOM CBA3bIBAHHH BCeX CeTell B 0/1HO LeJioe 3a CYeT pacnpocTpa-
HeHHs 110 ceTH MaplupyTHOM uHGOpMaliHH MPOTOKOMAMH MAplUpYTH32lHH, TAKUMH
kak BGP, OSPF, IS-IS, RIP. C nonmouisio 110106HOro MexaHW3Ma Ha KaXIOoM Map-
UIPYTH3aTOPE CeTH ABTOMATIYECKH co3jaeTcsi TabaHLUa MaplipyTH3alUHH, B KOTOPOH
YKa3bIBAIOTCS [IYTH CJEJOBAHIIS TIAKETOB K KaX/I0H U3 ceTeil, BKJIIOYEHHbIX B COCTAB-
HY10 ceTb (MIYTH K OTAE/AbIbIM CETSIM MOTYT arperupoBaTbCsl, HO 3TO He MEHSIET CYTH).

Kak xe texnonorus MPLS VPN pa3peluaet napaaokc obecneyeHHs 1130J1UPOBaHHO-
CTH MPH COXpareHHUH cBA3HOCTH? JJOCTATOYHO 3JIETAHTHO — 33 CYRT AaBTOMATHYECKOM
GUIbTPAlMK MapPILUPYTHBIX 00bABNEHHI M npuMeHeHUs TyHHeaed MPLS ansa nepe-
JauyH KJIHeHTCKoro TpadMKa no BUYTPpeHHel CeTH NOoCTaBLIMKa.

Inst TOro yTo6B M30IMPOBATD CETH APYT OT APYTa, A0CTATOYHO NOETABHTD MEXAY HUMH
3aCIOH Ha IyTH paclpOCTpaHeHWs MapuipyTHoi uHdpopmauun. [ns obmena map-
UIPpYTHOI1 HHQoOPMaLIHel B Npejenax CeTH Y3J/bl 0Jb3YIOTCA OAHKHM M3 BHYTPEHHHX
nporokoJon MapiupyTtusauun (IGP), obnacTb neficTBUA KOTOPOTO OrpaHHYeHa aBToO-
HOMHoOI1 cuctemoii: RIP, OSPF uau IS-IS. Ecau B Tadaunue MapupyTH3auuu ysna A
HeT 3anucy o MapupyTe K y3a1y B (M OTCYTCTByeT 3amuch 0 MapuipyTe o ymoJnya-
HKIO), TO TOBOPAT, YTO y3€.1 A He «BHAUT» Y3Ja B.

B cetu MPLS VPN noao6Hblii pexHM AOCTHIAETCs 3a CYET TOro, YTO MaplupyTHble
obbsiBien s, NepeJaBaeMble CEThIO KJIHEHTa, ¢ noMolibio npotokona BGP «nepenpoi-
TMBAIOT» uYepe3 BCIO BHYTPEHHIO CeTh mocTaBiuuka ycayr. [locae yero Graronaps

' Ceronuis yposen, MPLS onpesetuTh Ke Tak MPoCcTO — TEPMHUHOMIOTHA B 3T0f1 06macTi eltte te
ycTosttach. Ho 110cKoIbKy NPOABHXCHUE 11aKETOB Ha OCHOBE JIOKAbHLIX METOK COOTBETCTBYET
BTOpoMy ypoBhio, Mbl 6yaem otHocHTh MPLS ko BTopomy ypoBHio.
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0co60MY KOHGHUIYPHPOBAHHUIO C HCII0/1b30BAHNEM MHOTOIIPOTOKOIBHOIO PaCIMPeHus
npoTtoko1a BGP (MP-BGP) onn nonazaatot T0/1bKO B CETH TOrO ke K/MeHTa. B pe-
3yJIbTaTe MapLIpYTH3aTOPbl Pa3HbIX KJIMEHTOB He UMEIOT MapLIpPYTHOI MHbopManuy
APYT O JpyTe W 1109TOMY He MOTYT OOMEHHBATBCSI 11aKeTAMH, TO €CTh JOCTUIAETCS Xe-
Jaemast U30.1suus1 (pHc. 24.17).

KnueHTtckan MapuwpyTHbie 06bABNeHUA
ceTb

ANR Tpaduka
AaHHbIX

Certb nocraswuka
yenyr

Puc. 24.17. N30nAumnA KNIMEHTCKUX CETEA C NOMOLLLIO TYHHENen

Ente o/iHMM CJIeICTBHEM TaKOrO MOAXOAA SIBJISIETCS. H30JMPOBAHHOCTb BHYTPEHHEH CeTH
[IOCTaBIKKA YCAYT OT CeTeil KIMEHTOB — a 3TO, B CBOIO OYepe/b, NOBbILIaeT HaleX-
HOCTb pabOThl CETH MOCTABIHKA U €€ MacWTabupyeMOCTh (He HyXHO XpaHHTb TabmH-
16l 60JIBLIOTO pa3Mepa C OMMCAHHEM CeTel MHOTOYMCJIEHHBIX KJIMEHTOB Ha BHYTDEH-
HUX MapLIPyTU34TOPaxX CeTH MOCTABIUMKA YCJIYT).

Ho xax Xe Bce-TakH CBSI3aThb TEPPHTOPHAIBHO pa3HeCeHHbie CETH KJIMEHTa B eHHYD
BUPTYQJIbHYIO YaCTHYIO CETb, €C/IM BHYTPEHHSA CeTh NOCTABILMKA YCIYT HHYEro 0 HAX
He 3HaeT, BO BCAKOM CJIyyae, Ha ypoBHe 0ObIYHbIX Tabauu MapuipyTH3auuu? [ ato-
ro IpUMeHSIETCS JOCTAaTOYHO TPAJIHLIMOHHOE CPEACTBO — TYHHeJb MeXAy IOrpaHHy-
HBIMH MaplIpYTH3aTOpaMH BHYTpeHHeit ceTH. Oco6eHHOCTh paccMaTpHBaeMoit TEXHO-
JIOTMH COCTOHT B TpMMeHeHHe TyHHeass MPLS (anbTepHaTuBHbie pelleHHA MOTIH 6ut
OCHOBBIBaTbCS Ha TyHHensx IPSec unu mpyrux TyHHensx knacca «IP nosepx IPs).
ITpeumyuiectsoM TyHHeneit MPLS VPN sBsioTcs aBToMaTHyeckHit criocof X mpo-
KJIAZIKK W BBIO/BI, 110JyYaeMble 3a CuYeT NpUMeHeHHs TexHosorud MPLS kak Tako-
BOif — YCKOpeHHOe NMPOABHKEHHE NAKETOB 110 CETH NMOCTABIIMKA YCJIYT U yIpaBieHHe
KauecTBoM obcayxuBaHus (QoS) As TyHHesel ¢ MHKHHUPHHIOM TpadHKa.

JList Toro yto6bl ONMCaHHble TPUHLMIL nocTpoeHust MPLS VPN cMmoran HalTH B0
TUIoLLeHHe B peabHOl ceTH, 6biM pa3paboTaHbl HECKOJIBKO CrieLH(HUYECKUX Mexd:
HHM3MOB U KOMIIOHEHTOB CETH.
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KoMnoHeHTbl cetu MPLS VPN
B ceru MPLS VPN uierko sbinesnts ase obnactu (puc. 24.18):
a [P-cetu kinieHTOB;

Q maructpanbpuas cetb MPLS nocraBuinka yeayr.

Cant 1 VPN A

[ Cetun knueHTOB

Cant 1 VPN B Ce—— Cait 2 VPN BK

Cant 1 VPN C

CanTt 4 VPN A

Puc. 24.18. KomnoHenTel cetn MPLS VPN

B 06wem cryyae y kaxaoro Ki1MeHTa MOXeET ObITh HECKOJILKO TePPUTOPHATIBHO 060-
cobaennbix 1P-ceteil (caitToB), kaxxaas M3 KOTOPBIX, B CBOX) OYepeAb, MOXET BKJIO-
YaTh HECKOJILKO MOJCeTEH, CBA3aHHBIX MaplupyTi3atopaMy. [lpiHafexailie oqHoOMy
KIMEeHTy caiiTel obMeHuBaloTcsi [P-nakeTamMu yepes ceTb NOCTaBIUMKa ycayT U obpa-
3YI0T BUPTYaJBHYIO YACTIIYIO CETh STOIO KJIHEHTa.

MapuipyTusaTop, ¢ NoMoLIbI0 KOTOPOTO CaiT KAMEHTa MOAK/IIOYAETCS] K MarucTpay
NOCTaBLIMKa, HasbiBaeTcsi norpanuytbiM yeTpoiicTsom knueHta CE (Customer Edge
router). Bynyyu KOMIIOHEHTOM CeTH KJIHEHTa, MapLIpYTH3aTOp CE Huuero He 3Haet
o cymectsoBanuu VPN. On MOXeT ObITb COEIMHEH ¢ MAarMCTPa/IbHOW CETbIO NOCTaB-
IMKA YC/IyT HECKOJbKUMH KaHaJaMH.

Marucrpanbhas ceTb nocTapuika yeayr spasiercst cetbio MPLS, B kotopoit IP-naxe-
Tbl IPOABUIAIOTCA HA oCcHOBe He [P-a/pecoB, a JI0KalbHbIX METOK. Cetrp MPLS cocTo-
HT M3 ROMMyTUpYIOIMX 1O MeTKaM MapiupyTu3atopoB (LSR), kotopeie Hanpapasior
TpadUK N0 MpeaBapHUTE/IbHO TIPOJIOXKEHHBIM MyTAM KOMMYTALMH 1O METKaM (LSP)
B COOTBETCTBHH €O 3HAYEHHSIMU METOK.
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B cerit noctasuuika cpeaur yerpoiicts LSR BbLieasioT norpanuunbie MapuipyTyaa-
topbl PE (Provider Edge router), x koropsin depes mapuipytusatopst CE noakme-
YAIOTCs CAlThl KTHCHTOB H MapIIpYTH3aTOPbl MarucTpajibHOIl CeTH NOCTaBILUKKa P
(Provider router P).

Mapumpyriusaropst CE n PE o0niuno epsisannl Hettoepeetoenio (hpusnyeckuM kaxa-
JIOM, HA KOTOPOM PadOTacT Kakoii-11G0 HPOTOKOT KAl bHOTO YPOBHSL, HanpiMep PPP,
FR, ATM 1zm Ethernet. Odienite sexcy CE 1 PE wiaer no craniaprubiv IIPOTOKO-
aam ctexa TCP/IP. [Tosuiepxkka MPLS Hyvkna To/bKo s BUYTPCHRHX HHTephel-
coB PE 1 seex nurepdeiicon P. [ior1a noaes3no paziyarh 0THOCHTEALHO Harmpas-
JI€HUS TIPOABIDKCHNA Tpaditka axodnot u sbixodnou (yoatennviit) Mapupymusamo-

put PE.

B Marucrpanbuou Cery NOCTABWMKA TONLKO MapipyTm3aropsl PE RonxHb 6uito Cxomp'
BaHb) ;.mn no,qp.apxm aupryanbnux HaCTHLIX CETeR, TONLKO OHU «3HAIT» O cymecrsy
VPN : :

Ecsin paccmatpusarb ceTh ¢ nosuuiit VPN, To MapiupyTtizatopsl P Herniocpeactsenxo
lie B3aWMOZIeACTBYIOT ¢ MapwpyTu3atopami CE, a npocto obeciiednBaioT Tynnem
MeX/y BXOAHBIM M BBLIXOAHBIM MapuipyTisaropamu PE.

[Torpaitunble MapiupyTtusaropsl PE ssistiores dyukunonansio 6osee CoXHbiMY,
YyeM BHYTPeHHHe MapupyTh3atopsl P cetn nocraBuika yenyr. Ha Hux Bosnaraiores
rJ1aBHble 3a1a4H 110 nojuiepxke cereil VPN, a umMenno — 3ajaun pasrpaniyeHus map-
WPYTOB M JAHHBIX, MOCTYNAIOULIX OT pa3HbiX K1HeHToB. Mapuipytusatopsl PE cay-
XaT TaK>Ke OKOHEeYHLIMH ToukaMmi nyTeit LSP Mexy calitaMu 3aka3unKoB, M UMEHHO
NOTPalUYHbIT MAapUIPYTH3aTOP MOCTABLIIIKA YCJAYT laslayaeT MeTKy IP-nakety and
€ro TPaH3iTa Yepe3 BHYTPEHHIOW CeTh, 0OPa30Balillyl BHYTPEHIIHMH MapILPYTH3aT0-
paMi TIOCTaBILHKA YCAYT.

[TyTs LSP MoryT ObITb MPonoXKeHbl ABYMst cnocobamir: 16O ¢ MpUMeHeHHEM TEXHO-
JIOrHH yckopenHoit MapmpytHsauni (IGP) ¢ nomomsio npotokona LDP, au6o na oc-
HOBE TEeXHOJIOIHI HIDKHHHPHHIA TpadHKa ¢ nosmoulbio nporokonos RSVP wn CR-
LDP. llpoknanka LSP o3nauaeT cosjaniie mab.uuy KoMMymayuu no Memxam Ha Beex
NOrpaHHYHBIX M BHYTPEHHHUX MapIIPYTH3ATOPAX [OCTABUIMKA YCJAYT, 0Opa3yloiyx
JaHHbIA MyTh (MpUMephl TakHX TalJHIl MOKHO HaiiTH B TaBe 22). B coBokynHOCTH
3TH TabJMLBl 337a10T MHOKECTBO MyTCH, 0OPa3yIOLMX CCTH PA3NHYHbIX TOMOMOIHH
A1 Pa3HbIX BUAOB TpadHKa KJIEHTOB,

Pa3srpaHuyeHue MapLIpyTHOH nHdopMaLmn

Ins xoppekTHoit padotel VPN Tpebyercst, 4uToObl MH(OpMaUUs O MapuipyTax Yepes
MarucTpasbHYIO CeTh NNOCTABLIMKA YCTYT He PACITPOCTPAHANACH 33 ee Tpejesis, a B
JEHHS O MAPUIPYTAX B KJHCHTCKHX caliTaX He ¢TaHOBHJMCH U3BeCTHBIMM 32 TPaHHIRZ
MU ollpefiesieHHBIX ceTeil VPN,

bapnepbl Ha TyTH paenpocTpaHelsi MapLIPYTHBIX 06bsBAEHHIT MOTYT YCTaHaBIHBATY
s COOTBETCTBYIOIMM KOH(DHIYPHPOBalHEM MapuipyTU3aTopos. [1poTokoa Mapmpy:
TH34aUMH JOJKCH OBITh OIIOBeLel O TOM, ¢ KaKHX MHTepdeiicoB U OT KOro OH HMeeT
1IPaBO NIPHHHMATDb OOBSIBICHUS M Ha KaKlie MiTepdeiichl M KOMY MX PacripoCTpaHsTs.
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Ponb rakix Gapbepos B cetit MPLS VPN urparot mapuipytusaropst PE. MosHo mpex-
CTaBHTb, YTO Yepe3 MapupyTtisatop PE npoxoaut Hesuaumas rpaHnna Mexay 30HOii
KJMEHTCKIIX CaliTOB ¥ 30HOM sApa ceTH nocTaBiMka. I1o ofHY CTOPOHY pacroJaraioT-
cs uHTepdeiichl, yepes kotopole PE B3aimozeiicTeyeT ¢ BHYTPeHHHMM MaplIpyTH3a-
TOpaMH TOCTABUIMKA YCVT, & 110 APYTryIo — MHTepdeHChl, K KOTOPHIM MOAK/IIOYAI0TCSA
caitTbl K1HeHToB. C oaHoit cToposl, Ha PE noctynaloT o6bsiBenns o MapIipyTax Maru-
CTPWIbHOIT CCTH, € APYrOit CTOPOHBI — 0GBABAEHHS O MapLIPYTaX B CETAX KJIUEHTOB.

Ha puc. 24.19 nokasana cxeMa pasrpaHuyeHdst MaplpyTHoii nngopmaunu. Ha map-
wpyTtH3aTope PE ycranosnensl Heckonbko npoTtokonbHbix Moaynein IGP. Oaun uns
HHX CKOH(QHTYPHDOBAH Il IPHEMA M PACTIPOCTPAHEHHs MApPUIPYTHBIX 0OBABAEHHH
TOJIbKO C TeX TPeX BHYTPEHHHX MHTep(eiicoB, KOTOpbIE CBSA3BIBAIOT 3TOT MApILPYTH-
satrop PE ¢ mapuipytusaropamu P. [lpa apyrux moayas IGP obpabatbiBaiotT Map-
WPYTHYIO HH)OPMALHIO OT CaliTOB KIHEHTOR.

Cant A FnoGanbHan Tabnuua
MapuwpyTU3auun

VRF A

& )N ieP

( iGP

IGP

Caur B
CE

VRF B

Puc. 24.19. Cxema pasrpaHi4eH1Ua MapuwipyTHOR nHdopMaunn

AHanoriuHbIM 06pa3oM HacTPOEHb! M ocTanbHble ycTpoiicTsa PE. BuyTpennue map-
wpyTu3aTopbl P npunuMalor u 06pabaThiBaloT MapIpyTHYI0 MHPOPMaLIMIO MPOTOKO-
na IGP, nocTynaloulyio co Bcex HHTepdeiicos. B pesysnbTate Ha BceX MapupyTH3arto-
pax (u PE, u P) cospaercs mo tabavlle MapUpyTH3aUWH, Tle COlepXaTcs Bce
MapuIpyTbI B IIpejieNiaX Hympennel cemu nocmasuuxa ycaye. lloguepkHeM, 4To HUKa-
KOH HH(OPMALIHK O MapUIPYTaX K CEMAM KIUEHMOE B Tabnuuax BHYTPEHHUX Mapuipy-
TH3aTOpOB HeT. CeTH KAMEHTOB TaKXke HHYEro He «3HAl0T» O MapuIpyTax B CeTH Io-
CTaBIIMKA YCJYT.
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CaiiTbl KIMEHTOB NpeACTaBAsAOT coboil 06bruHble IP-ceTH, MapuIpyTHas uHbOpMalug
B KOTOPbIX MOXeT NepeaaBaTbcsi M 06pabaTsiBaThCsi ¢ MOMOIIBIO N060r0 MpoToKoNa
mapuipyt3aunu knacca IGP. OueBHaHO, YTO 3TOT NPOLECC HUKAK HE PerJiaMeHTHpy-
eTcsl MoCTaBIMKOM. MapupyTHbie 06bsAB/IEHHS CBOOONHO PaCnpOCTPAHAIOTCS MeXay
y371aMH B MpeesiaX Kaxoro caifiTa Ao Tex NOp, NMOKa He ROXOAAT A0 NMOTPAHHYHBIX
mapuipytusatopos PE, cayxamux mperpafod A/si MX AajbHEHIIETO pacrpocTpa-
HEHMSI.

Pa3srpaHiyeHne MapiupyTOB Pa3HbIX KJIHeHTOB obecrieynBaeTcs MyTeM YCTaHOBKH OT-
AebHOTO MPOTOKOJIa MapUIPYTH3aUHH Ha KaxAwli MHTepdeiic MapuipyTH3aTopa PE,
K KOTOPOMY TIOAKJIIOYEH CAalT KJIHeHTa. 3TOT NMPOTOKOJ NPHHUMAET H TepeAaeT KiIH-
€HTCKHe MapuIpyTHbIe 06bABNEHHS TOMBKO C OHOTO ONPEAEJIEHHOTO AJIsi HETO HHTep-
(eiica, He nepecbUTast UX HH Ha BHYTPEHHHe HHTepdeHChl, Yepe3 KOTOpble MOrpaHUYHbH
MapIIpPYTH3aTOp CBsI3aH C BHYTPEHHMMH MapIUpYTH3aTOpaMM, HH Ha HHTepoelick,
K KOTOPbIM MOAKJIIOYEHbI CAHTHl APYTMX KJIHeHTOB. B pesysbTaTe Ha MapipyTusatope
PE co3naetcs Heckoabko Tabnuu VRF.

B03MOXHO ¥ ApPyroe COOTHolIEeHHe MexXay cafitamu M Tabmuuamu VRF. Hanpusep,
€CJIM K HEKOTOPOMY NOrpaHHYHOMY MapLIPyTH3aTOPy MOAKJIIOYEHO HECKOJIBKO CaiiToB
OZHOM M Tol xe cetu VPN, To A1s HUX MOXeT ObITh co3faHa OfHa obwias Tabauma
VRF. Ha puc. 24.19 nokasannl ase Tabnuunl VRF, onHa H3 KOTOPBIX CONEPXKHT ONK-
caHye MapuIpyToB K yanaMm calita A (VRF A), a apyras — k yanam catita B (VRF B).

Ucnonb3osaHue nporokona MP-BGP
ANA CBA3bIBAHUA CAHTOB

YT106b! CBA3ATH TEPPUTOPHAIBHO PasHeceHHble CalTh 3aKa3YMKa B €AMHYIO CeTb, He-
o6xoanMo, BO-NepBhIX, CO3AaTh A1 HUX obliee NPOCTPaHCTBO PacnpOCTPAHEHHA MAp-
WPYTHON MHGOpPMALIMH, BO-BTOPbIX, PONOXKHUTh BO BHYTPEeHHEH CeTH MmyTH, 10 KOTo-
PhIM NpHHAA/IEXalMe PaSHEIM CaitTam yainl ofHo# u To#t xe cet VPN Moran by
BECTH 3alllMILEHHbI! 06MeH AaHHBIMM,

MexaHH3MOM, C TOMOLLBIO KOTOPOro CaltThl, MPHHaA/IexKalKe K ORHOM! 1 Toit &e ceTH
VPN obmeHuBaloTca MapiupyTHoit uHopMaumelt, ABISETCA yXKe YOMHHABILEeCK MHO-
TOMPOTOKOJIBHOE pacilupenne 41s npotokona BGP (MultiProtocol extensions for BGP,
MP-BGP). I[Togpo6Hoe onucaHue 3TOro NPOTOKOMA MOXHO HallTH B creLQuKamE
RFC 2858. C ero momoiusi0 norpaHu4Hble MapLIpyTH3aTOphl OPraHM3ylOT CEaMcl
CBSI3H, B paMKaX KOTOphIX 06MEHNBAIOTCst MaplIpyTHO# HHopMale# H3 CBOHX 186~
mu VRF.

Ocobennocts npotokosia BGP u ero paciuupeHui#t 3axiioyaeTcs B TOM, YTO OH NOXY
yaeT M nepenaeT CBOH MapiUpyTHble 06bABIEHHs He BCeM HEeNoCpeACTBEHHO CBAIRN
HBIM C HUM MapLIPYTH3aTOpaM, Kax 1potokoasl IGP, a To/1bKo TeM, KOTOphIE yKasashl
B €r0 KOH(UIypalMOHHBIX NapaMeTpax B KauecTse coceneil. [Ipuuem cocensiMu MOTYT:
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OBITb «Ha3HAYEHbl» MaPUIPYTHU3aTOPbI, HAXONSIIMECH HA PACCTOSHUM MHOTHX XOIIOB.
Mapuipytusarop PE ckondurypuposan Tak, uto BCe nosyyaeMble OT KIMEHTCKHMX
caliToB MapuIpyTHbie 0OBABJIEHHs OH ¢ nomolbio MP-BGP niepechbiIaeT TOJAbKO OIl-
pelle/leHHBIM B KayecTBe cocelled APYTMM MorpaHuyHbiM Mapuipytusatopam PE. Ile-
JieHaNpaB/JIeHHOE pacNpOCTPaHEHHe MapILPYTOB Mexay MaplpyThaatopamu PE obec-
neuyuBaeTcs HaJJexaluM Bbibopom aTpubyToB nporokona MP-BGP!.

Bonpoc o ToM, KOMY OTNIPaBJAATbL MapIIPYTHbIe OOBSABAEHHUS, @ KOMY HeT, LIeIHKOM 3a-
BHCHMT OT TOMOJIOTMH BHPTYaJIbHBIX YaCTHBIX CeTeH, NMOAJAepP>KHBAEMBIX JAaHHBIM IO-
craBlukoM ycayr. Tak, Ha puc. 24.18 mapupyrusarop PE1 nepenaer Mapupytbi u3
tabmuusl VRF caiita 1, otHocsmerocs k cetn VPN A, mapupyrusatopam PE2, PE3,
PES5, x KOTOPBbIM NOAKMIOYEHBI OCTANbHBIE caiiThi 2, 3 u 4 Toif ke cetn VPN A. Ilony-
yeHHbIe MapIIPYTH 3aHocATcA B Tabauusl VRF cooTBeTcTBy01IMX CAiiTOB.

He3aBMCHMOCTb afipecHbIX NPOCTPAHCTB

Ecnu HeKOTOPOE MHOXECTBO Y3JI0B HMKOIZA HM NMPH KaKUX YCJIOBMAX He MOJy4aeT
MapLIPYTHYIO MHGOPMALMIO OT APYroro MHOXECTBA Y3/10B, TO aapecauus y3/10B B Npe-
llenax Kax/Jaoro U3 3THX MHOXECTB MOXKET BBIMOJHATHCA HE3aBHCHMO.

Orpannyenne 061acTH pacnpocTpaHeHUs MapipyTHoH WHGOpMaUKK npejesaMu OT-
nenbHbIX ceteit VPN u30Mpyer aapechsle MpoCTpaHCTBa Kaxao# ceth VPN, nosso-
7SS IPHMeEHATD B ee npenenax Kak my6anunsle aapeca VIHTepHeTa, Tak M yacTHble ai-
peca, 3ape3epBMpOBaHHbIE B COOTBETCTBHMH co cneunduxauneit RFC 1819,

IToyemy xe B TakoM CJyvae He caenaTh Boibop apecos B npeznertax VPN cosepuieHHO
NPOM3BOJBHLIM M OrPaHMYEHHbHIM TOJMBKO OOWIMMM MpaBMJAMK alpecalMM CTexa
TCP/IP? [lento B TOM, Y4TO BO MHOTHX CJIYYasX KJIMEHTHI He XOTAT MOJHON U30IALUUK
VPN: B 4aCTHOCTH, OHH HyAaioTcs B Buixoze B Mnreprer. HesaBucumoe xe (He co-
IJIACOBAHHOE C perjJaMeHTHpYIOlMMK opraHaMu MHTepHera) HAa3HaueHHe afpecoB
yanam VPN MO’KeT NPUBECTH K COBNaJEHHIO BHYTPEHHUX afpecoB CaHTOB C yxXe HC-
nosb3oBaHHeIMH B MHTepHeTe ny6IHYHBIMH aapecaMu, B pe3yiabTaTe 4ero CBA3b C
" MiHTepHetoM cTaHeT HeBO3MOXHON. [IpH NpHMEHEHMH 3ape3epPBHPOBAHHEIX HYACTHBIX
anpecos npoSnema cBasn kineHToB VPN C BHEWIHHM MHPOM pelLaeTcs C NOMOILBIO
CTaHAAPTHOM TeXHMKH TPaHC/ALHH apecoB (NAT)?. B no6oM cyyae AOJXKHO CO-
6monaTbca Tpe6oBaHHe YHUKANLHOCTH aKpecos B npezenax VPN,
Onnako ucrosnb3opanue B pasHux cetAax VPN oaHoro u Toro xe agpecHoro mnpo-
CTpaHCTBa co3fiaer npobaemy ans Mapupytusatopos PE. Ilpotokon BGP usHayans-
HO 6hLn pa3paboTaH B NpeANO/IOKEHHH, YTO BCE AAPECa, KOTOPHIMHM OH MAHHMYTHDYeT,
BO-TIEPBBIX, OTHOCATCA K CeMelCTBY aapecoB IPv4 u, BO-BTOPHIX, ONHO3HA4YHO MIEH-

! 31n aTpubyrt omucanm b noxymente «BGP Extended Communities Attributes, nmemuem
TNOKa CTaTyc NpoeKTa cTaHaapra Hureprera
? NonpobHee 06 aToM MOXHO NpouHTaTh B rnase 20.
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TUQHIIPYIOT V3Bl CETH, TO eCTh ABJSIOTCS [I00ANLHO VHHKAJbHBIMH B Tpesenax
Beeii coctapHoi ceti. Opuenralins Ha ra00aabHyI0 YHHKaJIbHOCTh aAPECOB BhIpaxa-
€TCA B TOM, 4TO, 1I0IYYHMB OUYCpeHOe MaplIpyTHOE 00bsnIeHHe, 1poTOK0N BGP ana-
JNH3UPYeT ero. He oOpallasg BHHMaHHUSA 1A To, Kakoil cetit VPN npHHaanexuT aror
MapwpvT. Ecaii na sxoa BGP nocrtynaior onncarinst MapuipyToB K y3/1aM pasHbIx ce-
Teii VPN, Ho ¢ coBuazaoummy aiapecami [Pv4, to npotokon BGP cuuraert, 4to Bee
OHH BEAYT K OAHOMY H TOMY XK€ Y3Jy, 4, C1¢/10BaTeAbHO, KaK H LIPCAYCMOTPEHO B aj-
ropuT™Me ero paboTsl, o1f noMmeuaet B cootBetcTByolyio Tabauuy VRF Tonbko oaun
AYYLIHi (B COOTBETCTRBHI ¢ NpaBiiami Bbibopa BGP) mapuupyr.

IJrta ripobnema 6bina peutena 8 MPLS VPN npumeHeHHeM BMECTO IIOTEHIMAIbHO He-
ONHO3HAYHBIX azpecoB IPv4 paclipeHHbIX M OZHO3HAYHBIX AAPECOB HOBOTO THINa,
a umeHHo azpecoB VPN-IPv4, nosnyyaembix myTem npeo6pasoBalusi MCXOAHbIX afpe-
coB IPv4. [Ipeobpa3oBaHiie 3akiiouaeTcsi B TOM, YTO KO BceM aapecam IPv4, cocras-
JISIOUMM aApecHOe MPOCTPAaHCTBO TOi WM MHOI cetu VPN, nobasasiercs npeduxc,
Ha3biBaeMblii pasnauuuTtesnem mapupyTtoB (Route Distinguisher, RD), koTopbiit ynu-
KaJIbHO uAeHTHUIMPYeT 3Ty ceTb. B pesysbpTate Ha MaplwpyTusatope PE Bce agpeca,
OTHOCsIMecs K pa3HbiM ceTssM VPN, o6s13aTenbHO OyAyT OTIMYATLCS APYT OT ApYTa,
JaXke eCTM OHY MMEIOT COBNAAAOUIYIO YacTh — aapec 1Pv4.

ViMeHHO 31ech 0OKa3anach MoJe3HON cnocobHOCTh pacliipeHHoro npotokosna MP-BGP
NEePEHOCUTb B MapUIPYTHBIX OGBABACHUSX QAPeca PasHbLy munos, B ToM yucie IPv6,
IPX, a rnaBHoe, — VPN-IPv4. Anpeca VPN-IPv4 ucnoJb3yloTcsl TOJIBKO A4S Map-
WPYTOB, KOTOPHIMU MapuipyTu3atopbl PE obmennBalotcs no nportokony BGP. Ilpe-
XJlie YeM rnepeiaTh CBOEMY HANMapHUKY HEKOTOPbIIT MaplIpyT, BXOAHOIH MaplipyTH3a-
top PE nobasnsiet k ero aapecy HazHayeHust IPv4 npecbuxc RD anst aannoit VPN,
TeM caMbiM npeobpasys ero B anpec VPN-IPv4,

Kax yxe 6b110 oTMeueHo, npedmikesl RD nomxnbl rapaHTHPOBaHHO YHHUKAIbHO HIEH-
Tuduuuposath VPN, utobbl 136exKaTh Ay61MpoBaHUs aipecoB. YnpocTuTh Bhibop RD,
He cO3aaBasi AJsl 9THX LeJieil JOMOJHUTENbHBIX 1eHTPAJIM30BAHHBIX Npouelyp (Ha-
npuMep, pacnpeneneHust RD opranamu MurepHeta noao6HO pacnpeneneHHI0 apecoB
IPv4), npeanaraetcsi 3a cyeT HCNOJb30Balus B KayecTBe OCHOBbI A1 RD 3aseaomo
YHHKQJIbHBIX yucea — Au60 HOMEpPOB aBTOHOMHbIX CHCTeM, JH60 r106aTbHBIX anpe:
coB uHTepdeiicos PE co cTopoHb MarucTpanbHOIi CETH MOCTaBIIMKA,

RD nmeer imny 8 6aiiT M COCTOUT K3 Tpex moJeit.
Q [lepsoe none muna nnuHo# 2 GaiiT onpenesnsieT TUM U Pa3psiAHOCTb BTOPOrO MNOJA.

Q Bropoe none Ha3blBaeTCs N0JEM AOMUHUCMPAMOPA W OAHO3HAYHO MAEHTHQHLH-
pyeT noctaBuiuka. 3HadeHue 0 B NoJie TUIa TOBOPUT O TOM, YTO B NoOJie aiMUHHCT-
partopa yka3aH [P-aapec untepdeiica Mapurpyrusaropa PE, u anuHa naHHoro nois
COCTaBJIsIET, €CTECTBEHHO, 4 6aiit. Ecau ke 3HayeHHe nosist TUna paBHo 1, TO B Ka-
yecTBe HAEHTHDUKATOPA NTOCTABIUMKA BHIGPAHO 3HAYEHME HOMEPa €ro aBTOHOMHOM
CHCTEMbI, TaK YTO AJMHA MO/ aAMMHUCTPAaTOpa COCTABHUT yxe 2 Gailrt.

Q TpeTbe no/ie HOCHT Ha3BaliHe NOJS HA3HAYEHHOZO HOMEDA, OHO CIIYXKHT 1A obec-
nevyenus yHMKaabHocTi aapecos VPN B npeaenax cetu nocraBuivka. HasHaued-
Hble HOMepa BbIGHPaeT caM II0CTAaBUIMK, 3TO MOTYT ObITb MPOM3BOJbHLIE YHCIS,
r/iaBHOE, YTOOB! CYIIECTBOBAIO OAHO3HAYHOE COOTBETCTBHE MEXAY HHMH M VEN
MOCTABIHKA.
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Pucynox 24.20 uamiocTpupyer CJIOXKHBIA Tpouecc o6MeHa MapUIDYTHRIMH OOBSIB-
nennamMu B ceth MPLS VPN. Otor npouecc Bkio4aer npeo6pa3oBaHue aapecoB U3
¢opmara I1Pv4 B popmatr VPN-IPv4, bunbrpaimio MapupyTHhx o6baBennii (ome-
pauuy 3KCNOpTa-UMMopTa) U nobasieHue K o6baBaesnam Metok VPN. Mul nocseno-
BaTeJIbHO OyleM paccMaTpUBaTh 3TH BONPOCHI, TO3TOMY YMTaTesb A0JXKEH ObITb ro-
TOB, YTO HE BCE Ha 3TOM PHCYHKe eMy 6y/eT HyXHO M MOHATHO C CaMOro Hayana.

O6nsanexne
BGP PE1 Appec VPN-[Pv4 =
RD = 123.45.67.89:1 123.45.67.89:1:10:1.0.0 RD =123.43.15.3:1
EXPORT = WHITE NextHop = 132.45.7.5 EXPORT = WHITE
IMPORT = WHITE LVPN =7 IMPORT = WHITE
T=W
Cant 1 VPNA R HITE
IPv4 = 10.1.0.0 VRF1A VRF2A Cant 2 VPN A
Int7
CE, CE,
IP = 123.45.67.89
Net = 10.1_.0.0 BGP PE1 IP=123.45.15.3 BGP PE2
NextHop = CE1 IP=1234575
CawTt 2 VPN B
i IP = 123.4.325.3
' CE2 VRF1B !PES VRF2B CE4
Caut 1 VPN B BGP
VRF3 A
RD = 123.45.67.89:2 RD =123.43.15.3:2
EXPORT = GRAY - EXPORT = GRAY
IMPORT = GRAY IMPORT = GRAY

CE,

- RD = 123.43.25.3:1
Catr3VPNA | EXPORT = WHITE
IMPORT = WHITE

Puc. 24.20. MapuipyTHoie oGuaBnenns MP-BGP

Urak, Ha puc. 24.20 nokasaH npumep npeobpasoBanus anpecos popmata I1Pv4 ¢ ue-
JIbio 06ecriedeHnst YHHKabHOCTH aapecoB B pamkax Beex ceteit VPN oxHoro nocras-
umka yeayr. [Ipu ¢opmupoBanun RD ana xaxnoit us cereit VPN aamunuctparop
CeTH cHauana BbibUpaeT rnobabHBIA apec OAHOTO M3 BHEUIHMX HHTepdeiicoB Map-
wpyTusatopa PE1 (na pucyHke ato aapec 123.45.67.89), satem no6aBaseT K HeMy ye-
pe3 aBoetouue 1, noxyyas 3Hayenne RD, paBHoe 123.45.67.89:1. Dopmat RD npea-
ctaBsieH B Tabu. 24.1.

YkazanHoe 3HaueHue RD agMunMcTpaTop HasHadaeT ans ceth VPN A. Tlpu koHdu-
rypupoBaHuM MapiipyTu3atopoB PE aAMMHMCTPaToOp YKa3hiBaeT 3TO 3HauyeHHe 1A
Bcex tabaunu VRF, koTopsie COOTBETCTBYIOT CETH VPN A. B 4acTHOCTH, OH 3aa€eT 3TO
3HaueHMe npu coananuu VRF 1A, tak uto ans nporokosa MP-BGP Bce anpeca dop-
Mata [Pv4, koTophle HaxoasTcs B Tabauue VRF1A, 6yayr uMers RD 123.45.67:1,
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B TOM 4HcJe Bee aapeca ¢ npegukcom 10.1/16, kotopuie PE1 nosydaeT oT MapinpyTu-
3atopa CE1 caiita 1 B cetn VPN A.

Tabnuua 24.1. Qopmat RD

ITose Tuna (2 Gaiita) ITose aamMuuncTparopa ITose Ha3HaYeHHOTO HOMe-
(4 6aiira) pa (2 Gaiira)
0 123.45.67.89 1

AHaJIOTMYHO, agMHHHCTpaTop BbibupaeT ans ceteit VPN B 3nauenue RD pashoe
123.45.67.89:2, koTopoe OH yKa3siBaeT npu koHburypuposanuu VRF 1B na mapuipy-
taaTope PE1. 310 3Hauenne RD byner nob6aBnsaThes ko BeeM azapecam IPv4, xpans-
muMcs B Tabauuax VRF 1B, npu o6pabotke ux npotokonom MP-BGP.

NPUMEYAHUE
Bce mMapuipyTsl B Tabnuuax VRF conepxat anpeca 8 ¢opmare 1Pv4.

Cdopmupopannsie MapwpyTs! B popmate VPN-IPv4 mapupytnsatop PE1 nepenaer
no nporokony MP-BGP Ha mapupytusatop PE2, k KOTOpOMY NOAKIIOYEH CaifT 2
cetn VPN B. Toasko 6naronaps nobasnennsm RD nporokoset BGP, pabotaiomue va
yAadeHHbIX MapiupyTusaropax PE, pasnnyaloT MapuipyThbl ¢ COBMazialoliMMH ajipeca-
mu 1Pv4, oTHocsiumMucs K pa3HbiM ceTsiv VPN,

Joxyment RFC 2547bis e TpebyeT, uTo6bI Bce MapIIpyThi BHYTPH OAHO# ceTd VPN
MHIEKCHPOBATMCh OAHUM U TeM e 3HauenreM RD. Bosee Toro, oauH 1 TOT Xe caifT,
MOAKJIIOYEHHBIH K pasHbIM MHTepdeiicaM onHoro Mapipytusatopa PE nau x passbiM
mapiupyTnaatopam PE, Moxer uMeThb pasnyaiomuecs 3Hadenuss RD. baaronapst ato-
My TIYTb K OZHOMY ¥ TOMY K€ Y3J1y MOXeT ONMCHIBATbCS Pa3HBIMH MapLIpyTaMH, YT0
JaeT BO3MOXKHOCTh BbIGOPA TOTO MJIM MHOTO MaplUpyTa /sl pa3/n4HbIX nakeros. O-
HaKO NMPMHLMIINATLHO BaXHO, yToObl 3HayeHusi RD pasnbix ceteit VPN He cosma-
JaJIH.

FeHepaLMa MapLpyTHbIX 06baBIeHnn MP-BGP

IIp1 moaydyeHMM OT caiiTa KJMEHTa HOBOTO MapuipyTa 1o fnporokony knacca IGP
(RIP, OSPF uau IS-IS) mapuwpytusatop PE 3aHOCHT ero B COOTBETCTBYIOILYIO Tab-
auuy VRF M pacnpocTpaHsieT fanbilie Mexay APYTHMH caiiTamu namHoii cetn VPN.
O6Men MapuIpyTHOM HHbOpMauueil MeXay caliTaMM Kaxoil oTAeJbHON CeTH VPN
BHITIOJIHSIETCS TIOA YNpaBjeHHeM npoTokona MP-BGP. MapuipyTHoe o6bsB/IeHHe
MP-BGP umeeT ciienyouumii, paciIMpeHHblii 110 cpasHeHHIo ¢ npotokonoM BGP Ha-
6op aTpubyTOB.

O Azxpec ceth Ha3Hauyenus B popmare VPN-IPv4.

O Aznpec caeayiomero mapupyrusatopa (NextHop). ITpotokon BGP ykasbiBact
B JJaHHOM CJIy4ae afpec OJHOTO U3 BHYTPEHHHMX (MAYUIMX K MapLIDYTH3ATOpaM P)
nHTepdeitcoB Toro MapiupyTusatopa PE, Ha koTopoM oH paboTaer.
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O Mertxa BuptyansHoit yacthoilt cern (VPN Label, LVPN) yHukaibHO onpeneasiet
BHELHHWH MHTepdelic MapuipyTusatopa PE 1 noakioueHHbli K HeMY CalT KJIMeHTa,
Kyla BeneT obbABsieMblit MapwpyT. OHa Ha3HayaeTcs MapIupyTy BXOAHbIM Map-
wpyTHsatopoM PE npu nonyyenun uM n0okanbHOTO MaplipyTa OT NPHCOEAMHEH-
Horo Mapiupyrtusaropa CE.

Q Pacumpennbie atpu6yThi coobmecrsa (extended community attributes), onnH 13
KOTOpbIX — MapuipyTHasa ueib (Route Target, RT) — saBasieTcsi 06s13aTesibHbIM.
JtoT atpubyT MneHTHdULMpyeT Habop caittoB (VRF), Bxomawux B JAHHYIO CeTb
VPN, kotopbiM MapuipyTtHaatop PE nosken nochiiaTh MapiupyThl. 3HayeHHe aT-
pubyta RT B 06bsiBsI€HMN 0 MapuIpyTe OnpenessieTcst noAUMuKod akcnopma Map-
WPYTHBIX 06bsIBNEHHIT', KOTOpast 3afaeTcs aJIMHMHHUCTPATOPOM NPHU KOHGUTYPHPO-
BaHuH Tabanusl VRF, conepxauteii naHnbiit MapuipyT.

ITyctb, Hanipumep, MapiupyTHsarop PE1 nonyuaer c caitra 1 ceru VPN A no IIPOTOKOJY
xnacca IGP crenyiomee obbsiBnenne o Mapuipyte B dopmare IPv4 (cM. puc. 24.20):

Net = 10.1.0.0
NextHop = CE1

Ha ocHoBatuu atoro obbspienns B tabauuy VRF 1A 3aHOCHTCS cOOTBETCTBYIOWASE
3anucs. [Ipotokon BGP nepuonnyecku nmpocMatpusaet tabauiy VRF 1A u, obuapy-
XHB HOBYIO 3allHCh, TeHEepHPYeT 00bsIBJIEHHE O MapUIPYTe, IUIS Yero BBIMNOJHSET cle-
aylouiHe nefcTBHSL.

1. NobasssieT k anpecy ceti HasHadeHust npedukc RD (B aanHoM cayuae oH papeH
123.45.67.89:1).

2. IlepenwuchiBaeT 3HayeHue noast NextHop, 3ameHsis anpec nHemnero unrepdeiica
CE1 anpecom BHewnero unrepdeiica PE1, yepes koTopbiil npoJieraeT nyThb K afl-
pecy HazHauyeHus (IycTb B JaHHOM cJy4ae 31o Oyner 123.45.7.5).

3. Hasnayact Metky LVPN, ykasbiBatomyio Ha Tabanuy VRF1A u untepdeiic map-
wpytu3atopa PE1, x xoTopoMy noakiioyeH caiiT kiaueHTa, coaepxauuit y3ea Ha-
3HayeHUs (B AAHHOM cJydyae 3HaueHHe METKM paBHO 7, Ha puc. 24.20 srtor
unrtepdeiic oboanaven Int 7).

4. 3apaer atpubyt RT (Ha puc. 24.20 3Hauenune arpubyta RT ycnosHo o6o3naveHo
kak WHITE, uyro uaentuduuupyer HaGop BcCex caifToOB, BXOASIIIHMX B CeTb
VPN A).

B pe3ysbrate nonyyaercsi Takoe MapuIpyTHoe 00bsIBIE€HHE:

VPN-IPv4: 123.45.67.89:1:10.1.0.0
Nexthop = 123.45.7.5

LVPN = 7

RT = WHITE

9710 obbsaBnenue nporokon MP-BGP nocbinaer BceM cBOMM coceasM (Ha PHCYHKe

006bsIB/IEHHE TIOMEIEHO BHYTPb LIMPOKOM CTPENIKH).

Koraa Buixoano#t Mapuipytusatop PE nonysaer mapupyt x cetn VPN-IPv4, oH ne-

JiaeT obpatHoe npeobpasosaHue, otdpackiBas npeduxc RD, 1 ToIbKO NoTOM nomelaet

! [onauThky 3xcnopra 1 MMNOPTa MapuUIPYTHHIX ofbABnennii Ml Gyaem obcykaath B pasjenc
«Mexanuam Gopmuposanns Tonosords VPN,
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MapuipyT B Tabainy VRE2A 11 o0baBisteT 0 HeM ¢BA3aHHOMY ¢ HHM MapRipyTH3aTo-
pv 3akazunka CE3 na pannofi cetn VPN A, B pesvasrare 8 tabaitie VRF2A nospag-
€TCs1 HOBAs! 3allCh:

Net = 10.1/16
Nexthop = 123.45.7.5 (BGP)
LVPN = 7

NepemelleHue nakera no cetu MPLS VPN

Tenepb, koraa Mbl 06CYIHIAH CXCMY PACTIPOCTPAHEHHS MAPWPYTHOIT HihopMaLMK no
cett MPLS VPN, aaBaiiTe 110cMOTPHAM, KaK HCPCMCHIAIOTCS JaHIUbIe MEXKLY y3NaMu
oaHoit cetit VPN,

[Tycts, Hanpumep, ¢ cafita 2 cetn VPN A ysen ¢ anpecom 10.2.1.1/16 orupasasier na-
KeT y3ay caiita 1 37oili xe cet VPN, umcroitemy aapec 10.1.0.3,/16 (puc. 24.21). Cran-
JapTHBIMH TPAHCMOPTHLIMK cpeacrBaMi IP-nmakeT ocTapiisieTcss HA 11OIPAHUYHBI
MapupyTisatop caitta CE3, B Tabnue xotoporo s somepa cerit 10.1.0.0 B kayecrse
CJeAyIollero MaplIpyTu3aTopa ykasan Mapupytusatop PE2. Ha mupiupytusatop PE2
naKeT noctynaer ¢ MHTepdeiica 2, moaTomy 17151 Aa/IbHCHILETO IIPOABIKCHHSA NIAKeTa OH
obpatnaercst x Tabauue VRF2A, eBsiaanHoii ¢ gaHibiM unTepdeiicon.

Mmobanbhan Tabnvua
tabnuua PE2 mapupyTnaaumu CE3
CeTs Mertka Cetb NH
PE1 3 10.1/16| PE2
PE3 4
CaariVPNA ~— N  +—re/—/—/—— Cawt 2 VPNA
IPv4 =101.03/ __.----° T TTte-oL_. IPv4a=10211
VRF1A VRF2 A T et
Cets NH [LVPN Cetb NH [LVPN .
CE, int7 10.1/16 |CE (IGP)| - 10.1/16 |PE,(BGP), 7 : :2CE3
n n
10.2/16 |PE(BGP)| 2

PE2
T~ g
BGP|)PE1  [3[7[10.1.0.3 Caitt 2VPNB

CE, CE,
CaiT 1 VPN B BGP
VRF3A
CE,
Cawt 3 VPN A

Puc. 24.21. NytewecTtsue naketa no cetu MPLS VPN
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B tabanue VRF2A anpecy 10.1.0.0 cootsetcTsyer 3anuck nporokosa BGP, kotopast
VKasblBAET, YTO CJEIYIOUIMM MaplipyTH3aTopoM (next hop) 418 nakera onpeneneH
mapwpyTiaarop PEL. [loae metkn conepxut suauenne LVPN = 7, onpenensiomee
uuTepgeiic BbIXOAHOrO MapiupyTH3atopa PE1, 310 3nayetiue J10/KHO 6bITh MPUCBOEHO
MaKeTy AJIst TOIO, YToGbI OH nouat B HyxHyio cets VPN. 3iech Takxe yka3piBaeTcs,
4TO 3anHChb Obla cieana npotokoaom BGP, a e IGP. Ha aToM ocHOBaHMM MapLipy-
tu3atop PE2 «noniyaeT», 4To odepeanoit MapupyTH3aTOp HE ABIAETCH HEMOCPeICT-
BEHHDBIM COCEJOM M IIYTh K HEMY Ha/l0 HCKATD B r106ansHOoi Tab.iile MapIipyTH3aluHK.

B rnobatbhoit Tabanie anst aapeca PE1 ykasbinaeTca HayaibHOe 3HauY€HHe MeTKH
nyti LSP, pasHoe 3. Mbl He Oyaem ocTanasiiBatbhea na crnocobe NpOKAaiKH MyTH
Mexay Mapuipytizatopamu PEL it PE2 — atot Bonpoc Mbl 06cy1a.11 11pu H3yyeHuH
texHos1orii MPLS B raape 22,

B cerax MPLS VPN ucno.s3ytorcs nepapxuyeckie cnoiictna uyteit MPLS, 3a cuer
yero nMakeT MoeT ObITb cHabXell HECKOTbKIMH METKaMH, HoMeIaeMulMu 3 cTek. Ha
BXO/ie BO BHYTPEHHIOK CeTb NOCTABIIHKA, 00pa3yeMY0 MapUipyTH3aTOpaMu P, naker
6yner cnabxen 1BymMs Metkamn LVPN =7 1 L = 3. Metka LVPN nurepnpetipyet-
€ KAK METKa 1IHXKHCTO VPOBHS — OCTaBasiCh Ha jlie CTEKA, OHA HC HCTO1b3VETCH, OKa
naker mytewecTtsyeT rno TynHeawo PE1-PE2. [lpoaBuxkeHne nakera npouexoanT Ha
OCHOBaHHMM MeTKH Bepxnero ypoBHst L. Kaxablii pa3, Koraa rnakeT npoxXoauT odepea-
Hoii MapwpyTH3aTop P BA0.1b TVHHE S, MeTKa L aHa IM3HpyeTCs 1 3aMeHSIETCST HOBbIM
3HaueHieM. M Tombko nocie 10cTHKeHIA KOHeUHOI TOYKH TVHHe s — MapLUPYTH3a-
topa PE1 — 13 cTeka nsiekaercs metka LVPN. B 3asucnMocTi o1 ce 3navenis na-
KeT HaMpaBIsAeT s Ha TOT i1 HHOW BbIXOAHOI HHHTepdeiic Mapupyrh3atopa PE1 (Ha
puc. 24.20 atoT HuTepdeiic obo3auer Int 7).

U3 tabauus VRF1A, cBsizanRo# ¢ JatHbIM HHTCPdECOM U coepRaleil MaplupyThl
VPNA, usBjexaetcs 3anich 0 MapLIPyTe K Y31y HasHadeHld, VKaspiBatoulast na CE1
B KayecTBe C.J1e1yI0Iero Maplpy Ti3aTopa. 3aMeTM, YTo 3arich 06 3ToM MaplipyTe
6uina nomeniena B tabminy VRF1A nporokonos [GP. [Tocaeanit otpesok nvretue-
ctBust nakera ot CE1 g0 y3aa 10.1.0.3 ocywecTsisieTcs TpaHUHOHHBIMII CPEACTBa-
M [P,

Mexann3sm popMmuposaHus tononorunmn VPN

[ToniTiKa skcnopTa/HMOOPTa MapLIPYTOB — MOLUHBIH HICTPYMEHT CO3JaHHA ceTei
VPN pasHbIx TOno.1orHii.

[Ipu kondurypuposatin kaxaoii Tabmubt VRE sanawores asa atpubyra RT: oauu
A5 OTpe/eeHUs OIHTHKH 9KCIIOPTA, a APVIUit 115 olipeaeneH st 110, THTHKH HMIOp-
Ta MapLIPYTOB.

MapuipyThbie o6banaenns MP-BGP eeraa necyt atpubyrt RT. ropopsiunii 06 akc-
noprte mapupyta. Cpapretite 3HadeHitii aTpuOytoB RT B MapupyTHOM 06BABICHIH
1 B napaMeTpax VRF nossossieT peunTh BONPOC O (IPHHATHH H.1H OTKTOHEHH TIpej-
JlaraeMoro MapupyTa. A 3To It o3HayaeT HOPMHPOBaHHE TOMOIOIHI ceTH. Pacemot-
PHM DTOT MeXaHHM3M Ha NpHMepe.

Myctb uaobpaxennbiii Ha pic. 24.20 Mapupytuzatop PE2 noayumt obuasienue ot
PE!L. Ilpexnae ueM coxpaHHThb HHQOPMALHIO O MapuIpyTe, OH LIPOBCPSICT 3Hauenue
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atpubyra RT, conepxaieecst B 06bsiBJIeHUH, HAa COBNaAEHUE C 110JMTHKOMN UMnopra
Bcex cBoux Ttabauu VRF, B nanHom caydae VRF2A 1 VRF2B. 3nauenue arpubyra
RT pasno WHITE, nostoamy MapupyT n06as.isietcst (1oce npeobpasoBaHus B dop-
mat IPv4 nytem ynanenus npegukca RD) tonbko B Tabnnuy VRF2A, Tak kak pug
Hee onpeaeneHa nonuTHka umnopta WHITE. Tabauua VRF2B ocraercs B nHensmey-
HOM BM/Ie, TaK KaK €€ NOJHUTHKA MMIIOPTa TOBOPHT O TOM, YTO B HEE€ NOJKHBI MOMe-
IIaTbhCA TOJIbKO MapiupvTel ¢ atpubyrom RT, panusim GRAY,

3ajaHie 0IHOroO M TOT'O Ke 3HAYeHMS ISl NONHTHKH 3KCMOPTA i MMIIOPTA AJS Beex
tabauu VRF onpenenenHoit cetn VPN (sMeHHo 3TOT cavuyait a5 cet VPN A noka-
3aH Ha puc. 24.20) NpUBOAMT K NOJHOCBA3HON TOMO.IOTHU — KaX/biil callT MOXer fo-
CBLTATh NMaKeThl HEMOCPeACTBEHHO TOMY CaiiTy, B KOTOPOM HaXOHTCS CETh HAa3HAYEHUs,

CyuiecTByioT ¥ Apyrue Bapuantsl Tononorni VPN. Hanpunmep, 3a cueT koHburypu-
POBaHHSA MOJMTHKK SKCIIOPTa/HMIIOPTA MOXKHO Peajii30BaTh TaKyIO MOMYJSPHYIO TO-
N0.IOTHIO, KaK «3Be3/1a», Korja Bce caifTbl (spoke) oOIIAIOTCS APYT ¢ 1PYTrOM Yepes Bhi-
neleHHbli ueHTpaabHblii caliT (hub).

Ana noctuxenus storo apdekra A0CTaTOUHO onpenesnTb A1 VRF ueHTpaibHoro
caifta noauTHKY uMnopra kak Import = spoke, a akcrioprta kak Export = hub, a na
tabamuax VFR nepudepuiinbix caiitos nocrynuts Haoboport, 3azas Import = hub,
a Export = spoke (puc. 24.22).

Export = spoke Export = spoke
Import = hub Import = hub
NepudepuitHbin MepudepuitHuif
cauTt 1 cant 2
cet VPN A VRF1A ObbsaneHme BGP VRF2 A cetu VPN A
CE, CE,
PE1 PE2
DaHHeie
CE, PE3 CE,
Cetb VPN B Cetb VPN B
caiva 1 canrta 2
VRF3 A
CEs Export = hub

Import = spoke
LieHTpanbHbiA canT 3
cetu VPN A

Puc. 24.22. KoHpurypuposaHve Tononoruy 3se3na ann cetn VPN A
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B pesysbrate Tabamust VRF nepudepHitipix caliTo He 6yAYT NPUHUMATb MapLIpPyT-
Hple OOBABJIEHHS APYT OT APYra, MOCKO/bKY OHH MEPENAIOTCS N0 CETH IPOTOKOIOM
MP-BGP c atpubytom RT = spoke, Mexay Tem Kak MX MOTHTHKA MMIIOPTa pa3pelia-
er nosy4atb o6basenus ¢ atpubyrom RT = hub. 3aro o6basnenus VRF nepude-
puitHbIx caliToB npuHMMaeT Tabmuua VRF LEHTPaIbHOro caifTa, AJIs KOTOPOro Kak
pa3s ¥ ornpejeJieHa MOJMTHKA UMNopTa spoke. DToT caifT obobiuaer Bce 06bABIEHHA
nepugepHAHBIX CaliTOB M OTCHUIaeT UX 06paTHO, HO yxke ¢ aTpubytoM RT = hub, uto
COBMajiaeT C MOJMTHKON UMIMOpTa nepucdepuiitoro caita. Takum obpasom, B Tabiu-
uax VRF xaxzaoro mepudepuiiHoro caiiTa nosBASIOTCS 3alMHCH O CETAX B APYTHX
nepuepHAHBIX caifTax. A B KayecTBe CJIeYIOLIEr0 TPaH3UTHOrO y3/1a 6yzeT yKasaH
aznpec HHTepgelica PE, CBSA3aHHOTO C LEHTPaIbHBIM CaHTOM, IOCKOJIBKY 06BbABIIEHHE
npuuwio ot Hero. [loaTomMy nakerst Mexay nepudepHiiHBIMH caiiTaMu 6yAYyT MPOXo-
ZUTb TPAH3MUTOM Yepe3 NorpaHH4Hbiit MapupyTtusatop PE3, noax/mouyeHHbIH K LieH-
TPaJILHOMY CalTy.

U3 onucanunsa mexannamos MPLS VPN MoxHo czesiaTh BBIBOZ, YTO NMpPOLieCC KOHDH-
TYpPHPOBaHHs HOBOH WM MoaudHKauuu cyuecTByoeit ceth VPN nocratouHo cio-
XeH, HO OH XOpoIIO (opMaNU3yeTCsl U aBTOMaTH3UpYeTCs. I/ UCKIIIOUEHHS! BO3-
MOXHBIX OlM60K KOHGHIYPHPOBaHUsI, HaNpUMep NMPUIHMCHIBAHUSA CallTy OIMO0YHOM
MOJMTHKH HMMIIOPTa/3KCHOPTa MapIIPYTHHIX OOBABJIEHHIt, YTO MOXET NMPHUBECTH K
NpHCOEeRMHEHHIO caliTa K 4yxoii cetu VPN, HekoTropbie npou3BoauTeny pas3paboTain
aBTOMaTH3HPOBaHHbIE NPOrpaMMHLIE CHCTEMEI KOH(pHUTypHpoBanuss MPLS.

CreneHb 3aLMUIEHHOCTH

HosbicuTts creneds samumenHocTH MPLS VPN MOXHO ¢ MOMOLIbIO TPAIMLUHOHHBIX
CPeACTB, HanpuMep, MPHMEHSIA CPEACTBa ayTEeHTHOHKAUMH U WHGPOBAHUA NPOTO-
Kosa IPSec, ycraHaBiuBaeMble B CETSIX KJIHEHTOB MJH B CETH INOCTaBLIMKA. Ycayra
MPLS VPN Moxer JIeTKO MHTErpUpOBaThCs C APYTMMH yciayramu IP, nampumep c
npenaocTasjeHueM aoctyna Kk MHrepHery nosnb3oBatensiM VPN ¢ samuToii ux cetn
CPeACTBAMHK MEXXCETeBOIo 3KpaHa, YCTAHOBJIEHHOTO B CETH MocTaBLIMKa. [TocraBuink
TAaKX€ MOXET NpenocTaBasTh nosnb3osarensM MPLS VPN ycayru, 6asupylomuecs
Ha Apyrux Bo3aMOXHOCTAX MPLS, B yacTHOCTH rapaHTHPOBaHHOE Ka4eCTBO OOCIYXH-
BaHHs Ha OCHOBE METOROB HHXHHHpHHra Tpadpuka MPLS. Yo ke kacaercs cnoxHocTei
~ BeJieHMs B MapIUIPYTH3aTOPaX NMOCTABUIMKA YCIYT TabMi MAPIIPYTH3aLMH T10/1b30Ba-
TeJleif, Ha KOTOpBle YKa3hBalOT HEKOTOphIe CTEHaIHCTH, TO OHH, Ha Halll B3IJIAA, He-
CKOJIKO MpeyBeJHyeHbl, Tak KakK TalJHUL CO3AIOTCH aBTOMAaTHYECKH C MOMOIIBIO
CTaHAAPTHHIX MPOTOKOJIOB MapIIPYTH3AIHHK U TOJbKO Ha MOTPaHUYHBIX MapLIpyTH3a-
Topax (PE). MexaHn3M BHPTyaJbHOrO MaplIPyTH3aTOPa NOJHOCTBIO H3OJHPYeT 3TH
TabAULN OT r06anbHbIX TA6AHI MAPILPYTH3ALMH MOCTABIMKA YCIIYT, YTO obecrneun-
BaeT Heo6XOAMMBIE YPOBHHM HaA€KHOCTH H Macmrrabupyemocty pewenuit MPLS VPN,
Bnpoyewm, peanbHoe kayecTBO XAHHON TEXHOJOTHM MOKAXKET BPEMs H, CKOpee BCEro,
AOCTaTOYHO CKOPO.

Texzonorna MPLS VPN He obecniequBaeT 6€30I1aCHOCTH 32 CHeT IHGpPOBaHUS U ayTeH-
THUKALMH, Kak 910 seaawT TexHonsoruu IPSec u PPTP, no nomyckaer npuMeHenne
JaHHBIX TeXHOJOTHH KaK JOMOJHHTENbHBHIX MeD 3aulMThl B Clyyae HeOOXOAMMOCTH.
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[Tepex MPLS VPN He cTaButcst 3ajaya roaiepxXku Kauectsa oOC/YXHBAaHMS, HO
B C/ly4ae HeoOX0AMMOCTH MOCTaBUIMK MOXeET MCIIOIL30BaTh MeTOAB! AndipepeHunpo-
BaHHOro 00c/Iy)KMBaHUS U HHXUHUDHHTrA TpadHKa,

BbiBOAbI

Cepsuchl 3awuTe Nepeaasaemon MHGOpMauny NO3BONAIOT KNUEHTAM Yeped NyBNnYHYI0 CeTb, Ha-
npumMep MHtepHet, 6e3onacHo nepeaasatb nHdopmaumio, obecneynsan ee ayTe@HTUYHOCTb, UENO-
CTHOCTb U KOHOUASHUUANBHOCTD.

Cepsucol 3awmrTh Nepenasaemoi nHhopMaum MOXHO NOCTPOUTL C NOMOLWBIO CUCTEMHLIX CPEacTs,
peann3osaHHbiX Ha Pa3Hbix yposHAX Moaenu OSI. K uncny Hauwbonee nonynapHbix CepPBUCOB Noao6-
HOr0 POAa MOXHO OTHECTU NPOTOKONbI 3awmuUeHHOro kanana SSL, IPSec, PPTP, a Takxe cepsuce
VPN.

IPSec — 310 cornacosaHHbIN HAGOP OTKPLITLIX CTAHAAPTOB, UMEIOLLMIA CeroaHA BNOMHE O4epUeHHoe
RAPO, BKNIOHAOLEE TPU NPOTOKONA: NPOTOKON AH rapaHTUpyeT UeNnoCTHOCTb U ayTEHTUYHOCTb AaH-
HbiX, npotokon ESP wudpyer nepenasaembie aaHHbie, obecnesnsas ux KOHPUAESHUUANLHOCT,
a TaKke ayTeHTudUKauuio U UenocTHOCTb, NpoTokon IKE yctaHasnueaeT norudeckoe coeavHenue
W pacnpenensieT CeKPeTHLIG KNIoYK.

Mpn yCTaHOBNOHUM OQHOHANPABNEHHOrO NOTMYECKOro coeanHeHus, HasnieaemMoro B IPSec 6e3onac-
HOW accoumaumnen, CTOPOHbI NPUHUMAIOT PAA COrNAWEeHUA, pernamMeHTUPYIOLLKX NPOoUECC nNepeaayu
NnOTOKA AAHHbIX MEXAY HUMU: TUN 1 pexum paboTel NPOTOKONa 3awwmTl (AH nnu ESP), meToaw! wnd-
POBaHWUA, CEKPETHbIE KNIOYK U Ap. Habopb! Tekywmx NapaMeTpos, ONpeaensioWwmnx BCe aKkTUBHbIE ac-
couuaumnn, xpaHaTcs Ha 0B0KX OKOHE4HbIX y3nax 3alUWEeHHOro kaHana B suae 6a3 AaHHbIx SAD.
Kaxpaan cTopoHa noagepxusaeT Takxe Apyrov Tun 6a3bl aaHHbix — SPD, koTOpas 3agaeT coorser-
cTBve Mexay npuaHakamMu IP-nakeToB 1 yCTaHOBNEHHBIMU ANA HUX Npasunammn o6paboTku.

NcnonbaosaHue 6a3 SPD u SAD ana 3awuTel Tpaduka no3sonser A0CTaTouHo rMbkO co4eTaTb Me-
X3aHWU3M NOru4ecKUx CoeauHEeHUn C AenTarpaMMHbIM XapakTepom Tpaduka npotokona IP.

TexHonorus VPN no3sonseT ¢ NOMOWbLIO Pa3fenieMoin HeCKONbKUMWU NpeanpUaTUAMA CeTeBO! WUH-
GpacTpyKTypbli peanu3oBaTb CEPBUCH, NPUBANXAIOWMECH K Cepsncam HaCTHOW Cetn no xadyecrsy
(6e30nacHOCTb, AOCTYNHOCTL, NPeACKka3dyemMas NponyckHas CnocoGHOCTb, HE3aBUCUMOCTL B BbIGO-
pe anpecos).

CeTb VPN MoxeT 6biTb peanuaosaHa kak camum npeanpustueM (CPVPN), Tak v NOCTaBLLIMKOM yCayr
(PPVPN). OHa moxeT cTpouTbCs Ha 6a3e o60pynoBaHMs, yCTAHOBNEHHOrO Ha TEPPUTOPUK KaK no-
Tpebutens, Tak U NOCTaBWMKA YCNYr.

TexHonornu VPN MOXHO pa3fenvTb Ha ABa knNacca B 3aBMCUMOCTU OT TOro, KakuM 06pa3oM OHY
oGecneunsanT 6e30nNacHOCTb NEPEnAaYN AaHHbLIX: TEXHONOrUK pa3rpaHuyeHus Tpaduka (ATM VPN,
Frame Relay VPN, MPLS VPN) u TexHonoruu Ha ocHose wudposaHus (IPSec VPN).

OT Apyrux BUPTYanbHbIX YaCTHLIX ceTeit, Takux kak ATM/FR VPN unu IPSec VPN, cete MPLS VPN
BbIFOAHO OTAU4AET XOPOoLWas MacwTabupyemoCTb, BO3MOXHOCTbL aBTOMATUHECKOro KOHGUIypHpo-
BaHUA U €CTECTBEHHANA MHTErpaunsa C ApyrumMu cepsucamm IP.,

MexaHW3MOM, C NOMOLLLIO KOTOPOro CaiTbl, NpUHaanexawme K 0aHOM 1 Toi xe cetv VPN, o6MeHH-
BAIOTCA MapwpyTHOW uHbOpMauuen, ABNSETCA MHOrONPOTOKONLHOE pacwupeHue Ans NPOTOKoAd
BGP (MP-BGP).

NonuTuka akcnopTa/MMNOPTa MAPWPYTHLIX OOLABNEHUA — MOLWHBLIA MHCTPYMEHT 4NN CO3NAHUA C8-
e MPLS VPN pa3Hbix TONONOrniA.
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MoxHO /11, He BHOCS HHKAKHX W3MEeHEeHMI B IPUKIAAHYIO TPOrPaMMY, UCITI0Ib30-

paTb npoTokoa IPSec ansa GesomacHoit nepesayy AaHHBIX, FeHEPHPYEMbBIX 3TOit
nporpamMMoii?

3ayem B cucteme IPSec Hapsiay ¢ npotokoaom AH, o6ecneynBaomiM Les0CTHOCTD

u ayTeHThndukauuio, npenycmorper npotokoa ESP, Takxke BuimosmHswowuil aTH
byHkunn?

Yto6b! MOIyHaTeN b MMeT BO3MOXKHOCTDb MPOBEPUTH LEJOCTHOCTb aHHBIX, MHOTHE
NPOTOKOJIbl MOMEILAIOT B MAKET KOHTPOJbHYI0 cymMMy. B IPSec anst obecneuenns

HEeJIOCTHOCTH HUCIIOJL3YeTCA NaiJIKeCT. HOHCHHTC, B Y€M pa3HHMLA 3TUX ABYX MOA-
X040B.

Hpeuno.10>x1151, Ha BaiemM KOMIbIOoTepe pa6o1‘a}o1‘ TPpH NPHJIOXEHIA, /IAHHDLIE KO-
TOPbIX Bbl XOTHTE MepellaBaTh B 3.':1UIH(1)[)OBZIHHOM BHUAE CBOEMY MapTHEPY, HCIOJIb-

3ys ans aroro npotokosa IPSec. Ckosbko GesonacHbix accounanit HEOOXOAMMO
€031aThb AJIs1 3TOr0?

CpaBuHTe TPaHCIIOPTHBIM H TyHHe blbii pexuMbl [PSec. Kakoit 13 nux obecrne-
yupaeT Gosiee BBICOKYIO GesonacHocts? Kakoit ayume macutabupyercs? Kakoii
dKOHOMHMYIIE?

[IpuBealite HpUMepPHl TOTO, KaK 3J0YMBILIJIEHHHK MOXET BOCMOJb30BaTLCS MH-
dopmaimeit 13 3arosopka IP.

[TosbiluaeT JiH 6e30MacHOCTb MEPeaBaeMbIX AaHHBIX MCMOJb30BaHHE MPOTOKOJA
AH B TyHHeNbHOM, a HC B TPAHCIOPTHOM pexiMe?

Kaxoit Mexannam 3auuiThl oT y6/HKaTOB, HaBS3bIBAEMBIX 3JI0YMBIILIEHHHKAMH,
ucnoiasayercs 8 IPSec?

3anoHITe b ABJIAETCA ellle OAHNM CPeACTBOM obecrneyeHust KOH(ILIeHIIHATbHO-
cTH. [TosiciiTe 11o04emy.

Kakim o6pazom uunios 6esonacHoctn (SG) onpenensieT, kakoit B o6paboTku He-
06X0IMMO IIPHUMEHSATH K KaX/10MY H3 MOCTYMAIOMHX HA HEro MaKeTOB.

Kakue cBoiicTBa peasbHbIX YaCTHBIX CeTell MOTYT MOUIEPKHBATLCS BUPTYaJlbHbI-
MM YaCTHBIMH CETSIMU?

[peanoxute xknaccudukao VPN,

Kakue texxosoru B cetsx VPN ncnonbayorcs, 4Tobbl obecrneduTs 6e3onacHocTb
pasrpaHuuenus Tpaduka?

B yem cocTOST AOCTOMHCTBa M HepoctaTkM ceTM VPN ypoBHa 3 110 cpaBHeHMIO
¢ cetbio VPN ypopns 2?

Kakoii HefocTaTOK Bbl CUHTaETe OCHOBHBIM B ceTH [PSec VPN?

OnumuTe MexaHnam, npuMensiemplii B Texnonorun MPLS VPN anst pasrpatiue-
HUS aJIPECHBIX 11POCTPAHCTB CeTeH PasHbIX KIMEHTOB.

Kax dopmupyercs tabmua VRE?
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18.

19.

20.

21,

—

Kak morzio 6b! BhIr/IAfeTh MapuIpyTHoe 06baBsenue npotokona MP-BGP, pa6e.
Tawoero Ha ycrpoictee PE2, nonyyeHHoe B pe3y/ibTaTe TpaHC/ISALMY Clledyolero
MapIpyTHOro 00bsiBJeHus, ocTynuBuero oT ycrpoiictsa CE3 (cum. puc. 24.20);

Net = 10.2/16

NextHop = CE3
B cetu MPLS VPN naker cuabxaeTcss AByMsl MeTKaMH — BHYTpeHHel LVPN
u BHewHeit L. Kakylo posb urpaer kKaxiaas M3 3TUX METOK B TIPOABHMXEHUM ma-
KeTa?
B u3yyunu npuHuunsl pabotnl ceth MPLS VPN yposusa 3 nns ciyyas, xorga
BCE CaliThl BCeX KJIHEHTOB COeXMHEHB! C MarMCTPasiblo OAHOIO IOCTaBlIHKa, [lo-
npoByiite pasBUTh 3TH NPUHUMIBI st 6osiee obiuero ciyyas, KOraa MaruCTpats
MOJUIEPKUBAETCSL HECKOJIbKUMHU NOCTaBIIHKaMH (pHc. 24.23).

Cantebi knueHTa B

Q CaiiTei knnenTa C

Puc. 24.23. CeTe VPN, NOCTpOEHHaA Ha OCHOBE COTel Tpex NOCTaBLMKOB

Ha aTtoM pucyHKe caifThl Tpex KiueHTOB, A, B u C, npucoeanHeHbl K CeTAM 00
craBumkoB ISP2 u ISP3. CeTH 3TUX NOCTaBLIMKOB, B CBOIO O4Yepeilb, COeAHHANTC
APYT C APYTOM C MOMOLIbIO ceTH noctaBiuuka ISP1. IIpumenuTe s pemeHEd
3aJlaHus Mepapxuyeckui noaxon, caenas ISP1 moctaBukoM BepXHEro yposid -
B atoM cayuae ISP2 u ISP3 6yayT ucnionHsaTs ans noctasiuyka IPS1 posn Kines:
ToB U3 cxeMbl MPLS VPN. TIpeanoxute BO3MOXHYIO PeaTH3aLMIO HAEH HEpsp
xuu noctasuukoB MPLS VPN, npuHAB B KayeCTBe OCHOBbI BO3MOXHOCTH POt
kosna BGP u uneio creka metok MPLS.

CpaBHHTE KOJIHYECTBO HEOGXOMMMBIX BUPTYaIbHBIX KaHanoB u myTeit LSP, sor0”
pble HY>HO MPOJIOKUTH nocTaBlIuKy ycayr VPN a1s aByx cayyaes:



BONPOCH W 3a0aHURA 915

Q mnocTaBIUMK HCIOAb3YeT ceTh Frame Relay ans npenocrasienus ycayr VPN;
Q nocTaBlMK Ucnoabayer cetb IP/MPLS aas npeaocrasnenus ycayr VPN,

Y nocTaBLUMKa MMeETCS 25 KJIHEHTOB, CETH KaXAO0ro KJIHeHTa CoCToAT u3 10 cali-
TOB, COE/IMHEHHBIX C CETDHIO MOCTaBIIUKa ycayr. KnueHTam HyxHbI yeayru UHTep-
HeTa, TO €CTh COEIMHEHNA MEXY CaliTaMi KJIMEHTOB He MpeayCMaTpPHBalOTCS.

. B nonpaszene «Ilepememenne nakera no ceru MPLS VPN» paszena «Texuoso-

vt MPLS VPN» npusenen npumep nepesayu nakera u3 y3na 10.2.1.1/16 caiira 2
cet VPN A k yany 10.1.0.3/16 caiita 1 To# xe cetn VPN (cM. puc. 24.21). Hc-
nosb3ys puc. 24.21, onuuuTe nepeaavy naxeta B 06paTHOM HanpaB/aeHUH, TO CTh
ot yana 10.1.0.3/16 x yamy 10.2.1.1/16. [IpuBeanute Bo3MOXKHOE coaepAKHUMOe Tab-
aui Mapupytusaumu CE1 u PE1. [peanoxute cobcTBEHHbIE 3HAYEHHS LIS He-
AOCTAOIMX AAHHBIX M IOMECTHTE Ha PUCYHOK MOACHSIOUIMI TEKCT.
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Multilevel FSK cm. MFSK

MuitiLink Trunking, 543

Multiplex Section OverHead cuv. MSOH
Multiplex Section Protection cu. MSP
Multiply Access cm. MA

MultiProtocol Label Switching cu. MPLS
Multi-Station Access Unit cx. MSAU

N

NAPT, 722, 724, 726 ,

NAT, 574, 624, 721-724, 726, 837, 841, 890,
903

National Terminal Number cax. NTN

NCP, 135, 140, 789-790

NE, 814

Near End Cross Talk cs. NEXT

NetBIOS, 139, 141, 392, 874

NetWare, 37, 140-141, 404

NetWare Core Protocol cu. NCP

Network Address Port Translation
cm. NAPT

Network Address Translation cu. NAT
u NAPT

Network Control Protocol cu. NCP

Network Element cu. NE

Network Interface Card cm. NIC
network layer, 129

Network Management System cu. NMS
Network Termination cu. NT
Network-based VPN cu. PE-based VPN
Network-to-Network Interface cm. NNI
New Public Network cmu. NPN

NEXT, 268

Next Generation Internet Protocol cm. IPng
Next Generation Network cu. NGN
next hop, 670

Next-Level Aggregation cu. NLA

NFS, 135

NGN, 41

NIC, 481

NLA, 642

NMS, 814

NNI, 748, 761, 846, 858
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non real-time Variable Bit Rate ca. nrtVBR

Non Return to Zero with ones Inverted
cm. NRZI

Nortel, 543

Novell, 37, 134-135, 137, 140-141, 402,
404, 790

Novell NetWare, 37, 135

NPN, 41

nrtVBR, 773-774

NRZI, 298, 433-434, 455

NT, 855

NT1, 860-861

NT2, 860-861

NTN, 750

o

OADM, 370

OC-N, 352

OFDM, 336, 465

One-Way Function cu. OWF

on-the-fly, 510

Open Shortest Path First cu. OSPF

Open System Interconnection cm. OSI

Optical Add-Drop Multiplexer cu. OADM

Optical Carrier level N cu. OC-N

Optical Cross-Connect cu. OXC

options, 658

Organizationally Unique Identifier cx. QUI

Orthogonal Frequency Division
Multiplexing cu. OFDM

OSI, 124, 133, 135-137, 139, 146-147, 152,
386, 391, 393, 481, 727, 745, 784, 790,
815, 841, 847, 849

OSPF, 145,.148, 152, 614, 645, 668, 674,
681, 683-684, 686, 688, 720, 792, 796,
807, 811, 897, 906

OUl, 396, 405

OWF, 877, 883

0XC, 372

P

Packet Assembler Disassembler cx. PAD
Packet Over SONET ca. POS

PAD, 748, 843

padding, 658

PAN, 472

PAP, 789-790

Password Authentication Protocol cu. PAP
Path Delay Value cu. PDV

Path MTU Discovery, 647

Path OverHead cx. POH
PATH-coobiuctue, 712

payload length, 882

PBX, 159, 167, 375

PCF, 467, 470

PCM, 292-293, 477, 854

PCR, 764, 773-775, 777

PDA, 104

PDH, 164, 346, 348, 358, 754, 760-761,
783, 791, 845, 869, 890

PDU, 127, 131, 147, 306, 652, 825

PDV, 399-400, 421, 442

PE router, 900

Peak Cell Rate cu. PCR

Peak Information Rate cu. PIR

PE-based VPN, 889

Per Hop Behavior cu. PHB

Permanent Virtual Circuit cx. PVC

Personal Area Networks cx. PAN

Phase Shift Keying cu. PSK

PHB, 716-717

PHY, 433

physical layer, 127

Physical Layer Device cu. PHY

PIFS, 470-

PIP, 639

PIR, 196, 217

Plesiochronous Digital Hierarchy
cm. PDH

PNNI, 761, 777

POH, 352

Point Coordination Function cu. PCF

Point Of Presents cu. POP

Point-to-Point Protocol cu. PPP

POP, 167-168, 178, 836, 841, 861-862

POS, 785

PowerSUM, 269

PPP, 128, 728, 786, 789, 801, 842-843,
849, 861, 874, 900

PPTP, 874

PPVPN, 888-889, 895

presentation layer, 134

PRI, 855, 859, 865

Primay Rate Interface ca. PRI

Private Branch Exchange cu. PBX

Private NNI cux. PNNI

Protocol Data Unit cu. PDU

Provider Edge based VPN
cm. PE-based VPN

Provider Provisioned VPN cux. PPVPN

Provider router P, 900

PS FEXT, 269

PS NEXT, 269

PSK, 288-289, 336-337
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Pulse Code Modulation ca. PCM
PVC, 742, 745, 752, 761, 778

Q

Q.2931, 742,771,773, 795

Q.921. 754, 856

Q.922, 754

Q.931, 771, 856-857

Q.933, 742, 754, 757, 771

QAM, 289

QoS, 42, 89, 140, 199, 215, 219-220, 225,
227, 230-231, 238, 242--246, 248-249,
251, 388-389, 393, 399, 441, 452, 527, 555,
706-708, 712-713, 715, 717, 720, 731,
741, 756-757, 759-761, 764-765, 769,
772-774, 776, 778, 784-785, 792, 794,
800, 806, 812, 869, 890-892, 895, 898, 911

Quadrature Amplitude Modulation ca. QAM

Quadrature PSK ¢u. QPSK

Quality of Service cm. QoS

R

RAC, 841

RADSL, 862

Random Early Detection ca. RED

RARP, 582

RAS, 841-843, 845, 848

Rate Adaptive Digital Subscriber Line
cm. RADSL

Raw 802.3, 402, 404-406

RBOS, 165

RD, 904, 907, 910

real-time Variable Bit Rate cm. rtVBR

RED. 710, 718

Regenerator Section OverHead cx. RSOH

Regional BOS cx. RBOS

Remote Access Concentrator ca. RAC

Remote Access Server cm. RAS

repeator, 107

Request For Comments cu. RFC

RESerVation Request cx. RESV

Resource Management cu. RM

ReSource reserVation Protocol cu. RSVP

RESV, 713

RESV-coobuwenue, 713

Reverse Address Resolution Protocol
cu. RARP

RFC, 138-139, 146, 395, 716, 822

RFC 1156, 821

RFC 1513, 827

RFC 1577, 146

RFC 1700, 601, 653

RFC 1752, 639

RFC 1819, 903

RFC 2131, 590

REC 2132, 590

RFC 2547his, 897

RFC 2858, 902

RFC 3232, 653

RFC 768. 652

RFC 791, 716

RFC 792, 689

RFC1271, 827

RFC1490, 755

RFC1990, 861

RFC793, 652

RFC854, 843

RIP, 140, 145, 148, 152, 614, 645, 668, 670,
674-675, 678, 681, 688, 720, 792, 796, 807,
897, 906

RIP 1P, 670

RIP IPX, 670

RIPv1, 674

RIPv2, 674

RIP-smapuipytuzartop, 679

RIP-coobutenine, 677-678

RM, 775

RMON, 820-821, 823

RMON 2, 829

RMON MIB, 823, 826, 829

Round Trip Time cmu. RTT

Route Distinguisher cx. RD

Route Target ca. RT

router, 112, 899

Routing Information Protocol cu. RIP

RSOH, 355

RSVP, 243, 250, 707, 712, 714, 720, 812, 900

RSVP TE, 812

RT, 907

RTT, 195, 400, 693

rtVBR, 773

S

SA, 403, 457, 878
SABME, 788

SAC, 457

SAD, 885

SAP, 140-141, 179, 376, 404
SAR, 767, 794
SAS, 457

SCO, 475

SCP, 158, 160
SCR, 764-765, 777
SCS, 281-282
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SDC, 852

SDH, 39, 135, 164, 351-352, 359, 440, 730,
734, 754, 760-761, 770, 778, 783, 791,
845, 869, 890

SDSL, 862, 865

Secure Socket Layer cu. SSL

Security Association cux. SA

Security Associations Database cx. SAD

Security Gateway cu. SG

Security Internet Protocol cu. IPSec

Security Parameters Index cu. SPI

Secutity Policy Database cu. SPD

Segmentation And Reassembly cm. SAR

sequence number, 657

Sequence Number cm. SN

Sequenced Packet Exchange cu. SPX

Server Message Block cu. SMB

Service Advertising Protocol cu. SAP

Service Level Agreement cm. SLA

Services Control Point cu. SCP

session layer, 134

Set, 466467, 788, 820, 858

Set Asynchronous Balanced Mode Extended
cu. SABME

SG, 880

shaping, 244

Shielded Twisted Pair cx. STP

Short IFS cu. SIFS

SIFS, 470

Signaling System 7 cm. SS7

Simple Mail Transfer Protocol cu. SMTP

Simple Management Network Protocol
cm. SNMP

Single Attachment cu. SA

Single Attachment Concentrator cu. SAC

Single Attachment Station cm. SAS

Single Mode Fiber cx. SMF

SIP, 639

SIR, 195-196

Site-Level Aggregation cu. SLA

SLA, 188-189, 196, 642, 717-718, 758, 795,
814

sliding window, 201

SMB, 135, 139, 141-142

SMF, 279

SMI, 823

SMS, 815

SMT, 457

SMTP, 143

SN, 882-883

SNAP, 402, 405-406

SNC-P, 363

SNMP, 152, 819-820, 825, 829, 844

SNMPv2, 821

SONET, 351-352, 355, 730, 734, 761,
770, 785

Source Address cu. SA

source port, 657

source routing, 668

Source Service Access Point cu. SSAP

Spanning Tree Algorithm cu. STA

Spanning Tree Protocol cu. STP

SPD, 885

SPI, 882-883, 887

SPX, 134, 139-141, 759, 820

SS7, 847, 858

SSAP, 390, 404-406

SSCOP, 771

SSL, 134, 874

STA, 535

Station ManagemenT cx. SMT

Statistical TDM cm. STDM

STDM, 313

STM, 312, 352, 356, 367, 761, 770, 791

STM-N, 352, 356, 361, 791

STP, 259, 432, 434, 454, 535

stream, 215

Structure of Management Information
cm. SMI

Structured Cabling System cm. SCS

STS-N, 352, 355

subnetting, 573

SubNetwork Access Protocol cu. SNAP

Sub-Network Connection Protection
cm. SNC-P

SunNet Manager, 813, 815

supernetting, 631

Sustained Cell Rate cu. SCR

Sustained Information Rate cm. SIR

SVC, 742, 744, 752, 754, 761, 794

switch, 111, 799

Switched Virtual Circuit cu. SVC

Switched/Permanent Virtual Channel, 742

Switched/Permanent Virtual
Connection, 742

Symmetric Digital Subscriber Line cu. SDSL

Synchronous Connection-Oriented link
cu. SCO '

Synchronous Data Compression cx. SDC

Synchronous Digital Hierarchy cx. SDH

Synchronous Optical NET cu. SONET

Synchronous Transfer Mode cu. STM

Synchronous Transport Module level N
cu. STM-N
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Synchronous Transport Signal level N
cm. STS-N

SynOptics, 430

System Management Systein cu. SMS

T

T-1, 346, 348, 356

T-2, 346, 348, 363

T-3, 346, 348

TA, 860

TCP, 89, 113, 124, 129, 134-135, 139-140,
142, 144146, 150, 152, 174, 203, 238,
324, 391-392, 565, 577, 608, 645, 652,
656-658, 662, 665, 667, 688, 690, 695,
703-704, 706, 710, 724, 750, 759-760, 810

TCP/IP, 113, 124, 129, 134135, 139-140,
142, 145-146, 150, 174, 209, 391-392,
565, 577, 608, 653, 675, 706-707,
795-796, 820, 900, 903

TCP-nopr, 654, 660, 724-725

TCP-cermenT, 662

TCP-coeanrenue, 659

TDD, 314

TDM, 262, 309, 311, 314, 783, 845, 855,
861, 868, 890-891

TE, 246, 248, 251, 777, 806, 809-810, 812,
855

TE1, 860

telecommunication carrier, 161

telnet, 143, 152, 653-654, 725, 729, 843

Terminal Adaptor cm. TA

Terminal Equipment cu. TE

Terminal Multiplexer cx. TM

TE-tyHHens, 809, 813

csobosHblii, 809
crporuii, 809

throughput, 55

Time Division Duplex cx. TDD

Time Division Multiplexing cu. TDM

Time To Live cm. TTL

TLA, 642

TLS, 874

TM, 354, 766

Token Bus, 37

Token Ring, 103, 105, 108, 127, 129, 169,
299, 384, 386, 388, 394, 405, 439, 450, 728,
827

Top-Level Aggregation cu. TLA

ToS, 599, 716

Traffic Engineering cm. TE

Transmission Control Protocol cu. TCP

transport layer, 133

Transport Layer Security cu. TLS
Trap, 821, 825

Tributary Unit es. TU

TTL, 600, 679, 694, 800, 802

TU, 353, 356, 359, 395

TUBA, 639

Type of Service cm. ToS
T-kournekrop, 412

U
UBR, 765, 773-774, 777, 779
UDP, 134, 144-146, 152, 220, 391, 645,
652, 654, 666, 679, 695, 703, 711, 724,
760, 810, 829
UDP-paciitarpamma, 654
UDP-nopr, 654-655, 810
UDP-coker, 656
UHF, 259
Ultra High Frequency cu. UHF
UNI, 748, 771, 773, 787, 846, 857
unicast address, 570
Unix, 112, 130, 137, 142, 614, 705,
734, 843
Unshielded Twisted Pair cu. UTP
Unspecified Bit Rate cu. UBR
urgent pointer, 658
User Datagram Protocol cu. UDP
user plane, 152
User-to-Network Interface eu. UNI _
UTP, 259, 278, 409, 432, 434-435, 454, 728
™n 3, 454
i 6, 454

\'}

V.34, 850, 862

V.34+, 850

V.42, 305, 851-852

V.42bis, 305, 852

V.90, 851, 862

V.92, 851

Variable Bit Rate cu. VBR

VBR, 216, 762, 768, 773-774, 777

VC, 352, 356-357, 363, 791

VCI, 93, 743, 751, 769-770, 794-795, 802

VDSL, 862

Very High Frequency cu. VHF

Very high-speed Digital Subscriber Line
cm. VDSL

VHF, 259

virtual channel, 89, 93

Virtual Channel Identifier cu. VCI

virtual circuit, 89, 93
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ajpecatus, 61
X.121, 749
wepapxiiueckasi, 62, 90
iockas, 61
anpecnas rabauna, 503
aj/ipecHoe 11pocTpaHcTso, 61, 568, 891, 904
aKTHBHbIH KolilleHTpaTop, 453
aKTHBHbIH MonuTop, 450, 452
aIrOPUTM
FIFO, 228
aJanTUBHOM MapuIpyTH3alprH, 669
Be/pa MapkepoB, 244, 708
B3BelUIeHHbIX oucpene, 231
Aniikctpsi, 683
AHMHaMUYeCKON MaplupyTH3aumuy, 669
AUCTAaHIIMOHHO-BEKTOPHHIIA, 670
AblpABOTO Beapa, 244, 757-758
KOHTPOJIS1 CKOPOCTH siueek, 774
onpoca, 388
oTcpoykH, 399
NOKpbIBaoLLEro Aepepa, 535
NPUOPHTETHOTO
obcnyxuBanus, 228, 245
Npo3pavyHoro Mocta, 501
paHHero ocBoGOXeHHs ToKeHa, 451, 456
cKoab3slero okHa, 392, 661, 750, 788
cocTosiHusA cBaselt, 670-671, 811
XadmMana, 305
i McdpoBaHus
aCMMMeTpHuHbIi, 878
CHMMeTpHYHbI, 876
anbTepHaTHBHbIH MapuipyT, 198-200
anbTepHaTHBHBIA onepatop, 165-166, 864
aMIINTYAHas MaHUIYyAAuus, 288
aMIIMTYIHas Moayasums, 287
aHaJIM3 NPOU3BOAUTENBHOCTH
M HajaexHocTH, 814
aHaAIoroBas JIMHUA cBA3M, 261
aHasiorosblil TenedoH, 847
aHasoro-uM$poBoit npeobpazosareib
cu. AT
aHTeHHa
n3orponHas, 320
HarnpasJeHHas, 320
HeHanpasJieHHad, 320
napabonuueckas, 320
annapatHblii aapec, 62, 111, 113, 390, 565,
728
annaparypa
nepejayu AaHubix, 260
npomexyTtousas, 258, 261
cerefi TDM, 311

apbuTtp zocryna, 74, 388, 867
apchjia
IP-aapecos, 591
KaHanos, 164
acHMMeTpiTYHoe 1 posoe aboneHTcKoe
oKotivatue, 862
aCHMMCTPHYHDLI1 ANTOPHTM
mndposanus, 878
ACHHXPOHHIOe npuaoxetne, 217-218
acCHUXPOHHbIN KaHai, 475
ACMHXPOHHBIN PEXHUM
BPEMEHHOI0 MYAbTHIIEKCUPOBaHus, 311
nepeaauu, 313, 760
cbanaHcuposantblii, 786
ayMoypoBetb, 477
ayaut, 207-208
ayKuHoH, 324
aytenTHduUKkauus, 208, 785, 821, 875
ayTEeHTUYHOCTDb JaHHbIX, 875
AlII, 293

6a3a JaHHbIX
6esonacHsix accounaumit, 885
noautuxu 6esonacHocty, 885
TONOJIOTUH ceTH, 683
ynpasJsioweid uidopmauun, 816
6asoBas cranuus, 327-328, 335, 466
6a30Bast TPAHCAALMA CeTeBbIX
aapecos, 722
6aiiT auddepeHuMpoBaHHOro
obcayxusanus, 599
6asnaHc Harpysku, 91, 545
Bapkepa nocneanosaresnsnocts, 340
6esonacHas accouunaums, 878, 880-881
6esonacHocTs, 173, 187, 207208, 440, 471,
501, 688, 874, 888, 890
KomnbioTepHas, 204
ceresas, 204
TPaHCIIOPTHOrO ypoBHS, 874
TPaHCIOPTHBIX yeayr, 187
GeckaccoBasi Mexa0MeHHast
MapiupyTH3saums, 575
GecnpoBoaHas JoKanbHadA ceThb, 460-461
GecnposoaHas cBA3b
mobuabHas, 318
duxcupoBaHHas, 318
6ecnipoBonHas cpena, 258, 320, 460
6ecnposoaHoe aboHeHTckoe oKoHYaHHe, 868
6usaunr, 815
6unossipHoe KOAMPOBAaHHUE C ajbTepHATHBHON
uHBepcueit, 297
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GunoNsApHBIA UMNYALCHBIIN Koz, 298
BUC, 34
64TOBas CKOPOCTb, 297
nepenaTuuka, 56
nepeMeHHas, 216, 219
nocrosuuas, 216, 219
6uToBbIit HHTepBan, 398, 433, 445
6ut-ctadppunr, 787
6uThI
KofoBble, 658
pesepbHble, 657
CUHXpOHH3auuH, 347
610k
aAMMHMCTPaTHBHbLA, 353
NpPOABHXEHUS 1O MeTKaM, 797
TpUOyTapHmii, 353
6on, 273, 850
Gosbluas uHTerpansHas cxema cu. BUC
6pannmayap, 179, 205
Gydep, 87, 97, 104, 221, 223, 236, 296,
418, 439, 451, 654, 663-664, 744
Gydbepusauus, 87
6uicTpoe nmpoaBuxeHue, 717
6uicTpoe pacuirpeHue cnektpa, 339

BapHallUs 3a7epXKeK siueek, 764
Beapo
aeipsBoe, 757
Mapkepos, 708
BeJIMYMHa myJabcauuu, 196, 217, 756
JOTIO/IHUTENbHasA, 756
corjlacoBaHHas, 756
BEPOATHOCTHbIE XapaKTePUCTHKH, 193
BEPOATHOCTDb OTKa3a, 82-83, 197
BEPTHKAIbHASA TIOACUCTEMA, 282
BEPTHUKAIbHKIA KOHTPOJIb
no napurery, 307
B3auMHast ayTeHTHUKaIMs
yAaJleHHBIX ycTpolicTB, 785
B3aMMOJIECTBHE OTKDBITbIX CHUCTeM, 124
B3BellleHHas ouepens, 231, 706
B3BelLIeHHOE CTpaBelIMBOe
obcnyxusanue, 233 .
B3BelleHHnlii anropurM RED, 711
BHAMMBLIH cBeT, 321-322
BUpTyasbHas JOKaibHas ceTb, 548
BUPTyaibHas yacTHas ceTb, 164, 205,
887, 890
NOAEPKUBaeMast
KJHeHTOM, 888
nocraBILHKOM, 888

BUPTYyasbHuLil KaHan, 89, 93, 95, 250, 744,
751, 754, 784, 794, 799
KOMMYTHpYeMblH, 742
NOCTOAHHBIN, 742, 745
BUPTyasbHbIi KoHTeitHep, 352, 358, 363
BUPTya/bHbI MapuipyTH3aTop, 902
BuTas napa, 104, 127, 260, 273, 276, 278,
346, 414, 431, 434-435, 441, 836
KaTteropuu 3, 273, 431
Kareropuu 5, 265, 431, 441
He3KpaHUpoBaHHas, 259, 276-277
3KpaHMpoBaHHas, 259, 276, 278, 441
BHelIHUe noMexH, 263
BHELUHMIA
o3, 673
1L1I030BOi#1 npoTokoJ, 674
BHYTpeHHHe noMexH, 264
BHYTPEHHHMIT 1WI1I030BOH NMpoToko, 674
BOJIHOBOE MYJbTUIIEKCHpoBaHue, 309-310,
367
BOJIHOBOE comnpoTHuBaenue, 267, 279, 409
BOJIOKHO
MHoroMonoBoe, 279
oaHoMonoBsoe, 279
BOJIOKOHHO-ONITHYeCKHI Kabenb, 279,
348~349, 409, 420, 443, 454
MHOroMonoBbli, 431, 443
OIHOMOZOBHI, 443
BPEMEHHOEe MYJbTHIIEKCHpPOBaHHe, 262,
309, 311, 383, 869, 890
aCHHXPOHHbi pexuM, 311
CHHXPOHHRIH pexum, 311
craTtucTuyeckoe, 313
BpeMs
KHU3HU
3anucH, 681
mapiupyTa, 669, 679
naketa, 600, 690, 728
KOHBepreHuuH, 667
obopora, 194, 400, 412, 420, 438,
442, 665
OKHMAAHMA KaApa B oyepeau, 762
peaxuuu cety, 194
yaAepxaHusa TokeHa, 388, 451
BTOPHYHOE KOJbLO, 455
BXOJHas ovepelnb, 87
BxozHOit 6ydep, 87, 99
Boibop MapuupyTa, 131, 133, 246, 603,
674, 729
BBIPaBHHBaHHe
oTpHuaTebHoe, 358
M0JIOXKUTENbHOE, 358
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JIOMeH
BCPXIi€ro ypoptsi. 567
UMeH, 585
koannauii, 408, 418, 525
ynpasicuus cetbio, 501
HIHPOKOBCATE ILHOTO Tpadiika, 549
JIOMCHHAS! CUCTCMa UMel, 584
JoMeHHoe uMs, 567, 584, 586, 695-696
JIONOIHHUTENbIIas BeJMYMHA Iyabcalun, 756
JOCTABKa
€ 33J1aHHOII CTelleH b0 HA/ICAKHOCTH, 391
€ MaKCHMa/IbLHBIMH YCHAHAMH, 92
JIOCTOBCPHOCTD llepeflady Aatnbix, 270
AOCTYII
AeTepMHHHPOBaHHbIi, 388
neneHTpann3osalnbii, 387, 389
KoJekTHBHbIR, 395-396
Kouesoil, 463
no tpebosatiio, 430
npuoputetnbiii, 430, 445
pesueHTHblIl, 463
cayuaiinbtii, 387
TepMuHtbhbiii, 843-844
leHTpanu3oBantblil, 388
JOCTYIIHOCTD
nAaHHbIx, 206, 888, 890
cuctemsbl, 197
cayx0Obl, 197
cpenst, 128
Apaiiep, 121, 481
nepudepuiiHoro ycrponcrsa, 47
ceTcBoro aaantepa, 482
ApobHbiii kanai, 348
JyNJieKCHasl CBSA3b C BPEMEHHbIM
pasaesncHueM, 314
JlyrekcHsl kanasn, 57, 73
AylnekcHbiit pexxum, 313, 434, 444445, 788,
859
AbIpsiBoe Beapo, 757

E

CMKOCTb KaHaJsa cBA3H, 56

3

3arayuka, 409

3aroJIoBOK
ESP, 883
ayteHTHdUKauuu, 646, 875
kaapa, 128, 304
MapuipyTu3auuu, 645
MYJIbTHUIIEKCHON cekuuH, 356
ocHoBHOM, 645

3aroJI0BOK (npodoaxcenue)
naketa, 85, 94, 131, 599, 724
nytH, 352
pereHepaTopHoil cekiui, 355
cHcTemsl 6ezonacHocTy, 646
caeayloumi, 645
TpakTta, 356
yPOBHS TipeicTaBienus, 126
¢dparmenTalny, 646
3a/1epxKa
6ydepuzauny, 101
JononsuTenbhas, 101
JocTaBkH, 192
JocTyiia k cpene, 497
nakeTHsalui, 762
nepejlayn
Kaapa, 411, 522
coobienus, 97
queiiky, 764
pacnpocTpaneHus cHruasa, 97, 422
3akon I'poiua, 32
3aMKHYTbiil MapiupyT, 507
3aMOpaKHBaHHe H3MeHCHHUH, 682
3anHChb
AMHaMuueckast, 504, 581
ctatiyeckasi, 504, 581
3anoJiHHTe b, 658
3anpeiueHubid Koy, 300, 416
3anpoc
Ha pe3cpBHpOBaHHC pecypcos, 713
Ha yCTaHOBJICHHe coejlutentis, 81, 745
3aTonieHHe cetu, 504
3atyxanue, 264, 267, 270, 272, 279, 322,
371, 443
3aTAHyBIUasica liepenayy, 410, 486
3alMTa
1:1, 361
1:N, 361
1+1, 360
JaHHbIX
B KOllLeHTpaTope, 488
B pas/ie/isieMbIx cpexax, 487
OT HECAaHKIIHOHUPOBAHHOTO AOCTYIIA,
487
kaprt, 361
MYJIbTHILIEKCHOM cekunu, 361-363
ceteBoro coeanHenusi, 361, 363
JalMTHOe MepekaloyeHue obopynoRaHus,
361
3allMIeRHOCTh Kabens, 269
3ammenssbiil kanan, 207-208, 873, 880, 885
sawuiuenHbiii nporokon 1P, 647, 873
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speasia, 60, 105, 107-108, 366, 385-386,
453, 893

3se3;1000pasas Tonosiorns, 60

3BeHoO, 257

31aveHie 11PoBepPKH 11e10¢THOCTH, 882

n
ieHTHhHKATOP
[P-trakera, 600
BHPTyaJbHoOro kaHana, 93, 769
BHPTVaJIbHOTO 1YyTH, 769
untepdeiica, 642, 703
KOMMyTaTopa, 536
obwHoctH, 825
OpraHi3aiHoHHO YHUKanbHeIii, 395
nakera, 89
neperpysk, 770
nopta, 537
THIIA JaHHbIX, 770
wicHTHdUKauus, 208
Hepapxuyeckas aapecauus, 62, 90
Hepapxvyeckas aekoMnosuuus, 120
Hepapxis ckopocreit, 346, 350
nabuparenbhas xkBuTaHuus, 202
n36bITOuHaA CBA3Db, 441
n36wrrovunsiii kox, 300, 308
H3oTponnas aHrenna, 320
M30XPOHHOC LIpHNOXKCHHe, 217
MMITYJIBCHO-KOA0BAst MOAyAsALMsA, 292,
346, 477
HMIIyJibCHBIA Habop, 847
HMULYJIBCHBL clocob
KO/LHpOBaHus, 54
HMst
DNS-ums, 567
nomMenHoe, 567
KpaTtkoe, 585
OTHOCHTCABHOE, 385
ioaioe, 586
r;10ckoe, 583
CHUMBOJIbHOE, 567
HHLeKc napaMetpos 6GesonacHoctH, 882
HHAMBUAYaAbHBIH anpec, 395, 570, 640
HHHBHAYATbHBIA KJienT, 163
HHxHHUPHUHT Tpacduka, 89, 245, 247, 777,
794, 895

HHTerpHpoBaHHas cUCcTeMa ylnpasheHus, 814
urrerpuposalioe obenyxusanue, 706, 715,

853, 865
HHTEIPHPYEMOCTD ceTH, 211
HITEVICKTYaJIbHasA CeTh, 42
MHTEJIEKTYQIbIbIH KOHLIeHTpaTop, 488

HHTEHCHBHOCTD
6utoBssix ommnbok, 270, 323, 849
oTkazos, 197

HHTEPAaKTHBHOE NpHJIoXeHue, 217

MHTEPaKTUBHbIC yeayrH, 163

MHTEPBaA
hello, 537
Outosbiit, 398, 433, 445
Mexkajposbii, 407, 411
MexI11akeTHbii, 397
oTCcpoukH, 398, 433

Hutepner, 41, 89, 104, 129, 138, 161-163,

166, 174, 179, 204-205, 209, 246, 313,
335, 672, 687, 721, 838, 841, 848-849,
862, 866, 869, 896, 903

untepdeiic, 87, 89, 94, 98, 100, 111,

122-123, 149, 163, 239, 244, 433, 484,
794, 856
API, 712
AUI 410, 433
MII, 433
NAT-ycrpoiicTsa, 724
V.35, 728
BXO/1HO1, 126
BbIXOAHOH, 126
rnobanshoii ceru, 728, 733
Jloruyeckui, 47
JIOKaNIbHOM ceTH, 728, 733
MeXJ1y 1oNb30BaTeNeM MU CeTblo, 748
MexXay ceTsiMH, 748
MeKypoBHeBbli, 120
HavanbHbIl, 855
He3aBHCHMBbIi OT cpeabl, 433
HeHYMepOBaHHbIH, 792
ONHOPAHTrOBbI#, 122
ocHOBHOI, 856
NPUKJIAAHON nporpaMMHblii, 125
cepsepa, 710
cerenoit, 61, 395-396, 652, 655
CUHXPOHHBIH, 750
ycayr, 120
dbusuyecknit, 46, 727, 794

nuHTepdeiicHas kapra, 47, 481

uutepdeiicnas gynkuus LLC, 390

HHTpaceTb, 182

MHPOKOMMYHHKallHoHHas ceTh, 42, 149

undopMaunonHbie ycayru, 149, 151, 160,

163-164, 168, 171

ndopMaunoHHbii Kaap, 788

MHgopMalMotHblil noTok, 65, 84, 311

HHgopMaunoHHbIi HeHTp, 158, 160

HHGOPMALIUA O COCTOSTHUHM COEANIIEHUS, 89
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uHdpakpacHble Bostbl, 321, 464
nHdpakpacHblit JManason, 321
ucTedeHHe BPEMEHY XHU3HK MaplupyTa, 679

K

KabeJb
BUTas napa, 276
BOJIOKOHHO-ONTHYeCKUH, 279, 348-349,
409, 454
Karteropuu 2, 277
kateropuu 3, 277
Kateropuu 4, 277
KaTeropuu 5, 277, 435
Kateropuu 6, 265
Koakcuanbhbli, 104, 127, 259, 276,
278-279, 348-349, 388, 409, 412,
431, 836, 866
TOACTHIM, 413
TOHKMH, 413
MeJlHbIH, 259, 443444
MHoroMonosbiil, 280, 431, 443
HeaKpaHHWPOBaHHbIH, 277
O0IHOMOJI0BbIH, 279, 443
OTBETBHUTEJIbHBIH, 454
CHUMMeTPHYHbIii, 276
ctanaaprta I1BM, 278
TeJeBU3HOHNbIH, 279, 836
THNbL, 278
kabesnbHaa NUHUA cBA3M, 259
kabeabHulit MosieM, 840, 866-867
kabesnbHbIH TecTep, 413
kaap, 93, 104-105, 109, 111, 113, 127-128,
130, 132, 147, 200, 407
802.3/LLC, 402
ATM, 763
Ethernet DIX, 402
Ethernet 11, 402, 406
Ethernet SNAP, 402, 405-406
Novell 802.2, 402
Novell 802.3, 402
Raw 802.3, 402, 404, 406
STM-N, 352
HHgopMaIMoHHslit, 788
KOMaHja, 786
HeHyMepoBaHHbii1, 788
oTpeT, 786
nepenaua, 389
npuem, 389
npoasuxetue, 503
ynpasJstiowuii, 788
¢dopmuposanue, 389
KaHan, 257, 309

aCMHXPOHHBIH, 475
BUPTYabHbIi, 89, 93, 95, 250, 742, 744,
751, 754, 784, 794
ApoOHbIi, 348
ayniekcHsli, 57, 73
samuimenHei, 207-208, 873, 880, 885
O[HOHarnpaseHHbli, 799
OpPHEHTHPOBaHHbIH Ha coeAHHenine, 475
noayayniaekcHoit, 57, 114
cBs3y, 59, 96, 159, 181
CHMILJIEKCHBI, 57
CUHXPOHHBIH, 475
cocrasHoii, 83, 257, 261, 288
crieKTpabHbii, 366
tuna B, 855, 861
vna D, 855
tuna H, 855
TOHAJIbHOM YacToThl, 288
ynaoTHeHHblii, 309
uundposoit, 791
afieMeHTapHbIii, 294
KaHabHbIA ypoBenb, 127-129, 387, 481,
729, 786
KaTeropuu kabene, 277
KavecTso obcayxupaHus cu. QoS
KBaJpaTypHasi aMIUIMTYAHAs
MonyJisiitdsi, 289 :
KBazpaTypuasi ¢aszoBasi MaHUNYAsiums, 289
KBUTaHLHS, 53
rpynnoasi, 202
nabupareabtasi, 202
oTpHuaTesibHasi, 200
nosoxurenbHas, 200
KBUTHpPOBaHHue, 661
KJIacc
IP-anpecos, 569
A, 569
B, 569
C, 570
D, 570
E, 570
rnobanbHbIX ceTel, 39
JIOKaJIbHBIX ceTeif, 39
Tpaduka, 230, 707, 715, 718
3KBUBAJIEHTHOrO npoasnxeHus, 808
knaccurKauus
npuioxenui, 220
Tpaduka, 228, 244, 810
KiHeHT, 52, 167, 188, 836, 841
WHAMBUAYaNbHbIN, 163
KOpriopaTHBHblii, 163164
Maccosblit, 163
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KJIoY
OTKpbITHIH, 878
cekpeTHbiit, 876, 878, 883
KOaKCHaJbHbIN Kabenb, 259, 276, 278,
348-349
ToacThi, 279, 409
ToHkuit, 279, 409
Kox, 295
OxAA, 405
2B1Q, 860
2D1Q), 299
4B/5B, 300, 433, 437
8B/10B, 441
8B/6T, 433, 435, 437
AMI, 297
B8ZS, 348, 860
HDB3, 348, 860
J K, 416-417
NRZ, 296-297, 304, 355
PAMS, 444
6e3 Bo3BpalleHHs K Hy10, 296
OunoaspHeIit UMNYTBCHBII, 298
IBOMYHBI, 54
3anpelueHHbiit, 300
HUAeHTUDHUKALUH ceTH, 749
naburrounnit, 300
MaHuyecTepckuii, 299
nepeMeHHON HHbI, 305
pewertyatsiii, 290, 308
CaMOCHHXPOHH3HpYolUMics, 295
cBepTo4HbIit, 308
KoAupoOBanue, 54
4B/5B, 455
NRZI, 455
6e3 Bo3BpallieHHs K Hy0, 296
6KTIONAPHOE C AIbTEPHATHBHOM
uHBepcueit, 297
MMIIyJIbCHBIH criocob, 54
JuHelHoe, 272
oTHOCHTe bHOe, 304
NOTEHUMAIbHBII cOcob, 54
craTucTHyeckoe, 305
cdbusnueckoe, 272
Xadmana, 305
KofioBbie 6uTHI, 658
KOJIEKTHBHBIH noctyn, 395-396
xosutn3ns, 105, 387, 397, 418, 422, 467,
525, 726
nerektop, 411
nomMeH, 418
obHapyxeHHe, 398
npenoTBpallenne, 462

KoJiblieBast Tonosorus, 59, 371
KoJibro, 59
SDH, 359
niaockoe, 359
KOMOHHHPOBaHHbIE A/IFOPHUTMBbI
o6caysxuBanus ovepeaeil, 233
komMbHHHpOBaHHbIi KOMMYyTaTOD, 521
komuter 802, 392, 445
KOMMyHHKauHoHHoe obopysoBanue, 57, 106,
197, 207, 209, 817
KOMMYHHKaILMOHHOE yCcTpoicTBo, 151
kommyTaTop, 60, 86, 91, 93-94, 98, 101-102,
111, 113, 152, 159, 234-236, 243, 247, 250,
261, 312, 320, 407, 418, 436, 466, 501-502,
508, 522, 735, 743-744, 764, 775, 817, 840
2-ro ypoBHsi, 734
3-ro ypoBHs, 550, 734-735
ATM, 440, 761, 770, 776
FDM, 309
ISDN, 858
riobasbHoii cetn, 151
KOMOMHMPOBaHHbIH, 521
KOpHeBOH, 535
JoxkanbHOM cetH, 151, 432
Ha OCHOBE KOMMYTaLMOHHOMH
MaTpuibl, 518
HasHavyeHHbIH, 537
Hebnokupyowmi, 513
onpeneneiive, 70
nporpamMMHblii, 70
NPOH3BOAMTENBHOCTD, 112
c obuteit wuHoi, 519
C pasjiesnseMoil naMaATbio, 520
Tenedounbiit, 847, 849, 864
daTonnbiit, 374
KOMMYyTaluMoHHas MaTpuua, 510, 518
KOMMYTalMoHHas ceTb, 71, 80
rxoMMyTauus, 65, 70, 95, 313, 369, 729,
797, 857
BUPTyasibHOrO KaHasa, 771
BHpTyaibHOro myts, 770
uuTepdeiicos, 70
Kanasio, 42, 75, 80, 855
KoH(Urypau1oHHas, 490
Ha Jsety, 510
Ha ocHoBe Teros, 796
Hanposaet, 510
naketos, 42, 75, 85, 98, 113, 135
KOMMYTHDYEMBbIH BUPTYaJbHBIH
KaHan, 742
KOMMYTHpyeMbiit MozeM, 840, 849
KOMMYTHpY'owwuii 610k, 87, 731
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KOMMYTHDYIOUIMH 110 METKaM
MaputpyTi3sarop, 795, 799
kommnpecchst, 304
KoMmnbloTepHas Ge3onacHocTb, 204
KOMIMbIOTEpHAA ceTb, 29, 319
KoMmnbloTepHbii Tpaduk, 848, 868-869
KoHBepreHuus cereii, 41, 149, 163, 168,
215, 257, 667, 767
KOHAHUMOHHpOBaHue TpaduKa, 243, 706, 717
KOHKYpPEHTHOe OKHo, 468
KOHKYpC, 324
KOHHeKTop, 412-413
KoHTeHT, 179
KOHTPOJMpYyeMbIit nepHox, 471
KoHTpoaep, 47-48, 50
KOHTpOJIb
HaJ/l MCT0Jb30BaHHEM pecypcoB, 187
neperpy3gH, 227, 234, 238
no napurery, 306—307
BepTHKaAbHEIHA, 307
~ ropu3oHTanbHblit, 307
notoka, 235, 238
UMKIUYeCKUH U36bITOYHBIH, 307
KOHTPOJIbHAS 110C/IE€I0BATENBHOCTb KaJIpa,
128, 306
KOHTpOJIbHasA cymMMa, 55, 86, 306, 389, 443,
658, 728, 770
Kazapa, 113
nakera, 86
KOHTpOJIbHAsA ToYkKa, 860-861
KoHPUrypaLUHoHHas koMMyTauusi, 490
koudurypauus pusnyeckux cssset, 57
koHpurypupoanue, 69, 152, 362, 794
aBTOMaTHYecKHil pexxum, 591
snoruyeckoe, 107
koHpuAeHUHanbHOCTh, 206, 472, 873, 875,
879, 890 ‘
KoHueBHk, 86, 884
KoHueHrtpaTop, 60, 107-108, 150, 261, 414,
416, 418, 439, 445, 453, 457, 483
aKTUBHbI, 453
ABOlHOro noakato4YeHus, 457
KopriopaTuBHblii, 491
MHOrocermeHTHhlH, 489
MOJYyJbHO-CTEKOBBIH, 492
MoayJibHbIii, 490
OJMHOYHOrO MOAKIIOYeHHs, 457
naccuBHbIi, 453
¢ HHKCHPOBAHHBIM KOJIHYECTBOM MOPTOB,
490
cTeKoBbIH, 491
yAajeHHoro focryna, 841

KOpHeBO# koMmyTaTop, 535
KOpHeBO# nopt, 537
KoprnopaTHBHas ceTb, 161, 168, 171, 186
KOPIIOpPaTHUBHbIIA KAueHT, 163-164
KOpriopaTHBHbIif MapuIpyTH3aTop, 732
KOPIOPaTHBHbII  MOAYAbHbIA KOHIIEHTPATOP,
491 '
Koppekuusi omnbok, 128, 307, 460, 465, 475,
852
KouyeBoOH aocTyn, 463
ko3pduLHeHT
BapHauuu, 194, 224
3arpyskH, 226-227, 233, 794
WCMoNb30BaHKS, 222, 224225, 232, 249,
386, 389, 399, 408, 498, 719, 811, 815
nyJjbcauuu tpadpuka, 85, 196
pacuiupetus, 340
Kpaxa 6ura, 348
KPaTKOBpPEMeHHbIil NOTOK, 746
KpaTkoe JOMeHHoe UM, 585
KPaTKOCPOYHbI€ XapaKTEPUCTHKH
cety, 188
KpaTvaifuruii Mapuipyt, 246, 715
kpeaut, 237
KpHUnTocucTema, 208
KpuTepuit Baibopa MapuipyTa, 67, 667
KkpoccupoBaHHbit HHTepdeiic MDI, 484
Kpocc-KoHHeKTop, 335, 361, 372-373, 784

n

JlaBMHHasi MaplIpyTusauus, 668
na3depublit auon, 281
JiuHeliHOe KoaupoBaHue, 272
nuHus cBA3H, 39, 54, 80, 257
aHaJsoroBas, 261
BO3AYUIHas, 259
kabenbHas, 259
paaunopeneiinas, 325
uudposas, 261
nuuensns, 165, 324
sloruyeckas cesA3b, 106
Joruyeckas cermenTanus, 500
Joruyeckas CTpykrypusauus cery, 106, 108,
110, 498
noruveckuit uutepdeiic, 47
noruyeckuit nopr, 544
norudeckuit cermenT, 110-111, 514
JloTHYecKoe coeiuHerne, 92-93, 391,
659, 878
JNOKaJIH3aLI sl
aapecos, 632
Tpaduka, 109, 112
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Jokanblas cetb, 36, 167, 169, 180, 209, 329,
837, 843

JokanbHast chyx6a paciipesenenus, 868

JOKaJIbHBIHA anpec, 565, 729

JIoKasbHbIA onepartop, 165

JloKaJibHbIi cnocob Hasmayenus anpecos, 395

noTepes, 324
nambaa, 366, 374

M
Mardctpaib, 158, 168, 282, 446, 674, 687,
732, 796, 864, 891-892
MarucTpaibHas cetb, 158-159, 733, 899
MarMcTpajibHblit MapupyTusarop, 730731,
733
MarucTpajbHbIi NOCTaBIMK ycayr, 176
MarHMTHas cBs3b, 268
MaKCHMaJibHast BapHalus
sanepxky, 194, 240
MaKCHMaJslbHasi BeJIMYMHA
nysabcauuii, 764-765
MaKCHMasbHas 3azepxka, 194, 240
MaKCHMMaJIbHasl IPOU3BO/IHTEILHOCTh
Ethernet, 407
MaKCHMaJibHasi CKOpOCTb nepeaays, 196, 216,
237, 408
MaKCHMasbHhit anameTp cet, 401, 416, 420,
436
MaJIOBBICOTHas opbuTa, 332
MaHumynauus, 288, 336
aMnauTyaHas, 288
¢dasopas, 288
NBOMYHas, 289
KBajpaTypHas, 289
yacToTHas, 288
nBoHuYHas, 289
MHOroypoBHeBas, 289
YyeTbipexypoBHeBasd, 289
Manyectepckui Kox, 127, 299, 304, 433
Mapkep aoctyna, 105
MapKHpoBKa Tpa¢Hka, 8§10
MapKOBCKoOe pacnpeneneHue, 221-222
MmapupyT, 64, 66-69, 76, 89, 96, 131-132,
246, 604, 645, 667-668, 724, 897, 907
ATM, 761
anbTepHaTHBHbIH, 198—200
BpeMeHHhI, 614
Baibop, 727
KpaTuyaitwuii, 246, 715
HeJOCTYNHLIHA, 680
onTuManbHbii, 210
no ymoJyaxuio, 606, 608

MapuipyT (npodoaxcenue)

NOCTOsAHHbIH, 614
cneunduyeckuit, 605, 614
cTaTH4YecKui, 614

mapupytuaarop, 60, 112, 130, 135, 143,

151-152, 234, 250, 320, 407, 418-419,
466, 669-670, 673, 676-677, 703, 705,
713, 727, 729, 733-734, 764, 785, 794, 817,
855, 899, 901, 907, 909
OSPF, 684
RIP, 679
BUPTYyaJibHbii, 902
BOJIH, 374
nocryna, 731
KOMMYTHPYIOILMIA 110 MeTKaM, 795, 799
KOpNopaTHBHbIii, 732
JOKaJIbHOM ceTH, 734
MarucTpajibHOit ceTH nocraBuivka, 900
marucrpasibhbiii, 730-731, 733
oneparopa cBsi3H, 732
no ymonyauuio, 606
norpaHnyHuii, 707, 724, 731, 799, 837,
900, 908, 911
nporpaMMHblii, 609, 734
perHoHaNbHOTO oTAeNeHHs, 733
yaaneHHoro oguca, 733
¢yuxunn, 727
MapuIpyTH3aLUs
azanTuBHas, 669
AuHaMHyeckas, 669
NlaBHHHas, 668
o/lHouIaropas, 683
OT MCTOYHHKa, 668, 812
craTuueckas, 669
yrpasJsieMas cobbiTHAMH, 668
MaplupyTH3upyeMbii npotokos, 133
MapUIpyTH3UpYIOUHii npotokon, 133
MapuipyTHas netjs, 680-681
MapLIpyTHas Lenb, 907
MapuupyTHoe obbsabsieHue, 907
Macka, 568, 619, 685
IP-anpeca, 572
JABOMYHas 3anuch, 568
nepeMeHHoOM IHHBI, 625
MaccoBHlii KiHeHT, 163
macwtabupyemoctb cety, 187, 209
MaTpHila KOMMYyTauHoHHas, 510, 518
MeJUIeHHOe paclidpeHHe criekTpa, 339
meannlit Kabenb, 259, 443-444
MeAHhIl HeaxpaHUpOBaHHKHA Kabenb, 277
MexJayHapoaHnit Homep X.121, 749
MexXKaapoBulil unTepsan, 407, 411, 421
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MEXIIAKCTHBIH HitTepBas, 397
mexceTeBoil nnporokos, 145, 786
MCXCHMBO.1bHas MHTepdepenus, 323
MeXYypoBHeBblit HiiTepdeiic, 120
metekep, 816
MECTHBIH 011CPATOP CBA3H
a/IbTepHaTHBHbBLHA, 165
yIOJIHOMOYCHHBIH, 165
MeTKa
BHPTYa/ibHOI1 YacTHOIT ceTn, 907
naketa, 93
110TOKa, 93
raobanbnas, 66
JoKasbHas, 67
METOZL
Joctyna, 445, 526
CSMA/CD, 441
B 6eCHPOBOAHBIX ceTAX, 462
neTepMuHiposatHoro, 105-106
1o Tpebosanuio, 430
¢ ofHapyxeHueM KoJanuauit, 395
C oro3HaBaHUeM Hecylleii, 395
cayuyaiinoro, 104-105, 113, 383,
387, 395
HHXHHUpHHra Tpadmka, 246-247
KOHTpoOJis neperpy3ok, 188
orpoca, 462
nJjaHupoBanus cetH, 188, 210, 234
npefoTBpaulcHHUs neperpy3ok, 188
npoekTHpoBaHus ceti, 188
MPOCTOS UCTOMHHUKA, 200
cKkoJb3siulero okua, 200-201
MeTpHKa, 68, 536, 605, 670, 674, 680, 685
MeXalunam
KonauluHonuposanus tpaduka, 243
KOHTpOJIsi neperpy3kH, 234
obpatHoit ceaasm, 527
o6y KUBaHus ovepeneit, 242
npeAoTHpalllelius lleperpy3ku, 234
MHKPOBOJIHOBasA cucTema, 321
MHMKPOBOJIHOBbLIR jHaiason, 321, 326, 464
MHKpOCEerMeHTaluus, 525
MHKPO3JIEKTPOHHAs1 MeXallH4yeckKast
cucTeMa, 374
MHI{HATIOPHBIA anepTypHbli TepmuHai, 333
MHHH-KOMIIbIOTED, 35

MHHMMAIbHASA CKOPOCTb 1lepe/layu siueek, 764

MHHUManbHas Tabsinua

MapupyTusauum, 613, 675
MHOTrOKaHaibHas cayx6a

pacupenesienus, 868
MHorokahanbnbiii npotokosn PPP, 789, 861

MHOroJly4eBoe 3amiipatiie, 323
MHOIOJIy4CBOE PACMpPOCTPaHeHHe
curuaia, 323
MHOTOMOJI0BOE ONTHYCCKOE BOJIOKHO, 279,
417, 433
mioromo/iosbiil Kabenn, 280, 431, 443
MHOrOIIOPTOBLIH NOBTOPUTEb, 484
MHOTOIIPOTOKOJIbHAS KOMMY TallKst
¢ ITOMOILBIO METOK, 795
MHOrocerMenTHbIl Konuenrparop, 489
MHorociaoiuas cetb IP/ATM, 794
MHOTOTCPMHHANbHAS OllePALHOHHAA
cucrema, 34
MHOFOTCPMHHAIbHAS CUCTEMA pasiiesieHins
speMenH, 31
MHOI'OYPOBHEBAs 4YaCTOTHas
MaHHIyasuus, 289
MiloroypoBneBblit noaxoa, 119, 135, 804
MHOXeCTBCHHblE KOIKM3KUH, 486
MHOXeCTBEeHHbIA J0CTYI ¢ KOJOBbIM
pasaesiecnuem, 309, 340
mMobusbHas GecnpoBojiHas cBssb, 318
MOOH/IbHAS KOMIIbIOTEpPHAsA ceTb, 319
Mobuibnas teaedouns, 318, 335
Moza, 279
Mojiedlb
OSI, 135, 137, 152, 355, 386, 481, 727,
745, 784, 841, 849
KaHasbHbIH ypoBenb, 127-128
MPHKJIANHOMH ypoBeHb, 135
ceancoBbiil ypoBelib, 134
ceteBoii ypopeHb, 129
TpaHcnopThlil yposenb, 133
ypoBcelb LipejcTasiaciius, 134
¢usnueckmit yposenn, 127
B3aUMONCHCTBHS OTKDBITBIX
cucreM, 124, 136
cnpasovHas, 124
MoaeM, 178, 260, 274, 288, 791, 846, 848,
852, 864, 866
RAS, 848
kabesbiibiit, 840, 866
KOMMYTHpYyeMmblii, 840, 849
Tesieponnbii, 840
MojeMHasi TepMHHaIbHas cTaulius, 866
MO/1YJIbHO-CTCKOBbIi
KOHIleHTparop, 492
MOAYAbHBIA KOHUeHTpaTop, 490
moayasuusy, 34-55, 273, 287-288, 293
amnautyanas, 287, 289
JIHcKpeTHas, 292
MMITYbCHO-KO/I08as1, 292, 346, 477
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Moty A uMst (npodoaxcerue)
€ HECKOJIbKHMH noanecyiinmu, 336
¢azonas, 288
yacToTHasd, 259, 287
MOHHUTOP
akTHBHbIH, 450, 452
ceteBo#, 601
moct, 110-111, 407, 418-419, 436, 501
npoapaunbiii, 502
pexxuM obyuenus, 503
MyJbTHNAEKcHpoBauue, 71, 75, 83-84, 113,
369, 652, 839
BoJHoBoe, 309-310, 367
BpeMeHHoe, 262, 309, 311, 869
BBICOKOYIIJIOTHCHHGE BOAHOBOe, 367
opTroroHanbHoe YactorHoe, 336, 465
ynIoTHeHHoe BoJiHoBoe, 310, 366
yacTtoTHoe, 261, 309, 465
MYJbTHUILIEKCHAA CeKLUs, 355
MyabTHnaekcop, 72, 261, 312, 346, 349,
353-355, 362, 366, 371-372, 861
BBO/a-BbiBoAia, 354
aoctyna, 841, 864
ontuyeckuii, 370
TePMUHANbHBIH, 354
MYJIbTHMPOrpaMMHast OllepaLiHoHIias
cuctema, 102
MYJbTHCEPBHCHAA CeTh, 41
MmaliHdpeiim, 30

H

Habop

WMIYAbCHbI, 847

TOHOBBIf, 847
HaBeJeHHbIH curHan, 268
HaBoakM, 264, 268, 271
Harpy>eHHbli cermenr, 411
Haie)KHOCTb TPAaHCMOPTHBIX ycayr, 187
Ha3HayeHHbIH KOoMMyTaTop, 537
Ha3Ha4yeHHbIIT HoMep nopta, 653
HasHayeHHblii nopt, 537
HaiikucTa dopmyana, 275
HaiikBucra—KotensHukona

otobpaxenue, 293

Teopema, 293
HaJIo)KeHHas cetb, 34, 258, 778, 783, 792
HanpaBAeHHasi aHTeHHa, 320
HallMOHAJIbHBIH onepaTtop, 166
HavaJibHoe yucao, 337
Havasbliblii HHTepdeiic, 855
lavaJbHbIi OorpaHHyHTENDb Kaapa, 403
Hebaokupyowuii koMmyTtatop, 513

HEJAOTPYXCIHbII pexuM, 226, 399
HE3aBHCUMOE LIOBEACHIIC
MaplIpyTH3aTopos, 716
HC3aBHCHMDI OT Cpe/ibl
unrepdeiic, 433
He3aluIeHoe coc/iuticine, 838
HCHarpy>eHHhlit cermenT, 411
HeHarpassenHas antettia, 320
HeHanpasJjieHias cpeia, 320
HeHymepoBaHHLIH HHTepdeiic, 792
HelryMepoBailiblil Kaap, 788
neonpeaenciibiit anpec, 570, 644
HEMOoAHOCBsA3Has Tononorns, 59
flepa3bopunBbtii pexum, 502
HEPCKYPCHBHas! ITPOLICAIYpa pa3pcellieH st
HMenu, 588
Hecyulas yacTora, 273, 322, 396-397
Hecyinmit curuan, 273
HeaKpaHupOBaHHasi BUTas napa, 259,
276-277, 409
HCIKpaHUPOBaHILIiA Kabenb, 277
HH3KOOPOHUTAIbHLIN CIyTHHK, 334
HoMep
BHUPTYaAbHOro coeanteHus, 769-770
Joryyeckoro kaHana, 93, 751
MeXyHapoaHbiit, 749
Ha3HAYCHHBIH, 724
HallMoHaNbHOrO TepMuiiana, 750
NOATBEPXAEHHbIH, 657
nopra, 653, 655, 703, 724, 726, 729, 843
OMHaMHyeckuii, 653
JoKanbHbIH, 654
Ha3HayeHHbiH, 653, 726
XOPOILO U3BecTHbIH, 653
nocJenoBaTenbHbil, 657
ceTtH, 63, 566, 568, 750, 772
y3na B ceTH, 63, 566, 568
HOMHHa/IbHAst CKOPOCTb NMPOTOKOa, 406

0

obnactb cetu, 686
obHapyxeHHe

Ko/M3nH, 398

outnbok, 129, 306

cnyvaiiHoe paHHee, 710
obHoBaeHWe Tpurrepiioe, 682
obopynoBaiine

KOMMYHHKalHOHHOe, 887

Kpoccosoe, 887

TepMHHaJbHoe, 860
obGpa6oTtka ournbox, 814
obpaTHas noctaska, 349
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obparHas 3ona, 589
obparuasi netast, 571
obparnast csasn, 236-237, 527
obpaTioe ajIMHHUCTPHPOBaHHE
pecypcos, 775
obpartoe jasacuue, 514
obcaysxusanue, 105, 233, 239
B3BellenHoe, 233
anddepeniiiposatitoe, 89, 599, 706,
708, 717
3asiBok, 221, 228
uurerpuposaiiioe, 706, 711, 715, 853,
865
ouepean, 89, 232
10 BO3MOXIIOCTH, 241
tpacbuka, 556, 707, 717
obuias cpesa nepepayu fanHbix, 384
obutasi urnHa, 60, 73, 105, 107, 112, 386,
414, 519
oburenoctynubiii lomen UitepHera, 841
obbesnnenue noacereit, 631
obbeM nynbcaiim, 709, 758
obbsiBsIcHHC
o mapuipyrte, 907
0 COCTOsIHHI cBAaaeil, 683
oscpaeiiHas ceTb, 792, 794
orpaHMuCHIasi UINPOKOBCllaTe/IbHas
paccbinka, 571
OrpaHyYeHHbI IIMPOKOBeLaTeNAbHbII
aapec, 571
orpaHMuYuTeNb Havyana Kajpa, 396
OAMHOYHOE NoaKNoYeHHe, 457
OJIHOMO/I0BOE OITTHYECKOe
BONOKHoO, 279, 417
OOMO/I0BBIN Kabenb, 279, 443
O/IHHOHANpaBaeHHoe pe3epBupoBsaline, 712
OAHOMPOrpaMMHasi onepallHOHHask CUCTCMA,
102
ofiHopaHroBblid uitepdeiic, 122
oAlOUIAroBasi MapuIpyTH3auHsi, 683
OKHO, 658
KOlKypeHTHOE, 468
npHema, 663, 665
npospautiocTty, 266, 369
cxonb3siuec, 392
OKOHeuHoe 0bopy/0BaHIe AaHHbIX, 260
onepaTop
anbrepuaTHBHbIH, 165-166, 864
JNoKanbibid, 165
HaunoHanbiblii, 166
' onepatopos, 165
pervoHaibubiii, 166, 168

oneparop (npodoaxcenue)
cBs3u, 161
TpaicHauHoHa bbb, 165
YIIOTHOMOUYCHHbIH, 165
orncpatlHolHas cuctema, 48, 52, 653
MHOIOTEPMHUHA/IbHAs, 34
MyJbTHIIPOrpaMmuas, 102
ofHonporpaMmMuas, 102
ceTeBasi, 34
oriopuasi ceTs, 34
o1poc
NelenTpasin3osaHblil, 389
uelTpaan3oBalitbiii, 388
ONTHYECKHIA Kpocc-koHIIcKTOP, 372-373
onTHYeckui Myabtunaexcop, 370, 372
outideckuil 06xoanoit nepekniovarens, 459
OlITHYECKOe BOJMOKHO, 104, 417, 431
ONTOINEKTPOHHBIA KPOCC-KOHHEKTOP, 374
opbuTa
reocTanHoHapHas, 332
MaJIOBbICOTHas, 332
cpexnHeBbICOTHas!, 332
OpraHM3aUIIOHHO YHUKAJbHbIH
npeutiipukartop, 395, 405
OpTOroHnajabHOE YaCTOTHOE
MyJbTHILIeKkcupoBanue, 336, 465
OCHOBHasi rapMoHuka, 290, 298-299
OCHOBHO# 3aros10BoK, 645
ocHoBHOIl 1HTepeiic, 856
OTKa3 B YCTAHOBNCHHN coeinHeHHs, 81
OTKa3oycToiuuBocTb, 198, 372, 457,
547, 731
OTKpbITas cucrema, 136
OTKpbITasi cneunduxaius, 136
OTKpbITHI Koy, 878
OTHOCHTCJIbIIOE JOMeHHOe uMsi, 585-586
OTHOCHUTeNIbHOE KoAHpoBaHue, 304
oTobpaxenue aapecos, 63, 794
otpaxenne, 322, 373, 464
oTpHuaTenbHas kBuTaHiwg, 200, 202, 788
oTpHllaTeNnbHoe BbipaBHiBanue, 358
ogucHbit Teaedonnsit koMmyTtatop. 159
oundposbiBaHHe rosoca, 293, 346
ouepesb, 87, 114, 121, 159-160, 162, 221,
227-229, 231-233, 236, 245, 439,
653, 665
FIFO, 221, 228
B3Betuenias, 231
Bxoanas, 87
sbixo/iHasA, 87
1puopuTeTHas, 228, 233
oinnbKa HAa YpOBHC Kajpa, 486
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n
naker, 85, 127, 131, 147

JlaHHBIX, 751

yCTaHOBJIEHHS COeAMHeHus, 93
nakeTHasi ceTb, 785
MaxKeTHbI KoMMyTaTop, 86
NakeTHbI MeTOA KOMMyTauuH, 42
namsTh

MHOroBxofi0Bas, 520

pasnensemMas, 520
napabosnnyeckas aHTeHHa, 320
napametpnl TpadHka, 718
NacCUBHLIA KOHLLEHTpaTOp, 453
nepBHYHas ceTb, 34, 258, 784
nepBUYHOEe KOJbLO, 455
neperpyska, 88

KoHTpouib, 188, 234, 238

npenorBpalueHue, 188, 234
nepegatyuk aucdysnniii, 330
nepeaaya

ronoca, 34, 217, 287, 346, 741

neiitarpaMmmHas, 89-90

C YCTaHOBJIEHHEM

BUPTYaJbHOro KaHaia, 89
JIOTHYECKOTO coerHeHus, 89, 92

TOKeHa, 388

yTJIOTHEHHOrO Kajpa, 312

actadperHas, 329
nepeKpecTHble HaBOAKH, 271

Ha 6/1MXHeM KoHue, 268

Ha JajJibHEM KoHile, 269
nepeMeHHast 6UTOBas CKOPOCTD, 216
nepenonHenue, 88, 658, 681, 759
nepepacrpesesieHne MapipyTHO#

nHdopmauuy, 673

nepuoa nynascauuy, 196
nepcoHalbHasA ceTb, 472
nepcoHaIbHbINH KoMmnbioTep, 37, 163
nerns

MapuipyTHas, 680

obGpatHas, 571

obpaTtHo# cBs3M, 775
NHMKOBas CKOPOCTh Mepefayn

AaHHbIX, 196, 219

siyeek, 764
NHUKOCeTh, 473
MUAOTHHM cHrHani, 342
IUIAaHHPOBaHHE

HCrosb30BaHUsA pecypcos, 187

cet, 210
nnockas anpecauus, 61
iockoe ums, 583

NJ10cKoe KoJbLo, 359
nosroputens, 107, 261, 401, 411, 421, 436,
451, 483
ABYXMOPTOBbIH, 483
knacca I, 437
knacca 11, 437
MHOTOIOPTOBbIi, 414, 484
NoBTOpHasi nepeaaya nakeros, 200, 306
ITOTOHHOe -3aTyxaHue, 264
norpaHMYHbIi MaplpyTtu3sarop, 707, 724,
731, 799, 837, 900, 908, 911
NOrpaHHYHbIA WIJIKO30BOH
nporokos, 686
No/UlepXXHBaeMas KJIHEHTOM BHPTya/lbHas
YacTHas ceTsb, 888
NoAZlepX&Ka pe3epBHbIX cBs3eH, 486
noaaomMeH, 585
noxkaHai, 83, 783, 791, 855
NOAKJIIOYeHHe
aBoiiHoe, 457
ABYXNopToBoe, 459
OAHHOYHoe, 457
noacets, 60, 90, 142, 169, 205, 565, 573,
642, 734, 743, 791, 841, 843
nojcucTema
BepTHKa/bHas, 282
ropHM30HTaIbHasA, 282
KaMmmyca, 282
noaTBepxkAeHHbIH HoMep, 637
NoAypOBEHb
KOHBepreHuuH, 767 ‘
CerMeHTaluM U peacceMbanposaHus, 767
ynpasnenns MAC, 527
NoA4YKHEHHOE YCTPOHCTBO, 473
nokKphiBaoluee aepeso, 535, 554, 686
nose
ayteHTHdukanny, 882
naHHbIX, 128, 132, 404-405, 407, 442,
656, 729, 787, 884
anunbl, 404-4035, 442, 787, 882
aanoaHurens, 404, 884
KOHTPOJIBHOH MOCJIEA0BATENbHOCTH
Kazpa, 404
napamerpos, 658
nopsAAKoBoro Homepa, 882
npeambynl, 403
crenylolero 3aronoBka, 645, 882
nosie3Has MpOMNyCKHasA cnocoGHOCTh
npotokona, 408
noJjiHoe AoMeHHoe ums, 586
NOJIHOCBA3HAS TOMOJOTHA, 38
MOJIHOCTbIO ONTHYeCKas ceTb, 369
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MOJHOCTBIO ONTHYCCKUIA
Kpocc-KOHHeKTOop, 374
noJjio>KuTeabHast ksutanuus, 200, 788
TOJIOKUTEJIbHOE BbIpaBHHBaHMe, 358
nonoca nporyckanus, 56, 80, 96, 103, 264,
270-271, 274, 288, 291, 336, 365, 777,
838, 846, 863, 869
nosnynyIeKcHslid KaHad, 57, 114
NoNyAYNJeKCHbIN pexxum, 389, 444, 525
Fast Ethernet, 432
KOMMYTaTOpa, 525
NONb30BaTE/IbCKasA AeiiTarpaMma, 654
MOJIb30BaTeNbCKUI caol, 152
noJsib3oBaTeNbCKUil unptp, 517
N0JIb30BaTEIbCKOE NPUJIOXKEHHE, 52
noMexH, 54, 238, 241, 263, 268-269,
275-276, 278, 323, 328, 340, 460
BHelllHHe, 263
BHYTpeHHHe, 264
NOMeX0yCTOHYHUBOCTb, 268, 271, 277,
288-289, 336
NOPOT YYBCTBHTEJILHOCTH NPHEMHHKa, 267
nopt
MDI, 435, 484
MDI-X, 436, 484
TCP, 654
UDP, 654
arperatHblii, 354
MCTOYHMKa, 637
KOpHeBoii, 537
JIOTHYeCKUH, 544
mapuipyTHaaropa, 436, 728, 792
HasHa4yeHHbIH, 537
npyeMHuka, 657
npunoxeHus, 653
C pasaeneHueM KaHanos, 791
TpUOyTapHbiii, 354
nopran, 466
N0C/eI0BaTENbHOCTh
Bapkepa, 340
nceBAocayYaifHON NMepecTpoKM 4acTOThI,
338, 475
paciumpsiouast, 339
nocjefoBaTeabHbIA HOMep, 657
NIOCTABUIMK
WHTEpHeT-KOHTeHTa, 179
npuaoxenuit, 179
ycayr
6unHrosux, 179
Unrepnera, 151, 174, 178, 673
MarucTpaibHulit, 176
10 nOCTaBKe KOHTeHTa, 179

nocTaBlMK (npodonxcenue)
N0 NoadepxKe NpUaoKeHuid, 179
pervoHanbHbid, 176
XocTHHra, 179
110CTOAAHHAs1 OUTOBAs CKOPOCTD, 216
MOCTOSHHBIA BUPTYalbHBIH KaHan, 742, 745
1oTeHUHaNbHBIN Koa, 299, 304, 348, 355
2B1Q, 860
2D1Q, 299
NRZ, 296, 304, 355
6e3 Bo3BpalieHus K Hyaio, 296
C MHBepcHel npu egutinie, 298
NOTEHUMaNbHBIH crocob KoaAHpOBaHHs, 54
NOTOK
arperupoBaHHbii, 71-72, 354, 720, 747
6aiitos, 144, 656, 663—-664
naHHBIX, 55~56, 65-66, 93-94, 146, 194,
216, 346, 775, 789, 852
ZlOITOBpEMEHHbIH, 746
uHpopMaLHOHHbIA, 65
KpaTKOBpeMeHHbIi, 746
NOTOKOBBIN Tpaduk, 215
nowarosas cneuuukauus, 718
NpaBHIO
4-x xabos, 415, 420, 438
5-4-3, 412, 415
OZIHOTO WJIH ABYX XxaboB, 438
npeambya, 396, 400, 403, 407, 410, 442-443
npeUIoKeHHast Harpyska, 66, 80, 114, 190
npefOTBpallieHHe KONIU3U, 462
npeanocienHee ycrpoiictso LSR, 805
npeabpa3oBaTeb
ananoro-uudposoit, 293
uudpo-aHanorosbiit, 293
npeduke, 575, 822, 904, 907
azapeca, 575
obuuii ceret, 631
¢opmarta, 640
NPHU3HAK
FOTOBHOCTH K yAaneHuto, 757
HEIOoCPeJCTBEHHO MOAKAIOYEHHOR CEeTH,
612
neperpysku, 237
noroka, 66
NpUKIaAHON NporpaMMHblit HHTepdeitc, 125
NpMKJIaZHO# npouece, 652
NpHKNagHoM ypoBeHsb, 124, 126, 135, 143
npuaoxennue, 48, 50, 102, 125
aCMHXPOHHoe, 217-219
U30XpoHHoe, 217, 219
HHTepaKTHBHOe, 217
110J1b30BaTeNbCKOE, 52
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HPIIOKCHUC (npodoaxcenue)
pacupeicneryoe, 52
¢ HOTOKOBBIM Tpadukom, 216
¢ nyJbcHpY0IUNM Tpahikom, 216
CBEPXYVBCTBHTCAbHOE K 3ajepxKam, 217
cetesoe, 53
cHHXpoHHoe, 218
VCTOIYHBOC K notepe aanubix, 218
YYBCTBHUTCIbHOE K 110TCpE
nannbix, 218
npuop#reT, 228, 231, 435, 439, 556, 777
[P-naketsa, 600
Token Ring, 452
NpHOPHTETHAsS oyepelb, 228, 233
npHopuTeTHOE 0OCAy)HBanue, 230,
233, 245
npHopHTeTHBIN f0cTYN no TpeboBanuio, 430,
438, 445
npobsema CKpbITOro TepMuHana, 461
1IpoBOAIHas cpeaa, 258, 320
1npoBoaHoe aboHeHTCKOE OKoHuYaHue, 868
nporpamMMHblii MapLipyTH3atop, 609, 734
HIPOJIBHIKCHUC
kaapa, 503
naketa, 145, 224, 407, 614, 721, 735,
807, 884, 908
npospayhslit Moct, 501
NPOM3BOAMTEIBHOCTD
KomMyTaTopa, 87, 112, 187, 198, 509,
511, 522
cetu, 209, 250, 387, 893
obias, 110
110CJIe JTOTUYecKoi
CTPYKTYp#H3almy, 110
¢ KoMMmyTauuen kananos, 100
TpaiCIOpTHLIX ycayr, 187
NPOMeXKYTOYHAs annaparypa, 258, 261
nponyckxas cnocobiocts, 56, 60, 67,
83-84, 86, 102-103, 188-189, 196, 233,
238, 240-241, 246, 271, 273-274, 383,
386, 407-408, 451, 500, 707, 713, 718,
778, 783, 810, 814, 888
npocToit HctouHnka, 200
MPOCTOIT IPOTOKOA MEpPeayy 3JeKTPOHHOH
noutsl, 143
nporoko., 50, 122
Ethernet, 113
IP HoBoro nokonenus, 639
1PSec, 647, 879-880, 885
PNNI, 761
Proxy-ARP, 582, 842
SSCOP, 771

1IPOTOKOA (npodoaxenue)
ayTenTHhHKALHH
110 KBHTHPOBAIMIO BbI3oBa, 789-790
1o napoaio, 789-790
rpynnoBof ajpecanui, 145
nByxTo4yeunblit, 127
ncHrarpammubli, 145
JIHHAMHUYCCKOro KOH(HIY pPUPOBaHUs
xoctos, 590 -
JOCTYNA K JIMHUH CBS3H /ISl MOIICMOB,
852
kanaibHoro vpoBus, 129, 135, 728, 785,
900
KoppexuuH oinbok, 851
mapupytisaimu, 133, 614, 668, 671,
673-674, 729, 761, 796
MaplupyTH3Mpyemsiii, 133
MapupyTHoii uHdopMmanuu, 674
MexceTenoil, 145, 786
MEXCCTEBbIX YIPABISIOUINX
coobuieHui, 145, 689
nepefayu
ruieprtekcTa, 143
daiinos, 143
MOKpbIBaOLICro jiepesa, 535
M0J1b30BaTE.IbCKUX AelitarpaMm, 144, 652
paspeuienus aapecos, 63, 567, 577, 729
pacnpezenieHis Metok, 798, 807
pe3epBHUpOBaHis pecypcos, 242-243,
712,714
cbanancuposaHHoro jloctyna
K JIMHUHU cBA3H, 750
CKATHS CMHXPOHHDLIX TOTOKOB
JlaHHbIX, 852
cHrHajbhbill, 243, 348, 712, 716, 720,
742, 798, 807, 846
TyHHeJUpoBaHus, 849
ylIpaBjaeHHA
arperupoBaHHUeM JIMHUI cBs3H, 547
JIMHHEH cBsA3H, 789-790
nepenayeit, 144, 652
ceTbio, 152, 789-790
yCTaHOBJICHHSA BHPTYabHOro KaHana, 243
¢uanyeckoro yposus, 150, 271
UIJ11030BOR
BHCIUHWH, 674
BHYTpeHIHil, 674
norpaHnynsii, 686
3MYJISILIMK TepMHHana, 143
LIPOTOKO./IbHasl eAMHMIA JaHHbIX, 127, 537
npoduavponanine Tpaduka, 244, 710,
718, 810



AndaBUTHLIAN yKa3aTeno

949

npoduas, 243, 476, 709, 717
npoltie/lypa paspeuiciis UMeHH
HepekypcHBHas, 588
pekypcuBtas, 588
npoueccop, 74, 87, 102, 112, 239, 731
nakeros Ethernet, 509
uucdpoBoro curiana, 445
npsimMasi koppekiust ounbok, 307, 460,
465, 475
1IpAMOE aAMHHUCTPHUPOBAHUE pecypcos, 775
npsiMoe 1ocJleIoBaTeIbHOE pacilluperne
cnekrpa, 339
1IyaCCOHOBCKOE pacnpeiesctHue, 222
1yJ aapecos, 592
nysabcalns Tpaduka, 85
nyabcupylouit tpadpuk, 101, 194, 215,
768, 854
nyTh KOMMYTaLHH 110 MeTkaM, 798, 803, 807

P

paauoananason, 320
pajiokanai, 259, 385
paauopeJieiinas anuus cesiam, 325
pajMoceTs, 163
pa3BA3bLIBAIONIMI aaeMeHT cM. PO
pasjesieHue

BpeMenH, 72

KaHaloB cBA3Y, 73, 791

Ha noyceru, 631

cpeab nepeaauu, 103

4yacToTHoe, 72 ,
pasje/isieMas MHOTOBX0/10Bas namsTtb, 520
pazaensiemas cpena, 73, 75, 104, 107, 109,

113, 128, 170, 396, 419, 867

pasjuuuTesb MapiupyTos, 904
pasmep

Gydepa cetesoro yctpoiicTsa, 229

okna, 201, 203, 237, 659, 663, 666

Tabanupl KOMMyTaunu, 94
paspeuicHue aapeca. 63
pa3bem, 46, 127, 410, 867
patiHee ocBoboXxueHHe ToKeHa, 451
pacnosnaBaHue koaauani, 399, 412
pacripefeneHue KaJpoB

AMHamMHyYecku il cnocob, 545

cTaTudeckuii cinocob, 545
paciipe/ie/ieHHas porpamMma, 52
paclipeaesicHHoe NpuJlokeHue, 52
pacnpenenentsiii pexxum DCF, 467
pacnpenenurenn, 839, 864, 866
paccenBanue, 322
paccpenortoyentas cetb, 475

paccTosiHue
Anst MeTpukH, 686
Xemmunra, 308
pacchlika
orpanuyecnnas, 571
IIMpoKoBellaresabHas, 217, 571
paciMpeHue
kajapa, 405, 442
CnekTpa
6uicTpoe, 339
meicHHoe, 339
ripsaMoe nocaenosarenstoe, 339
ckaykoo6pa3Hoil nepecTpoiKoi
yactoTsl, 337
paciMpetible aTpubyTsl coobuiectsa, 907
paclMpeHHbI
cnekrp, 336
cnucox aoctyna, 704
paciuupsieMocTb ceTH, 209
paciuMpsioas nocjaeaoBaTeNbHoCTb, 339
paculer;ieHie ropH3oHTa, 682
peasibHasi yacTHas ceTb, 887
PEBEPCHUBHBLIT IPOTOKOJI Pa3peLCHHS
ajzpecos, 582
peredepaTop, 261, 355
pereHepaTopuasi cekitusi, 355
perdoHanbitblii oneparop, 166, 168
perHoHasIbHblil 110CTaBIIMK yeayr, 176
peaupekTtop, 51
peXuM
ayteHTHuKauunn, 790
uebnokupyouwii, 513
He/lOrpyxeHHblii, 226
Hepasbopuussiid, 502
nepeaayu
acuHxpoHublii, 313, 760
neitrarpamMmHbiii, 389
nonyaynsexkchoiii, 389
CcUHXpoHUbIiL, 312
nepepacnpeae/eHus, 672
oMYy AyIJIeKCHBIN, 525
uyabcauui, 443
pacnpenenenuniit DCF, 467
cbanancupopaiitblii, 786
ckBo3Hoit, 353, 455, 708
TepMHUanbHOro focTyna, 843
TPaH3UTHBIH, 455
TpaHCnopTHbiii, 880
TyHHe bHbIiH, 880
yaajeHHoro y3na, 582, 841, 844
yAQJICHHOTIO ynpasenus, 843
tieHTpanusosantblii PCF, 467
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pe3epBMpOBaHHe cepsuC (npodoaxcenue)

OlHOHanpasJsieHHoe, 712
NPONYCKHOI cnocobHocTH, 764
pecypcos, 238, 707, 713, 716
pe3epBHas cBsA3b, 486, 508
peaepBHble 6UTbI, 657
pe3ujeHTHblIT aoctyn, 463
PeKypCHBHasl IIPoleaypa paspelleHus
nuMeHH, 588
peTpaHCAAUMOHHDbIH yyacTok, 247, 604
peteTyaThiii koA, 290, 308
P3, 411

C

caMOBOCCTaHaBJIMBalolascs ceTb, 360
CaMOCHHXPOHU3UPYIOLLHIics koa, 295
CBepTOuHbIit kon, 308
cBepTbiBaHHe kosell B FDDI, 455
ceepx6bicTpoe undposoe aboHenTckoe
OKOHuaHHe, 862
ceetoBoz, 279
csoboaHbiit TE-TyHHens, 809
CBsI3b
Jsoruueckas, 106
MarHuTHas, 268
HazeMHas, 259
pe3epBHas, 486, 508
cnyTHHUKOBas, 259
¢uanueckas, 106
aJieKTpuyeckas, 268
criaaxkuBaHue Tpaduka, 710
ceaHCoBbI} ypoBeHb, 126, 134
cermenT, 127, 146, 535
noruveckui, 110-111, 514
HarpyxeHHbi#, 411
HeHarpyxeHHbii, 411
cermeHTauus M peaccembauposanne, 767
cexpeTHbIH Koy, 876, 878, 883
cexnus
MYyJIbTHILIEKCHASA, 355
pereHepaTopHas, 355
cepsep, 51-52, 168, 173, 665, 725, 836
a1ropuTMa Beapa Mapkepos, 709-710
HMeH, 63
MapuipyTos, 669
ceteBoii, 37
yAaneHHoOTo focTyna, 841-842, 848
¢aitnosniit, 53, 216
cepBHC

BMPTYaJibHBIX BblAeJeHHbIX KaHal10B, 718

nevars, 52
YAIEHHOrO AOCTYNa, 52

daiinosbii, 52, 218
3JICKTPOHHOH MOYTHI, 52
ceteBasi 6e3onacHocTh, 204
ceTeBast MHTepgeicHas kaprta, 104, 481
ccTeBasl OnepaliMoHHast cucTeMa, 34, 52, 134
ceteBast cayxba, 52
ceTeBast TexHosorus, 36
ceTeBOe OKOH4aHHe, 8355
ceTeBOC NpUJIOXKeHMe, 53
ceteBoit anantep, 104, 113-114, 395, 436,
439, 442, 481
ceteBoit anpec, 131, 566, 729
BbIX0/HOTO HiiTepdeitca, 605
cJliedyoLiero MapipyTusaTopa, 604, 729
ceTeBoil uTepdeiic, 61-63, 395-396,
652, 655
ceTeBoi MoHunTOp, 601
ceTeBoi cepsep, 37
ceTeBOi ypoBelb, 128-132, 145, 147, 151,
153, 760
ceTeBOi 3s1eMeHT, 814
ceTh
VPN
Ha ocHoBe wHdposaHus, 895
ypoBHs 2, 892
yposHs 3, 895
BUDPTyanbHasl, 548
rnobanbHas, 33, 261
ropoackas, 40
aocryna, 158-16Q, 377
3artorieHue, 504
3nanus, 170
MHTerpupyemoctsb, 211
MHTeJIIeKTYaNbHas, 42
HH()OKOMMYHHKaLMOHHas, 42, 149
Kamnyca, 170
KOMMYyTaloHHas, 71
KoMmnbloTepHas, 29, 319
xopropatuBHas, 161, 168, 171, 186
JsiokanbHas, 36, 167, 169, 180, 209, 329,
548, 837, 843
MarucTpaibHas, 158-159, 733, 899
MacwTaba npeanpustus, 171
macuitabupyemocTs, 209
MeranoJauca, 40
mobunbHas, 319
MyJibTHCepBUCHas, 41
HaJioxeHHas, 34, 258, 778, 783
onepaTopa cBA3y, 161
onopHas, 34
onTtuyeckas, 351
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ceTb (npodoaxcenue)
otnena, 111, 169
nepBuyHas, 34, 258, 784
nepenayu JlaHHbix, 29, 41, 167
nepcoHanbHast, 472
nJaHupoBanue, 210
MOJIHOCTbIO OnTHYecKast, 369
nocrasllKKa cayr, 161
paboueii rpymmnel, 169
paauo, 163
paccpenortoyenHas, 475
pacuiupsieMocTs, 209
¢ 6a3oBbIM HabopoM yciyr, 466
¢ KOMMYyTauH1eil
KaHasoB, 853
raketos, 833
C pacuiHpeHHbIM HabopoM ycayr, 467
¢ TpaHcasmMen kaapos, 853
caMoBoccTaliapauBaomascs, 360
CHHXpOHHas, 351+
COBMECTHMOCTbD, 211
coctaBHas, 129, 143, 210
TeseBU3HOHHas, 163
tenedoHHasn, 33, 163, 258, 375, 837, 853
ynpassasieMocTth, 210
cxatue, 304
curHan, 81, 105, 108, 261, 263, 269, 272-273,
287, 291
aHaJsiorosbiit, 847
kosanauu, 400
HaBeJleHHbli, 268
Hecyumi, 273
OnTHYecKHi, 372
NUAOTHBIMH, 342
CTapToBLIH, 48
cToroBbiif, 48
tesieoHHbIil, 868
CHTHaJIbHast cHcTema 7, 847
CHrHaJIbHBIN npoTokoa, 243, 348, 712, 716,
720, 742, 798, 807, 846
CHUMBOJIbHOe uMs, 61, 121, 567
CHMBOJbHOC no/iaBaenue, 305
CHMBOJbHBII anpec, 61
CHMMeTpHuHas KpunrocucreMa, 876
CHMMeTpHYHas cxema wudposanus, 876
CUMMeTpHYHOE UG PpoBoe aBOHEHTCKOE
OKOHYaHHe, 862
CHMMeTPHYHbIi aftrOpHUTM LilM(poBaHus, 876
CHMMeTpHuHbIH Kabeab, 276
CHMILIEKCHBI KaHal, 57
CHHXPOHU3allMe NepeAaTinKa
H MpUeMHuKa, 53, 295

CHHXPOHHasA ONTHYecKas ceThb, 351
CHHXPOHHasA uMdpoBas Hepapxusi, 351
CHHXPOHHOe npuioxeHue, 218-219
CHHXPOHHBIIT UHTepdeiic, 750
CHHXPOHHBIN KaHan, 475
CHUHXDOHHDbII pexxuM
BPEMEHHOTO
MyJAbTHILIEKCHpOBahu, 311
nepenauu, 312
cHHXPOHHBII cranaapt Ethernet, 417
cucTema
T-kanasnos, 346
aBTOHOMHas, 210, 667, 672
azpecauus, 143
6unnunra, 160
BH/IMMOTO CBeTa, 321
IOMEHHBIX UMeH, 567, 587
nHdpakpacHbix BosH, 321
MHKpOBOJIHOBas, 321
MHKPO3JIEKTPOHHAA MeXaHudeckas, 374
MHOroTepMHHanbHas, 31
nakeTHoit obpabotku, 30
paszeneHusi BpemeHH, 31
CUrHasibHas, 847
TepMHHaJibHas, 841
yTpaBJI€eHUs
cerblo, 745, 814, 816
cucremoii, 815
CKBO3HOH pexuM, 455
cKoJib3sitee okHo, 201, 392, 788
CKOpOCTb
nepenayd aaHHeix, 37, 66, 82-83, 186,
195, 234, 236, 239, 270-271, 274,
276, 289, 322, 335, 339, 348, 414,
442, 444, 747, 762, 864
6uTosas, 297
MakcHMaibHas, 196, 216, 237, 408
nukosas, 196, 219
nosnesHasi, 224
corjacoBaHHas, 756
cpeanss, 102, 195, 219, 250-251
tpaduxa, 101
npoasHxeHus, 522
npotokona, 406
¢$dunbTpauuy, 521
yunosas, 339
ckpembaep, 298, 301
ckpembanposatme, 301
CKPHITHI1 TepMUHaJ, 461
coit
3alMIEeHHBIX coKeToB, 134, 874
MeHe/KMeHTa, 152
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c10i (npodo.twenie)
1HO.TB30BATELCKHIT, 152
vupapaenisi, 152, 754
caot, 312, 387, 469, 867
crywba
ABR, 774
UBR, 774
VBR. 773
PacHpeIeICHIs
JAoxanbhasn, 868
MHOTOKaHaTbHast, 868
pacnpe;1ete ol cnetembl, 467
cerenast, 52
CoTyaKeOHAS SUCTTKA ajIMITHHCTPHPOBAHHS
pecypeos, 775
cayvaiinoe pannec obHapyxetine, 710
cavuaitablii upouece, 193
cMmemantas roroaorus, 60
csmemnetie gparmenra, 600, 635
COBET 110 aPXHTCKTYPE
HMuTtepuera, 138
COBMCCTHMOCTL ceTi, 211
cornacoBatie napaMeTpos obmMeHa
JlatHbiMH, 785
cornacoBatiias BeAHYIHa
nyascar, 756
COLAACOBANNAS CKOPOCTb 11CPCLAuH
Jlanubix, 756
cornaietine 06 yposHe
obcnysxusanms, 188, 814
COCTHHCHHE
Jtoriueckoe, 92-93, 391, 659, 878
nesausuentoe, 838
coker, 652, 656, 659-660
coobutenne, 49-50, 96-97, 100, 126-127,
135, 234, 440, 703, 712, 725, 821
HELLO, 684
ICMP, 690
PATH, 712
RESV, 713
o MapupyTte, 679
0 neperpyske, 236
o6 omndke, 694
obpartHoii cBs3y, 236
HO.1b30BATCALCKOE, 654
cpoutioe, 658
coobuiectso Mitrepnera, 138
COIPOTHBACHIC BOJHOBOC, 267
cocTapnas cetb, 129, 143, 146, 210
cocTasnoil kasan, 83, 257, 261, 288
cora, 328
COXpaHCHHe ¢ NpojBHAKeHHeM, 87

CHCRTD
Koo8, 304
pacunipennii, 336
curnasa, 263, 290-291, 295, 299, 339,
435, 442, 444
CHCKTPATLHOC PA3I0AKCHHC cHrHana, 262
CHCKTPaIbHBI anamsarop, 263
cuekTpaibiblil Kanat, 366
cicumdikanms, 127, 136, 146
802.11a, 465
802.11b, 465
IEEE 802.11g, 465
MIB-1, 821
MIB-1I, 821
RMON, 826
3anpoca pHeMyiKa, 713
nolarosas, 718
Tpaika HCTOYHHKA, 712
¢dhmabTpa, 713
clieigyeckiit MapuipyT, 605, 614
Cnucok gocryna, 703
pacuspenublii, 704
cranjlaprubii, 703, 705
clpaBoyvHast Mo, 124, 135
civruik, 218, 330, 332, 335
reocTaunonapasiii, 331-332
HuskoopbUTAIbUbI, 334
cpeatcopouTanbbii, 334
CUYTHHKOBasE Cusisb, 172, 259
cpeta
Hecnposoanas, 258, 320, 460
neHanpasicHuas, 320
nepeaaiouast, 263
nposoias, 258, 320
cpeaxeBbicoTas opbura, 332
cpeanee Bpemsi HapaboTKH Ha oTkas, 197
cpestiee 3nadenne sasepxkH, 193—-194
cpeecpoUblie XapakrepueTki cetH, 188
CPEIHssl CKOPOCTb
nepefavn
nauibix, 195
siyeek, 764
HOCTYIICHMS MapKepos, 709
CPe/ICTBR
KoMIIbloTepHOil Gesonactocth, 204
upodiauposanns tpadmka, 234
ceresoit 6esonactioct, 204
cranaapr, 136
10Base-2, 412
10Base-5, 409
10Basce-F, 417
10Base-FL, 417
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CTaHAApT (npodo.txcenue) CTPYKTypa ceTi
802.3z, 443 Jlorudeckas, 106
Ethernet, 138 dusiyeckas, 106-107, 109
Fast Ethernet, 445 cTpykTypu3auns, 107-110, 499
FOIRL, 417 CTPYKTYpHpOBaHiias Kabeniast
IEEE 802.1-802.5, 392 cucTeMa, 281
KOMHTCTOB 11 obvesusiennii, 137 cxema
MeXAyHapouiLlii, 137 aBTolleperosopos, 434
MCZKCETCBOTO B3anMmociicTsns, 393 ungposanus, 876
Ha kabebHble cnereml, 281
HalHoOHAILHLIY, 137 T
OTACABHBIX thipm, 137 Tabina
CKaTHA Jlallibix, 852 ARP, 581
crataptisatus, 136, 139, 351 aapecnas, 503
CTaHjlapTHas ceTeBast TeXHOA0Hsl, 37 KommyTati, 69, 90, 94, 744
cTaH/JapTHas TounoJorus, 151, 385 Kpocc-coenbennit, 353
cTangapTHoe oTkJoHeHue, 193, 222, 224 MapiupyTH3aiin, 90, 132, 503, 604, 608,
cranpapTiblif cuncok qoctyna, 703, 705 744-745
CTaHiHA rnobanbuasi, 901
6azosas, 327-328, 335, 466 KoHeyHoro yaJa, 607
JIBOMHOrO NOAKAIOYeHHSA, 457 MHHHMagbhas, 613
OIMIIOYHOIO NOSIKII0YCH s, 457 ¢dopmiposanue, 613
ctapTosblii cirnai, 48 npoasuxenns, 90, 745, 797, 901
CTaTHCTHYECKHE XapakTepHeTHki, 193 coeauneumit, 353
CTAaTHCTHYCCKOL BpeMeitHoe COOTBETCTBUS aapecos, 63
MyJbTHIUICKCHPOBaHHe, 313 $dunbTpauuu, 503
CTATHCTHYECKOC Ko iHposaiine, 305 TaiiM-ayT, 134, 200, 202-203, 224, 237,
cTaTM4eckas 3alice, 504, 581 324, 385, 504, 665, 695
cTaTHyeckasl MapiupyTHaaums, 669 AoctaBkM, 134
craTHYecKHit MapiipyT, 614 KkBUTaHIH, 203, 665
CTaTHYeCKUI ¢rocod pacnpeseieHds Kaapos,  TakMep OTCPOUKH, 468
545 TaiiM-caiot, 312-313, 791, 867
CTEeK TakT, 261, 273, 289, 297, 299, 444
Novell, 140 Ter, 520, 552
TCP. 145 TeNEeBH3HOHHNAS ceTh, 163
TCP/IP, 140, 142-143, 146 TeAeBH3HOHHDIA
KaHaion kabesb, 279, 836
Thia B, 856 Tpadk, 869
tHia D, 856 tenedon, 167, 178, 318, 839, 847,
KOMMY HUKAIHOHIIBIX 11POTOK0JIOB, 123, 853, 858
125 abouentckui, 309
MeTok, 802 aHaJiorosbli, 847
nportokonon, 124, 130, 135, 147, 150, 152, MOOMAbHBI, 104
386 undposoii, 84, 292, 860
ATM, 767 tenedponHas cets, 33, 163, 258, 375,
Frame Relay, 753 837, 853
ISDN, 856 TesiepoHHble yeayrh, 162-163, 165, 178
OSI, 140 TeneOHHbII
SDH, 355 mojeM, 840
CTCKOBbI KonleHTpartop, 491 Tpaduk, 869
CTOIIOBDLIH CUlHan, 48 TEMBI A4 O6Cy>KJIeHHﬂ, 138

ctporuit TE-Tyunens, 809 teopeMa Hariksucta—Korenbhiikosa, 293
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TpaduK-KouTpakr, 765, 769
TpeboBatis K XapakTepucTHKam cetH, 186
TpubyTapHbIHA

6s10k, 353

noprt, 354
Tpubytapblii Tpacuk, 363
Tpurreprioe obHosJeHne, 682
TYHHebHBIH pexxnM, 880

Yy

yBeaoMJeHle o neperpyske, 759, 776
obpatHoe, 759
npsmMoe, 759
yaajseHHoe ynpaBnenue, 731, 815, 843
yaalteHHblii y3ern, 841
y3KOe MeCTO COCTaBHOro myTtH, 197
yakoliosocHoe GecnpoBogHoe
aboHEeHTCKOe OKoHYaHHe, 868
yKasaTtesb
M0JIOXKEHHS] BUPTYAJIbHOTO
KOHTelHepa, 353
CcpouHOCTH, 658
yHUKanbHbli anpec, 61, 725
YIIIOTHEHHOE BOJIHOBOE
MyabTUNAeKcupoBaHue, 310, 366
ynaoTHeHHbIH KaHan, 309
YNOJTHOMOYEHHbIN MECTHbII onepaTop
cBsi3u, 165
ynpasJyieHue
6e3omacHocThl0, 815
RocTynom x cpeae, 128, 383, 387
KOH(pUrypauueii cetn
M MMeHOBaHWeM, 814
JIOTHYECKHUM KaHa/oM, 387
MOTOKOM JaHHbIX, 785
y1npasaseMocTb cetH, 210
ynpasasilouuii xaap, 788
ypoBeHb, 162
LLC, 390, 392, 481
MAC, 433
anantaudn ATM, 766
AAMHHHUCTPHPOBAHHS CTaHUUH, 457
ayauoypoBseHb, 477
6a30Boro auanasoHa 4actort, 476
3awmenHocTH HHdopmauny, 204
KaHanbHbIH, 127-129, 481, 729, 786
JUHUY, 355
npezacrasienus, 126, 134
upukiaaHon, 124, 126, 135
NpoTOKO/1a afantauuu, 477
ceaHcosbli, 126, 134
cekumy, 355

yPoBeHb (npodoaxcenue)
CeTEBOTO MPOTOKOJ1A
MapuipyTH3aropa, 728
cetesoit, 128-132, 147, 151, 153, 760
cetenbix MHTepdeiicos TCP/IP, 145
cornacoBaHusi, 433
Tpakta, 356
TpaHcnoptHbii, 133, 140, 145, 147, 653
ynpasnexus, 387, 477
dusnyeckuit, 126-128, 389, 442
$u3nyeckux paamocurianos, 476
doToHHbIH, 355
ycuaureas, 261, 369
yckopeHHass MPLS-komMyTanus, 807
ycayru
MHTepaKTHBHble, 163
undopmauroHhble, 149, 151, 160,
163-164, 168, 171
KaTeropuu
CBR, 773
rtvVBR, 774
KOMMbIOTEPHbIX ceTeid, 162
tenedoHHble, 163, 165, 178
TpaHcnopTHble, 149, 151, 163
IIMpoKoBeLlaTenbHble, 163
yCTaHOBJeHUWe coefuHenus, 81, 93, 668, 741,
745, 757, 765, 788, 858
YCTPOHCTBO
ADSL, 840
rjaaBHoe, 473
I/ IOAKITIOYEHHS K LMPOBBIM
KaHanaM, 260
MHOTOCTaHUHMOHHOIO A0CTYNa, 453
obcayxuBaloitee 3asBkH, 223
noauuHeHHoe, 473
ceTeBoro okoH4yaHus, 861
¢usnueckoro yposusi, 433, 861
YTHJIHTA
ping, 693
route, 613
traceroute, 695
yuet paboThl cet, 815

e

daszap, 373

dasoBas Mauuityasuus, 288

dasosast monysnsiums, 288

daiinoBas cucrema, 149

daiinosuiit cepsuc, 52, 218

dusnueckas css3b, 106

dH3nyeckan cpeaa nepeaadH
naHubix, 104, 258
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(pusmnyeckan cTpyktypa cet, 106-107, 109
dbnamnuecknit
nnTepodeiic, 46, 727, 794
ypoBeHb, 126128, 389, 442
¢usiyeckoe koauposauue, 272
dukcupoBanHas
6ecnipoBoaHas cBasb, 318
rpaiuua agpeca, 568
dunbtp, 371, 517, 839
¢uabTpaums, 372, 503, 517, 521, 702, 705,
729, 731, 817, 827, 897
tpnar 1P-nakera, 600
¢opmar kaupa, 383, 445, 801
802.3/LLC, 403
Ethernet DIX, 404
Ethernet II, 404
Ethernet SNAP, 405
Fast Ethernet, 433
Gigabit Ethernet, 441
Raw 802.3, 404
¢opmuposanme Tpaduka, 244
dopmyna Dypoe, 263
doToHHbIA
KoMMyTaTop, 374
ypoBeHb, 355
¢pparmenrauus, 633
bpeiim, 147
¢dponT, 295, 299
dyHkuua
aBTOCcerMeHTauuu, 485
BbIYMCJINTEbHO HeoGpaTuMas, 877
naitnxect-pyHkuus, 877
uHTepeiicHas LLC, 390
MaplipyTH3aTOpa OCHOBHast, 727
xaui-pyHxuus, 877
®ypse dopmyaa, 263, 290

X

xab, 107, 414, 438, 483

XapaKTEPHCTHKH
BepOsITHOCTHbIe, 193
noarospemenHble, 187
3ajiepxek nakeros, 192
KpaTKocpouHble, 188
CKOpOCTb nepenayu, 195
cpeaxecpoyHbie, 188
cTarucrudeckue, 193

Xadmana koauposanue, 305

XemmuHra paccrosiue, 308

xor, 604, 800, 808

XOpOLIO M3BeCTHble HOMepa NopToB, 653

xaui-pyukuus, 877

L
1IAII, 293
1IeJOCTHOCTD
nannbix, 204, 206, 815, 873, 875, 879,
882-883, 890, 895
MoHOKaHana, 413
naketa, 767
cety, 355
UEeHTp
nHbopMaumnonHbii, 158, 160
obmeHa, 177
ynpasJjieHHs cepsHcamH, 158, 160
UEeHTPaJM30BaHHbIi gocTyn, 388
HIEHTpaJIM30BaHHbIN pexuMm PCF, 467
UEHTPaJIM30BaHHbIH CNOCcO6 Ha3HAYEHHS
azpecos, 395
LHeHTpa1bHbIN oduc, 167
uenb, 359, 370, 847
AByxToueyHasi, 370
C NPOMEXYTOYHBIMH
HOAKAIOUEeHHsAMH, 370
LUHMKJIHYECKHI M36bITOYHBIH KOHTPOAK, 307
undpo-aHasoroseiit npeobpasosaTenb
cx. HATL
undpoBas uepapxust CHHXpoHHas, 351
uxdposas TUHHUS CBA3H, 261
uudposast noanucs, 878
ungpoBast ceTh ¢ HHTErPUPOBAHHBIM
obcnyxuBanneM, 853
undposoe aboHeHTCKoe OKOH4aHHe, 853, 860 -
acUMMeTpHyHoe, 862
€ aJlanTUPYeMOH CKOPOCThIO
nepenauu, 862
cBepxbuicTpoe, 862 .
CUMMeTpHYHoOe, 862
undposoit kanan, 294, 783, 791
uKdpoBoit Kpocc-KOHHEKTOop, 355
uudposoit Tenedon, 84, 292, 860

y
yacTHas ceTb, 164, 887-888, 890
BUpTyanbHas, 887
peanbHas, 887
yacTHbIf aznpec, 573, 641, 721, 724, 841
yacTHpI MHTepgeiic NNI, 761
yacToTa Hecyiuas, 273, 396
4YacTOTHasi MaHunyasauus, 288-289, 464
YacToTHasA Moayasuus, 259, 287
4aCTOTHOEe MYJIbTHIIEKCHPOBaHue, 261,
309, 465
YacTOTHOE pa3jesieHue, 72
YaCTOTHOE YiJIoTHeHKe, 309
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YacTOTHBIN 111aH, 367

yepenosanue Oaiitos, 359

yeThipeXypPOBHeBasi YaCTOTHAS
MaHunyasms, 289

yun, 339

YUNOBas CKOpoCTsb, 339

yucaosoe uMms, 827
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