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CHAPTER 1

Introducing Linux

By James Turnbull, Peter Lieverdink, and Dennis Matotek

You've decided to learn more about System Administration or run your business on free and open source
(FOSS) infrastructure? Congratulations and welcome to the world of Linux and open source software! This
chapter will take you through the first steps into implementing that infrastructure. We cover choosing a
platform or distribution, choosing appropriate and supported hardware, and finding the software you need.
We also provide you with the location of some resources to help you support your Linux environment. Then,
in Chapter 2, we’ll show you how to install your first Linux hosts.

Linux Distributions

What is a Linux distribution? Well, in simple terms it is a collection of applications, packages, management,
and features that run on top of the Linux kernel. The kernel is what all distributions have in common (it is
sometimes customized by the distribution maintainers), but at their core they all run Linux.

Note So what’s a kernel, you ask? Don’t panic, we’ll fill you in. The kernel is the core of all computer
operating systems and is usually the layer that allows the operating system to interact with the hardware in
your computer. The kernel contains software that allows you to make use of your hard disk drives, network
cards, RAM, and other hardware components. In the Linux world, the kernel is based on code originally
developed by the founder of Linux, Finnish developer Linus Torvalds. The kernel is now maintained by a
community of open source developers, and changes go through a software life-cycle process. Your distribution
will come with a version of that kernel, and like Windows or other operating systems it can be updated and
upgraded to provide new features or fix bugs.

The world of Linux distributions may at first seem a little confusing. You are probably thinking, “If they
are all ‘Linux, why are there so many different names, and which do I choose?” You may have heard names
like Red Hat, Fedora, Debian, and the more oddly titled Ubuntu (it's a Zulu word that loosely translates as
“humanity toward others”!). In this section, we'll explain what a distribution is, describe the ways in which
distributions differ, and suggest some strategies for selecting the right distribution for you.

© Dennis Matotek, James Turnbull and Peter Lieverdink 2017 3
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Distributions differ in several ways, and three of the most important are
e  Purpose
¢  Configuration and packaging
e  Support model

First, different distributions are often designed for different purposes and provide different user
experiences. Some distributions are designed as servers and others as desktops, and some are designed to
perform particular functions, for example, as embedded systems. The majority of Linux installations still
tend to be servers. While more Linux desktops are appearing, the numbers do not yet challenge Windows
and Apple OS X dominance of the desktop market.

The second major difference between distributions is in their configuration. While some distributions
keep all their configuration settings and files in the same locations, others vary their locations. Additionally,
the process of installing and updating applications (which are usually installed by a package) is not
consistent across distributions. Many distributions use different application installation and management
tools (generally called package management tools). This can be confusing and can make administration
difficult if you have an environment with differing distributions. In Chapter 19, we’'ll look closely at
configuration management tools and how to overcome these sorts of issues.

The third difference is that distributions also have differing support models. Some, like Debian, CentOS,
and Fedora, are maintained by a community of volunteers. Others, like Red Hat Enterprise Linux and
Ubuntu, are maintained and supported by a commercial vendor. The software is still open source, but you
can pay for support and maintenance. Most commercial Linux vendors support themselves through the sale
of maintenance and support services.

Let’s look at some of the available choices; this won’t be a comprehensive list, but we’ll cover most of
the major popular distributions and then present some reasons for selecting particular platforms. We’ll
also group together some of the like distributions, particularly focusing on distributions derived from two
major distributions: CentOS (derived from the Red Hat distribution) and Ubuntu (itself a derivation from the
Debian distribution).

Note So how can one distribution be “derived” from another distribution? Well, open source software
means that the source code is available to developers. Developers can pick and choose the features they
want in a distribution and potentially create their own distribution. Many of the major distributions appeared
because a developer or group of developers decided to create their own version of another distribution. These
new derivations often have their own branding and features. Some remain close to the parent distribution, and
others follow their own path.

Red Hat Enterprise Linux

Red Hat Enterprise Linux (www.redhat.com/rhel/) is a popular commercially supported Linux platform.
It comes in a number of versions, the two most common being Red Hat Enterprise Linux (also known as
RHEL) and Red Hat Enterprise Linux Advanced Platform (RHELAP). The major difference between the
versions is the number of CPUs (central processing units) supported, with RHEL supporting up to two CPUs
and RHELAP supporting an unlimited number.

Red Hat platforms are commonly used by corporate organizations as server platforms due to the
dedicated support and service levels available from the vendor. Red Hat, and most distributions based on it,
make use of the Red Hat Package Management (RPM) packaging system.
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At the time of writing, RHEL costs start at approximately $350 a year for basic support and range up to
$1,500 for premium support. Its more advanced cousin, RHELAP, ranges in cost from $1,500 to $2,500+ per
year depending on the hardware architecture and level of support desired. These costs provide you with
technical support and any needed patches or updates to the distribution.

Red Hat used to be run by a community of volunteers too until the distribution became so important
to the technical infrastructure of commercial organizations that people were happy to pay for guaranteed
support. Their original volunteer community still lives on as the Fedora Project.

CentOS

CentOS (www.centos.org/) is a derivation of the Red Hat Enterprise Linux platform. Based on the same
source code, it is available at no charge (and without Red Hat’s support). People who wish to make use of
the Red Hat platform and its stability without paying for additional support commonly use it. It employs the
same packaging system, RPM, and many of the same administration tools as the Red Hat product. It is one of
the distributions we will be using in this edition of the book.

The Fedora Project

The Fedora Project (http://fedoraproject.org/) is a distribution jointly run by the community and Red
Hat. It is a derivative of Red Hat Enterprise Linux and provides a forward development platform for the
product. Sponsored by Red Hat, Fedora is a testing ground for many of Red Hat’s new features. As a result,
itis occasionally considered by some to be too edgy for commercial use. Many of the features introduced in
Fedora often make their way into the new RHEL releases. Fedora also makes use of RPM packages and many
of the same administration tools used by RHEL.

Debian Linux

The Debian Linux distribution (www.debian.org) is a free community-developed and community-managed
distribution with a diverse and active group of developers and users. It was started in 1993 and built around
a social contract (www.debian.org/social_contract). The Debian distribution strives toward freedom,
openness, and maintaining a focus on delivering what users want.

The Debian distribution is well known for the dpkg packaging system and the availability of nearly
23,000 applications and tools for the distribution.

Ubuntu

Initiated by South African technologist and entrepreneur Mark Shuttleworth, the Ubuntu operating system
(www.ubuntu.com/) is free and based on the Debian Linux platform. It is community developed, and
upgrades are released on a six-month cycle. Commercial support is also available from its coordinating
organization, Canonical, as well as third-party support providers. It comes in different flavors to be used

as desktops or servers. Some pundits believe the ubiquitous nature and stability of Ubuntu heralds the
increased use of Linux as a desktop platform. Many people consider Ubuntu one of the easiest Linux
platforms to use and understand, and much of its development is aimed at ease of use and good user
experience. Ubuntu makes use of Debian’s packaging system and a number of its administration tools.
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Gentoo

The Gentoo distribution (www.gentoo.org/) is another community-developed platform. It is notable
because it provides the option to compile the entire distribution from source code on your hardware.
This allows you to customize every option to suit your particular hardware combination but can take a
considerable time to complete. Gentoo can also be installed in a precompiled form for those with less
technical skill who don’t wish to compile everything. Gentoo is also well known for its frequent use as a
platform for MythTV, an open source media center application similar to Microsoft Media Center. Gentoo
makes use of a packaging system unique to the platform called Portage.

Tip You can learn about the myriad of distributions available in the Linux world at DistroWatch
(http://distrowatch.com/).

So Which Distribution Should You Choose?

Selecting a particular distribution should be based on your organization’s budget, skills, and requirements.
Our broad recommendation, though, is that you choose either a Red Hat-derived distribution or Ubuntu
(a Debian-based distribution) or Debian. All of these are well supported by the organizations and
communities that maintain them.

Tip Online you’ll find a useful unscientific automated quiz for selecting an appropriate Linux distribution
available at www. proprofs.com/quiz-school/story.php?title=which-1linux-distribution-are-you-1
and an article on the topic at http://1lifehacker.com/5889950/how-to-find-the-perfect-1linux-
distribution-for-you.

With the exception of Red Hat Enterprise Linux, which requires a support contract to receive updates
and patches, all of the distributions we’ve discussed are available free of charge. You can download and
install them without having to pay a license fee.

Note You can get the Red Hat Enterprise Linux software for free and install it without having to pay a
license—the only trouble is that you will not be able to get any updates without a support agreement, which
can leave you with a buggy and insecure host.

Several of the distributions we’ve discussed have commercial support, and if your technical skills are
not strong, it is worth considering such a distribution, such as Red Hat Enterprise Linux or Ubuntu (with
support provided by Canonical, their coordinating company). You should also remember that technical
support may be available from a local provider. For example, a number of information technology (IT)
companies and systems integrators provide Linux support, and there are frequently small-to-medium
companies in the IT support business that could also provide relevant support services.

If you don’t wish to pay for the third-party or vendor-provided commercial technical support, you might
want to choose from a number of distributions that are noted for their large active communities where you
can find support and assistance. Ubuntu support resources in particular have grown in recent years due to
the many newcomers to Linux who have adopted that distribution.
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Finally, don’t discount your own personal experience. Explore the distributions yourself. Try out
LiveCDs, install a few of the distributions, and get a feel for the various administration tools and interfaces.
Your own feelings about which distribution suits you and is the easiest for you to work with shouldn’t be
underestimated.

So Which Distributions Does This Book Cover?

As we have discussed, two popular choices are Red Hat, or derivatives like CentOS and Fedora, and Ubuntu
and other related distributions. We’ve chosen to cover a Red Hat-derived distribution and Ubuntu, a
Debian-derived distribution. We've chosen these because they represent good examples of the two major
families of distributions. They also allow us to demonstrate the major configuration options and styles,
package management tools, and associated administrative techniques used by a broad swathe of the
available Linux distributions.

Specifically, this book covers the material needed to implement applications and tools on

¢  Red Hat Enterprise Linux or a Red Hat-based distribution like CentOS or Fedora
e  Ubuntu or other Debian-based distributions

When providing specific examples, we’ve chosen to demonstrate using CentOS 7 and Ubuntu LTS
XenialXerus (16.04).

Note LTS is an abbreviation for “long-term support.” The Ubuntu project updates its server and desktop
releases every six months. The Ubuntu project guarantees that an LTS release will be supported (e.g., bugs fixed
and security issues patched) for a period of five years after its release. Red Hat also has a similar release cycle
where Red Hat tries to maintain binary compatibility for the life of the release (meaning it doesn’t change major
packages for life of the release). Red Hat also has an ELS (extended life-cycle support). For further information,
see https://wiki.ubuntu.com/LTS and https://access.redhat.com/support/policy/updates/errata

Each chapter will provide examples of configuration for each distribution and document any
differences between the distributions such as the location of configuration files or the names of packages.

Picking Hardware

Detailed analysis on choosing appropriate hardware is beyond the scope of this book. We generally
recommend you purchase hardware with sufficient reliability and support to meet your organization’s
requirements. If you need to rely on your infrastructure 24/7/365 and require high levels of availability,
you should purchase hardware with redundant features, such as backup power supplies. You should also
purchase appropriate support capabilities such as spare parts and onsite, phone, or online support.

Of course buying your own hardware may not be a cost-effective way of implementing your services.
Cloud providers may be your better option depending on your requirements. You can purchase a dedicated
or virtual server from providers like Rackspace (www.rackspace.com) or Linode (www.linode.com). And if
you want fully virtualized servers you can also look at Amazon Cloud Services (https://aws.amazon.com) or
Google Compute Engine (https://cloud.google.com/compute) and even simple services like DigitalOcean
(www.digitalocean.com)
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Note The decision to go to the Cloud or buy your own hardware comes down to various factors. Is there
any real reason for the server to be in your office or data center? Do you have enough Internet bandwidth and
stability to put your services into the Cloud. You can always settle on a combination of in house hardware and
PaaS (Platform as a Service) depending on your requirements.

Supported Hardware

In addition to purchasing the right hardware, you should take into account some important selection and
performance considerations. The most important consideration is that not all hardware is supported by the
Linux operating system. While rare, some hardware components (e.g., some wireless network cards) lack
drivers and support on some or all Linux platforms.

You should confirm that whatever hardware you purchase is supported by the distribution you have
selected. Most distributions have Hardware Compatibility Lists (HCLs) you can use to verify your hardware
is supported. Here are some of the currently maintained HCL sites:

e https://access.redhat.com/ecosystem (relevant for Red Hat, CentOS, and Fedora)
e  www.ubuntu.com/certification (Ubuntu)

e http://kmuto.jp/debian/hcl/wiki/ (Debian, but also relevant for Ubuntu)

e www.linuxquestions.org/hcl/index.php (generic listing)

There are also many large-scale hardware vendors that provide systems with OEM (Original Equipment
Manufacturer) Linux software. You can choose from companies such as Dell, HP, and IBM to provide
hardware guaranteed to work with a specified list of supported Linux distributions.

Note We’ll discuss a variety of specific performance issues in later chapters when we look at particular
applications and tools.

Getting the Software

Where do you start with installing your first host? First, you need to get a copy of the software you require.
There are a number of ways to acquire the base operating system software. Some distributions sell CD-ROMs
and DVDs, and others offer ISO images to download (and some do both!). Other distributions also offer
installation via network or the Internet.

Note We'll look at processes for automated, network-based provisioning of servers in Chapter 19.

Following is a list of some of the sites where you can get CD-ROMs and DVDs:
e  www.ubuntu.com/download

e www.debian.org/distrib/
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https://wiki.centos.org/Download
www.gentoo.org/downloads/
https://access.redhat.com/downloads/

getfedora.org/

Once you have downloaded the required software, you can burn an ISO to CDs, DVD, or USB. Following
are links to some software and instructions on how to do that:

http://unetbootin.github.io/
http://pcsupport.about.com/od/toolsofthetrade/ht/burnisofile.htm
https://help.ubuntu.com/community/BurningIsoHowto

www . ubuntu.com/download/desktop/create-a-usb-stick-on-windows

Or if you already have media available, you can just get started with your installation in Chapter 2.

Getting Support

Finding help and support for your Linux distribution varies greatly depending on the distribution. If
you've chosen a commercial distribution, you can contact your vendor to get the support you need. For
non-commercial distributions, you can log tickets or review documentation at your distribution’s site.
Additionally, never underestimate the power of search engines to find solutions to your problems. Many
people worldwide use Linux and may have experienced the same issue you have, and posted or written
about solutions.
For specific distributions, the following sites are most useful:

Red Hat: www.redhat.com/en/services/support

CentOS: http://bugs.centos.org/main_page.php

Fedora: https://fedoraproject.org/wiki/Communicating and_getting help
Debian: wiw.debian.org/support

Ubuntu: waw . ubuntu. com/support

Gentoo: www.gentoo.org/support

Check the sites of other distributions for their support mechanisms. Other useful sites include

ServerFault: http://serverfault.com
AskUbuntu: http://askubuntu.com
Unix & Linux: unix.stackexchange.com

Linux Forums: www. 1inuxforums.org/forum
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Summary

In this chapter, we've introduced you to some varieties of Linux, including the two distributions this book
focuses on:

e  CentOS
e  Ubuntu

We've also discussed some of the reasons to choose a particular distribution, how to choose some
appropriate hardware, and where to get some basic support for your choice of distribution. In the next
chapter, we’ll show you how to install both of the distributions that this book covers.

10



CHAPTER 2

Installing Linux

By James Turnbull, Peter Lieverdink, and Dennis Matotek

In this chapter, we're going to take you through the process of installing a host with CentOS and a host with
Ubuntu Server. We'll show each distribution’s installation process using the graphical installation tools and
detail the options available during installation. We’re going to perform the base installation and also install the
packages needed to run a basic web, mail, and DNS (Domain Name System) server. Don’t worry if you don’t
know what these functions are at the moment—we explain DNS in Chapter 10, web servers in Chapter 11

and mail servers in Chapter 12.

Tip We recommend you read the whole chapter, including the sections covering the Cent0S and Ubuntu
installation processes, to gain the best understanding of installing Linux hosts.

We'll start by installing a Red Hat-based distribution in the section “CentOS Server Installation.” While
the screenshots in this section are specific to CentOS, the installation processes for Red Hat Enterprise Linux
(RHEL) and Fedora operate in a very similar fashion (CentOS and RHEL are derived from Fedora). So if
you've chosen either of these distributions, you should be able to easily recognize the installation process of
these distributions from our explanation. You'll find this is true of most configuration and management of
Red Hat-derived distributions.

If you have chosen Ubuntu, you will find a full explanation of the Ubuntu installation process in the
section “Ubuntu Installation.” Ubuntu is derived from Debian, but it has a different installation process. The
configuration and options are closely aligned, though, and by following the Ubuntu installation process you
should be able to recognize the installation process for Debian and other Debian-derived distributions.

Note If you want use the CD/DVD/USB-based installation process and the graphical installers provided,
then you will need to install on a host with a monitor, a keyboard, and preferably a mouse. These peripherals
will allow you to interact with the installation tool effectively. We’ll describe how to do an unattended or
headless (without a monitor) installation in Chapter 19.

We will also expand on the potential installation options in Chapter 8, when we look at installing
software on Linux, and in Chapter 19, when we examine methods of automating installations and builds.

© Dennis Matotek, James Turnbull and Peter Lieverdink 2017 11
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Caution Distributions change, and installation screens and options change with them. Don’t panic if the
screenshots presented in this chapter don’t exactly match the ones you see during installation. Generally, most
installation options and steps remain similar between releases.

LiveCDs and Virtual Machines

Before we begin our first installation, we’ll cover two other options for getting to know Linux on a host that
may be useful to try before committing to build a physical server: LiveCDs and virtual machines. These
methods allow you to explore a Linux distribution and how to use it with a minimal investment of time and
infrastructure.

LiveCDs

LiveCDs are versions of distributions that you can run on your computer from a CD or DVD. They load
themselves into memory without the need to install any software on your computer. This means you can
try a distribution on your computer and then remove the CD and reboot to return to your existing operating
system, making it very easy to explore and test Linux distributions and software without changing anything
on your computer. You can find out more about LiveCDs at http://en.wikipedia.org/wiki/Live CD.

You can find popular distributions such as the following in LiveCD format:

e  Ubuntu: https://help.ubuntu.com/community/LiveCD
e Fedora: http://fedoraproject.org/wiki/FedoraliveCD
e Debian: http://debian-live.alioth.debian.org/

You can also find a full list of the many LiveCDs available at waw.livecdlist.com/.

Virtual Machines

You can also run your Linux distribution on a virtual machine. Virtual machines are software
implementations of hosts that run just like physical hosts. You can run multiple virtual hosts on a single
physical host. Examples of virtualization applications and servers include VMware (www . vmware.com/),
VirtualBox (www.virtualbox.org/), and open source alternatives like Xen (www.xen.org/), among others.
You can also purchase virtual hosts from hosting companies.

Note In Chapter 3, we demonstrate how to install VirtualBox. The following instructions apply to “bare
metal” or virtual hosts. The differences between bare metal installs and virtual installs are relatively minor. One
of the differences with virtual hosts is that you can install your host directly from an ISO image, rather than
having to burn an ISO image to CD/DVD/USB first and load it into the CD/DVD drive or load it in the USB drive.
Virtual host installations also make building and rebuilding your host easier, and you can perform functions like
creating point-in-time backups of different kinds of hosts. When first exploring Linux a virtual host is the perfect
way to learn.
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You may also wish to take advantage of premade virtual appliances, which are virtual images of Linux
distributions that you load with your virtualization software. They are already installed and configured, and
the appliances are usually created with a particular purpose in mind, like a VoIP server, file server, or mail
server. You can view the lists of appliances available at the following sites:

e  https://solutionexchange.vmware.com/store/category groups/virtual-
appliances/: Virtual appliances for VMware

e http://stacklet.com/: Virtual appliances for Xen

CentOS Server Installation

Let’s start by installing a CentOS host. We will make a few assumptions here:

¢ You are using a CentOS ISO from the CentOS web site (www.centos.org/download/
and you have burned it onto a CD/DVD/USB.

e  You are building just a basic mail, DNS (Domain Name System), and web server.
¢  You are installing on a fresh server without any previous operating system.

First, put your installation media (usually a CD, DVD, or USB) into your host and power it on.

Note If you were building a virtual machine, you’d build instead from the raw ISO. A virtual machine
usually includes a “virtual DVD,” where you would mount the installation ISO to boot from. We show you this in
the next chapter.

After loading your installation media and starting your host, you'll see the CentOS installation splash
screen shown in Figure 2-1.
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Cent0S 7?7

Install CentOS 7
Test this media & install CentDS 7

Troubleshooting >

Automatic boot in 36 seconds...

Figure 2-1. The CentOS 7 installation splash screen

From the splash screen you can initiate the installation via a graphical interface. If we don’t select
anything the automatic boot will begin the install process. Just press Enter here to begin the install.

Pressing the Tab key will give you access to the boot command line. Here you could add other boot
options that you feel appropriate to pass to the kernel you are about to boot, like a network kickstart file or
other options. Later in the book we will show these options in action.

Finally, entering the section “Troubleshooting” gives further options like a Rescue a CentOS system,
Memory test, and, Boot from local drive. Rescue mode assumes you already have Linux loaded, and it allows
you to boot and potentially repair or rescue a broken Linux installation. You will boot into a rescue prompt
that allows you to mount disks, edit configuration files, and access other useful utilities. For now, though,
just press Enter to move on to the next stage of the installation.

In Figure 2-2, the “anaconda” installer process that will install the host has been started. The anaconda
application is the software that installs CentOS, and it runs in the X Window System—also known as simply
X. Xis the graphical user interface used commonly on Linux; we’ll talk a bit more about it in Chapter 4. There
is a text-based installer mode that allows you to make the following selections as well. Systems with very low
amounts of memory may have to run in this mode to install CentOS. This can also be via a process known as
Kickstart, which is a way to automate the installation selections. We talk about Kickstart in Chapter 19.
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CENTOS 7 INSTALLATION

%, Eus Help!

CentOS WELCOME TO CENTOS 7.

What language would you like to use during the installation process?

English English English (United States)
English (United Kingdom)
English (India)

- i
English (Australia
aell Arabic - X

English (Canada)

Afrikaans Afrikaans

ST Assamese English (Denmark)
Asturianu Asturian English (Ireland)
Benapycxan Belarusian English (New Zealand)
Bunrapexu English (Nigeria)
FIeE] Bengali English (Hong Kong SAR China)
P o English (Philippines)
English (Singapore)
Catala Catalan k
] English (South Africa)
Leftna Czech English (Zambia)
Cymraeg Welsh English (Zimbabwe)
Dansk Danish English (Botswana)

Figure 2-2. The CentOS graphical installer

In Figure 2-2 we select the language we wish to use. Here we are localizing English to the Australian
version, mate. Select Continue to move to the next screen.

Tip The Release Notes tell you what has changed between this version and the last version. If you
were upgrading your host, it would be a good idea to read and understand the implications of any changes
documented in the Release Notes. Release Note for CentOS 7 can be found here: https://wiki.centos.org/
Manuals/ReleaseNotes/Cent0S7

Next in Figure 2-3 we have the main Installation Summary screen.

15


https://wiki.centos.org/Manuals/ReleaseNotes/CentOS7
https://wiki.centos.org/Manuals/ReleaseNotes/CentOS7

CHAPTER 2 * INSTALLING LINUX

INSTALLATION SUMMARY CENTOS 7 INSTALLATION
Bus Help!

LOCALIZATION

DATE & TIME KEYBOARD

Australia/Sydney timezone English (US)
E LANGUAGE SUPPORT

English (Australia)

SECURITY
SECURITY POLICY
No profile selected
SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Install
SYSTEM
INSTALLATION DESTINATION KDUMP
Automatic pagiitioning selected Kdump is enabled

Automatic partitionine

Guit

iy Please complete items marked with this icon before continuing to the next step.

Figure 2-3. Main Installation Summary screen

Here we can access the main configuration items. They are broken up into sections: Localization,
Security, Software, and System. Hovering your mouse over one of the items shows the link to the associated
screen.

Note It is not immediately obvious that some of the advanced configuration settings sometimes require the
network settings to be configured first (like settings for NTP servers in the Date & Time settings). To configure
the network settings, you must first have completed Installation Destination. Therefore, instead of starting at
the top of Figure 2-3 we are going to start at the Installation Destination, then configure the network before we
move on to the other steps.

As noted, instead of starting at the top of the list and working progressively down, we are going to start
at the bottom and work our way up! Let’s start with selecting Installation Destination first to set up where we
are going to install our operating system.
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Caution The next few steps can be dangerous. If you are installing on a host that has an existing operating
system or important data, you can lose all existing data and the operating system may become unusable.
Please proceed with appropriate caution and a necessary backup regime if needed. For those that are just
starting out in Linux, in Chapter 3 we will introduce you to VirtualBox which is a virtualization application that
can allow you to install a Linux server inside your current operating system. Using virtualization software like
VirtualBox will not destroy your current operating system when performing the following steps.

After selecting the Installation Destination screen as in in Figure 2-3 we are present with our current
disk layout. Now we need to partition our disk.

Partitioning a disk is like slicing a cake: you can choose how big each “slice” of cake should be,
depending on the appetite of those eating the cake. For example, if your system has a web site and that
web site has pretty extensive logging, you may choose to divide the disk so that you have more room in the
partition that holds your web data and logging files. If you are running a file server instead, you will reserve
more of the disk for user data rather than web data or logging. The reason we use partitioning instead of
lumping all the data into the one partition is that you can fill that partition completely without disrupting
other partitions around it. In the foregoing scenario, if we fill the logging partition with data to 100%, our
system partition and web data partitions will not be consumed by logging data.

In Figure 2-4 we have a simple disk layout from our VirtualBox installation. Depending on your system,
you may have many more disks.

INSTALLATION DESTINATION

Device Selection
Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu’s “Begin Installation” button.

Local Standard Disks

8192 MIiB

-
ATA VBOX HARDDISK
sda / B192 MIB free

Disks left unselected here will not be touched.
Specialized & Network Disks

= |
Add a disk...

Disks left unselected here will not be touched.
Other Storage Options
Partitioning
*! Automatically configure partitioning. | will configure partitioning
I would like to make additional space available

Encryption
' Encrypt my data.

Full disk summary and boot loader... 1 disk selected; 8192 MiB capacity; 8192 MiB free

Figure 2-4. Automatically configuring and encrypting disks
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In Figure 2-4 we have selected ATA VBOX HARDDISK and Encrypt my data. We have also selected
Automatically configure partitioning. The installer will configure a sensible default disk partitioning layout
for you. If you choose I will configure partitioning you will manually have to create the disk layout.

Note We’ll explain a lot more about partitions and how to customize and change your disks and storage in
Chapter 9.

It is advisable to encrypt your data when it makes sense to do so, but it has some drawbacks you
should be aware of. Whenever your system boots you will need to enter the password on the console as
the system boots up. That means that unattended reboots are not possible and that you will need console
access (physical or virtual) to enter it. One other problem is that the automation of installs is more difficult
as the passphrase has to be passed at install time and that passphrase could be intercepted. Also this is only
encryption at rest, effective when the system is not powered on or the passphrase has not been entered.
Assuming you have only one disk, we could not take that disk and mount that disk on another system and
read its contents. However, if we have access to the powered-on host where the encryption passphrase has
been entered we can read and possibly copy off contents of the hard drives. It is also only as secure as your
passphrase. Simple passphrases can defeat your encryption with dictionary-based attacks. Therefore, long
and strong passphrases are highly recommended.

Note When does it “make sense” to encrypt your disks? That depends. You may have regulatory
requirements to have your data encrypted. You may have systems that don’t reboot often and have sensitive
data. You might ship disks between offices.

It may not make sense if it gets in the way of your workflows and cripples productivity. In the end, security is a
balance between risk and usability and where to draw the line is difficult to judge.

It is also a good idea to be familiar with the encryption technology we are using here. The following
links will provide more background.

e RedHat Security Guide: https://access.redhat.com/documentation/en-US/Red
Hat_Enterprise Linux/7/html/Security Guide/sec-Encryption.html

e  CryptSetup FAQ: https://gitlab.com/cryptsetup/cryptsetup/wikis/
FrequentlyAskedQuestions

Tip Encrypting hard drives is pretty much mandatory for any mobile devices (like laptops, USB keys, and
hard drives you ship to other places) or systems that unauthorized people can have physical access to (like
insecure data centers, trade shows, or other events).

With all that in mind, after selecting Done in Figure 2-4, Figure 2-5 asks us to enter our passphrase for
the encrypted disk.

18


http://dx.doi.org/10.1007/978-1-4842-2008-5_9
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Security_Guide/sec-Encryption.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Security_Guide/sec-Encryption.html
https://gitlab.com/cryptsetup/cryptsetup/wikis/FrequentlyAskedQuestions
https://gitlab.com/cryptsetup/cryptsetup/wikis/FrequentlyAskedQuestions

CHAPTER 2 * INSTALLING LINUX

DISK ENCRYPTION PASSPHRASE

You have chosen to encrypt some of your data. You will need to create a passphrase that you

will use to access your data when you start your computer.,

Passphrase: SRR RRRRRRRRRRDS

2o RN s

Confirm: ooooooaooooooooool

Warning: You won't be able to switch between keyboard layouts (from the default one)

when you decrypt your disks after install.

Cancel Save Passphrase

k

Figure 2-5. Entering a strong passphrase

Enter a strong passphrase and securely store that in an encrypted password manager.

Tip You can use a reputable browser-based encrypted password manager like 1Password, LastPass, or
DashLane. Some of these have group or team support to allow you to share passwords among team members
in an authorized way. Believe me, this is actually a hard problem. You will need to share passwords at some
point among your teams and shared accounts and long-lived passwords can then become a massive problem
for you. However, there may be some passwords that require stricter access and very limited sharing. Software
like http://keepass.info or GPG encrypted password files stored securely may be your best solution.
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In Figure 2-6, if your disk has data on it that will be changed you will see the following screen:

SUMMARY OF CHANGES

Your customizations will result in the following changes taking effect after you return to the main menu and begin installation:

Order Action Type Device Name Mount point

1 Destroy Format Unknown sda

2 Create Format partition table (MSDOS) sda

3 Create Device  partition sdal

4 Create Format xfs sdal /boot
5 Create Device  partition sda2

6 Create Format LUKS sda2

7 Create Device  luks/dm-crypt luks-sda2

g Create Format physical volume (LVM)  luks-sda2

9 Create Device lvmvg centos

10 Create Device  lvmlv centos-swap
11 Create Format swap centos-swap

Cancel & Return to Custom Partitioning Accept Changes

Figure 2-6. Destroying and recreating disk layout

At this point, depending on what you see, you may choose to proceed. But remember, this is an
irreversible operation and data can be lost. If you have doubts Cancel & Return to Custom Partitioning.

If there are no changes to existing data you will see Figure 2-8. However, we want to show you a little
behind the curtain here in Figure 2-7. To get here we selected I will configure partitions and then selected
Click here to create them automatically. It now presents to us how it has automatically sliced up our disk.
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MANUAL PARTITIONING CEN 7 INSTALL

* New CentOS 7 Installation sdal
- Mount Point: Device (s):
/boot
/ 6828 MIB | Desired Capacity: ATA VBOX HARDDISK (sda)
centos-rook
500 MiB
swap 819.2 MiB
centosswap
Modify...
Device Type:
Standard Partition > Encrypt
File System:
xfs |
Label:
Note: The settings you make on this screen will
y i o not be applied until you click an the main menu's
‘Begin Installation’ button.
AVAILABLE SPACE Il TOTAL SPACE
9925 KB § 8192 MiB
1 storage device selected Reset All

Figure 2-7. How automatic partitioning divides the disks

In Figure 2-7 that we have our disk divided up into three slices. A /boot partition, a / or root volume,
and a swap volume. The /boot partition is where our kernel images and boot configuration files reside
and so is set to “Standard Partition” and an xfs file system. The root volume / is a LVM (logical volume
management) volume and has the most space allocated to it as a percentage of the disk size of the LVM. The
main operating system programs are in /. Finally, swap is a slice of disk for writing out pages of memory to
free up system RAM.

Note LVM allows you to manage disk volumes and extend, shrink, and change the size of your disk
partitions on the fly. The LVM software allows the administrator to change the disk layout, add new disk storage,
or remove and repurpose disk storage to another part of the system without having to rebuild the system and
reformat the underlying disks. Btrfs is also available and is a new-ish CoW (Copy-on-Write) filesystem. Like
LVM it allows you to group your storage in a flexible way. But a Btrfs “subvolume” is not the same as a logical
volume in LVM and has features and limitations that LVM does not. We’ll talk about LVM and Btrfs in more detail
in Chapter 9.
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If you had any special requirements, you could alter this default structure and create new partitions, or
you could delete everything and start again using the installer’s partition manager. We will go into greater
detail in Chapter 9 about how to carve up one or several drives for various purposes.

Also in previous versions of this installation process you could secure your GRUB2 boot loader by
providing a password at installation time. This is still available via Kickstart but unavailable in this process.
This can obviously be remedied post installation by following the instructions here: https://access.
redhat.com/documentation/en-US/Red_Hat_Enterprise Linux/7/html/System Administrators_Guide/
sec-GRUB_2_Password Protection.html.

Caution To reiterate, physical security for your Linux hosts is important—you don’t want anyone to steal
your costly physical asset (and your data!). You should store your host in a locked cabinet or rack, or in a room
to which you can control access. If you are hosting your server in a co-lo or data center, then you should ensure
the location has appropriate physical security controls to protect your hosts.

In Figure 2-8 we can see that once our Installation Destination tasks have completed, the Network &
Host Name now appears.

INSTALLATION SUMMARY CENTOS 7 INSTALLATION
B us Help!
LOCALIZATION

DATE & TIME KEYBOARD
Australia/Sydney timezone English (US)

LANGUAGE SUPPORT
English (Australia)

O

SECURITY

SECURITY POLICY
No profile selected

SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Install
SYSTEM
INSTALLATION DESTINATION KDUMP
Custom partitioning selected Kdump is enabled

NETWORK & HEST NAME
Not connected

W@

Guit ‘Begin Installation

Figure 2-8. Selecting Network & Host Name
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The most important configuration item here is your IP (Internet Protocol) address, which is the network
address of your host that allows other hosts to find and communicate with it.

Tip You can read about IP addresses and addressing at http://en.wikipedia.org/wiki/IP_address
and http://computer.howstuffworks.com/internet/basics/question549.htm.

Depending on your network setup the next steps can go two ways. You may have in your network a
DHCP (Dynamic Host Configuration Protocol) server already. A DHCP server is a service that assigns IP
addresses to MAC addresses (the special and unique address on your network card). Most offices and
homes now have DHCP servers in their firewall or routers on their network. If you are following along
with VirtualBox, VirtualBox has its own DHCP server that assigns addresses to its own internal network. In
Figure 2-9 we rely on DHCP to provide us an IP address and we manually assign our host a name.

NETWORK & HOST NAME CENTOS 7 INSTALLATION

ﬂ Ethernet (enpOs3) o | Ethernet (enpOs3) m

Intel Corporation 82540EM Gigabi Ethernet Controller (PRO/L000 MT Deskt, /
@&== Connected

Hardware Address 08:00:27:46:6E:AB
Speed 1000 Mb/s
IP Address 10.0.2.15
Subnet Mask 255.255.255.0
Default Route 10.0.2.2

DNS 192.168.1.254

+ - Canfigure

Host name: | au-mel~centos-1

Figure 2-9. DHCP and manually assigning a hostname

In Figure 2-9 we allowed DHCP to assign the IP address of 10.0.2.15 by toggling the OFF button to ON in
the top right corner.
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In the Host name section in the lower left we have entered a hostname of au-mel-centos-1. In small
startups and home networks it is common to name hosts after favorite TV characters, bands, or mythical
creatures. While this is fun, it soon becomes annoying when you have multiple hosts in multiple geographical
locations doing particular jobs. Plus you have used all your favorite characters first and it becomes really hard
when you have to kill off your “pet” server. Our hostname is au-mel-centos-1, as we prefer the descriptive
naming standard region-city-OS type-number. As another example of a descriptive naming format, if you have
a file server in the United States with an IP address ending in 155, you could choose us-ny-fileserver-155. The
main thing is to be descriptive rather than naming your host “Katy” or “Thor”

Note You can choose any naming standard you like that suits your environment. Our preference is for a
descriptive naming convention.

If we were to assign our own IP address to this server we would take the following extra steps. There
are generally two ways to assign an IP address on your network. The first is by directly specifying each host’s
IP address during configuration. These are called static addresses. The second method uses the DHCP
networking service. DHCP uses a server located on your network to assign IP addresses to hosts when they
request them.

Note We’ll show you how to configure your own DHCP server in Chapter 10.

The DHCP server tracks these addresses and ensures there are no conflicts. You may already have a
router that is capable of DHCP (as most ADSL modem/routers are) on your network. In the next screen, you
could select the DHCP option and get an IP address automatically.

Caution Adding your own IP addresses to your network can cause “collisions.” That is where two hosts
with the same address appear on the network causing confusion as to where to send traffic.

From the Network screen, we click Configure and we see a screen similar to Figure 2-10. We have
selected the IPv4 (Internet Protocol version 4) Settings and drop-down on Method.
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NETWORK & HOST NAME CENTC

> 7 INSTALLATION

3 Ethernet (enpOs3) =1
I el

5 Disconnected
Editing enpOs3
Connection name: | EEE
General Ethernet 802.1x Security DCB IPv4 Settings IPv6 Settings

Method: Automatic (DHCP)

Autormatic (DHCP) addresses only
Address

Link-Local Only

Shared to other computers

Addition Disabled
Additional search domains:
DHCP client ID:

Require IPv4 addressing for this connection to complete

Routes...

Cancel Save
+ o s <onfigure...

Host name:  localhost. localdomain

Figure 2-10. Setting IPv4 settings

The Connection name is the device we are configuring and that it automatically created from the
system as it has booted. Yours may be different depending on your device. The drop-down allows us to select
the different options for our network interface. DHCP we have already discussed, Link-Local Only is only
useful for communicating to hosts in the local segment (not normally used) as is Shared to other computers.
Selecting these two options for your network interface will mean you will not be assigned an IP address that
can route through to the Internet. We wish to select Manual and assign our own IP address by clicking Add
on the right-hand side.
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Editing enpOs3

Connection name: | enp0s3

General Ethernet 802.1x Security DCB IPv4 Settings IPv6 Settings
Method: | Manual v
Addresses

i }:\Ll;.“ ess . r\lt_‘tlll-\i’:-.‘.( Gateway | Add

192.168.1.150 24 192.158.1.254| l k_

i Delste
DMNS senvers:

1
Search domains: |
DHCP client ID |

| Require IPv4 addressing for this connection to complete

Routes...

Cancel Save

Figure 2-11. Default gateway

We have entered an IPv4 address of 192.168.1.150 after making sure the IP address wasn’t already taken
on our network. We have added a network mask of /24 (192.168.1.0/24) and our network gateway is listening
on 192.168.1.254.

Note If you issue the command ping 192.168.1.150 on your local network and get a response back,
then the address is already taken and you should choose a different address here. Also, the address space
192.168.1.0/24 may not be suitable for your network. We talk more about networking in Chapter 7. When in
doubt, try DHCP.

Next we add our DNS details as in Figure 2-12.
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Editing enpOs3

Connection name: | enp0s3

General Ethernet 802.1x Security DCB IPv4 Settings IPv6 Settings
Method: | Manual >
Addresses

Address Netmask Gateway Add

192.168.1.150 24 192.168.1.254

Delete
DNS servers: 192.168.1.254

Search domains: | example.com|

DHCP client
Require IPv4 addressing for this connection to complete

Routes...

Cancel Save

Figure 2-12. DNS details

In our case our DNS server is also our gateway address. You may have one or more DNS servers on your
network and you can add them here, separated by a comma. Search domains are again DNS settings that
allow you to append a domain name to your DNS search queries. For example, when you query for the IP
address of au-mel-centos-2, your networking layer will know to add the domain au-mel-centos-2.example.
com to the query for you. Again you can have multiple domains here separated by commas or you can leave
this blank. We are going to set ours to example.com to match our pretend network.

The default gateway is the route all traffic passes along before leaving your network. It will be either
amodem/ADSL gateway or a physical router that connects your network to the Internet or other private
networks. The primary and secondary DNS name servers are special servers that resolve IP addresses to fully
qualified domain names. A fully qualified domain name is au-mel-centos-1.example.com for example.

Tip Specifying a primary and a secondary DNS server adds redundancy to your network. If one server
doesn’t respond, your host will try the other server.

Every time your host goes to a web site, it uses both the default gateway and DNS server to find out how
to get there. For example, if you type waw.google. com in your browser’s address bar, your host will first find
the DNS server, which may or may not be on your network. If it is not on your network, your host will use
the default gateway to reach it. Your host then will ask the DNS server for the IP address of waw.google. com,
and the DNS server will answer with something like 74.125.19.104. Your host will then again use your default
gateway to leave your network and fetch the web page provided by waw. google. com. In general terms, your
DNS server is a map for IP addresses to hostnames, and your default gateway is the first link you traverse
between networks.
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Clicking Save now brings up the following confirmation screen as in Figure 2-13. You can select Done if
you are happy with it.

NETWORK & HOST NAME CENTOS 7 INSTALLATION

- Done

P Ethernet (enpOs3) =
] et o)

@9 Connected

Hardware Address 08:00:27:46:6E:AB
Speed 1000 Mb/s
IP Address 192.168.1.150
Subnet Mask 255.255.255.0
Default Route 192.168.1.254

DN5 192.168.1.254

+ - Configure...

Host name: | au-mel-centos-1

Figure 2-13. Network confirmation screen

Note We have shown you here how to configure an IPv4 IP address. There is also another kind that can be
configured, an IPv6 address. If you have IPv6 your address can be configured using the IPv6 Settings tab. You go
about configuring IPv6 the same way as IPv4. The DNS servers you set will also need to be IPv6 addresses.

IPV4 AND IPV6

The Internet works by computers being able to send each other messages. To be able to do this there
needs to be a set of unique addresses all along the path between each other. IPv4 was the first release
of this protocol that made this possible.

The unique addresses in IPv4 are based on a 32-bit address space. That means that there are a
possible 4,294,967,296 unique addresses. This address space is too small for today’s Internet and so
IPv6 has been released to solve this problem.
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IPv6 is based on a 128-hit address space and has 2'?® unique addresses which is about 7.9x10%® more
addresses than IPv4. Some networks have already migrated to this new address space.

However, there is no need to panic if you do not have an IPv6 address. Many ISPs offer a “dual-stack,”
offering IPv4 and IPv6 to their customers, while they themselves connect to other networks via IPv6.
Your local network is most likely an IPv4 network too, and you most likely will be assigned a dynamic
IPv4 address by your DHCP server. We talk more about networking in Chapter 7.

For a good info graphic on the differences between IPv4 and IPv6 see here: www. networkworld. com/
article/2692482/ipv6/infographic-ipv4-vs-ipv6.html.

You can also refer to this entry here: http://en.wikipedia.org/wiki/IPve.

With our network configured we can proceed to some of the other settings, like Date & Time. By
selecting as we have in Figure 2-14 we are going to localize our Data & Time.

INSTALLATION SUMMARY CENTOS 7 INSTALLATION
B us Help!

LOCALIZATION
DATE &THUI.E KEYBOARD
Australia/Sydiiey timezone English (US)

English (Australia

O

SECURITY

SECURITY POLICY
No profile selected

SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Install
SYSTEM
INSTALLATION DESTINATION KDUMP
Custom partitioning selected Kdump is enabled

NETWORK & HOST NAME
Wired (enp0s3) connected

N2

Figure 2-14. Setting Date & Time
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Setting the correct time zone is very important for servers as it affects things like the timestamp in logs

and the create and update records in databases. The Linux kernel uses Coordinated Universal Time (UTC)

as

its clock source but you can set your appropriate time zone here. You might also consider setting all your

servers to UTC rather than a local time zone.

WHY SET ALL YOUR SERVERS TO UTC?

Consider you are building the infrastructure for a brand-new application. Most people don’t think about
a globalized world when they start designing their services. Your systems might start off in your local
time zone but as you grow you might find your systems are in completely different time zones. This can
lead to problems when you read a timestamp and wonder, “Yeah, but is that 4 am their time, our time
or UTC?”

You can still get localized time information. You can use standard UTC zone offsets at the application
level to help localize time in your different time zones.

You may, of course, just be setting up a local file sharing network that is never going to span the globe.
In this case it doesn’t make sense to use anything other than your local time zone. The other very
important reason to set your time zone to your local time zone is that your data is already set with

that time zone and setting your servers to UTC will cause catastrophic problems with date fields you
already have.

Note No, you are not the first to say, “uh? UTC? Why isn’t it CUT?” Well here’s your answer:

www.timeanddate.com/time/utc-abbreviation.html.

Being parochial we are going to show you how we would set our time to be Melbourne in Figure 2-15.

Remember if we haven’t set up our networking you will still be able to complete this part but the next part
will fail. This is highlighted at the bottom of the screen but can be confusing for you.
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DATE & TIME

Done

Region: l Australia | v | City: | Sydney ], i Network Time OFF l & |

Adelaide
Brisbane
Broken Hill
Currie
Darwin
Eucla
Hobart
Lindeman

Lord Howe

A||A| ~

* 24-hour

02:18 PM & upm

11

03w uzvlr
J | J

Figure 2-15. Setting time zone and localizing to Melbourne

But we really should set this to UTC, shouldn’t we. So in Figure 2-16, that is what we will do.

DATE & TIME

Done

Region; = Etc ‘ * IClt\r: | Coordinated Universal Timi | ¥

Figure 2-16. Setting to UTC
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Once this is done we can move to the next step which is setting up our Network Time servers.

Note Network Time is a service that helps keep your computers system time in sync with other time servers
around the world. Over time a computer’s system clock will “drift” out of sync. So to combat this a Network Time
service or NTP service (for Network Time Protocol) will query time servers and find out what their clocks are. It
then adjusts its own clock based on the best three responses. We speak more on NTP in chapter 10.

When your network is set you will be able to turn on Network Time and it will look like Figure 2-17.

IE:RTE & TIME CENTOS 7 INSTALLATION

1 Region: | Etc * | City: | Coordinated Universal Tim: | ™ Network Time [I=L18

13

Figure 2-17. Network Time settings

Clicking on the settings option in the top right, you can see that a new window pops up allowing us to
add our own NTP servers.
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Add and mark for usage NTP servers

| +
Host name Working Use
| O.centos.pool.ntp.org (V) v
l.centos.pool.ntp.org (V] v
2.centos.pool.ntp.org (V] v/
3.centos.pool.ntp.org @ v

Cancel 0K

Figure 2-18. Network Time Servers

Here you can add a local time server or choose your favorite. The “closer” you are to the time server the
better as distance and latency can skew your clock results. The NTP servers with the green tick are reachable
and working. The red time server is unreachable. It is best to have at least three working time servers. You
can add your own NTP server by clicking the + and adding your server to the list. To get back to the main
screen select OK and Done.

Working our way down the summary screen we can see the Security Policy settings. If you select the
Security Policy, you can add a security policy to your host. It is not mandatory that you implement a security
policy but you may be required to by either government regulation or by individual security requirements.
What this section does is install tools that perform Security Content Automation Protocol (SCAP) scans and
integrity check against your system according to a predefined security policy.

Which should you choose? On their own they don’t make your system any more secure but they can
help you identify, report, and remedy any vulnerability. For example, when you are managing thousands of
servers you want to make sure that all hosts conform to the same security profile and be able to prove that to
external auditors.

For instance, thinking of a very simple example, if you are required by legislation to have all your hosts
conform to a particular security standard which stipulates you must have a minimum password length of
8 characters (2 uppercase, 2 symbols), by running these scans you can ascertain there are no hosts on your
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network that do not conform to that requirement. You will then need some way to remedy those outliers that
are not conforming to your requirements.
If compliance is important to your organization, then you should at least read the following:

e https://access.redhat.com/documentation/en-US/Red_Hat Enterprise_
Linux/7/html/Security Guide/chap-Compliance and_Vulnerability Scanning.
html

e https://securityblog.redhat.com/2013/11/13/automated-auditing-the-
system-using-scap-2/

Of course you should also read any relevant standards compliance documentation for your
organization and take appropriate action.

For the purpose of this installation we are going to install the “Standard System Security Profile,” as we
have in Figure 2-19. This gives us the following bare minimum rules and install the oscap tools and software:

http://static.open-scap.org/ssg-guides/ssg-rhel7-guide-standard.html

SECURITY POLICY CENTOS 7 INSTALLATION

e
Change content Apply security policv.m

Choose profile below:

Default
The implicit XCCDF profile. Usually, the default contains no rules.

Standard System Security Profile <
This profile contains rules to ensure standard security base of CentOS Linux 7 system.

Draft PCI-D55 v3 Control Baseline for CentOS Linux 7
This is a *draft® profile for PCI-DS5 v3

CentOS Profile for Cloud Providers (CPCF)
This is a *draft® SCAP profile for CentO5S Cloud Providers

Common Profile for General-Purpose Systems
This profile contains items common to general-purpose desktop and server installations.

Pre-release Draft STIG for CentO5 Linux 7 Server
This profile is being developed under the DoD consensus model to become a 5TIG in coordination with DISA F50.

Changes that were done or need to be done:

4 No rules for the pre-installation phase

Figure 2-19. Selecting Security Profile

Once we have finished the system install we will be able to run a compliance test and get an idea of how
our system looks compared to the DISA STIG for Red Hat Enterprise Linux 7 baseline.
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Note DISA stands for Defence Information Systems Agency and it is part of the US Department of Defense
and runs information systems for US agencies. The STIG is the Standard Technical Implementation Guide. The
role of the open-oscap is a way to run and collect these compliance reports. You can check out the source code

here: https://github.com/OpenSCAP.

On selecting Done we are taken back to the Installation Summary screen. Next we are going to choose
the software we will install. From the Installation Summary select the Software Selection screen.

We are going to select to install a DNS server and to make it easier, the Gnome Desktop. This is optional if
you are comfortable with the Linux command line. Feel free to install other software that is of interest to you.

First we select Infrastructure Server and select DNS Name server as we have done in Figure 2-20

SOFTWARE SELECTION

Base Environment

Minimal Install

Basic functionality

Compute Node

Installation for performing computation and processing

Q Infrastructure Server
Server far operating network infrastructure services.

File and Print Server

File, print, and storage server for enterprises

Basic Web Server

Server for serving static and dynamic internet content
Virtualization Host

Minimal virtualization host

Server with GUI

Server for operating network infrastructure services, with a GUI
GNOME Desktop

GNOME is a highly intuitive and user friendly desktop environment
KDE Plasma Workspaces

The KDE Plasma Workspaces. a highly-configurable graphical user
interface which includes a panel, desktop, system icons and desktop
widgets, and many powerful KDE applications

Development and Creative Waorkstation

Workstation for software, hardware, graphics, or content development

Add-Ons for Selected Environment

Backup Server

Software to centralize your infrastructure’'s backups.

DNS Name Server

This package group allows you to run a DNS name server (BIND) on
the system

Debugging Tools

Tools for debugging misbehaving applications and diagnosing
performance problems.

Dire ctory Client

Clients for integration into a network managed by a directory service,
E-mail Server

Allows the system to act as a SMTP and/or IMAP e-mail server

FTP Server

Allows the system to act as an FTP server

File and Storage Server

CIFS, SMB, NFS, i5CSI, iSER. and iSNS network storage server.
Guest Agents

Agents used when running under a hypervisor

Hardware Monitoring Utilities

A set of tools to monitor server hardware

High Availability

Infrastructure for highly available services and/or shared storage
Identity Management Server

Centralized management of users, servers and authentication policies.
Infiniband Support

Software designed for supporting clustering and grid connectivity using
RDMA-based InfiniBand and WARP Fabrics.

Java Platform

laua cunnact for the CantfS Linus Sacuarand Dackton Platfocme

Figure 2-20. Selecting DNS Name server

We have spoken previously about DNS Name servers and what they do. They help computers map IP
addresses to hostnames. We are going to select that from the Infrastructure Server list. As you can see there
are others in that list like, E-mail Server, FTP server, and File and Storage Server. This will install only the
barest of requirements you need for a DNS Name Server and will not install a GUI (graphical user interface).
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Depending on what you are used to, this might feel a little uncomfortable for you as if we go ahead with this
you will only be able to use the command line, not a nice GUI to get around.

Tip As you become more familiar with Linux you may find you rarely use a GUI to configure and use
Linux. Practically everything can be run from the command line. Only if you are using desktop applications like
graphical editors or integrated development environments (IDES) do you really need to use a desktop GUI.

In Figure 2-21 we are going to install the desktop. CentOS provides two standard Linux desktops for you
to choose from, Gnome being one, and KDE being the other. Both have their fans and it is up to your own
personal preferences which you may prefer. You can install both and switch between them before you log in
so that you can choose the one that feels best for you.

SOFTWARE SELECTION

Py
Dt:m:Il
Base Environment Add-Ons for Selected Environment
Minimal Install Backup Server
Basic functionality Software to centralize your infrastructure's backups
Compute Node ~ DNS Name Server
Installation for performing computation and processing This package group allows you to run a DNS name server (BIND) on
Infrastructure Server the system
Server for operating network infrastructure services. ' E=mail Server
Fite and Print Server Allows the system to act as o SMTP and/or IMAP e-mail server
File, print, and storage server for enterprises FTP Server
Basic Web Server Allows the system to act as an FTP server
Server for serving static and dynamic internet content ¥ File and Storage Server
| Virtualization Host CIFS, SMB. NFS, iSCSI, iSER. and iSNS network storage server
Minimal virtualization host Hardware Monitoring Utilities
| Server for operating network infrastructure services. with a GUI. High Availability
| GNOME Desktop Infrastructure for highly available services and/or shared storage.
| GNOME is a highly intuitive and user friendly desktop environment. Identity Management Server
\ KDE Plasma Workspace s Centralized management of users, servers and authentication policies.
| The KDE Plasma Workspaces, a highly-configurable graphical user Infiniband Support
interface which includes a panel, desktop, system icons and desktop Software designed for supporting clustering and grid connectivity using
widgets, and many powerful KDE applications RDMA-based InfiniBand and IWARP fabrics
| Development and Creative Workstation Java Platform
| Workstation for software, hardware, graphics. or content development. Java support for the CentOS Linux Server and Desktop Platforms.

| KDE
The KDE Plasma Workspaces, a highly-configurable graphical user

interface which includes a panel. desktop, system icons and desktop
widgets, and many powerful KDE applications.

Large Systems Performance
| Performance support tools for large systems.

Losd Ralancar

Figure 2-21. Selecting to install a server with a GUI

Select Done and we will now have a list of packages to install on our new server.
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Note Packages are the bundles of files that are required by a software application. They can be binary files
or configuration files. In Chapter 8 we explain more about packages and how to use them.

We will now quickly go over the last item, Installation Source. If we wanted to choose a different
installation source to the current media (CD/DVD/USB), then we could add it here. You can install Linux
from a network httpd server or run your installation via a proxy server. Once again you will need to have set
up the Installation Destination and Networking before you will be able to configure anything that requires a
network.

In Figure 2-22 you can see that we have added another installation source from the builder.example.com
host which is somewhere on our network. This host would be serving via http:// a copy of the ISO image.
This means you don’t need to have all the physical media physically attached to your host. You might choose
to have a minimal install disk to get to this screen and then access the larger media over the network—when
you are doing more than one server this can be very beneficial.

CENTOS 7 INSTALLATION

Which installation source would you like to use?

Auto-detected installation media:

*) On the network
http:/i = builder. example. mmfkuclcs.un.fcemosr'?d Proxy setup.

| This URL refers to a mirror list

| Additional repositories

Figure 2-22. Adding a network installation source

You can also configure any proxy server settings that you may need to access to either access remote
repository. Also, you can add additional repositories. Repositories are collections of packages and are
normally serviced via http:// servers either locally or on the Internet.

We are not going to add anything to this screen, we are just going to exit via Done and now we can begin
our install.
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Quit ‘Begin Installation

Figure 2-23. Selecting Begin Installation

After selecting Begin Installation you presented with a screen that shows your installation progress and
also gives you the opportunity to create a “root” password and a “user” password. In Linux the root user is a
superuser who has access to the whole system, much like the Windows Administrator in the Windows OS. In
Figure 2-24 you can see again that we use our mouse to click ROOT PASSWORD.

CONFIGURATION CENTOS 7 INSTALLATION
B2 us Help!

CentOS USER SETTINGS

ROOT PASSWORD @  usercreaTION
Root passwo! is not set l No user will be created

The system needs better quality of random data, you can improve it by typing
randomly on keyboard and moving your mouse. The installation will continue
automatically regardless of random data quality when time runs out

Random data quality:

»J The system needs more random data entropy

CentOS Virtualization SIG |:||u:ﬁl-—“'
Virtualization in CentOS, virtualization of CentOS.. semes :T::::rﬁ-‘

wiki.centos.org/SpecialinterestGroup 1100011 iy 1111

Ly Please complete items marked with this icon before continuing to the next step.

Figure 2-24. Selecting to create the root user

Tip We will discuss the root user in more detail in Chapters 5 and 6.
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As we have discussed earlier, passwords should be complex and consist of a combination of upper- and
lowercase characters, numbers, and special punctuation keys like the following: @!%#*. They should also
be minimum of eight characters long. Remember to store this securely like you have the disk encryption
password.

Here in Figure 2-25 you are again given an indicator of how strong your password is as you enter it. It
also won’t accept your password unless your confirmation matches. When you are finished select Done.

ROOT PASSWORD CENTOS 7 INSTALLATION

The root account is used for administering the system. Enter a password for the root user.

Root Passward: LIRS L L]

Strong

Confirm SEsEsRsRRRRR NN

Figure 2-25. Entering the root password

Tip You can read about the characteristics of a good password at http://en.wikipedia.org/wiki/
Password_strength.

It is optional to set up a user account on your host, but it is recommended you have one. In Ubuntu,
which we will see later on, you don’t get to access the root account directly. The root account being a very
powerful account is one you don’t use lightly. We are going to create a user on our system for our initial
access.
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In Figure 2-26 we are going to create a user called JSmith by first selecting User Creation.

CONFIGURATION CENTOS 7 INSTALLATION
B us Help!
CentOS USER SETTINGS
@ ROOT PASSWORD @  usercreaTiON
Root password is set . No user jgill be created

[ o Performing post-installation setup tasks

CentOS Promotion SIG

Promoting CentOS in events, conferences and everywhere!

wiki centos.org/SpecialinterestGroup

Figure 2-26. Selecting User Creation

You will notice in Figure 2-27 that as we type in the Full Name the suggested user name is created. You
can change this to anything you wish but be sensible, you may have to remember who this user is at a later
date. In this example we are going to make this person an administrator. That means the person will have
similar abilities as the root user but will need to confirm his or her password before executing any root level
commands.
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CREATE USER
)

Done

CENTOS 7 INSTALLATION

cramm EZ0

Full name JSmith

User name jsmith

Tip: Keep your user name shorter than 32 characters and do not use spaces

v/ Make this user administrator

+ Require a password to use this account

Password SRRBNSNIIITITIRRRRNNY
Strong
Confirm password SEssNE NSRS IRRRRNRNRIS
Advanced

Ly The passwords do not match.

Figure 2-27. Creating new user JSmith

In Figure 2-27 also select the option that this user requires a password; some accounts are created

where you don’t expect the user to ever access the host or run commands that require passwords—like the
user that runs the web server, for example. You will also notice that we will need to have correctly matched
passwords before we can create this user. You can also have system or service users on your hosts. These

system or service users do not have to have passwords (as they would never sign into the host but maybe
execute a program like a database server). We talk more about users in Chapters 4 and 5.
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After fixing the passwords, we are going to click Advanced and go on to Figure 2-28.

ADVANCED USER CONFIGURATION
Home directory: | /home/jsimth
User and Group IDs

1 Specify a user ID manually: 1001

] Specify a group ID manually: | hoo1
Group Membe rship
Add user to the following groups:
wheel

Example: wheel, my-team (1245), project-x (29935)

Figure 2-28. Advanced settings for the user JSmith

Tip:

You may input a comma-separated list of group
names and group IDs here. Groups that do not
already exist will be created; specify their GID in
parentheses.

Cancel Save Changes

In the advanced settings we can configure things like the users’ home directory, their user and group IDs,
and what groups they are members of. In this example they are given access to the “wheel” group. This is the
group that gives them equivalent “root” access. We talk more about these advanced settings in Chapter 5.

That is the last installation step. Select Save Changes and then Done in the User screen. While you have
been doing this your server has had the installation process continue in the background and it might have

finished by now or will shortly.

In Figure 2-29 we see the finished installation. Select Reboot and your system will reboot and come up

ready for your use.
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CONFIGURATION CENTOS 7 INSTALLATION
BEus Help!

Complete

Cent05 is now successfully installed and ready for you to use!
Go ahead and reboot to start using it!

k

L4 Use of this product is subject to the license agreement found at /usr/share/centos-release/EULA

Figure 2-29. Completed installation ready for Reboot

Your system will begin to restart and present to you the GRUB2 (GRand Unified Bootloader) boot
loader. The boot loader is the small bit of code that actually loads your operating system. This allows you to
choose the operating system to boot into or boot into other operating systems you might have installed. If
you press any key during this countdown process, loading will be interrupted.

Following the instructions on the screen in Figure 2-30, you can choose the kernel image you wish to
boot into or change the way it loads (pressing e). You can access the GRUB2 shell by pressing c. We talk a lot
more about the boot loader process in Chapter 6. If you press Enter on the highlighted CentOS Linux above
you will be booted into that kernel.
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CentDS Linux (3.10.0-327.el?7.x86_64) ? (Core)

Cent0S Linux (O-rescue-cBee?e5eB4234fab8ceS5f8b5e@f 1686c) 7 (Core)

Use the T and ! keys to change the selection.

Press 'e’ to edit the selected item, or 'c’ for a command prompt.

Figure 2-30. Booting your new host

Note We use the word “kernel” and “operating system” pretty interchangeably here. In this respect it
means the same thing, the kernel is the Linux operating system. CentOS is the distribution, or flavor, of Linux.

When the system passes the boot loader we are required to put in the disk encryption password as in in
Figure 2-31.
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Please enter passphrase for disk UBOX_HARDDISK (luks-811e4a94-39e5-453e-81d8-9e8

IfoecZ?f4)t: I IEIE I W I WM NN

Figure 2-31. Disk encryption password

We cannot go further than here if we do not know the password, and if you have forgotten it you will
have to start again. After successfully entering our password our system now starts to load information off
our disks and our system continues to boot.

Now again, depending if you picked the Gnome package during your installation, you will see a EULA
(End User License Agreement) appear. This to be honest is a little confusing and it is part of the gnome-
initial-setup package. Here is the sequence you should try to get through it.
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1) ['] License information Z) [ 1 User creation
(License not accepted) (No user will be created)
Please make your choice from above ['g’ to quit { ¢’ to continue |

R}

r’ to refreshl: 1

License information

1) Read the License Agreement
[ 12) 1 accept the license agreement.

Please make your choice from above ['q’ to quit | 'c’ to continue |
s 3

r’ to refreshl: 2

License information
1) Read the License Agreement

[x1 2) I accept the license agreement.

Please make your choice from above ["q’ to gquit | ‘c’ to continue |
’ ’

r' to refreshl: c_

Figure 2-32. Gnome Desktop EULA

That is “1,” “2,” and “c” for the record. If you didn't install the desktop you will be spared all that and can
continue on. Assuming you installed the desktop, you will now see the desktop login screen.

Here in Figure 2-33, are entering our password for the JSmith user. On entering your password you will
be presented with the following desktop setup screens.
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Tue 23:53

a JSmith

.........ik’............

Cancel

Figure 2-33. Installation is complete and the system is ready to use

In Figure 2-34 we are selecting our localized desktop language and selecting Next in the top right.
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s* Applications ¥ Places ¥y gnome-initial-setup sat11:19 O @ [§ ~

Welcome ﬁ

Deutsch

English + Australia

Espafiol Espafia
frangais

PyCCKMA Poccuickan @enepaumn
auall et

GRS "

i
|
I English nited States
i

L

Figure 2-34. Selecting localized desktop language

Now we select keyboard layout in Figure 2-35. We are using the US-style keyboard.
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_p9nome-initial-setup ~ sat11:20 O @ [4 ~

Previous

s

Typing

Select your keyboard layout or an input method

Cameroon Multilingual {Dvorak) Preview
Cameroon Multilingual (qwerty) Praeview
English (Cameroon) Preview
English (Canada) Preview
English (Colemak) Preview
English (US) «  Preview

Figure 2-35. Selecting keyboard layout

In Figure 2-36 we are able to sign into Google to get access to the Google Apps and storage or ownCloud
or even Windows Live. This is only really useful if you are running a desktop or allowing access to these
cloud storage services via this server. Unless you are going to use these services you should skip.
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a* Applications * Places ¥ n;me-initiat-semp - Sat11:21 O % [¢ ~
Previous Online Accounts Skip
k

Connect Your Online Accounts

Connecting your accounts will allow you to easily access your
email, online calendar, contacts, documents and photos.

Windows Live

|
|
‘ a ownCloud
|

You can review your online accounts (and add others) after setup.

Figure 2-36. You can sign into your favorite cloud provider or you can skip

In Figure 2-37 you see an example of the Google sign in, but you do not have to sign up to any of them if
you do not wish.

Google account x

Google

Sign in with your Google Account

you@gmail.com

Need heip?

Figure 2-37. An example of Google sign in
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Figure 2-38 brings us to the end of the desktop configuration part. Next we will show you quickly how to
access a terminal console.

** Applications ¥ Places ¥ I‘me-lnii_:_i_al-utup' sat11:21 O W @ ~
Ready to Go

You're all set!

Thank you for choosing CentOS Linux.
We hope that you love it,

Figure 2-38. The end of the desktop configuration!

It is simple enough to find the applications, and the terminal application we are after as in Figure 2-39.
Click Applications, Utilities and then scroll down to Terminal.
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% Applications ¥

Favorites

.[I )' Dictionary
Accessories
Documentation Disk Usage Analyzer
Graphics /i 52 : Disks
Internet

C_, Document Viewer
Office —

a "
Sound & Video &b Font Viewer
SHncy rﬁ Image Viewer

System Tools ¢
i. ', Passwords and Keys

Utilities

Other @ Remote Desktop Viewer
E Screenshot

Activities Overview ©| TweakTool

Figure 2-39. To find the applications, click Applications

We have made it to the end of the CentOS installation section. You can move on to the next chapter,
where we will introduce you to Linux and how to start using your new host. Alternatively, you can continue
reading this chapter to learn how to install Ubuntu.

jsmith@localhost:~ - a 4

File Edit View Search Terminal Help
[ijsmith@localhost -1%

Figure 2-40. Your first terminal session
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Ubuntu Installation

Ubuntu comes in two flavors: desktop and server. In this section, we’'ll demonstrate how to install the server
version. Installing Ubuntu Server is a very similar process to installing a CentOS server. The main concepts
are the same: choose the language and keyboard layout, choose the way you want to partition your disk, and
then select the packages you want to install.

To install Ubuntu, we’re going to download an ISO file from the Ubuntu website that contains much of
the data we need to complete the installation. In this exercise we’ll use the full-size ISO from www. ubuntu.
com/download/server.

Note Ubuntu and Debian make good use of net installers, providing installation flexibility. A net installer is

a small version of the operating system usually provided as an ISO file that you can burn to a CD/USB drive and
boot from. It contains a simple kernel and the distribution’s installer. The net installer provides your host with
the basics it needs to boot and start the installation process, and any additional software or applications are
then downloaded from online repositories. This means you need to be connected to the Internet to install a new
host. It can also mean that installing a complete 4GB operating system may take a long time on a slow Internet
connection, but using a net installer can be a great way to load a smaller system. We will explore net installs
further in Chapter 19, when we look at ways to provision multiple systems.

We will make a few assumptions here:

e  You are using an Ubuntu 16.04 LTS Server Edition ISO from the Ubuntu web site
(www . ubuntu.com/download/server), and you have burned it to a CD/DVD or a USB.
You can find out more about burning ISO files to CD/DVD here: https://help.
ubuntu.com/community/BurningIsoHowto and here: https://help.ubuntu.com/
community/Installation/FromUSBStick

e  You are building just a basic mail, DNS, and web server
e  You are installing on a fresh server without any previous operating system.

After you place the CD in the CD drive or insert the USB and power on the host, the first screen you will
see allows you to choose the language of the installation process (Figure 2-41).
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Language

Amharic
Arabic
Asturianu
benapyckaa
bvArapcku
Bengali
Tibetan
Bosanski
Catala
Cestina
Dansk
Deutsch
Dzongkha
EARVLKG

Esperanto
Espanol
Eesti
Euskara
3w
Suomi

Francais
Gaeilge
Galego
Gujarati
nau
Hindi
Hrvatski
Magyar
Bahasa Indonesia
Islenska
Italiano
BAGE
doﬁm“j@o
Kazak
Khmer
83~ 3
$r=201
Kurdi
Lao
Lietuviskai
Latviski

MaKkeaoHCKK
Malayalam
Marathi
Burmese
Nepali
Nederlands
Norsk bokmal
Norsk nunorsk
Pun jabi {(Gurmukhi)
Polski
Portugués do Brasil
Portugués
Romana
Pycckui
Séyegillii
28702
Slovencina
Slovenscina
Shagip

CPNcKK
Svenska

Tamil
ST eIKa

Thai

Tagalog
Turkce
Uyghur
YKpalHCbKa
Tiéng Viét
T (1K)
X (EES)

Figure 2-41. Choose the installer language

Then you are presented with a splash screen (see Figure 2-42) that gives several options. We are going
to choose Install Ubuntu Server but you will also see some other new options. Ubuntu has a product called
MAAS—or Metal As A Service. This is a a “zero-touch” deployment service for data center scale installations.
Instead of installing just one server, MAAS can install thousands as soon as you plug the power in. We are
going to discuss this sort of provisioning in Chapter 19. You can also see that we can run some system checks
or boot into a rescue mode. In Chapter 9 we talk more about system recovery.

54


http://dx.doi.org/10.1007/978-1-4842-2008-5_19
http://dx.doi.org/10.1007/978-1-4842-2008-5_9

CHAPTER 2 * INSTALLING LINUX

ubuntu®

Install Ubuntu Server

Figure 2-42. First installation splash screen

After selecting Install Ubuntu Server we are shown Figure 2-43, language selection for your installation.
You should select the appropriate language for you.
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Language:

<Go Back>

G

Albanian
Arabic
Asturian
Basgue
Belarusian
Bosnian
Bulgarian
Catalan
Chinese (Simplified)
Chinese (Traditional)
Croatian
Czech
Danish
Dutch
English
Esperanto
Estonian
Finnish
French
Galician
German
Greek

1 [!!] Select a language [

I

Choose the language to be used for the installation process. The selected language will
also be the default language for the installed system.

No localization
Shgip

o
Asturianu
Euskara
benapyckasa
Bosansk i
bbArapckn
Catala
F37 (fE %)
R (ER)
Hrvatski
cestina
Dansk
Neder lands
English
Esperanto
Eesti
Suomi
Francais
Galego
Deutsch
EAANVLKD

+ EEEEEEEDEEEEEEI SRR e IEEENINIEE

Figure 2-43. Choosing the language for installation

As shown in Figure 2-43, we chose English. This will also be the default language for the final system.

You are then asked to select your region. This is the geographical location in which the server you are
installing is located. In Figure 2-44 we've selected Australia. This helps the installer also choose the closest
Ubuntu archive repository to fetch extra packages from later.
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| [11] Select vour location |

The selected location will be used to set your time zone and also for example to help
select the system locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language uou selected. Choose "other" if
your location is not listed.

Country, territory or area:

Rntiiue and Barbuda

Botswana
Canada

Hong Kong
India

Ireland

New Zealand
Nigeria
Philippines
Singapore
South Africa
United Kingdom
United States
Zambia
Zimbabwe
other

<Go Back>

Figure 2-44. Selecting your region

Next, you select the keyboard and keyboard layout preference. As mentioned earlier, the keyboard
layout is the keyboard mapping you are using. Different regions will have different mappings, so choose
the one that best fits your area and language. Choosing Yes here, as shown in Figure 2-45, leads to a further
series of questions and answers through which Ubuntu attempts to work out what type of keyboard you are
using by having you press different keys.

| [1] Configure the keuboard |

You can try to have your keuboard layout detected by pressing a series of keus. If you do
not want to do this, you will be able to select uour keyboard layout from a list.

Detect keyboard layout?

<Go Back> <Yesy <Moo

Figure 2-45. Ubuntu attempts to detect your keyboard

Select No to save time and directly tell the installation what kind of keyboard you are using. The default
here will work for most installations, but feel free to select the one most appropriate to your area. Figure 2-45
begins a series of screenshots that show the keyboard selection.

After selecting No, the screen in Figure 2-46 appears, where you select the origin of the keyboard. We
will pick US and continue on.
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1 [!] Configure the keyhboard |

The layout of keyboards varies per country, with some countries having multiple common
layouts. Please select the country of origin for the keyboard of this computer.

Country of origin for the keyboard:

Armenian
Azerbaijani
Bambara
Bangla
Belarusian
Belgian
Bosnian
Braille

+
n
Bulgarian
Burmese
Chinese
Croatian
Czech
Danish
Dhivehi
Dutch
Dzongkha
English (Cameroon)
English (Ghana)
English (Nigeria)
English (South Africa)
+

English {UK)

<Go Back>

Figure 2-46. Selecting the origin of your keyboard

In Figure 2-47, we select the keyboard layout for US that will give us the standard key mapping for
Australian computers.

Tip You can change the keyboard settings at any time after the installation is finished.
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{ [!] Configure the keyboard |
Please select the layout matching the keyboard for this machine.

Keyboard layout:

English (US) - Cherokee

English (US) - English (Colemak)

English (US) - English (Dvorak alternative international no dead keys)
English (US) - English (Dvorak)

English (US) - English (Dvorak, international with dead keys)
English (US) - English (Macintosh)

English (US) - English (Programmer Dvorak)

English (US) - English (US, alternative international)

English (US) - English (US, international with dead keys)

English (US) - English (US, with euro on 5)

English (US) - English (Workman)

English (US) - English (Workman, international with dead keys)
English (US) - English (classic Dvorak)

English (US) - English (international AltGr dead keys)

English (US) - English (left handed Dvorak)

English (US) - English (right handed Dvorak)

English (US) - English (the divide/multiply keys toggle the layout)
English (US) - Russian (US, phonetic)

English (US) - Serbo-Croatian (US)

<Go Back>

Figure 2-47. Selecting keyboard layout

The Ubuntu installation now takes a break to explore your hardware and discover more information
about the target host. After this process is completed, you will be prompted for the hostname of your new
host. As shown in Figure 2-48, we entered au-mel-ubuntu-1 here as it ties in with the naming standard

discussed in the CentOS installation section.

| [!] configure the network |
Please enter the hostname for this system.
The hostname is a single word that identifies your system to the network. If you don't

know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname :

<Go Back» <Cont inue>

Figure 2-48. Setting the hostname

59



CHAPTER 2 * INSTALLING LINUX

Next, you are asked to create a user for this host. In Chapter 5 we will discuss user administration in
greater detail, but it is important to know that the Ubuntu distribution disables the root user account by
disabling its password. The root user is like the Windows Administrator and has access to everything on the
host. In Ubuntu, instead of setting the root user’s password like we did in the CentOS installation, users use
a special command called sudo to access all the same privileges as the root user. We'll talk more about the
sudo command in Chapter 5.

In Figure 2-49 you enter the full name of your new user.

1 [!!] Set up users and passwords |

A user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the user's real name. Your full name is a reasonable choice.

Full name for the new user:

<Go Back> <Cont inue>

Figure 2-49. Entering the full name of a new user

In the next screen (Figure 2-50), you set the username for your new user.

1 [!1] Set up users and passwords |

Select a username for the new account. Your first name is a reasonable choice. The
username should start with a lower-case letter, which can be followed by any combination
of numbers and more lower-case letters.

Username for your account:

<Go Back» <Cont inue>

Figure 2-50. Entering the username

Finally, you set the password for your user, as shown in Figure 2-51. Again, as we discussed in the
CentOS installation section, we recommend implementing a strong and complex password. You will be
asked to verify that password.
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| [11] Set up users and passuwords |

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

Choose a password for the new user:

Show Pa ord in Clear

<Go Back> <Cont inue>

Figure 2-51. Entering the password for the new user

We are next asked if we wish to encrypt the home directory for that user. This has the same implications
as disk encryption in CentOS. We are going to choose No here in Figure 2-52 in favor of doing a full disk
encryption in a few steps time.

| [1] set up users and passuwords |

You may configure your home directory for encryption, such that any files stored there
remain private even if your computer is stolen.

The system will seamlessly mount your encrypted home directory each time you login and
automatically unmount when you log out of all active sessions.

Encrypt your home directory?

<Go Back> <Yes>

Figure 2-52. Choosing not to encrypt the home directory
We are now asked to confirm our time zone. Here we are using local time zone.

| [!] configure the clock |

Based on your present phusical location, your time zone is Australia/Victoria.
If this is not correct, you may select from a full list of time zones instead.
Is this time zone correct?

<Go Back>

Figure 2-53. Confirming time zone
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Next, you need to partition your host. This partitioning occurs in much the same way described in our
example CentOS installation. You can divide your disks into partitions of differing sizes depending on the
requirements of your host. Again, as in the CentOS installation, you are prompted to either select one of
several default partitioning options or customize your own using the partitioning tool.

e  Guided—use entire disk: This option asks you to select a hard disk, which will be
completely erased. The system then creates a root partition and a swap partition.

e Guided—use entire disk and set up LVM: This option also erases all data. It then
creates a small boot partition and uses the rest of the disk for a root and swap volume
in LVM.

e Guided—use entire disk and set up encrypted LVM: This option is identical to the
previous, except the LVM data is all encrypted. You are asked to provide a password.
Note that you need to input this password at boot time, so this option is not suitable
for a remote or headless server. If you lose the encryption password, you will not be
able to retrieve your data.

e  Manual: This option opens the partition editor and allows you to manually configure
partitions, software raid, encryption, and LVM. This is the option you should choose
if you have a pre-existing Windows installation you want to resize.

For our example host we are interested in using the “Guided—use entire disk and set up encrypted
LVM” option. This uses the entire hard disk available to us and makes use of LVM. As described in the
section “CentOS Server Installation,

LVM is a powerful way to manage your partitions and disks, and gives you greater flexibility to make
changes to your partition layout later.

Note We’ll discuss LVM in more detail in Chapter 9.

Figure 2-54 displays our default partition choices.

| [11] Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. Hith guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:

Guided - use entire disk
Guided - use entire disk and set up LWM

Guided - use entire disk and set up encrypted LVM
Manual

<{Go Back>

Figure 2-54. Choosing encrypted LVM to partition disks
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Next, select the drive you wish to perform this partitioning on. We are given only one disk to select, as
you can see in Figure 2-55.

| [11] Partition disks |

Note that all data on the disk you select will be erased, but not before you have
confirmed that you really want to make the changes.

Select disk to partition:

SCSI3 (0,0,0) (sda) - 8.6 GB ATA VBOX HARDDISK

<Go Back>

Figure 2-55. Choosing the disk to partition

Caution If the disk already contains partitions, you will be prompted to overwrite them. If you are confident
that you want to do this, then specify Yes and continue. Selecting Yes here will destroy any existing data you
may have if you are installing over a previous system. If you are not confident, then specify No. Alternatives to
this include repartitioning your host using a tool like GParted from one of the LiveCD installations, installing on a
hard disk that doesn’t already have data on it, or installing on a virtual machine.

The next screen (see Figure 2-56) lets you confirm that you wish to write the partition information to the

selected disk. The partition information needs to be written to disk before LVM can be configured. Select Yes
and go to the next screen.

{ [11] Partition disks |

Before the Logical Volume Manager can be configured, the current partitioning scheme has
to be written to disk. These changes cannot be undone.

After the Logical Volume Manager is configured, no additional changes to the partitioning
scheme of disks containing physical volumes are allowed during the installation. Please
decide if you are satisfied with the current partitioning scheme before continuing.

The partition tables of the following devices are changed:
SCSI3 (0,0,0) (sda)

Hrite the changes to disks and configure LVM?

<No>

Figure 2-56. Writing partition information to disk

We now need to add a passphrase to secure the encrypted data. Again, make sure the password is long,
complex, and stored securely.
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You will also be asked for the password verification after Figure 2-57.

| [11] Partition disks |
You need to choose a passphrase to encrypt SCSI3 (0,0,0), partition #5 (sda).

The overall strength of the encryption depends strongly on this passphrase, so you should
take care to choose a passphrase that is not easy to guess. It should not be a word or
sentence found in dictionaries, or a phrase that could be easily associated with you.

A good passphrase will contain a mixture of letters, numbers and punctuation. Passphrases
are recommended to have a length of 20 or more characters.

There is no way to recover this passphrase if you lose it. To avoid losing data, you
should normally write down the passphrase and keep it in a safe place separate from this
computer.

Encrypt ion passphrase:

Show Pa ord in Clean

<Go Back> <Cont inue>

Figure 2-57. Providing the disk encryption password

Next we are asked how much of the Volume Group we want to use in our LVM partitioning. In Figure 2-58
the default is all of the available LVM partition, or 8.1G.

1 [!] Partition disks |

You may use the whole volume group for guided partitioning, or part of it. If you use
only part of it, or if you add more disks later, then you will be able to grow logical
volumes later using the LVM tools, so using a smaller part of the volume group at
installation time may offer more flexibility.

The minimum size of the selected partitioning recipe is 2.0 GB (or 24%); please note that
the packages you choose to install may reqguire more space than this. The maximum
available size is 8.1 GB.

Hint: "max" can be used as a shortcut to specify the maximum size, or enter a percentage
(e.g. "20%") to use that percentage of the maximum size.

Amount of wolume group to use for guided partitioning:

<Go Back> <Cont inue>

Figure 2-58. LV group partitioning
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We will explain LVM better in Chapter 9, but just as partitioning a disk is slicing a disk up into parts,
LVM groups are a further extension of the this concept. LVM volumes come from a bucket of shared storage
called a group. We can slice this group up for our volumes and also use fancy disk magic to extend and
shrink volumes after we have created them.

In Figure 2-58 we are asked how much of the Volume Group we want to use for this partitioning, and we
will choose the default to use all of it, or 8.1 GB.

You will now be shown the LVM partition layout, which will show a small amount for swap space and
the rest for the root or / partition. When we confirm this layout by selecting Yes, the LVM partitions shown
in Figure 2-59 are created and formatted.

1 [!!] Partition disks |

If you continue, the changes listed below will be written to the disks. Otherwise, you
will be able to make further changes manually.

The following partitions are going to be formatted:
LVM VG au-mel-ubuntu-1-vg, LV root as extd
LVM VG au-mel-ubuntu-1-vg, LV swap_1 as swap

Write the changes to disks?

<No>

Figure 2-59. . Writing LVM partition changes to disk

Note Swap space is additional storage on your hard disk drive that is used for “overflow” data from RAM.
If you find your host frequently using all of your swap space or frequently swapping, then you probably need to
tune your host and most often add more RAM. We'll talk about swap space in more detail in Chapters 9 and 17.

At this stage of the installation, Ubuntu will start installing the base package requirements needed to get
the rest of the operating system installed. If you are using a net install, this may take some time depending on
your Internet connection. You will be presented with a progress bar similar to the one shown in Figure 2-60.

| Installing the sustem... |

Running post-installation trigger initramfs-tools

Figure 2-60. Installing base system requirements

Once that is complete, we are asked if we require the use of a proxy server to download the packages
required for the complete installation. You can provide the URL including the username and password if you
have one. We are going to leave it blank as in Figure 2-61.
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1 [!] Configure the package manager |

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http://[[user] [:passl@] host [:port] /",

HTTP proxy information (blank for none):

<Go Back> <Cont inue>

Figure 2-61. Proxy server settings
After that we are now asked about how we would like to handle software updates on our system.

| [1] configuring tasksel |
Applying updates on a freguent basis is an important part of keeping your system secure.
By default, updates need to be applied manually using package management tools.
Alternatively, you can choose to have this sustem automatically download and install
security updates, or you can choose to manage this system over the web as part of a group
of systems using Canonical's Landscape service.

How do you want to manage upgrades on this system?

No automatic updates

Install security updates automaticalll
Manage system with Landscape

Figure 2-62. Automatically install system updates

This can be a controversial issue. Some people don't like their systems being updated without their
knowledge as it can cause unexpected results. Ideally you should know the state of your systems at all times
and deploy updates, security or otherwise, at the time of your choosing. However, since we are starting out,
having these installed automatically is a preferred option.

Note With the LTS(Long Term Support) systems you do get more certainty that the updates will make only
the minimum change on your system. Also the changes will be well tested across a large deployment surface
area. With bleeding-edge systems, you don’t always get that same certainty.

You are then asked what applications you would like to install on your host via the selection of
application groups. We chose DNS, LAMP server (Linux, Apache, MySQL, and PHP), mail (Postfix), and
OpensSSH, as you can see in Figure 2-63. When you are ready, select Continue.
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| [1] Software selection |

At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install:

<Cont inue>

Figure 2-63. Selecting applications for your host

In this particular installation, because of the applications you have chosen to install, you are asked
a series of questions to help Ubuntu configure or secure your chosen applications. Every time you install
new applications on Ubuntu that require input to be configured, you will be prompted to answer similar
questions.

Asyou can see in Figure 2-64, you are first asked to provide a password for the MySQL database root
user. This is the master password for your MySQL installation and you should enter a secure and complex
password. You will be asked to confirm this password by entering it again.

| [1] Configuring mysql-server-5.7 |

While not mandatory, it is highly recommended that you set a password for the MySGOL
administrative "root" user.

If this field is left blank, the password will not be changed.
New password for the MySOL “root" user:

RO R OO Ok

[ ] Show Pa

<Cont inue>

Figure 2-64. Setting the MySQL root password

Once you have provided this password, you are then asked to describe your mail server configuration.
The screen in Figure 2-65 shows the configuration options, with each option briefly described. We will just
choose the default, Internet Site.
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i [!] Postfix Configuration |
Please select the mail server configuration type that best meets your needs.

No configuration:

Should be chosen to leave the current configuration unchanged.

Internet site:

Mail is sent and received directly using SMTP.

Internet with smarthost:

Mail is received directly using SMTP or by running a utility such

as fetchmail. Outgoing mail is sent using a smarthost.

Satellite system:

All mail is sent to another machine, called a 'smarthost', for delivery.
Local only:

The only delivered mail is the mail for local users. There is no network.

General type of mail configuration:
No configuration
Internet with smarthost
Satellite system
Local only

<Go Back>

Figure 2-65. Configuring the mail server

We will explain how to configure and secure mail services in Chapter 12. Selecting the default here will
provide a basic and secure configuration for sending and receiving mail for your domain.

Next, you provide the domain name for your mail server (see Figure 2-66). You should enter the domain
name of the host for now, and we’ll explain other potential options in Chapter 12.

| [!] Postfix Configuration |

The "mail name' is the domain name used to "qualify' _ALL_ mail addresses without a
domain name. This includes mail to and from <root>: please do not make your machine send
out mail from root@example.org unless root@example.org has told you to.

This name will also be used by other programs. It should be the single, fully qualified
domain name (FQDN).

Thus, if a mail address on the local host is foo@example.org, the correct value for this
option would be example.org.

System mail name:

<Go Back> <Cont inue>

Figure 2-66. Setting the mail server domain name
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Moving on, we have spoken about GRUB in the CentOS installation guide and talked about how it is the
software that loads your operating system. In this screen we are asked to install it into the MBR, or Master
Boot Record. The MBR is small bit of space on your hard drive that describes your partition layout to your
system. It also has a small space where the GRUB boot loader is installed into.

Note You may not see the GRUB installation screen (Figure 2-67). Systems running UEFI (Unified Extensible
Firmware Interface) do not show this next screen. We talk about the differences between BIOS (Basic Input/
Output System) and UEFI later on in Chapter 6.

| (11 Install the GRUB boot loader on a hard disk |

It seems that this new installation is the only operating system on this computer. If so,
it should be safe to install the GRUB boot loader to the master boot record of your first
hard drive.

Warning: If the installer failed to detect another operating system that is present on
your computer, modifying the master boot record will make that operating system
temporarily unbootable, though GRUB can be manually configured later to boot it.
Install the GRUB boot loader to the master boot record?

<Go Back>

Figure 2-67. Installing the GRUB into the boot loader

In Figure 2-67 we are selecting Yes to install the boot loader into the MBR. And now your installation is
complete and Ubuntu will notify you of this, as you can see in Figure 2-68.

{ [1!] Finish the installation |

Installation complete
Installation is complete, so it is time to boot into your new sustem. Make sure to remove
the installation media (CD-ROM, floppies), so that uou boot into the new system rather
than restarting the installation.

<Go Back> <Cont inue>

Figure 2-68. Installation complete

If you were using a CD or DVD, it should eject automatically. If you used a USB thumb drive, remove
that and select Continue. Your system will now reboot and you will be presented with a password prompt
(see Figure 2-69) to decrypt your hard drives.
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[ 5.6269461 aux 1 20240.000 MBrsec

[ 5.629165]1 async_tx: api initialized (async)

[ 5.639720] md: raidé personality registered for level 6

[ 5.640089] md: raidS personality registered for level 5

[ 5.640439] nd: raid4 personality registered for level 4

[ 5.645612]1 md: raidl® personality registered for level 10
done.

Begin: Running rsscriptssinit-premount ... done.

Begin: Mounting root file system ... Begin: Running sscripts-local-top
etad is not active yet, using direct activation during sysinit

Uolume group “"au-mel-ubuntu-1-vg" not found

Cannot process volume group au-mel-ubuntu-1-wvg

lumetad is not active yet, using direct activation during sysinit
Uolume group “"au-mel-ubuntu-1-vg" not found

Cannot process volume group au-mel-ubuntu-1-vg

Please unlock disk sdaS5_crypt:

lum

Figure 2-69. Decrypting hard drives before boot

console as in Figure 2-70.

And now we are at the end of the installation. The system is now booting. Shortly you will see the login

]
Pbuntu 16.04 LTS au-mel-ubuntu-1 ttyl

iau—ne lI-ubuntu-1 login:

Figure 2-70. Booting to the console screen

Ubuntu Server installation does not install a GUL We’ll talk more about using the command line versus a

You will notice that Ubuntu does not boot to a GUI but to a console screen. This is because the default

GUI in Chapter 4.
You now have a usable mail, DNS, and web server running the Ubuntu distribution that is ready for you
to customize further for your environment.
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Troubleshooting

Every now and then an installation will fail for some reason. Most commonly this happens due to defective
installation media; less often it happens due to unsupported or defective hardware.

If there is a problem with the installation media, you may see read errors being logged or the installer
may display an error stating it was unable to read a file. You should check the installation CD or DVD for
scratches. If you created the CD or DVD from an ISO file, it might be worth writing a new disc at a lower
speed. Media problems usually recur at the same step in the installation process.

Network installations can also fail if the connection is interrupted, so check that cables are plugged in
and your Internet connection is working.

The less common type of failure is caused by hardware not being supported. For example, if an
installation kernel does not support the disk controller, the installer will be unable to access hard disks.

If this happens, check which kernel version is included on the installation disc and verify that it in fact
supports your hardware. A newer version of your distribution, with support for more and newer hardware,
might be available. This is much less common now that major manufacturers have started to support Linux
more and more and actively contribute drivers to the kernel.

Non-reproducible crashes at random points in the installation usually indicate a hardware problem,
and the most common problems are bad RAM or overheating. You can run a RAM tester like memtest86
(www.memtest.org/), and you should verify that the CPU and case fans are working properly.

Diagnostic Information

If you need additional diagnostic information while you are installing, you can access a limited shell and
some logging information from the installation process. You can use these to further diagnose any problems
you might have. These are called virtual consoles (also known as a tty) and we talk about them again in
Chapter 4.

On Ubuntu, Alt+F2 and Alt+F3 each give access to a limited shell. Alt+F4 provides verbose installation
progress and logs for the installer. The Alt+F1 combination switches back to the installer interface.

OnCentOS, the graphical installation runs on Ctrl-Alt-F1. There is a shell prompt on Ctrl-Alt-F2,
installation messages go to Ctrl-Alt-F3 with system messages going to Ctrl-Alt-F4 and other messages appear
in Ctrl-Alt-F5.

You can use these terminals to gather information about your installation or see any error messages that
might prove helpful if your installation doesn’t go as planned.

Restarting Your Installation

After a problem, you should normally restart the installation from the beginning. Because files from the
previous installation attempt might still be present on disk, it’s best to have the installer re-initialize the
partitions and start from scratch.

Troubleshooting Resources

Don’t be afraid to make use of the communities that exist around most Linux distributions if you run into
trouble. Chances are someone else has experienced the same problem you have and has documented the
resolution. Here are some resources to try:

e RedHat: www.redhat.com/en/services/support/
e  Fedora: http://forums.fedoraforum.org/forumdisplay.php?f=6
e  Ubuntu: http://ubuntuforums.org/forumdisplay.php?f=333
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Summary

In this chapter, we stepped through the process of installing two of the popular Linux distribution choices:
e  CentOS Server
e  Ubuntu Server

We also explained what you might do if something goes wrong during installation. In the next
chapter, we are going to give you an introduction to some of the tools we use to help quickly prototype our
installations. We will use these tools more throughout the rest of the book.
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CHAPTER 3

Introducing VirtualBox, Git, and
Vagrant

By Dennis Matotek

In Chapter 2 we showed you how to install Linux on a physical server from an ISO image. However, there
are many other options to deploying a Linux server—including network provisioning, deploying virtualized
machine images, or launching a Linux instance in the “cloud.” There is also a greater ability now to share
virtualized machines with others locally or all over the world. We are going to show one way that might be
helpful for you in following this book.

Some people find it hard to just get started with Linux, as there are many install options and choices—
having all those options we regard as a great thing! Luckily there are tools that make investigating and
exploring Linux somewhat easier. We want to take this opportunity to introduce some tools to you that we
will be using later in this book, or you can use them now to follow along with us, as we take you through
the different examples in the chapters to come. For you it means that you can follow along on your desktop,
whatever that happens to be, and if you make a horrible mistake, you can recover quickly and safely. As a
bonus, along the way you will get familiar with some of the tools we use.

One combination of tools we use daily in our prototyping and testing is VirtualBox, Vagrant and Git (to
track changes to our configurations as we trial and test). Being able to prototype full systems without having
to pollute your local host or another server is a real benefit. Being able to trial different types of operating
systems and being able to run quick and effective testing to validate your work should be the aim of all
administrators.

One way to cheaply and quickly build out a server is to use virtualization. Virtualization comes in many
different forms, like KVM, Xen, and LXC containers for starters. What we would like to do in this chapter
is show you the tools we use daily to prototype and test on the desktop—be that a Linux server, Mac, or
Windows host. One such virtualization technology you can use on both Windows machines, Mac, and Linux
is VirtualBox. VirtualBox, for this reason, makes a good entry-level virtualization platform to begin with and
prototype on—it is not a platform you would use for performance, however. But it does allow you to further
explore LXC container software like Docker if you are coming from the Windows and Mac world, which
requires the Linux kernel to run.

VirtualBox also allows you to run up many different operating systems on your desktop. This saves you
the time and trouble of dual booting different operating systems (which means you have to shut down one
operating system to start another). It also allows you to share the resources, like the filesystem between your
guest operating systems and your desktop.
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Git is a version source control technology for computer software. It is great at tracking changes to
text-based files, like configuration files. Combined with resources like GitLab, GitHub, or BitBucket it is an
empowering way to manage change in your organization in an open and collaborative way. With Git, your
configuration changes can be compared to the current configuration, and you can give other administrators
the ability to agree to those changes. You can also use Git for building testing pipelines that test changes to
your systems prior to deploying to production.

And while you can use the VirtualBox GUI or VirtualBox CLI to create, install, and manage your
VirtualBox machines, we will introduce to you the Vagrant tool. Vagrant is a “wrapper” for the VirtualBox
CLI commands, but it is also much more than that. It has text-based configuration files that are suitable
for tracking changes in Git. This helps you prototype and develop host builds or applications. It allows for
integration with many of the configuration management tools like Puppet, Ansible, or SaltStack. But one of
the major benefits is that you can share images, or “boxes” and build instructions with other developers. This
helps your teams develop on a consistent set of images that run on desktop commodity hardware and that
are easily created, recreated, developed, and produced.

System administrators find this kind of quick prototyping very useful. In the past to see what a new
package did, or what the new update to the operating system would do, you might have to find some spare
server and run up the new software. With VirtualBox and Vagrant you can do this much more quickly
and without poisoning your local desktop. Later in the book we will be using Puppet and Ansible, the
configuration management tools, to deploy our server configurations and we will be using the combination
of VirtualBox, Vagrant, and Git to achieve and track this.

The ability to share and download Vagrant boxes, or shared VirtualBox machines, means that you
quickly integrate or trial different technology. For example, you might have the need for a memcached
service in your application. As far as your application is concerned, to test memcached with your application
you just need the IP (Internet Protocol) address and a port to reach it. Instead of building out another
server for this, you can download a Vagrant box with a fully configured memcached service created by
somebody else in your team or a publicly available box from the online Vagrant box repository. From a
development point view, this makes for much faster prototyping and building. If your application works well
with memcached, you can, at a later stage, develop, test, and deploy a proper memcached service for your
application.

For general information on virtualization technologies, please see the following:

e https://gendersec.tacticaltech.org/wiki/index.php/Linux_virtualisation

e https://en.wikipedia.org/wiki/Comparison of platform virtualization_
software

VirtualBox Installation

VirtualBox is very easy to install. There are self-installing packages for Windows, Mac, Linux, and even
Solaris (which is a Unix operating system for those who don’t know). Simply go to www.virtualbox.org/
wiki/Downloads and choose the appropriate download for your operating system. You should be able to
install VirtualBox easily. If you get into trouble you may find Chapter 2 of the following PDF helpful:
http://download.virtualbox.org/virtualbox/5.0.14/UserManual.pdf.

Licensing

VirtualBox is an open source virtualization platform owned by Oracle. It has been released under the GNU
General Public License (GPL) Version 2 license. Full details of that license can be found at www.gnu.org/
licenses/old-licenses/gpl-2.0.html.
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If you wish to also use the VirtualBox Oracle VM VirtualBox Extension Pack you are required to agree
to the terms of the VirtualBox Personal Use and Evaluation License (see www.virtualbox.org/wiki/
VirtualBox_ PUEL). This license allows for personal or product evaluation or academic use only. If you
intend to use this product in a commercial sense please abide by these licenses.

Creating a New VirtualBox Machine

Before we start our new VirtualBox machine, first make sure you have downloaded the appropriate ISO
image file for CentOS 7. You can go to www.Cent0S.org/download to fetch it. There are three options
presented to you for download. The DVD ISO and Full ISO will take longer to download but will contain
everything you will need for a desktop environment. If you choose the Minimal ISO your download will be
quicker but you will have to download any extra packages (applications) from the Internet when you need
them.

In this example we are installing CentOS from the following download link: http://isoredirect.
Cent0S.org/Cent0S/7/isos/x86_64/Cent0S-7-x86_64-Minimal-1511.1iso.

The VirtualBox application runs like any other application on desktop. Find the application and start it.
You will be presented with a screen similar to this one.

L BN Oracle VM VirtualBox Manager

New Sattings Discard Starf”
Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The list is empty now

because you haven't created any virtual machines yet. i W‘-
In order to create a new virtual machine, press the New button in the e __k
main tool bar located at the top of the window. > 3
You can press the 387 key to get instant help, or visit f
www.virtualbox.org for the latest information and news. QW

-

Figure 3-1. VirtualBox console
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A new installation will not have any virtual machines installed. To create our own CentOS installation,
we select the New button. In the window that comes up we will give the machine a name, Centos7 and we
will select the Type and the Version of Linux and Red Hat (64 bit).

Name and operating system

Please choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install
on it. The name you choose will be used throughout
VirtualBox to identify this machine.

Name: ' Centos7|

Type: Linux [T 2“8

Version: Red Hat (64-bit) i

Expert Mode Go Back m Cancel

Figure 3-2. Naming and setting VirtualBox type

Next we can configure our memory size. This can be as large as your system allows. In general, 1024Mb
is appropriate, or 512Mb for smaller systems without things like a graphic desktop. You can also adjust this
after the install to match your needs. Use the slider or type in the amount of memory you need for your
system.

Note It is important to note that you can “overcommit” your memory (i.e., allocate more than your host
system has available to it to a number of virtual machines)—meaning if my host system has 8GB RAM, we
can have one virtual machine of 2GB, one of 4GB, and one of 6GB and they would all be able to run fine at the
same time. We just wouldn’t be able to run all three virtual machines at once if they were each to use their full
allocation of memory—or at least it would make the host machine crawl. In that case, we may be able to run
the hosts of 2GB and 4GB together though.
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Memory size

Select the amount of memory (RAM) in megabytes to be
allocated to the virtual machine.

The recommended memory size is 768 MB.
1024 ° MB

4 MB 16384 MB

GoBack  [Continiely Cancel

Figure 3-3. Memory allocation

We are now asked if we wish to create a Hard disk. Here you can make a selection to use an existing disk
or choose not to have a disk at all. We are going to click Create a virtual hard disk now and click Continue.

Hard disk

If you wish you can add a virtual hard disk to the new
machine. You can either create a new hard disk file or select
one from the list or from another location using the folder
icon.

If you need a more complex storage set-up you can skip this
step and make the changes to the machine settings once the
machine is created.

The recommended size of the hard disk is 8.00 GB.

Do not add a virtual hard disk
{0 Create a virtual hard disk now
Use an existing virtual hard disk file

disk.vmdk (Normal, 19.53 GB) <

GoBack [ Crealel] Cancel

Figure 3-4. Choosing disk
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There is a selection of the kind of virtual disk format we wish to choose next. VirtualBox gives us six
options. We are going to select the default, VDI (VirtualBox Disk Image) , and continue on.

Hard disk file type

Please choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you
can leave this setting unchanged.

) VDI (VirtualBox Disk Image)
VMDK (Virtual Machine Disk)
VHD (Virtual Hard Disk)

HDD (Parallels Hard Disk)
QED (QEMU enhanced disk)
QCOW (QEMU Copy-On-Write)

Expert Mode Go Back m Cancel

Figure 3-5. Selecting Virtual Disk format

Note There are many different types of virtual disk formats. VirtualBox has its own VDI format as well
as supporting VMWare’s VMDK (Virtual Machine Disk), Microsoft’s VHD (Virtual Hard Disk), Mac 0SX’s HDD
(Parallels Hard Disk), QEMU QED (QEMU Enhanced Disk), and QCOW (QEMU Copy-0n-Write). These filesystems
are all on disk files (meaning the “disks” are really just files on the filesystem and can be copied and moved
just like any other file). What this means is that you can create a disk with a particular format, like VHD and then
move that image file to another host and mount it there.

We can now choose if the disk is of a fixed size or if it will be dynamically allocated. Simply put, we can
create a disk that will allocate the full size of disk we request or we can allocate only a small portion of that
now, and as we need it, VirtualBox will allocate more of that space. The benefits of dynamic allocation are
that you can overallocate your disk (meaning you can allocate more disk space to your virtual hosts than
you actually have on your host). The downside is that there is a performance impact as VirtualBox allocates
that space when it is required. Once the disk is allocated it cannot be deallocated back to free space in your
virtual hosts. But because these virtual disks are just files on your host we can move them onto other storage
devices or clean them up if we start running out of space on our host.

We are going to select Dynamically allocated and Continue.
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Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
(dynamically allocated) or if it should be created at its maximum size (fixed
size).

A dynamically allocated hard disk file will only use space on your physical
hard disk as it fills up (up to a maximum fixed size), although it will not shrink
again automatically when space on it is freed.

A fixed size hard disk file may take longer to create on some systems but is
often faster to use.

) Dynamically allocated
Fixed size

GoBack [ Confinuell| Cancel

Figure 3-6. Dynamically allocating disk

The default disk size is 8GB. We are going to select this and you can use the slider or type in the amount

of disk you wish for your virtual host. Here you can also change the name and the location of the disk if you
wished by selecting the little folder icon.

File location and size

Please type the name of the new virtual hard disk file into the box below or
click on the folder icon to select a different folder to create the file in.
Centos? |
Select the size of the virtual hard disk in megabytes. This size is the limit on
the amount of file data that a virtual machine will be able to store on the hard
disk.

8.00 GB

4.00 MB 2.00TB

GoBack  [[Crealel] Cancel

Figure 3-7. Disk amount
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That creates the virtual host Centos7.

ece Oracle VM VirtualBox Manager

G & <. EXTY = oo
New

Settings  Discard Starl

“mn Centos7 = General = Preview
Y Powered Off
=9 Mame: Centos7
Operaling System: Red Hat (64-bit)
2l System

Base Memory: 1024 MB

Boot Order:  Floppy, Optical, Hard Disk

Acceleration:  VT-wW/AMD-V, Nested Paging,
PAE/NX, KVM Paravirtualization

i Display
Video Memory: 12 MB
Remote Desktop Server: Disabled
Video Capture: Disabled
2| Storage
Controller: IDE
IDE Secondary Master: [Optical Drive] Empty
Controller: SATA
SATA Port 0: Centos7.vdi (Normal, 8.00 GB)
& Audio

Host Driver: CoreAudio
Caontroller:  ICH AC97

& Network
Adapter 1:  Intel PRO/1000 MT Desktop (NAT)
o uss

USB Controller: OHCI
Device Filters: 0 (0 active)

Figure 3-8. Centos7 VM is almost ready

We can change the settings for our new virtual host or add more storage devices. We need to add a
storage device to boot our operating system from. So we will select Settings and go to the storage tab. You
can see we have an IDE controller that is Empty. We can click on the little DVD symbol and select Choose
Optical Virtual Disk File. Navigate to the directory where you downloaded the ISO image previously. Select
the CentOS-7 ISO.
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B2k

Centos7 - Storage

INTRODUCING VIRTUALBOX, GIT, AND VAGRANT

5 v B O W 0 E
General Audio  Network  Ports  Shared Folders  User Interface |
Storage Tree Attributes
2 Controller: IDE Optical Drive: IDE Sacondary Master Be =
T — Cloos o ot Dl
cELOIVD Cent0S-7-x86_64-Minimal-1511.is0
# Controller: SATA ) =
o Centos?.vdi o Remove Disk from Virtual Drive
Type: - |

H
=

Location: -
Attached to: - =
i
b
DB [
? cancel  (OKIN |

Figure 3-9. Selecting image

The disk should now appear attached to the IDE controller.

Storage Tree

' Controller: IDE |
© CentOS-7-x86_64-Minimal-1511.is...

| £ Controller: SATA :
2 Centos7.vdi

DBeéea

Figure 3-10. Selected CentOS ISO is ready
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We are now ready to install our operating system. Simply follow the steps in Chapter 2. An alternative
way of getting a machine up and running quickly, however, is to use another tool, Vagrant. We will show you
that in a moment, but first we want to show you Git (we actually really just want the terminal emulator but it
doesn’t hurt to have Git working on your system).

Installing Git

One of the tools you will find very handy throughout your development and system administration tasks is
Git. Gitis a distributed version control system that is great at storing your changes to configuration files in
distinct chunks of work, or commits. You can add a description to these commits so that people following
you (and there are always people following you) can view the change you made and see a note that describes
that change. You can also use Git to quickly see what has changed between different commits.

Note Git comes from a long heritage of version control systems. The main version control systems (VCS)
of the past were centralized, meaning you made all your changes on the one VCS. Git changed that to be
distributed so that you no longer had to rely on the “one” server to be available for all your teams to commit
into. This greatly helped distributed teams to be able to make changes on very complex systems like the Linux
kernel and became a great way to collaborate on, and share, code and projects.

Downloading Git is very painless. You will either have it available to you as a standard package in most
(if not all) Linux distributions or you can go to

http://git-scm.com/download.

We are going to demonstrate the installation on a Windows machine as that is less common than
installing Git on Mac or Linux and has some options that might be difficult to understand.

Tip The Git site here also has installation instructions for Mac, Linux, and Windows:
https://git-scm.com/book/en/vi/Getting-Started-Installing-Git.

Starting off, after downloading and opening the installer we are asked some questions. These might be
new to some people. One of those is setting of the %PATH% variable in Windows. While these settings are up to
you, we suggest the following:
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r 1
% Git 2.7.0 Setup (o] [t

Adjusting your PATH environment i‘ v

How would you like to use Git from the command line?

") Use Git from Git Bash only

This is the safest choice as your PATH will not be modified at all. You will only be
able to use the Git command line tools from Git Bash.

@ Use Git from the Windows Command Prompt

This option is considered safe as it only adds some minimal Git wrappers to your
PATH to avoid duttering your environment with optional Unix tools. You will be
able to use Git from both Git Bash and the Windows Command Prompt.

| Use Git and optional Unix tools from the Windows Command Prompt

Both Git and the optional Unix tools will be added to your PATH.

Warning: This will override Windows tools like "find" and "sort”. Only
use this option if you understand the implications.

[ <Back J[ mext> ] [ concel

Figure 3-11. Allow Git commands from the windows command line

In Figure 3-11 we are choosing the setting that allows us to use Git from the Windows Command
Prompt and the Git Bash prompt. This gives us a bit of flexibility when working with our files.

The next step may take a bit of thinking as well. Now to confuse things, Windows and Linux systems
(and even Macs) have different ways of telling a computer where the end of a line is in a file. In Linux the
end of a line in a file is called LF (line feed) and in Windows it is called CRLF (carriage return line feed). So
when you are making changes to files, the operating system will add the appropriate line end to the end
of each line in the file. When you open this file on another operating system you get strange formatting in
your editor. What we are doing here is taking control of what Git does when you commit this change. Git can
control what these invisible line endings should be.
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§ Git27.0SetUp  m— - — =

How should Git treat line endings in text files?

@ Checkout Windows-style, commit Unix-style line endings

Git will convert LF to CRLF when checking out text files. When committing
text files, CRLF will be converted to LF. For cross-platform projects,
this is the recommended setting on Windows (“core.autocrlf™ is set to "true®).

) Checkout as-is, commit Unix-style line endings

Git will not perform any conversion when checking out text files. When
committing text files, CRLF will be converted to LF. For cross-platform projects,
this is the recommended setting on Unix ("core.autoalf™ is set to “input”).

() Checkout as-is, commit as-is
Git will not perform any conversions when checking out or committing

text files. Choosing this option is not recommended for cross-platform
projects (“core.autocrlf” is set to “false”).

Configuring the line ending conversions /\\,s

[ <gock ][ mext> ][ concel

Figure 3-12. Allow Git to change LF to CRLF on checkout and CRLF to LF on commits

In Figure 3-12 we are allowing Git to convert LF to CRLF for Windows editing, but when we commit files
we convert CRLF to LF again. With this option you should be able to interact with Git-controlled files without

effort.

Next we configure which terminal emulator to use with Git. Git Bash is a good way to learn and to
interact with Git. It has many Linux commands available to it as well as the Git commands. Of course, if you

feel more comfortable with the Windows console feel free to select that.
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¢ Git 2.7.0 Setup =

Configuring the terminal emulator to use with Git Bash \5
Which terminal emulator do you want to use with your Git Bash? 0@

Git Bash will use MinTTY as terminal emulator, which sports a resizable window,
non-rectangular selections and a Unicode font. Windows console programs (such
as interactive Python) must be launched via “winpty " to work in MinTTY.

() Use Windows' default console window

Git will use the default console window of Windows (“and.exe”®), which works well
with Win32 console programs such as interactive Python or node.js, but has a
very limited default scroll-back, needs to be configured to use a Unicode fontin
order to display non-ASCII characters correctly, and prior to Windows 10 its
window was not freely resizable and it only allowed rectangular text selections.

[ <gak [ mewt> | [ concel

Figure 3-13. Selecting the terminal

The next screen is not very important right now. You can add some experimental performance
tweaks by selecting the check box you see in Figure 3-14. We are not going to select it but if you're feeling
adventurous you can.
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r Y
Git 2.7.0 Setup =~

Configuring experimental performance tweaks
Which experimental performance tweaks would you like to enable?

| |Enable file system caching

File system data will be read in bulk and cached in memory for certain
operations (“core.fscache” is set to "true®). This provides a significant
performance boost (experimental).

| <Back |[ next> Cancel

Figure 3-14. Experimental performance options

Git Basics

Let’s quickly go through the common Git command you will need to know. The way that Git differs from
centralized version control software is that it is decentralized! What that means is that each clone of the Git
repository is equivalent to a “master” copy of the repository—including the history. This is the equivalent
of each developer’s local copy also being a distributed backup of the repository. However most people use
a centrally hosted Git repository service like GitLab, GitHub, or BitBucket and one of the first actions is to
clone the repository:

$ git clone git@<githost.com>:<username>/git-repository.git

The foregoing command will log into the githost.com server using the SSH protocol (you can also
use HTTPS, Git, or a local protocol). You gain access to the repository using your SSH public key for
authentication on the githost.com server. Git will then make a copy of the git-repository.git repository on
your local filesystem in a directory of the same name.

Once you have a copy of the repository you can begin to make your changes. One of the first steps is to
create a branch. A branch is a set of discrete commits that all relate to a particular change. There is
a main branch that is considered the main line or master branch (usually called master). Changes
in branches are usually merged into the master branch. To make a new branch from the master
branch you do this following command:

$ git branch my_change

You do this so that you can make contained and discrete branches of work in a named branch—and
branches are cheap with Git (it is one of the selling points!).
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You have now cloned, created a branch, and you have edited some files. You can use the following
command to view the changes you have made to those files:

$ git diff

This command will show all the changes in the repository, you can add the directory or filename to the
command line if you wish to narrow the scope of the diff. But let’s say you are happy with your diff and you
are now ready to commit those changes.

$ git commit -v path/to/file/or/directory

You will be shown the diff of your changes again and you will be able to add a commit message to the commit
so that people know what the change is. Good commit messages give some idea of what you did - preferably what
was done and why it was done. Bad commit messages are “updated file.” You now have a commit in your branch
and you might wish to merge that back into the master branch (you might not want to do this directly if you are
working on a shared project—you may instead want to “push” your branch to the remote repository you cloned
from and get others review it first). To merge back to master, issue the following commands:

$ git checkout master
$ git pull origin master
$ git merge my_change

What we are doing above is that we are first leaving our my_change branch and checking out the master
branch—the master branch is normally the branch from which production code is taken from. We first do
a “pull” on the origin (or the githost.com master repository) to pull in any other changes that have been
checked in already. Then you merge your changes into the master repository and take care of any conflicts
this causes. Once you are happy with the state of the repository you can “push” back to the origin (githost.
com repository).

$ git push origin master

Your change is now able to be shared with anybody using that githost.com copy of the repository. This,
of course, is a very simplified and potentially bad example. A workflow like above will no doubt lead to
breaking things and you should have a way of testing code prior to merging to master. GitHub provides a
good document on git workflows here: https://guides.github.com/introduction/flow/

Note For more information on Git please see https://git-scm.com/book/en/v2.

For Windows users, now that you have Git installed you can use Git Bash to access useful Linux utilities
like less, vi, grep, and tail. We will show you how we use Git Bash in the next section.

Introducing Vagrant

Vagrant is a way of sharing and distributing development environments between developers quickly and
easily. In this sense a “development environment” is a set of virtual machines and a configuration for
running those machines. Originally it was designed to manage VirtualBox machines via a combination of
configuration files and command-line tools, but it has since expanded to be much more and supports other
virtualization technologies. It was developed by Mitchell Hashimoto who then founded HashiCorp on the
popularity of the product. It is written in Ruby and can run on any operating system that supports Ruby.
Currently you can download and run it for Linux, Mac OSX, and Windows.
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Installing Vagrant
You first can download it here for your operating system:
www.vagrantup.com/downloads.html.
Vagrant is meant to be driven by the command line; it provides no graphical user interface (GUI). With

Macs you can drive it all from a terminal window. On Windows machines you can run commands from the
cmd. exe program, from PowerShell, or from Git Bash like we just installed.

Tip There are some things that you cannot natively do in the Windows command or PowerShell console.
One of the them is SSH. SSH is a secure way to access consoles over a network. By installing Git Bash we get
access to an SSH client. If you can’t get SSH to work you should check that the path to your SSH executable
is in your console environment’s path. Common place in Windows is C: \Program Files\Git\usr\bin.Add
it to your current PowerShell environment with $env:path =+'; C:\Program Files\Git\usr\bin'.For the
Windows command prompt, set PATH=%PATH%;C:\Program Files\Git\usr\bin.You will need to set this
permanently as it only lasts as long as your current console session. We will leave you to your own investigation
for how to do that.

Licensing

Vagrant is distributed under the MIT License. Meaning that you can use this software in practically any way
you wish. You can view the license at

https://raw.githubusercontent.com/mitchellh/vagrant/master/LICENSE

Vagrant Concepts

The problem space that Vagrant tried to solve when it was originally developed was the sharing of virtualized
machines and their configurations run under VirtualBox. Since that time it has expanded its support for
virtualization technologies but its core tenant remains the same. It does this in two ways. It provides a
mechanism for distributing and downloading other VirtualBox virtual machines as well as tools to manage
the configuration and running of them.

Primarily Vagrant works with boxes. Boxes are just compressed files of pre-built VirtualBox virtual
machines that have a few special things configured. They have a “vagrant” user that has access to root
privileges and OpenSSH has been installed and is running. Vagrant uses VirtualBox commands (or
VBoxManage commands) to create, configure, start, and stop these boxes—it does this with a combination
of the VirtualBox CLI and SSH access via the vagrant user. You can download boxes from HashiCorp’s other
service called Atlas or you can build your own. You can store, distribute, and publish boxes via Atlas too.
Atlas has private and corporate offerings and integrations with other HashiCorp services.

Note There is a bit involved in building your own Vagrant box, but it is an exercise you should try when you
get more familiar with Linux. When you are ready, check out here for details www.vagrantup.com/docs/boxes/
base.html.
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You are not limited to using just VirtualBox machines either. You can run Amazon AWS or Openstack
instances, LXC containers, and of course Docker containers. In this exercise we are going to show you how to
work with a VirtualBox virtual machine. You are free to explore others at your leisure.

HOW VAGRANT INTEGRATES WITH VIRTUALBOX

What we are going to do through this exercise is initialize a Vagrant configuration file, make some edits
to that file, then use the Vagrant CLI to start that VirtualBox virtual machine. But how does that all work?

Well, when you download a Vagrant box, it is basically a compressed tarball (similiar to a zipped file)
of VirtualBox virtual machine including the virtual disk images. The vagrant command will store these
boxes in the appropriate .vagrant.d/boxes directory in your HOME directory.

virtualbox/

total 1029016

drwxr-xr-x 6 dennismatotek staff 204 12 Dec 16:44 .

drwxr-xr-x 3  dennismatotek staff 102 12 Dec 16:44 ..

-IW-r--r-- 1 dennismatotek staff 505 12 Dec 16:44 Vagrantfile
~IW------- 1 dennismatotek staff 526833152 12 Dec 16:44 box-disk1.vmdk
~IW--=----- 1 dennismatotek staff 10589 12 Dec 16:44 box.ovf
-Iw-r--r-- 1 dennismatotek staff 25 12 Dec 16:44 metadata.json

When you issue the vagrant up command the first time, as we will do shortly, vagrant will download
the specified box, store in a similarly named directory, then import that downloaded VirtualBox machine
(box.ovf) into VirtualBox itself using the VBoxManage import command.

VirtualBox will then assign that virtual machine a UUID (universal unique identifier) which vagrant can
then use to issue the VBoxManage startvm <uuid>—headless command. Similarly, Vagrant will use the
VBoxManage controlvm <uuid> poweroff command to stop the virtual machine when a vagrant halt is
called.

Vagrant will also do things like set up up network port forwards (for SSH access and other network
services if configured to) and mount your file system inside the virtualbox virtual machine (unless you
configure it not to).

These examples are specific to VirtualBox virtual machines—but Vagrant supports other virtualization
and cloud-based instances by issuing the required commands or API (application programming
interface) calls to manage them. This means we can use the same vagrant up command to start a
VirtualBox virtual machine or an AWS instance—but with appropriate configuration file (Vagrantfile)
changes of course.

Getting Started with Vagrant

After installing, the first thing you will need to do is either open a terminal or get to a command prompt via
cmd. exe, PowerShell prompt, or Git Bash prompt. Go to your favorite workspace and create a new directory
or folder called first. Use the cd command to enter that new directory.
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The output of the commands will be the same no matter which operating system you have. Issue the
following command:

INTRODUCING VIRTUALBOX, GIT, AND VAGRANT

Listing 3-1. Vagrant Options

> vagrant
Usage: vagrant [options] <command> [<args>]

-v, --version
-h, --help

Common commands:

box
connect
destroy
global-status
halt

help

init

login
package
plugin
port
powershell
provision
push

rdp

reload
resume
share
snapshot
ssh
ssh-config
status
suspend

up

vbguest
version

Print the version and exit.
Print this help.

manages boxes: installation, removal, etc.

connect to a remotely shared Vagrant environment
stops and deletes all traces of the vagrant machine
outputs status Vagrant environments for this user
stops the vagrant machine

shows the help for a subcommand

initializes a new Vagrant environment by creating a Vagrantfile
log in to HashiCorp's Atlas

packages a running vagrant environment into a box

manages plugins: install, uninstall, update, etc.

displays information about guest port mappings

connects to machine via powershell remoting

provisions the vagrant machine

deploys code in this environment to a configured destination
connects to machine via RDP

restarts vagrant machine, loads new Vagrantfile configuration
resume a suspended vagrant machine

share your Vagrant environment with anyone in the world
manages snapshots: saving, restoring, etc.

connects to machine via SSH

outputs OpenSSH valid configuration to connect to the machine
outputs status of the vagrant machine

suspends the machine

starts and provisions the vagrant environment

prints current and latest Vagrant version

For help on any individual command run "vagrant COMMAND -h"

Additional subcommands are available, but are either more advanced
or not commonly used. To see all subcommands, run the command
“vagrant list-commands”.

This shows you the full list of available subcommands to Vagrant. We are going to only show you four to

getyou started. The tasks we are planning to show you are
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e check the status
e finally, SSH into the console

The first task we need to do is initialize our first directory. Issue the following command, vagrant init
as shown in Listing 3-2.

Listing 3-2. Vagrant init

> vagrant init

A “Vagrantfile® has been placed in this directory. You are now
ready to “vagrant up’ your first virtual environment! Please read
the comments in the Vagrantfile as well as documentation on
“vagrantup.com™ for more information on using Vagrant.

The vagrant init command has simply placed a file inside your directory. This is the file that we use to
configure our first Vagrant image. If we use the 1s command to list the contents of our directory we will see
the following (you may need to issue dir for Windows cmd. exe).

Listing 3-3. Showing the Vagrantfile

> 1s
Vagrantfile

In Figure 3-3 we have one file called Vagrantfile and this file contains the configuration information
used by the vagrant command to create our Vagrant hosts. If we look at the contents of that file it looks very
much like Ruby code. That is because it is. This file uses Ruby code and Vagrant parses and loads this file
when executing Vagrant commands. That means that you can use the Ruby language in the file to create lists,
arrays, hashes, and so on. That becomes useful later on when working with more than one image in your
Vagrantfile. Now open up the Vagrantfile with your editor. If you are using the Git Bash you can use the vi
program. We explain a lot more about vi in Chapter 4.

The contents of the Vagrantfile looks similar to this shortened version shown in Listing 3-4.

Listing 3-4. Vagrantfile

Vagrant.configure(2) do |config|
config.vm.box = "base"

# config.vm.network "forwarded port", guest: 80, host: 8080

# config.vm.network "private_network", ip: "192.168.33.10"

E=3

config.vm.synced_folder "../data", "/vagrant_data"

# config.vm.provider "virtualbox" do |vb|

#  # Display the VirtualBox GUI when booting the machine
# vb.gui = true

#

# # Customize the amount of memory on the VM:

# vb.memory = "1024"

# end

end
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In Listing 3-4 we have removed a lot of the comments and suggested settings. Without going too deep
into the Ruby language here you may be able to see that we can write blocks of code between do and end
statements. We pass the result of Vagrant. configure(2) to the config variable object. We can then use that
to assign our Vagrant configuration. In Figure 3-4 we are setting config.vm.box to equal "base.”

Tip Ruby is a great flexible programming language. It is similar to the Python language, another very
popular powerful language. | encourage you to go to http://tryruby.org/ and check it out.

So let’s create a basic configuration for our first Vagrant image. First we can head over to the following
link and see all the available boxes:

https://atlas.hashicorp.com/boxes/search

Note Remember a Vagrant “box” is a self-contained Linux virtual machine that can run inside your
VirtualBox virtualization software. The boxes hosted by HashiCorp on Atlas are created by community members
or organizations and vary widely in design and purpose.

The Ubuntu team regularly pushes an official Vagrant box for public download. We shall use that as our
Vagrant box. These Vagrant boxes are “base” images. You download them and use them as the basis for your
own boxes. There are many available for you to explore.

In Listing 3-5 we are adding the ubuntu/xenial64 box. Vagrant will automatically download this from
Atlas when we start our Vagrant host.

Listing 3-5. Vagrantfile—Adding aBox

Vagrant.configure(2) do |config|
config.vm.box = "ubuntu/xenial64"
end

In Listing 3-5 we are setting the config.vm.box to ubuntu/xenial64.

Note The box listed here is a 64-bit operating system release (ubuntu/xenial64). Depending on the
system you are working on, you might only have a 32-bit operating system. If that is the case, you can use
the 32-bit version by replacing the above box with ubuntu/xenial32. If your system doesn’t support a 64-bit
operating system a message will pop up: Vi-x/AMD-V hardware acceleration is not available on your system.
This indicates that your processor doesn’t have the appropriate hardware virtualization extensions enabled or
virtualization is not supported by your processor. You may be able to enable these extensions and you can check
out the following FAQ post, https://forums.virtualbox.org/viewtopic.php?f=18t=62339, for possible
solutions.

Next we are going to show you how to configure a forwarded_port. A forwarded port allows a port
connection from your host to the Vagrant host running inside VirtualBox. In this example we are connecting
port 8080 on our host’s localhost address to the guest Vagrant host’s port of 80. This means if we are running
aweb server in our Vagrant guest machine, we can open our browser and point it to http://localhost: 8080
and have a web server listening on port 80 on our vagrant host respond.
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Listing 3-6. Vagrantfile—Adding Forwarded Ports

Vagrant.configure(2) do |config]|

config.vm.box = "ubuntu/xenial64"

config.vm.network "forwarded_port", guest: 80, host: 8080
end

In Listing 3-6 you can see we are adding the forwarded port by setting the config.vm.network. We can
also synchronize folders from our host to our guest hosts. This is invaluable when developing. By default,
Vagrant will mount the current directory into the guest’s /vagrant directory. For the interest of this exercise,
let’s mount the . /temp directory into the Vagrant user’s home directory on the guest.

Listing 3-7. Vagrantfile—Adding Synced Folder

Vagrant.configure(2) do |config]|
config.vm.box = "ubuntu/xenial64"
config.vm.network "forwarded port", guest: 80, host: 8080
config.vm.synced_folder "./temp", "/home/vagrant/temp"
end

Finally, we can configure the following. In this code group we are acting on the virtualbox provider. That
is, the underlying virtualization platform that is running our box. At times it is useful to boot up your host
and see what is happening on the console as it boots, especially when learning and debugging. The follow
will enable the VirtualBox GUI and sets the memory for the guest to 1024Mb.

Listing 3-8. Vagrantfile—Adding Synced Folder

Vagrant.configure(2) do |config]|
config.vm.box = "ubuntu/xenial64"
config.vm.network "forwarded port", guest: 80, host: 8080
config.vm.synced folder "./temp", "/home/vagrant/temp"
config.vm.provider "virtualbox" do |vb|
vb.gui = true
vb.memory = "1024"
end
end

Let’s save all that into our Vagrantfile and bring up our first Vagrant host. Issue the following command
shown in Listing 3-9.

Listing 3-9. Issuing vagrant up

> vagrant up

vagrant up

Bringing machine 'default' up with 'virtualbox' provider...

There are errors in the configuration of this machine. Please fix
the following errors and try again:

vm:
* The host path of the shared folder is missing: ./temp
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Oh look. In Listing 3-9 we have an error. Vagrant is here telling us that something went wrong with the
“vm:* The host path of the shared folder is missing: ./temp”. Of course, we did not create the temp folder.
Vagrant will parse the Vagrantfile and make sure everything in is in place before we start our machine. Go
ahead and create the temp directory in the first directory and try the command again (mkdir temp).

Listing 3-10. Issuing Vagrant up

> vagrant up
During your first “up” you will see things as shown in Listing 3-11:

Listing 3-11. Vagrant up Output

==> default: Importing base box 'ubuntu/xenial64’...
==> default: Setting the name of the VM: first default 1455714694375_15606
==> default: Clearing any previously set forwarded ports...
==> default: Fixed port collision for 22 => 2222. Now on port 2203.
==> default: Clearing any previously set network interfaces...
==> default: Preparing network interfaces based on configuration...
default: Adapter 1: nat
==> default: Forwarding ports...
default: 80 (guest) => 8080 (host) (adapter 1)
default: 22 (guest) => 2203 (host) (adapter 1)
==> default: Running 'pre-boot' VM customizations...
==> default: Booting VM...
==> default: Waiting for machine to boot. This may take a few minutes...
default: SSH address: 127.0.0.1:2203
default: SSH username: vagrant
default: SSH auth method: private key
default:
default: Vagrant insecure key detected. Vagrant will automatically replace
default: this with a newly generated keypair for better security.
default:
default: Inserting generated public key within guest...
default: Removing insecure key from the guest if it's present...
default: Key inserted! Disconnecting and reconnecting using new SSH key...
==> default: Machine booted and ready!

In Listing 3-11 we can see we are importing a base box (this one has already been downloaded, you
might see the downloading step too). The name of the VM will be in the form of directory_box name_random
numbers. You will be able to view this in your VirtualBox console (and change the settings just like any other
VirtualBox). We can see the network is being set up including the ports we will use for SSH (22 => 2222).
There is automatic port collision detection so instead of using port 2222, Vagrant chooses port 2203. The port
forwarding for 80 => 8080 is next and then we wait for the machine to boot. When it does we create a set of
SSH keys that we use to sign into the host. The public key of this key pair is injected into the machine. Finally
we get the machine is booted and ready.

Listing 3-12. Final Steps of the vagrant up

==> default: Checking for guest additions in VM...
==> default: Mounting shared folders...
default: /vagrant => /Users/dennismatotek/workspace/source/book/first
default: /home/vagrant/temp => /Users/dennismatotek/workspace/source/book/first/temp
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Once the machine is up we can then mount our directories. We have a default mount that mounts our first
directory into /vagrant and we have our temp directory that we have mounted into /home/vagrant/temp.
Okay, now that our host is booted and ready let’s check its status with the command shown in Listing 3-13.

Listing 3-13. Vagrant Status

> vagrant status
Current machine states:

default running (virtualbox)

By default, our host name is default. You can name our machines different names in your Vagrantfile. In
Listing 3-13 we can see ours is in the state of running.

Next let’s see if we can log into our Vagrant machine. To do that we issue the command shown in

Listing 3-14.

Listing 3-14. SSH to the Vagrant Host

> vagrant ssh
Welcome to Ubuntu 14.04.1 LTS (GNU/Linux 3.13.0-35-generic x86_64)

* Documentation: https://help.ubuntu.com/

System information as of Wed Feb 17 13:11:35 UTC 2016

System load: 0.77 Processes: 80
Usage of /: 2.7% of 39.34GB  Users logged in: 0
Memory usage: 12% IP address for etho: 10.0.2.15

Swap usage: 0%

Graph this data and manage this system at:
https://landscape.canonical.com/

Get cloud support with Ubuntu Advantage Cloud Guest:
http://www.ubuntu.com/business/services/cloud

0 packages can be updated.
0 updates are security updates.

vagrant@vagrant-ubuntu-xenial-64:~$%
There at vagrant@vagrant-ubuntu-xenial-64:~$ we have our command prompt of our Linux Ubuntu
host. As you can see, it is a very simple way to build and run Linux servers. When you want to stop your

Vagrant host, simply type exit to log out of the terminal session and then issue vagrant halt.
In Figure 3-15 we show the steps and output from our Git Bash terminal running on our Windows host.

95



CHAPTER 3 * INTRODUCING VIRTUALBOX, GIT, AND VAGRANT

Us@tiny MINGWE4
$ cd first/

Us@tiny MINGWE4
§ vi Vagrantfile

' up with 'virtualbox' provider...
1t: Importing base box "ubuntu/trustyéd’...
Matching MAC address for NAT networking...
Checking if box 'ubuntu/trusty64' is up to date...
Setting the name of the W: first_default_1454208924271_81022
Clearing any previously set forwarded e
Clearing any previously set network interfaces...
Preparing network interfaces based on configuration...
Adapter 1: nat
Forwarding ports...
80 (guest) => 8080 (host) (adapter 1
22 (guest) => 2222 (host) (adapter 1
Running ‘pre-boot’ WM customizations...
Booting WM... . .
Waiting for machine to boot. This may take a few minutes...
SSH ess;: 127.0.0.1:2222
55H username: vagrant
SSH auth method: private key

Vagrant insecure key detected. Vagrant will automatically replace
this with a newly generated keypair for better security.

Inserting generated public key within guest...

Removing insecure key from the guest if it's present...

Key inserted! Disconnecting and reconnecting using new SSH key...
Machine booted and ready! )

Checking for guest additions in WM...

The guest additions on this W do not match the installed version of
VirtualBox! In most cases this is fine, but in rare cases it can
prevent things such as shared folders *rou working properly. If you see
shared folder errors, please make sure the guest additions within the
wvirtual machine match the version of VirtualBox you have installed on
your host and reload your WM.

Guest Additions Version: 4.3.34

VirtualBox Version: 5.0

Mounting shared folders...

: /vagrant =» C:/Users/Us/first 3

/home/vagrant/temp => C:/Users/Us/first/temp
Us@tiny MINGWES
§ vagrant status
urrent machine states:
default running (virtualbox)
The W is running. To stop this WM, you can run 'vagrant halt’ to
shut it down forcefully, or you can run “vagrant suspend’ to simply
suspend the virtual machine. In either case, to restart it again,
simply run ‘vagrant up’.

§ vagrant ssh . )
elcome to Ubuntu 14.04.3 LTS (GNU/Linux 3.13.0-76-generic x86_64)
* Documentation: https://help.ubuntu. com/
System information disabled due to load higher than 1.0
Get cloud support with Ubuntu Advantage Cloud Guest:
http://www.ubuntu. com/business/services/cloud

vagrant@vagrant-ubuntu-trusty-64:~$ |

Figure 3-15. Summary of actions

96



CHAPTER 3 * INTRODUCING VIRTUALBOX, GIT, AND VAGRANT

Summary

This Chapter has introduced you to some handy virtualization software which will help you quickly and
safely experiment and play with Linux. We have also shown you some of the tools that we use to develop and
test our server configuration code. This also makes it easier to share your development environments with
others.

In recapping we have shown the following:

e  howto install VirtualBox

e howto create a virtual host

e  how to install Git (on Windows)

e howto install Vagrant

e  how to bring up a virtual host using Vagrant and VirtualBox

In the next chapter we are going to show you around a Linux host. In that chapter we will cover some of
the basics concepts like logging in, navigating around, and some basic Linux commands.
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CHAPTER 4

Linux Basics

By James Turnbull and Dennis Matotek

In Chapter 1, we talked a little about what Linux is and where it came from, and in Chapter 2 we installed our
first Linux host. In this chapter, we're going to introduce you to some basic Linux concepts and skills. Some
people find Linux intimidating because of what looks like arcane commands with strange switches and
mysterious options. We’'ll decode some of the arcane commands you'll need to know and demonstrate these
commands and their functions.

This chapter focuses on getting started, logging in, logging in locally and remotely, and working with
and navigating the command line and the filesystem. We're also going to introduce some basic Linux
concepts: users, groups, packages, services. We then will delve deeper into the filesystem and how to
work with files and directories, including file types, how to set permissions, and then reading, editing, and
managing them. In the chapters that follow, we’ll expand on these concepts and introduce you to the key
activities you'll need to know in order to operate and administer your Linux hosts.

In this chapter, we’ll mostly talk about commands running on the command line. This gives you an
introduction to using the command line and will help get you comfortable with operating on it. This is not
to say that there isn’t a broad array of graphical administration tools available for Linux. If you're more
comfortable in a graphical, Windows-like environment, you can still easily and effectively find mechanisms
to administer your Linux hosts. For most command-line tools we’re going to show you, there is a graphical
equivalent. However, you should find the Linux shell easier and faster to operate on one or several Linux
systems at once.

Note This chapter is a broad introduction to Linux. It won’t make you an expert. Rather, it’ll prepare you to
take the first steps to deploy your Linux infrastructure.

Getting Started

If you haven't already installed a Linux host, the easiest way to try out Linux commands prior to tackling a
Linux install is to try a LiveCD. LiveCDs are Linux distributions on a CD, DVD, or USB. To use a LiveCD, you
need to download an image, in the form of an ISO file. You can choose any LiveCD and burn that image to a
CD, DVD, or USB. Following are some URLs that describe how to burn ISO files onto CDs, DVDs, or USBs:

e http://pcsupport.about.com/od/toolsofthetrade/ht/burnisofile.htm
e www.petri.co.il/how_to write iso files to_cd.htm

e https://help.ubuntu.com/community/BurningIsoHowto

e www.ubuntu.com/download/desktop/create-a-usb-stick-on-windows
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Once you have burned your LiveCD, you can then insert the disc or USB into your computer and reboot.
Most computers will automatically detect the LiveCD and offer you the option of booting from it.

Note If your host doesn’t offer you the option to boot from CD/DVD, you may need to adjust your BIOS
(Basic Input/Output System) settings to change your boot order so the CD, DVD, or USB is booted before your
hard drive.

The LiveCD will load and present you with a working Linux distribution that you can experiment
with. By default, this does not install anything to your host, and your original desktop configuration will be
available when you remove the CD/DVD and reboot your computer.

LiveCDs are available for a variety of distributions. Some good distributions to try using their LiveCDs
include the following:

e  Ubuntu: You can find LiveCDs, called Desktop CDs, for Ubuntu at www. ubuntu.com/
download/desktop.

e  Fedora: You can find a LiveCD for Fedora (called Fedora Desktop Live Media) at
https://getfedora.org/.

e (CentOS: Available for the latest CentOS 7 release is a LiveCD from one of the mirror
sites listed at https://wiki.centos.org/Download.

Tip There is a comparison list of some of the available Linux LiveCDs available at http://en.wikipedia.

org/wiki/Comparison_of Linux_LiveDistros.

You can also consider using Vagrant, as we showed you in Chapter 3. Using Vagrant is a great way
to explore and learn Linux without the need to install a physical server, and it runs inside the VirtualBox
virtualization environment.

Logging In

After your Linux host or LiveCD boots, you will be presented with a login prompt: either a command-line or
GUI (graphical user interface) login prompt.

In Figure 4-1, you can see a typical command-line login prompt for an Ubuntu Linux host, and in
Figure 4-2, you can see the graphical login for a CentOS host.

Note Don't panic if your initial screens differ slightly from these, as some minor changes do appear
between versions.
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lbuntu 16.04 LTS au-mel-ubuntu-1 ttyl

au-mel-ubuntu-1 login: _

Figure 4-1. Command-line login prompt
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Tue 23:53

JSmith

Cancel

Figure 4-2. Graphical login prompt

At either login prompt you need to supply your username and a password or similar form of
authentication. (Like Windows, Linux can also use smartcards or tokens or other mechanisms to
authenticate users.)

If you just installed a Linux host, you'll have been prompted to create a user, and you can make use of
that user to log in now. If you're testing Linux with a LiveCD, you may see a default username and password
that you will be prompted to log in with, or you may even be automatically logged in. For example, the
Ubuntu LiveCD has a default username of ubuntu with a password of ubuntu, and it usually automatically
logs you in. If you don’t see a default username and password, you may need to check the LiveCD’s online
documentation, or you may be prompted to create a username and a password.

Once your host has verified your access, then you'll be logged in and, depending on your configuration,
your host will either display a command-line or a GUI desktop environment.

Linux vs. Microsoft Windows

The title of this section might sound a bit like we’re about to present a pro wrestling match. However, it’s more
about the similarities between Linux and Microsoft Windows (hereafter just Windows) than their differences.
Windows and Linux are both operating systems, and while different in many technical aspects, they share a
lot of the same concepts. As a result, we're going to examine these similarities to help you leverage some of
your existing knowledge about Windows as a means of understanding related concepts in Linux.
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In this book, we're going to look at how to interface with your Linux host. There are two principal
interfaces: the GUI desktop and the command line. We’ll explore both of these interfaces in this book.

The GUI Desktop

Both Linux and Windows can have GUIs. Unlike recent Windows releases, Linux has always been able boot
to either a GUI or the command line. Once you're booted up, you can also switch between these two modes,
and we’ll discuss how to do that in the section “Shells” later in this chapter and in some more detail in
Chapter 5.

On Linux the GUI is a combination of several applications. The basic application is called the X Window
System (you’ll also see it called X11 or simply X). The X application provides an underlying “windowing”
environment.

Note You won’t need to worry about installing or managing X. Your distribution will generally install this for
you if you install a GUI desktop. If you don’t install a GUI desktop, for example, if you are installing a server, X
will not be installed, and you’ll generally interact with Linux through the command-line interface. An example of
a distribution that doesn’t load a GUI by default is the Ubuntu Server distribution we installed in Chapter 2.

On top of X you then add a desktop environment to provide the “look and feel” and desktop
functionality such as toolbars, icons, buttons, and the like. There are two major desktop environments
popular on Linux: Gnome and KDE. Most distributions have one of these desktop environments as their
default; for example, Gnome is the default desktop environment on the Debian, CentOS, Red Hat, and
Fedora distributions, and KDE is the default on Ubuntu derivative Kubuntu and on SUSE, while Ubuntu uses
Unity, which is a Gnome shell (based on Gnome).

Tip In keeping with the flexibility of Linux, you can change the default desktop environment on all of
these distributions. Unity, Gnome, and KDE are not the only desktops to choose either. For a discussion on the
current desktops available check www.techradar.com/au/news/software/operating-systems/best-1linux-
desktop-which-is-ideal-for-you--1194516.

In Figure 4-3, you can see the default Gnome desktop on an Ubuntu distribution.
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Figure 4-3. Ubuntu Unity desktop on the Xenial Xerus release

The Unity desktop has many of the underlying Gnome tools available to it. In this book we will talk
primarily about the Gnome desktop in our examples and these examples will also apply to the Unity desktop.

The Command Line

In the Linux world, the command line is one of the most powerful tools available to you. The command

line can be referred to as the “console,” “terminal,” or “shell”; each has a slightly different context, but in

the end it is the place where you type Linux commands in. In this book, a lot of focus is going to be on the
command line. This is where at least some of your administration tasks are going to occur, and it’s important
to be able to understand and make use of the command line. Indeed, in some cases you will not have a GUI
environment available. If your GUI environment is not functional, you will need to be able to administer
your hosts using the command line. The command line also offers some powerful tools that can make your

administration tasks faster and more effective.
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Note This is not to say we’re going to ignore the GUI. We’ll also show you how to administer your Linux
host using GUI tools.

Let’s take a look at the Linux command line. You can access the command line in one of several ways. If
your host has booted to a command-line prompt, as you can see in Figure 4-1, you can simply log in and use
the prompt.

From inside the Gnome or KDE GUI, you have two options. The first is to use a virtual console—a
kind of Linux management console that runs by default on most Linux distributions. Or you can launch a
terminal emulator application like the Gnome Terminal or Konsole. In Figure 4-3 you can see how we would
access the Terminal emulator in the Unity desktop.

Note A terminal emulatoris a tool that emulates a text terminal inside another application. For example,
when you start a command prompt, or command-line shell, in Windows, you’ve started a Windows terminal
emulator.

To launch a virtual console from inside a Gnome or KDE GUI, use the key combination Ctrl+Alt and
one of the F1 through F7 keys. Each of the windows that can be opened is a new virtual console. Six virtual
consoles are available. You can cycle through consoles using the Crtl+Alt+F1 to F7 keys. Each terminal is
independent and separate. Ubuntu and CentOS have the GUI on different consoles. You use Ctrl+Alt+F7 to
access the Ubuntu GUI and Ctrl+Alt+F1 for CentOS.

Tip  If you are not running a GUI interface, the virtual consoles are still available to you, and you can use
the Alt+F1 to F6 keys and the Alt+left arrow and Alt+right arrow keys to navigate them.

You can also launch a terminal emulator. In Gnome, for example, you click the Applications menu, open
the Accessories tab, and select the Terminal application. This will launch the Gnome Terminal application,
as you can see in Figure 4-4.
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Figure 4-4. Launching the Gnome Terminal application

On KDE, things are slightly different. On earlier versions of KDE, you could launch the Konsole
application by clicking Applications, opening System Tools, and selecting the Konsole application. On KDE
version 4 and later, you launch Konsole by clicking Applications and then System, and selecting the Konsole
application. And in Figure 4-3 we were able to see that we needed to bring up the search in Unity by selecting
the Ubuntu symbol and typing Terminal. In Figure 4-3 we can see that it has already appeared without our
searching for Terminal because it is a recently used application.

Shells

What command line is presented to you depends on what shell is running for your user. Shells are interfaces
to the operating system and kernel of your host. For example, the command line on a Windows host is also a
shell. Each shell contains a collection of built-in commands that allow you to interact with your host (these
are supplemented by additional tools installed by your distribution).

A variety of shells are available, with the most common being the Bash (or Bourne-again) shell that is
used by default on many distributions, including the popular Red Hat, Ubuntu, and Debian distributions.

Note We talked more about some specific distributions in Chapters 1 and 2.

We're going to use the Bash shell for all of our examples in this chapter, because it is most likely the shell
you'll find by default.
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Command-Line Prompt

After you have logged in to your Linux host, you should see a prompt that looks something like the following:
jsmith@au-mel-centos-1 ~$

So what does this mean? Well let’s break it down.
user@host directory$

On most Linux distributions, the basic prompt is constructed from the username you're logged in as,

the name of the host, the current directory, and the $ symbol, which indicates what sort of user you are
logged in as.

Tip  You can customize your prompt to include additional information, add or change colors, or implement a
variety of other options. Find more information at http://t1dp.org/HOWTO/Bash-Prompt-HOWTO/.

In our case, jsmith is the name of the user we are logged in as; the @ symbol comes next and is followed
by the name of the host we are logged into, i.e., jsmith at au-mel-centos-1.

Note This part of the prompt looks like an e-mail address, for a good reason. This is how e-mail began—
people with login accounts on connected Unix machines sending each other messages. The @ symbol was
first used for this purpose in 1971! You can read about it at http://openmap.bbn.com/~tomlinso/ray/
firstemailframe.html.

Next you see a ~ symbol, which is an abbreviated method of referring to your home directory. On a
Linux host, most users have a special directory, called a home directory, which is created when the user
is created. Like a Microsoft Window’s user profile, the user’s preferences and configuration files and data
are stored in this directory. Any time you see the ~ symbol used, it indicates a shortcut that means home
directory. We talked about home directories earlier, and they roughly equate to a combination of the
Windows concept of the Documents and Settings profile and the My Documents folder. You would usually
find home directories under a directory called /home.

Note Linux is a multiuser operating system where multiple users can log on multiple times and
work simultaneously. Like Windows, users can have their own environment, storage, access controls, and
permissions.

Finally, you see the $ symbol. This symbol tells you what type of user you are; by default all normal users
on the host will have $ as their prompt. There is a special user, called root, whose prompt uses the # symbol:

root@au-mel-centos-1 ~#
The root user is the superuser. On Windows, we’d call this user the Administrator. Like the
Administrator user on Windows, the root user can control and configure everything. So if you see the #

symbol, you know you are logged in as the root user.
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In some distributions, you can log in as the root user, and you'll usually be prompted to specify a
password for the root user during installation. Other distributions, most notably the Ubuntu distribution,
disable the root user’s password. On Ubuntu, you are assumed to never use the root user, but rather a
special command called sudo. The sudo command allows you to run commands with the privileges of the
root user without logging in as that user. We'll talk about the sudo command in Chapter 5. To use the sudo
command, you simply type sudo and the command you wish to run. You will usually be prompted for your
password, and if you enter the correct password, the command will be executed.

$ sudo passwd root

This command would change the password of the root user, which is one method of enabling the root
user on Ubuntu.

The root user is all-powerful and can do anything on your host. As a result, it can be easy to accidentally
make a mistake that could delete data or disrupt your applications and services when logged in as the root
user. Thus, for security and safety reasons, you should never log in as the root user. We'll discuss other ways
to administer your host without using the root user later in Chapter 5.

Note Inrecent years, other security controls have been introduced that help reduce the reliance on the
root user and provide more granular security controls. These controls include tools like SELinux and AppArmor,
which we briefly discussed in Chapter 2.

Typing Your First Command

Now it’s time to try entering a command. A command could be a binary executable (like a Windows
executable or EXE file), or the command might be provided as part of the shell. Let’s type a command called
whoami and execute it by pressing the Enter key:

$ whoami
jsmith

The whoami command returns the name of the user you are logged in as. You can see our host has
returned jsmith. This tells us we’re logged in to our host as the user jsmith.

Each shell contains a series of built-in commands and functions to help you make use of the command
line. Let’s try one of these now. We start by running the whoami command again. This time, though, we make
a spelling error and type the wrong command name:

$ whoamii

Note Throughout this book, we’re going to abbreviate the shell prompt to just the final prompt character,
either $ or #.

We then press the Enter key to run the command and find that Bash has returned the following
response:

-bash: whoamii: command not found
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So what happened? Well, Bash is telling us that no command called whoami exists on the host. We can fix
that. Let’s start by correcting the command. We can bring back a previously typed command by using the up
arrow key. Do that now, and you can see that the previous command has returned to the command line:

$ whoamii

Bash usefully has what is called command history, which keeps track of a number of the previous
commands typed. Bash allows you to navigate through these commands by using the up and down arrow keys.

Tip The amount of history kept is user-configurable and can be manipulated using the history command.
Enter the command history now to see your command history. If you've just signed on, you might find this
history empty. In that case, use a few commands and try again. You will see a list of numbered lines showing
previous commands you’ve typed. You can retrieve any of these commands by entering the number next to the
command, prefixed by the ! symbol. For example, !12 would retrieve and execute command number 12 in your
history. If you type !'! you re-run the last command you entered.

You can also move the cursor along the command line to edit commands using the left and right arrow
keys. Move to the end of the command using the arrow keys and delete the extra i, leaving you with

$ whoami
Now press the Enter key, and you will see the result on the command line:
jsmith

This time the corrected command, whoami, has again returned the name of the user who is logged in.

Tip  Another useful Bash feature is autocompletion. Start typing a command and then press the Tab key,
and Bash will search your path to try to find the command you’re trying to issue. Type more characters, and the
Tab key will further narrow the search.

THE PATH

When Linux informs you it can’t find a binary or command, it may be that you have misspelled the name
of the command, or it could be that it can’t find that particular command. Like Windows, when executing
commands, Linux searches a list of directories to try to find that particular command. By default, most
distributions set a default path, usually containing the typical locations that contain executable binaries.
Most of the time you won't need to set your path; the default path will be suitable. If you want to change
the path, you’ll need to update an environmental variable called $PATH. You can see what it is currently
set to by typing $ echo $PATH. We’ll talk about environmental variables in Chapter 5.
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Remote Access

In the last two sections, we've talked about the GUI desktop and the command line. In both cases,
we've assumed that you are logged on to your host locally (i.e., sitting in front of a screen and keyboard
typing commands directly into the host). But in a lot of cases, people access Linux hosts remotely. This
is particularly true for Linux hosts running as servers that might be hosted in a data center or in another
geographical location, or stored in a rack or cabinet. In many cases, these hosts don’t even have screens or
keyboards attached and are only accessible via a network.

With Linux, it is very easy to remotely connect to these hosts so you can administer and manage them.
You can use a number of different methods to do this remote connection. These include a desktop sharing
protocol like Virtual Network Computing (commonly called VNC), Remote Desktop Protocol (RDP), which
is often used to provide remote access to Windows hosts, and the extensively used Secure Shell (SSH).

Using SSH

We're quickly going to look at using SSH to provide remote command-line access to a Linux host. You can
also access your GUI desktops with SSH, but we'll talk about that in Chapter 10.

SSH is both an application and a secure protocol used for a number of purposes but primarily
for remote administration of hosts. On Linux hosts, SSH is provided by an open source version of the
application called OpenSSH (see www.openssh.com/).

SSH connects over TCP/IP (Transmittion Control Protocol/Internet Protocol) networks in a client-
server model. Your connecting host is the client. For example, if you are connecting to a remote host from
your laptop, your laptop is the client. The host you are connecting to is called the server and receives and
manages your connection.

Remote connections using SSH are encrypted and require authentication, either a password or public
key cryptography. To make an SSH connection, you need to know the IP address or hostname of the remote
host. A connection is then initiated on the client and connects to the server via TCP on port 22 (you can
change this port, and we'll talk about how to do that in Chapter 10).

Note You have probably encountered IP addresses and hostnames before, but you might not have come
across ports. Ports are communications end points used by services like SSH. Port numbers range from 0 to
65535 with some commonly known ports being 80 for HTTP, 25 for SMTP, and 21 for FTP. Ports between 1 and
1023 are generally reserved for system services, while ports 1024 and higher (also called ephemeral ports) are
more arbitrarily assigned. We’ll go into more detail on this in Chapter 7.

After the initial connection, the client is then prompted by the server for a username and authentication
credentials like a password. If the user exists on the server and the correct credentials are provided, the
client is allowed to connect to the server.

On most distributions, SSH is installed as one of the default applications, and a server is started by
default. This SSH server or SSH daemon (servers are also called daemons in the Linux world) allows remote
connections to be made to the command line or GUI of your host.

You can use SSH via the command line or from one of a number of clients. Via the command line, client
connections are made using a command called ssh. Most Linux and Unix-like operating systems (Mac OS X,
for example) have SSH installed and have the ssh command available. To use the ssh command, you specify
your username and the host you'd like to connect to separated with the @ symbol, as you can see in Listing 4-1.
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Listing 4-1. SSH Connections

$ ssh jsmith@us-ny-server-1.example.com
Password:

In Listing 4-1, we've connected to a host called us-ny-server-1.example.com as the user jsmith. We've
then been prompted to input our password. If we have entered the correct password, we will be logged in to
the command line of the remote host.

Caution In reality, if you run this exact command, it won’t work, as the host us-ny-server-1.example.
com doesn’t exist. If you want to test this, you’ll need to specify an actual live host.

There are also a variety of SSH clients or terminal emulators available, for example, the popular and free
PuTTY client (available from www.chiark.greenend.org.uk/~sgtatham/putty/), which runs on Windows
(and also on Linux). You can also use the one that comes with Git Bash, which we installed in Chapter 3,
which of course, runs on Windows.

SSH clients allow you to run text terminals to the command lines of your Unix or Linux hosts from your
GUL You can see the PuTTY client’s configuration screen in Figure 4-5.
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Figure 4-5. The PuTTY client

Using a GUI client like PuTTY is very simple. As with the command line, you need to specify the
hostname (or IP address) and port of the host to which you wish to connect. With a client like PuTTY, you
can also do useful things like save connections so you don’t need to input your hostname again.

With Git Bash we can access ssh from the Bash terminal. We showed you how to install Git Bash in
Chapter 3. Take a look at Figure 4-6, where we are making a connection to us-ny-server-1.example.com.
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[usetin GWed
$ ssh _fismitljr@-gs-ny-seruer-l.examp‘le. com i
The authenticity of host 'us-ny-server-1.example.com (67.18.208.98)' can't be established.

IRSA key fingerprint is SHA256:3tvkYYyiBZwU4MfEHXbh8D0513QIwF36G00qUS6A]0w.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'us-ny-server-1.example.com’ (RSA) to the 1ist of known hosts.
jsmith@us-ny-server-1.example.com's password:

Figure 4-6. Using Git Bash to make an ssh connection

AS in Listing 4-1 we are making a connection to the US server. Here you will note that when we first
connect to a host we have never connected to before, we are asked to accept the RSA key fingerprint. This is
from the SSH server you are connecting to. After you accept this key, it is stored against the server name in
a file called known_hosts. Every subsequent SSH connection to this host will check the fingerprint to see if
itis changed. If it has you will be asked to clean the key before reconnecting. This gives you the opportunity
to verify if the host or your communication has been tampered with. Again, we will talk more about this in
Chapter 10.

In Figure 4-6 we accept the fingerprint after ideally first checking that we are connecting to the host we
think we are connecting to (this is harder to do in an online world where you might connect to hosts outside
your domains). Once this is done, we store the fingerprint and are then prompted for our password.

If you intend to manage Linux servers from Windows, we recommend you download a client like
PuTTY if you prefer a GUI; otherwise you can install and use the Git Bash terminal, like we showed you in
Chapter 3. Either will effectively allow you to remotely connect to and administer your Linux hosts from an
environment that you're comfortable in. Mac OS, being Unix based, comes with an SSH client built in.

Tip  SSH clients also exist for operating systems like Windows Mobile, Android, Symbian, and the Apple
iPhone, allowing road warriors to connect to their Linux hosts while on the go!

Getting Help

So how do you get help on your Linux host? You're probably thinking, “I can’t use the F1 key, right?” Well,
actually you can. In both Gnome’s and KDE’s GUI, the F1 key will bring up help text for that interface. But on
the command line, there are also a wide variety of tools designed to tell you how things work, help you find
the command you want, and then explain the options available for that command.

The easiest way is to check the command or application’s man page (short for manual page). A man page
tells you what the command can do, what options are available, and a variety of other information about it.
You can access the man page by typing man and the name of the command whose man page you wish to view,
as you can see in Listing 4-2.

Listing 4-2. The man Command

$ man 1s

The man command will return a document that describes the 1s (or list) command and its various options.
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Note The 1s or list command lists the files and directories on your host. We’re going to show you quite a
bit more about files with the 1s command later in this chapter, so stay tuned.

If you are struggling with a command, its man page is the first place you should look for help. Not all
commands have man pages, and you’ll get an error message if the man page of a particular command does not
exist. In this case, it is often useful to try adding the - -help switch to a command, as you can see in Listing 4-3.

Note Switches are command-line options you can add to particular commands. They are specified using a
dash (-) or two dashes (--) and the single-letter abbreviation or name of the switch, for example, -1 or --name.
You can use either the abbreviated or longer version. The longer version is sometime more helpful when writing
scripts and can be less ambiguous. Like making sure people know that you mean --version when using —v, and
not --verbose.

Listing 4-3. The --help Switch
$ 1s --help

Tip Also available via the man command is a good introduction to Linux in general. To view this
introduction, use the command man intro.

You can search for relevant man pages that match words in their short description.

$ man -k user

adduser (8) - create a new user or update default new user information
applygnupgdefaults (8) - Run gpgconf - apply-defaults for all users.
arpd (8) - userspace arp daemon.

Or you can also search all of the man pages on a host for a keyword using the -K option.
$ man -K user

This would search all man pages for the keyword user and return a list of all man pages containing the
term. You will then be prompted to view each page that is returned, skip a page and go to the next page, or
quit the search.

This search can be a little slow because your host usually has a lot of man pages, so there are two simpler
search commands available that may offer a shortcut to what you are looking for: whatis and apropos. The
whatis command searches a summary database of commands that is available on most Linux distributions
for a complete word match as follows:

$ whatis useradd
useradd(8) - create a new user or update default new user information

The whatis search has returned the useradd command and included a brief description of what the
command does.
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The apropos command also searches the whatis database but searches for strings rather than complete
words.

$ apropos whoam
ldapwhoami(1) - LDAP who am i? tool
whoami(1) - print effective userid

The apropos search has searched the whatis database for all references to the string whoami and
returned a number of commands and functions that contain this string.

There are also some additional useful commands that can tell you about commands on your host. The
info command, for example, sometimes provides a more verbose explanation of a command’s function and
options; try info 1s to read about the 1s command in more detail.

Note The info interface is not very intuitive. It, and man pages, came about before the Internet (or good
UX design) was everywhere. They are designed to have as much information as possible on the local system, in
case you can’t connected to Internet, but it is not meant to be pretty.

Users and Groups

Linux is multiuser operating system. This means it allows multiple users to connect simultaneously via
multiple command-line or GUI sessions. Linux controls access to the host and its resources via user and
group accounts. Users are also created for particular systems components and used to run services; for
example, if you install a mail server, a user called mail might also be created that is used with this service, or
auser called 1p (for line printer) may exist to control printer resources.

Linux also relies on groups, which are collections of like users. Users can be members of one or more
groups and are usually placed in a group so they can access some kind of resource. For example, all the users
who need to access the Accounts Payable system might be added to a group called accounts.

Tip  Your user and group information is primarily contained in two files: /etc/passwd holds your user
information, and /etc/group holds your group information. We’ll talk more about these files in Chapter 6.

Users and groups are important, and we're going to explain how they work and how to create them in
Chapter 6. Conceptually, users and groups operate in much the same way as they do on a Windows host.
Each user has an account that is usually secured with a password. When most general users are created,

a home directory analogous to a Windows profile is also created. This home directory provides users with
a place to store their data and is also the default location for many applications to store their user-specific
configuration. Users also belong to groups, as they do on Windows, which provide them with access to
additional resources or services.

Services and Processes

On a Windows host, a lot of background activities and server applications run as services. Services can be
started and stopped and often have to be restarted when an application is reconfigured. These services are
usually controlled via the Services manager available in the Control Panel. On Linux hosts, the concept of
services also exists. Services, also called daemons, run many of the key functions on your host.
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Note The term “Daemon” is the Greek spelling of demon and based on the imaginary being that
sorted molecules in Maxwell’s Demon thought experiment on the second law of thermodynamics. For more
information, see https://en.wikipedia.org/wiki/Daemon_(computing)

Like on a Windows host, each service or daemon is one or more processes running on your host.
These processes have names; for example, the Secure Shell daemon we discussed earlier usually runs as a
process called sshd. Other common daemons include master (the Postfix mail server), httpd (the Apache
web server), and mysqld (the MySQL database server). Some of these processes may be running by default
on your host together with a number of other processes that perform a variety of system and application
functions. Most daemon processes usually have a name ending in “d” for daemon.

In Listing 4-4, we've used the ps command with the -A flag (for all) to list all the processes currently
running on our host.

Listing 4-4. The ps Command

$ ps -A
PID TTY TIME CMD
17? 00:00:00 systemd
2? 00:00:00 kthreadd
37 00:00:00 ksoftirqd/o
4 ? 00:00:00 kworker/o0:0
5 ? 00:00:00 kworker/0:0H
6 ? 00:00:00 kworker/u4:0
...<snip>...

445 ? 00:00:00 crond
1571 ? 00:00:00 sshd

In Listing 4-4, you can see a truncated list of the processes running on our host. This list was generated
using the ps command with the -A (or list all processes) option. Each process running on the host is listed
in order of its Process ID (PID), represented in Listing 4-4 by the left-hand column. PIDs are used to control
processes, and we'll use them when we look at starting and stopping processes in Chapter 6. The most
important process on your host is called systemd. The systemd process is the base process on Linux hosts
that spawns all other processes on a host. This master process always uses PID 1 and must be running for
your host to be functional.

Note Depending on the operating system you have chosen you might notice that you don’t have a
systemd process but an init process instead at PID 1. Systemd is a recent addition to mainstream Linux 0S’s,
having been accepted in 0Ss like Fedora and Debian Unstable for some time. On systems that are older you will
see init. We help explain the difference between the two in Chapter 6.

Many of the processes whose name starts with “k” are not real processes, but kernel threads. These
threads are a special kind of service that performs management tasks in the core of the operating system,
the kernel. These “light weight processes” allow the kernel process to different tasks in the background, like
handle what happens when someone plugs in a USB drive. The listing <thread>/0 indicates the name of the
thread and the /0 is the processor it is running on.
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Processes 445 and 1571 in Listing 4-4 are examples of daemon processes running on your system.
We see the crond and sshd daemons, crond being a job scheduling service and sshd being the OpenSSH
daemon for handling connections from ssh clients.

There is another useful command that can tell you which processes are running on your host and which
are consuming the most CPU and memory. This command is called top, and we run it in Listing 4-5.

Listing 4-5. The top Command
$ top

The top command starts an interactive monitoring tool that updates every few seconds with the top
running processes on your host. You can see a snapshot of the top command’s output in Figure 4-7.

top - ©04:22:59 up 13 min, 1 user, load average: 0.00, 0.00, 0.00

Tasks: 107 total, 1 running, 106 sleeping, @ stopped, @ zombie

%Cpu(s): ©.@0us, 0.2 sy, 0.0 ni, 99.8 id, 0.0 wa, 0.0 hi, 0.0 si, ©.0 st
KiB Mem : 758232 total, 644996 free, 28080 used, 85156 buff/cache

KiB Swap: 783356 total, 783356 free, @ used. 701816 avail Mem
PID USER PR NI VIRT RES SHR S %CPU ¥MEM TIME+ COMMAND
1 root 20 @ 37720 5856 4032S 0.0 0.8 0:00.62 systemd
2 root 20 0 ] (7] S 0.0 0.0 ©0:00.90 kthreadd
3 root 20 © ] (7] @S 0.0 0.0 0:00.01 ksoftirqd/@
5 root 0 -20 (] 0 S 0.0 0.0 0:00.00 kworker/@:0H
6 root 20 O 0 (/] S 0.0 0.0 0:00.99 kworker/u4:0
7 root 20 0 ] (%] @S 0.0 0.0 0:00.02 rcu_sched
8 root 20 © ) (7] @S 0.0 0.0 0:00.90 rcu_bh
9 root rt @ /] (7] @S 0.0 0.0 0:00.00 migration/@
10 root re 0 ] (7] @S 0.0 0.0 0:00.00 watchdog/@
11 root rt 0 0 0 @S 0.0 0.0 0:00.00 watchdog/1
12 root rt © 0 (4] @S 0.0 0.9 ©0:00.00 migration/1
13 root 20 0 ] (/] @S 0.0 0.0 0:00.90 ksoftirqd/1
15 root 0 -20 0 0 @S 0.0 0.0 0:00.00 kworker/1:@H
16 root 20 0 0 (4] @S 0.0 0.0 0:00.00 kdevtmpfs
17 root 0 -20 0 (/] @S ©0.0 0.0 0:00.90 netns
18 root 0 -20 0 (/] @S 0.0 0.0 0:00.00 perf
19 root 20 © 0 (7] @S 0.0 0.0 0:00.00 khungtaskd

Figure 4-7. The top process-monitoring command

This is the output of a very quiet system. Top shows a lot of detail including system uptime, system
load averages, CPU usage and memory utilization. Top refreshes every three minutes by default and
processes will drift in and out of the listing as they consume resources. Processes that are heavy consumers
of resources, like CPU, will always be listed at the top of the list, but you can also list by other resources like
memory usage.
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Packages

Applications in the Microsoft Windows world are usually installed by running a binary application and
following an installation process. Some applications also come with uninstallers that remove them if you no
longer require them. In some cases, you may instead use the Add or Remove Programs tool in the Control
Panel to add or remove applications.

In the Linux world, package managers are the equivalent of the Add or Remove Programs tool. A
package manager contains a collection of pre-packaged applications, for example, the Apache web server or
the LibreOffice suite. These pre-packaged applications are, not surprisingly, called packages. Applications
bundled as packages contain the required binaries, supporting files, and often configuration files as well,
and they are ready to be run straight after being installed.

In Chapter 8, we're going to extensively cover two of the commonly used package management systems:
RPM and Deb. These are used by distributions based on the Red Hat and Debian distributions, respectively.
So Red Hat Enterprise Linux, CentOS, the Fedora Project, and even SUSE (a non-Red Hat based distribution)
are distributions that all use RPM. Distributions that use Deb include Ubuntu, Debian, and a number of others.

Files and Filesystems

In Unix, there is a phrase that says, “Everything in UNIX is either a file or a process.” Linux also adheres to
this statement. There are several types of files, but we are going to start with files and directories. In Linux
directories are just files containing the names of other files. Let’s take a closer look at Linux files and the
filesystem.

We're going to start by using a command called pwd, or print working directory.

$ pwd
/home/jsmith

The pwd command allows you to orient yourself in the filesystem by identifying our working or current
directory. From here you can navigate the filesystem; start by changing the directory to the root directory
using the cd, or change directory, command, as you can see in Listing 4-6.

Listing 4-6. Changing Directories

user@host:~$ cd /
user@host:/$

If you can ignore the user@host for a moment in Listing 4-6, you can see we’'ve moved from our current
directory to /, which is called the root directory. You can tell that by ~$ changing to ‘/$. The root directory is
the base of the directory tree. The Linux filesystem is a single directory. This means that, unlike Windows,
Linux has a single hierarchal directory structure. Instead of multiple drives, for example, C:\ and D:\,
with separate directory trees beneath them, all drives, partitions, and storage are located off the root, or /,
directory.

How does this work? Linux drives and devices are mounted (this can occur automatically when
you boot, or you can do it manually). These mounted drives and devices appear in the filesystem as
subdirectories under the ‘/’ root directory. We explain how the ‘/’ directory is initially mounted in Chapter 6.

Note We’ll also discuss more about storage and mounting devices in Chapter 9.
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With the cd command, you can traverse to other directories and subdirectories. Linux calls the steps
you take to traverse the filesystem a path. There are two types of paths—absolute and relative. The absolute
path always starts with a slash symbol (/) representing the root directory and specifies the definitive location
of the place you are describing; for example, /home/jsmith/ is an absolute path.

Relative paths allow you to specify a location relative to your current location or starting point. For
example, the command

$ cd foobar

attempts to change from the current directory to a directory called foobar. If no such directory is present, the
cd command fails.
There are also a couple of symbols that are often used with relative paths:

$cd..

The .. indicates that we wish to traverse up one level on the directory tree (if we're already at the top, we
won't go anywhere at all).

We can also traverse in other ways through the directory tree using this mechanism, as you can see on
the following line:

$ cd ../foo/bar

In this instance we have
1. Traversed up one directory level as indicated by the . . notation
2. Changed into a directory called foo in the next level up
3. Then changed into a directory called bar under the foo directory

Let’s illustrate this in Figure 4-8.

/home/jsmith

/home

..[foo
/home/foo

../[foo/bar
/home/foo/bar

Figure 4-8. Directory traversal to ../foo/bar

Note If you're used to the Microsoft Windows command line, you may notice that the slash separating
directories is a forward slash, or /, rather than a backslash, or \. This does take a little getting used to, but you’ll
soon be acclimatized!
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We can also refer to relative objects in a directory using the following construct:
$ ./make

The addition of the ./ in front of the command executes the make command in our current directory.

Which directories you can traverse to depends on their permissions. Many directories only allow access
to specific users and groups (the root user can go anywhere). If you try to change to a directory to which you
don’t have suitable permissions, you will get an error message:

$ cd /root
-bash: cd: /root: Permission denied

Note We will talk about permissions in the section “Permissions,” later in this chapter.

So now you know how to move around in your directory tree. But where is everything located on your
host? Most Linux distributions adhere to a very similar directory structure. This is not to say all distributions
are identical, but generally speaking, files and directories are located in a logical and consistent model.

You can see the typical directory structure under the root directory in Table 4-1. Each entry has a brief
description of each directory.

Table 4-1. Linux Directory Structure

Directory Description

/bin/ User commands and binaries.

/boot/ Files used by the boot loader. (We talk about boot loaders in Chapter 6.)

/dev/ Device files.

/etc/ System configuration files.

/home/ User’s home directories.

/1ib/ Shared libraries and kernel modules.

/media/ Removable media is usually mounted here (see Chapter 8).

/mnt/ Temporary mounted filesystems are usually mounted here (see Chapter 8).

/opt/ Add-on application software packages.

/proc/ Kernel and process status data is stored in here in text-file format.

/root/ The root user’s home directory.

/run/ A directory where applications can store data they require to operate.

/sbin/ System binaries.

/sxv/ Data for services provided by this host.

/sys Virtual filesystem that contains information and access to the Linux kernel
subsystems.

/tmp/ Directory for temporary files.

/usr/ User utilities, libraries, and applications.

/var/ Variable or transient files and data, for example, logs, mail queues, and print jobs.
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Note Not every distribution will have every one of these directories (and others might have additional
directories), but generally this list is accurate.

Let’s look at some of the key directories under the root (/) directory that are listed in Table 4-1. The
first, and one of the most important, is /etc/. The /etc/ directory, named for etcetera, is where most of the
important configuration files on your host are located. You'll be frequently working with files located in this
directory as you add applications and services to your hosts.

Next, the /home/ directory contains all of the home directories for users (except the root user—whose
home directory is usually /root/). The /tmp directory is where you'll commonly find temporary files. In a
similar vein is the /var directory, in which transitory data such as logs are stored. You'll often look at log
files contained in the /var/log/ directory that have been created by applications or via the host’s syslog
(or system logger) daemon. These log files contain a wide variety of information about the status of your
applications, daemons, and services.

Let’s take a closer look at files and directories and how to work with them. Start by changing to the root,
or /, directory:

$cd/

Now you're at the root directory, and you want to see what is contained in that directory. To do this, you
use the 1s, or list directory, command, as you can see in Listing 4-7.

Listing 4-7. Listing the Contents of a Directory

$ 1s
bin dev etc 1lib lost+found mnt proc root sys usr
boot home 1ib64 media opt sbin srv tmp var

In Listing 4-7, you can see the 1s command has returned a list of files and directories that are in the root
directory. You'll see it looks pretty close to the list in Table 4-1.

By default, 1s lists all files in a directory, but you can limit it to displaying a single file name or several
file names by listing that file on the command line as follows:

$ 1s foobar

This command would display any file or directory called foobar. We could also use the wildcard or
asterisk symbol to select files.

$ 1s foo*

This would return any file called foo plus any files that started with foo, such as foobar, as well as the
contents of any directories whose name starts with foo. Specifying the asterisk symbol alone lists all files and
all directories and their contents.

Tip You'll see a lot more of the * symbol, as it is used on Linux much as it is on Windows. It indicates a
wildcard that is used to substitute for one or more characters; for example, you’ve just seen foo*, which means
anything starting with foo. A single character is matched using the ? symbol; for example, specifying ?at would
match cat, mat, bat, etc. Collectively, this activity is called globbing, and you can read about its use in Linux
shells at www. fags.org/docs/abs/HTML/globbingref.html.
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You can also list files in other directories by specifying the directory name:
$ 1s /usr/local/bin
This would list all the files in the /usr/local/bin directory.
You don’t see a lot of details about these files and directories in Listing 4-7, though. It only shows a list of

names. To find out some more information about this list, you can add switches to the 1s command, as you
can see in Listing 4-8, to reveal more information.

Listing 4-8. Getting More Information from 1s

$ 1s -1la

total 192

dYWXY-XT-X 25 root root 4096 2016-07-22 12:47

drwxr-Xr X 25 root root 4096 2016-07-22 12:47

-IW-Y--T-- 1  root root 0 2016-07-15 20:47 .autofsck
drwxr-XTr-X 2 root root 4096 2016-05-18 04:11 bin
dYwXY-XTr-X 6 root root 3072 2016-05-25 21:57 boot
dYWXY-XT-X 14 root roOt 4100 2016-07-19 12:26 dev
drwxr-xr-x 116 root root 12288 2016-07-22 12:47 etc
drwxr-XI-X 7  smtpd smtpd 4096 2016-05-02 12:00 home

drwxr-XTr-X 12 root root 4096 2016-05-17 18:14 1ib
drwxr-XTr-X 8 root root 4096 2016-06-06 10:19 1ib64
drwx------ 2 root root 16384 2016-06-11 16:01 lost+found
dYwXY-XT-X 2  root root 4096 2016-06-11 16:14 media
dYwXT-XT-X 4 root root 4096 2016-06-12 11:28 mnt

In Listing 4-8, the 1 and a switches have been added to the 1s command. The 1 switch, which is an
abbreviation of long, uses a long listing format, which as you can see shows a lot more information. The a
switch tells 1s to list all files and directories, even “hidden” ones, otherwise known as “dot” files.

Tip In Linux (and Unix) “hidden” or “dot” files are prefixed with a full stop or period (e.g., the .autofsck
file in Listing 4-8) and are often used to hold configuration and history information or as temporary files. They
are normal files but some utilities, like 1s, do not show them by default. They can also surprise you when you
are looking for files in the directory that are using a lot of space. A 1s -1h will show you the normal files in
human-readable sizes (-h), were a 1s -1ah will show file sizes including the dot files. We talk more about this a
little later.

You can see a full list of the available switches for the 1s command by reading the command’s man
page—ijust enter man 1s.

So what does the long listing format tell you about your files and directories? In Listing 4-8, each item
has a small collection of information returned about it. In Listing 4-9, you can see a subset of that listing
showing one file and one directory, which we’re going to examine in more detail.

121



CHAPTER 4 ' LINUX BASICS

Listing 4-9. File Listing Subset
-TW-Y--T-- 1 root root 0 2016-07-15 20:47 .autofsck
drwxr-xr-x 2 root root 4096 2016-05-18 04:11 bin
Each line of the listing contains seven pieces of information about each object:

e  Unixfile type

e  Permissions

e  Number of hard links

e  User and group ownership

e  Size

e Date and time

e Name

Some of the information contained in the listing also introduces some key Linux concepts, such as
permissions and users, groups, and ownership. We're going to take advantage of this introduction to not only
explain each item but also explore some of the broader concepts they represent.

File Types and Permissions

The file type and permissions are contained in the first ten characters, the section resembling -Tw-r--1--.
This potentially intimidating collection of characters is actually quite simple to decipher: the first character
describes the type of file, and the next nine characters describe the permissions of the file.

File Types

Almost everything on the Linux file system can be generally described as a file. The first character of the
listing tells us exactly what sort of file. A dash (-) here indicates a regular file that might contain data or
text, or be a binary executable. A d indicates a directory, which is essentially a file that lists other files. An 1
indicates a symbolic link. Symbolic links allow you to make files and directories visible in multiple locations
in the filesystem. They are much like the shortcuts used in Microsoft Windows.

Table 4-2 lists the file types available.

Table 4-2. File Types

Type Description

- File

d Directory

1 Link

C Character devices
b Block devices

s Socket

p Named pipe

122



CHAPTER 4 ' LINUX BASICS

We'll cover the other types here briefly. You won’t regularly need most of the types, but they will appear
occasionally in later chapters. The b and c file types are used for different types of input and output devices
(if you look in the /dev directory, you will see examples of these device files). Devices allow the operating
system to interact with particular hardware devices; for example, many distributions will have a device
called /dev/usb that represents a USB drive attached to the host.

Tip  You'll learn more about devices in Chapter 9 when we show you how to load a USB on your host.

Finally, sockets and named pipes are files that allow interprocess communications of varying types. They
allow processes to communicate with each other. You'll see some sockets and named pipes later in the book.

Permissions

The next nine characters detail the access permissions assigned to the file or directory. On Linux,
permissions are used to determine what access users and groups have to a file. Controlling your permissions
and access to files and applications is critical for security on your Linux host, and frequently in this book
we'll use permissions to provide the appropriate access to files. Thus it is important that you understand
how permissions work and how to change them.

There are three commonly assigned types of permissions for files:

e Read, indicated by the letter r
e  Write, indicated by the letter w

e  Execute, indicated by the letter x

Note There are two other types of permissions, sticky and setuid/setgid permissions, represented by t or
s characters, respectively. We discuss these in the sidebar “Setuid, Setgid, and Sticky Permissions” later in this
chapter.

Read permissions allow a file to be read or viewed but not edited. If it is set on a directory, the names of
the files in the directory can be read, but other details, like their permissions and size, are not visible. Write
permissions allow you to make changes or write to a file. If the write permission is set on a directory, you
are able to create, delete, and rename files in that directory. Execute permissions allow you to run a file; for
example, all binary files and commands (binary files are similar to Windows executables) must be marked
executable to allow you to run them. If this permission is set on a directory, you are able to traverse the
directory, for example, by using the cd command to access a subdirectory. The combination of the read and
execute permissions set on a directory thus allows you to both traverse the directory and view the details of
its contents.

Each file on your host has three classes of permissions:

e  User
e  Group

e  Other (everyone else)

123


http://dx.doi.org/10.1007/978-1-4842-2008-5_9

CHAPTER 4 ' LINUX BASICS

Each class represents a different category of access to the file. The User class describes the permissions
of the user who owns the file. These are the first three characters in our listing. The Group class describes the
permissions of the group that owns the file. These are the second set of three characters in our listing.

Note Groups in Linux are collections of users. Groups allow like users to be collected together for
the purpose of allowing access to applications and services; for example, all the users in the Accounting
department can belong to the same group to allow them access to your Accounts Payable application. We’ll talk
about groups in Chapter 6.

Finally, the Other class describes the permissions that all others have to the file. These are the final set
of three characters in the listing.
Figure 4-9 describes these classes and their positions.

- WX W= [I--

Read, write,
execute
permissions for
all other users

Read, write, execute
permissions for the
group that owns the file

Read, write, execute permissions for the
owner of the file

File Type
A “d” indicates a directory

Figure 4-9. File permission breakdown

Note A dash in any position means that particular permission is not set at all.

You can see a single file in Listing 4-10 whose permissions we’re going to examine in more detail, and
then you'll learn how to make some changes to those permissions.
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Listing 4-10. Permissions

-rw-r--r-- 1 root root 0 2016-07-15 20:47 myfile

In Listing 4-10, we have a file, as indicated by the dash (-) at the beginning of the listing. The file is
owned by the root user and root group. The first three permissions are rw-, which indicates the root
user can read and write the file, but the dash means execute permissions are not set, and the file can’t be
executed by the user. The next three permissions, r--, indicate that anyone who belongs to the root group
can read the file but can do nothing else to it. Finally, we have 1 - - for the last three permissions, which tell us
what permissions the Other class has. In this case, others can read the file but cannot write to it or execute it.

Now you've seen what permissions look like, but how do you go about changing them? Permissions are
changed using the chmod (change file mode bits) command. The key to changing permissions is that only the
user who owns the file or the root user can change a file’s permissions. So, in Listing 4-10, only the root user
could change the permissions of the myfile file.

The chmod command has a simple syntax. In Listing 4-11, you can see some permissions being changed.

Listing 4-11. Changing Permissions

# chmod u+x myfile
# chmod u-x,og+w myfile
# chmod 654 myfile

In Listing 4-11, we’ve changed the myfile file’s permissions three times. Permission changes are
performed by specifying the class, the action you want to perform, the permission itself, and then the file you
want to change. In our first example, you can see u+x. This translates to adding the execute permission to the
User class.

Note The execute permission is usually set only on files that are executable in nature such as scripts and
binaries (a.k.a. applications or programs) and on directories. On directories x means traverse, meaning that you
can list directories in the parent directory but you can’t go any further.

After our update, the permissions on our file would now look as follows:
-IwWXr--r-- 1 root root 0 2016-07-15 20:47 myfile

You can see the addition of the x to the User class. So how did chmod know to do that? Well, the u in our
change represents the User class. With chmod, each class is abbreviated to a single letter:
e u:User
e g:Group
e  0: Other or everyone
e a:Al

After the class, you specify the action you'd like to take on the class. In the first line in Listing 4-11, the +
sign represents adding a permission. You can specify the - sign to remove permissions from a class or the =
sign to set absolute permissions on the class. Finally, you specify the permission to the action, in this case x.
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You can also specify multiple permission changes in a single command, as you can see in the second
line of Listing 4-11. In this second line, we have the change u-x, go+w. This would remove the x, or execute,
permission from the User class and add the w, or write, permission to both the Group and Other classes. You
can see we've separated each permission change with a comma and that we can list multiple classes to act
upon. (You can also list multiple permissions; for example, u+rw would add the read and write permissions
to the User class.)

Thus the second line in Listing 4-11 would leave our file permissions as

-Tw-IWw-ITw- 1 root root 0 2016-07-15 20:47 myfile

With chmod, you can also use the a class abbreviation, which indicates an action should be applied to all
classes; for example, a+r would add read permissions to all classes: User, Group, and Other.
We can also apply the permissions of one class to another class by using the = symbol.

# chmod u=g myfile

On the previous line, we've set the User class permissions to be the same as the Group class
permissions.
You can also set permissions for multiple files by listing each file separated by space as follows:

# chmod u+r file1 file2 file3
As with the 1s command, you can also reference files in other locations as follows:
# chmod u+x /usr/local/bin/foobar

The previous line adds the execute permission to the User class for the foobar file located in the /usr/
local/bin directory.

You can also use the asterisk symbol to specify all files and add the -R switch to recurse into lower
directories as follows:

# chmod -R u+x /usr/local/bin/*

The chmod command on the previous line would add the execute permission to the User class to every
file in the /usr/local/bin directory.

The last line in Listing 4-11 is a little different. Instead of classes and permissions, we've specified a
number, 654. This number is called octal notation. Each digit represents one of the three classes: User,
Group, and Other. Additionally, each digit is the sum of the permissions assigned to that class. In Table 4-3,
you can see the values assigned to each permission type.

Table 4-3. Octal Permission Values

Permission Value Description

4 Read
W 2 Write
X 1 Execute
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Each permission value is added together, resulting in a number ranging from 1 and 7 for each class. So
the value of 654 in Listing 4-11 would represent the following permissions:

-IW-I-Xr-- 1 root root 0 2016-08- 14 22:37 myfile

The first value, 6, equates to assigning the User class the read permission with a value of 4 plus the write
permission with a value of 2. The second value, 5, assigns the Group class the read permission with a value
of 4 and the execute permission with a value of 1. The last value, 4, assigns only the read permission to the
Other class. To make this clearer, you can see a list of the possible values from 0 to 7 in Table 4-4.

Table 4-4. The Octal Values

Octal permissions Description

0 --- None

1 --X Execute

2 -W- Write

3 -WX Write and execute

4 r-- Read

5 I-X Read and execute

6 Tw- Read and write

7 TWX Read, write, and execute

In Table 4-5, you can see some commonly used octal numbers and the corresponding permissions they
represent.

Table 4-5. Octal Permissions

Octal Numbers permissions
600 IW-Y--T--
644 IW-T--Y--
664 ITW-TW-T--
666 TW-TW-TW-
755 TWXT-XT-X
771 TWXTWXTWX

Tip The chmod command has some additional syntax for changing permissions, and you can read about
them in the command’s man page.
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Finally, there is an important concept called umask that you need to also understand to fully
comprehend how permissions work. The umask dictates the default set of permissions assigned to a file
when it is created. By default, without a umask set, files are created with permissions of 0666 (or read and
write permissions for the owner, group, and others are all set), and directories are created with permissions
of 0777 (or read, write, and execute for the owner, group, and others). You can use the umask command to
modify these default permissions. Let’s look at an example.

# umask 0022

Here we've specified a umask of 0022. This looks familiar, doesn’t it? Yes, it’s a type of octal notation; in
this case, it indicates what'’s not being granted. So here we would take the default permissions for a file, 0666,
and subtract the 0022 value, leaving us with permissions of 0644. With a umask of 0022, a new file would be
created with read and write permissions for the owner of the file and read permissions for the group and
others. Newly created directories (default permissions of 0777) would now have permissions of 0755 with
a umask of 0022. Another commonly used umask is 0002, which results in default permissions of 0664 for
files and 0775 for directories. This allows write access for the group also, and this umask is often used for files
located in shared directories or file shares.

On most hosts, your umask is set automatically by a setting in your shell. For Bash shells, you can
usually find the global umask in the /etc/bashzrc file, but you can also override it on a per-user basis using
the umask command or using the pam_umask module (we will give you more information about what PAM is
in Chapter 5).

Tip The umask command can also set umasks using alternative syntax. We’ve just described the simplest
and easiest. You can find more details in the umask man page.

SETUID, SETGID, AND STICKY PERMISSIONS

There are two additional types of permissions, setuid/setgid and sticky, that are also important to
understand.

The setuid and setgid permissions allow a user to run a command as if he were the user or group that
owned the command. So, why might this be needed? Well, this allows users to execute specific tasks
that they would normally be restricted from doing or allows users to share resources, like accessing
shared files on a fileserver with the same group id.

A good example of this is the passwd command. The passwd command allows a user to change her
password. To do this, the command needs to write to the password file, a file that has restricted access.
By adding the setuid permission, a user can execute the passwd command and run it as if she were the
root user, hence allowing her to change her password.

You can recognize setuid and setgid permissions by the use of an s or S in the listing of permissions. For
example, the permissions of the passwd command are

-IWsT-Xr-x 1 root root 25708 2016-09- 25 17:32 /usr/bin/passwd
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You can see the s in the execute position of the User class, which indicates that the passwd command
has the setuid permission set. Take a look now at the following directory listing.

-TwSIWSI-- 1 jsmith jsmith 0 Jun 5 09:55 adirectory

This also shows that the setuid and setgid for the “adirectory” directory have been set but designated
by “s” this time. What this means is that the directory does not have “execute” permissions associated
with the user and group. In other words, the permissions for that directory (and a file would be the
same) would have been set with ‘u+rws,g+rws,o+r’.

On most distributions, setuid/setgid permissions are used sparely to allow this sort of access. They are
used sparingly because you generally don’t want one user be able to run applications as another user
or to have particular elevated privileges (another way to do this is through the su and sudo commands,
which we’re going to describe further in Chapter 6). As they could also potentially be abused and
represent a security exposure, they should not be used indiscriminately. In this book, you may see one
or two applications that use setuid/setgid permissions.

Sticky permissions are slightly different and are used on directories (they have no effect on files). When
the sticky bit is set on a directory, files in that directory can be deleted only by the user who owns them,
the owner of the directory, or the root user, irrespective of any other permissions set on the directory.
This allows the creation of public directories where every user can create files but only delete their own
files. You can recognize a directory with sticky permissions from the t in the execute position of the
Other class. Most frequently it is set on the /tmp directory:

drwxrwxrwt 4 root root 4096 2016-08-15 03:10 tmp

In octal notation, setuid/setgid and sticky permissions are represented by a fourth digit at the front of
the notation, for example, 6755. Like other permissions, each special permission also has a numeric
value: 4 for setuid, 2 for setgid, and 1 for sticky. So to set the sticky bit on a directory, you’d use an octal
notation like 1755. If no setuid/setgid or sticky permissions are being set, this prefixed digit is 0 like so:

# chmod 0644 /etc/grub.conf

Links

Let’s take another look at the example from Listing 4-9:

-IW-Y--T-- 1 root roOt 0 2016-07-15 20:47 .autofsck
dYWXT-XT-X 2 root root 4096 2016-05-18 04:11 bin

In our listing, after our file type and permissions is the number of hard links to the file. Hard links are
references that connect your file to the physical data on a storage volume. There can be multiple links to
a particular piece of data. However, hard links are different from the symbolic links we introduced earlier
(indicated by a file type of 1), although both linkages are created with the same command, 1n. We'll talk
about the 1n command later in this chapter in the section “Linking Files.”
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Users, Groups, and Ownership

Next in our listing is the ownership of the file. Each object is owned by a user and a group; in Listing 4-9, the
root user and root group own the objects. We briefly discussed user and group ownership when we looked at
permissions. We explained that only the user who owns a file could change its permissions, and that groups
were collections of users. Groups are generally used to allow access to resources; for example, all users who
need to access a printer or a file share might belong to groups that provide access to these resources. As

we discussed earlier in this chapter, on Linux hosts a user must belong to at least one group, known as the
primary group, but can also belong to one or more additional groups, called supplementary groups.

You can change the user and group ownership of a file using the chown command. Only the root user
has authority to change the user ownership of a file (although you can assume this authority using the sudo
command we discussed earlier in the chapter and will cover in more detail in Chapter 6).

In Listing 4-12 we show some examples of how to use the chown command to change user and group
ownership.

Listing 4-12. Changing Ownership

# chown jsmith myfile
# chown jsmith:admin myfile
# chown -R jsmith:admin /home/jsmith/*

In Listing 4-12, we've got three chown commands. The first command changes the user who owns the
myfile file to jsmith. The second command changes the ownership of the file’s user and group, the user
to jsmith and the group to admin, the owner and group being separated by a colon, :. The third and last
command uses the -R switch to enable recursion. The command would change the owner of every file and
directory in the /home/jsmith directory to jsmith and the group to admin.

Note Also available is the chgrp command. It allows users to change the group of a file they own. The
user can only change the group ownership to a group of which that user is a member. You use it like chgrp
groupname file.

Size and Space

Next in our listing you see the size of the object on the disk. The size of the file is listed in bytes (a thousand
and twenty four bytes is a Kibibytes, or K). We can also display sizes in a more human-readable format by
adding the -h switch as follows:

$ 1s -1h
-IW-IW-T-- 1 jsmith jsmith 51K 2016-08- 17 23:47 myfile

On the previous line, you can see that the myfile file is 51 kibibytes in size.

In a listing, the size next to the directory is not its total size but rather the size of the directory’s
metadata. To get the total size of all files in a directory, you can use the du, or disk usage, command. Specify
(or change to) the directory you want to find the total size of and run the command with the -s and -h
switches. The - s switch summarizes the total, and the -h switch displays the size in a human-readable form.

$ du -sh /usr/local/bin
4.7M /usr/local/bin
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The du tool has a number of additional switches and options that you can see by reviewing its man page.

In addition to the size of files and directories, you can also see the total disk space used and free on your
host using another command, df. This command displays all of your disks and storage devices and the free
space present on them. You can see the df command in Listing 4-13.

Listing 4-13. Displaying Disk Space

$ df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/VolGroup00-LogVolol 178G 116G 159G 6% /

/dev/sdal 99M 37M 58M 39% /boot
tmpfs 910M 0 910M 0% /
dev/shm

We'’ve executed the command and added the -h switch, which returns human-readable sizes. It shows
our current filesystems and their used and free space, as well as percentage used. There are additional
options you can use with the df command, and you can review these in the command’s man page. We'll
revisit the df and du commands in Chapter 9.

Date and Time

The penultimate and ultimate items in our listing are the date and time the file was last modified (known as
mtime) and the name of the file or directory. Linux also tracks the last time a file was accessed (called atime)
and when it was created (called ctime). You can display the last accessed time for a file by listing it with the
-u switch as follows:

$ 1s -1lu
You can list creation dates by using the -c switch:

$ 1s -1c

Note We will revisit atime in Chapter 17.

If you want to know the actual time and date on the current host, you can use the useful and powerful
date command. Using date on the command line without any options will return the current time and date
as follows:

$ date
Tue Aug 19 13:01:20 EST 2016

You can also add switches to the date command to format the output into different date or time format;
for example, to display Unix epoch time (the number of seconds since January 1, 1970), you would execute

the date command as follows:

$ date +%s
1219116319
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Here we've used the + symbol to add a format and then specified the format, in this case %s, to display
epoch time. Epoch time can be useful when calculating time differences or for adding as a suffix to a
file for uniqueness. You can see additional formats in the date command’s man page. You can also use
the date command to set the time. Type date and then specify the required date and time in the format
MMDDhhmm[[CC]YY]. You can find out more about Unix epoch time at http://en.wikipedia.org/wiki/
Unix_time.

Note This is just one way to set the time, and we’ll discuss other more effective methods such as Network
Time Protocol in Chapter 10.

Working with Files

So, in the course of exploring our simple file listing, we’ve covered a lot of concepts, introduced you to some
Linux commands, and taught you how to perform a few key administrative tasks. Leading on from these
tasks, we're going to finish this chapter by covering how to view, edit, search, copy, move, and delete files.
You'll need to know how to handle all these tasks in order to administer your Linux host.

Reading Files

The first thing you're going to learn is how to read files. Many files on Linux hosts, especially configuration
files, are text-based and can be read using some simple command-line tools.

Note Always remember that in order to read a file, you must have read permissions to that file. This means
you need to own it or belong to a group that has read permissions to the file, or the file has read permission set
for the Other class.

The first of these tools is cat. The cat command is so named because it “concatenates and prints files.”
In Listing 4-14, you can see the use of the cat command on a text file.

Listing 4-14. Using the cat Command

$ cat /etc/hosts

# Do not remove the following line, or various programs

# that require network functionality will fail.

127.0.0.1 localhost.localdomain localhost localhost
il localhost6.localdomainé localhost6

In Listing 4-14, we've outputted the /etc/hosts file to the screen. The /etc/hosts file contains the
host entries for our Linux host (like the \WINDOWS\System32\services\etc\hosts file under Windows) that
match hostnames to IP addresses. But the cat command is a pretty simple tool and just outputs the text
directly. If the file is very large, the text will keep outputting and scrolling down the screen, meaning if you
wanted to see something at the start of the file, you'd need to scroll back.
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Tip  You can scroll a virtual console up and down via the Shift+Page Up and Shift+Page Down key
combinations.

To overcome this issue, we're going to look at another command called less.

Note You can try the cat command on the /etc/passwd and /etc/group files to see a full list of the users
and groups on your host.

The less command allows you to scroll through files, both backward and forward, a screen at a
time. Each time a page is displayed, you will be prompted as to how you'd like to proceed. We run less by
specifying the name of the file as follows:

$ less /etc/services
From inside the less interface, you can scroll through the file. To go to the next page, you use the

spacebar, and to advance one line at a time, you use the Enter key. To scroll backward, you can use the B
key. You can also scroll using the arrow keys, and to quit the less command, you use the Q key.

Note There are additional ways to navigate files using less that you can see by reviewing the command’s
man page.

In addition to navigating through files, it is also possible to search a file or files for specific information.
To do this, we can make use of the very powerful grep command. The grep command allows you to search
through a file or files for a string or pattern (using regular expressions) and return the results of that search.

Note The word “grep” has become a commonly used term in IT for searching, much like the term “google”
has for using an online search engine. In 2003, the Oxford English Dictionary added the word “grep” as both a
noun and a verb (e.g., “John grep’ed his mailbox to find the e-mail”).

In Listing 4-15, you can see a very simple grep search for the string localhost in the file /etc/hosts.

Listing 4-15. Introducing grep

$ grep localhost /etc/hosts
127.0.0.1 localhost.localdomain localhost localhost
i1 localhost6.localdomainé localhost6

To use grep, you specify the string you're searching for, in this case localhost (grep is case sensitive, so
it will only find this lowercase string), and then the name of the file you're searching in.

Note You can make grep case insensitive by adding the -i switch to the command.
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By default, grep returns those lines in the file that contain the string we’re searching for. You can also
search for more than one file by using the asterisk symbol, as we have demonstrated for other commands
earlier in this chapter, for example:

$ grep localhost /etc/host*
$ grep localhost /etc/*

The first command would search all files starting with host* in the /etc/ directory, and the second
would search all files in the /etc/ directory. Both searches are for the string localhost.

You can also recursively search down into lower directories by adding the -r switch as follows:

$ grep -r localhost /etc

Tip  On Ubuntu and Debian hosts, the rgrep command automatically recurses into directories.

You can also specify more complicated search terms, for example, multiple words, as follows:
$ grep "local host" /etc/hosts

You can see we've specified the words “local” and “host” with a space between them. In order to
tell grep these words are grouped together and have them parsed correctly, we need to enclose them in
quotation marks. The quotation marks are used often on the command for a number of commands to
protect input from being inappropriately parsed. In this case, we're searching for the exact string "local
host", and grep has returned no results because the string is not present in the /etc/hosts file.

The grep command is capable of much more than these simple examples. You can use grep to do
complex regular expression searches in files, for example:

$ grep 'J[00][bB]" *
This would find the strings JOB, Job, JOb, or JoB in all files in the current directory (remember, grep is
case sensitive by default, so our regular expression has explicitly specified upper- and lowercase variations).

Regular expressions allow you to do some very powerful searching across your host.
Let’s look at some other useful regular expression searches using grep.

$ grep 'job$' *

In the previous line, we've searched all files in the current directory for strings ending in job. The $
symbol tells grep to search for the text at the end of strings.

You can use the " symbol to in turn search for strings starting with a particular string like so:

$ grep '“job' *

This would return any string starting with job. There are myriad other regular expressions that you'll
find useful for employing frequently.
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REGULAR EXPRESSIONS

Regular expressions, or regexes, are a formal language used to identify strings of text; for example, a
regular expression might identify all the references to the string job in a file. A variety of very similar
regular expression languages are used by tools like grep and by programming languages, for example,
Perl. The syntax of most regular expression languages is very similar, but occasionally they have subtle
differences. You can read about regular expressions further at http://en.wikipedia.org/wiki/
Regular_expression.

There are three regular expression versions you can use, BRE (basic regular expressions), ERE
(extended regular expressions), and PCRE (Perl regular expressions). Depending on your version of
grep, there is no difference between BRE and ERE. To make use of PCRE, you will need the following
packages in Perl: libpcre3-dev (Ubuntu) or pcre-devel (Cent0S).

To test your regular expressions, you can use either of the following two regular expression editors:
® http://rubular.com/
® http://pythex.org/

There are a few common patterns that are useful to know:
grep -o -E "([0-9]{1,3}[\.]){3}[0-9]{1,3}" /var/log/auth.log

The above will match all IP addresses in the /var/log/auth.log (Ubuntu log file). The -o says to only
print the results of the match, otherwise you will see the whole line the match appears on. The -E says
to use the ERE version (though we have said the ERE and BRE are the same here). Taking a look at the
expression itself, first we look for one to three occurrences {1,3} of numbers between 0 and 9 [0-9]
followed by a dot.

[0-9]{1,3}\.

This will match 0. up to 999. We expect to see exactly (...){3} of these:
([0-91{1,3}[\. {3}

We then expect to see one more set of octets not followed by a dot.
([0-91{1,3}[\. 1){3}[0-9]{1,3}

Putting this all together will in fact match any IP address from 000.000.000.000to 999.999.999.999
which we know is technically wrong but chosen because it is clearer to explain as to match only on
numbers between 0 and 255 is a more complex and long regular expression (but widely documented on
the Internet).

Another useful grep regular expression is searching for e-mail addresses in the mail log.

egrep -o "[A-Za-z0-9._-]+@example.com" /var/log/mail.log
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Here you can see that we are using the egrep command, which just executes grep with the -E flag. In
this example we are searching for e-mail addresses that match <username>@example.com. We start
by looking for any letters (Latin only), capitalized or not, [A-Za-z...], or numbers, [...0-9], or a dot,
[.]ordash,[...-].

[A-Za-z0-9. -]

These can appear one or more times [... ]+

[A-Za-z0-9. -]+

That is followed by the domain we are interested in:

[A-Za-z0-9. -]+@example.com

To improve our matching, let’s consider the following example text file:

email: root@example.com

email: jsmith@example.com

iam a sentence with somewordroot@example.comsomeotherword
email: bjuice@example.com

With the "[A-Za-z0-9. -]+@example.com" regular expression we would get a match on
‘somewordroot@example.com’, which is not what we want. We can use a word boundary anchor “\b’,
which will only capture ‘root@example.com‘. That would make the regular expression look as follows:

"\b[A-Za-z0-9. -]+@example.com\b"

And now if we run the grep over our text file example we only match on the e-mail addresses we are
after:

$ egrep -o "\b[A-Za-z0-9. %+-]+@example.com\b" file.txt
root@example.com

jsmith@example.com

bjuice@example.com

The grep command with regular expressions can be very powerful and you can do some very complex
expressions, but remember the old joke:

“I solved my problem with a regular expression . .. now | have two problems,” meaning that complex
regular expressions can be tricky to maintain.

For further reading, we recommend picking up a book such as Mastering Regular Expressions by Jeffrey
Friedl (O’Reilly, 2006) to help you learn about regular expressions.

136



CHAPTER 4 ' LINUX BASICS
Searching for Files
We've shown you how you can read a file, but what if you need to find the location of a file? A number of

commands and tools on a Linux host allow you to find files in much the same way as the Windows Search
function works. In Figure 4-10, you can see the Gnome search function.

Recent Home All Files +

Documents

Downloads Music

—
v

Downloads
Music
Pictures Templates Videos
Videos

Trash

Computer

Browse Network

Connect to Server

Figure 4-10. Gnome search function

On the command line, you can also search for files using the find command. Let’s use the find
command to search for a file called myfile in the /home directory:

$ find /home/ -type f -iname myfile*
The find command is very simple to use. First you specify where you are searching, in this case in the /

home/ directory. You can also specify / for the root (and thus search the whole directory tree), or any other
location that you can access.

Note If you don’t have permission to search a particular directory, you’ll get an error message indicating
that your search has been denied.
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Next, we've specified two options, -type and -iname. The first option, -type, specifies the type of file
we are searching for; in this case, a normal file is represented by f. You can also specify d for directories or s
for sockets (special files for interprocess communications), for example (see the man page for all the possible
types you can search for). The -iname option searches for a case-insensitive pattern, in this case, all files
starting with myfile. These options are just a very small selection of the possible search options; you can also
search by owner, group, permissions, date and time of creation or modification, and size, among others. The
find command will then search the specified location and return a list of files that match the search criteria.
You could also use the find command to locate files and directories that aren’t owned by any user
or group. These often exist if a user or group has been deleted and the associated files not reassigned
or removed with that user or group. We’ll talk more about this in Chapter 6. Using the following find
command, you can list all files in this state:

# find / -nouser -o -nogroup

This command, run as root, will search the whole directory tree for any files that don’t belong to a valid
user or group.

Tip There are some other search-related commands you might want to look at, including locate,
whereis, and which. You should read their man pages for more information.

Copying Files

In addition to viewing files, one of the most common actions you'll need to take while administering your
host is to copy a file. The first thing to understand about copying files is that, like reading files, you need
to have appropriate permissions in order to copy. To copy a file, you will need two permissions: read
permissions on the file you are copying and write permissions in the destination you are copying to.

To copy a file, use the cp command (short for copy). In Listing 4-16, you can see a simple cp command.

Listing 4-16. Copying Files
$ cp /home/jsmith/myfile /home/jsmith/yourfile

In Listing 4-16, we’ve copied the file /home/jsmith/myfile to /home/jsmith/yourfile. You need to
be a little bit careful with the cp command. By default, the cp command will copy over existing files without
prompting you. This can be bad if you already have a file with the same name as the one you are copying to.
You can change this behavior by adding the -1i switch. The -1i switch enables interactive mode, where you
are prompted with a yes or no question if the file you are copying to already exists. You answer y to overwrite
or n to abort the copy.

Note On some older Red Hat, Fedora, and CentOS distributions, the -i switch for the cp, mv, and rm
commands is automatically set on by aliasing each command; for example, cp -1 is aliased to cp. You can do
this on other distributions using the alias command; see www.ss64.com/bash/alias.html for more details.
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If we didn’t have permission to read the file, we'd get an error like the following:
cp: cannot open " /home/jsmith/myfile' for reading: Permission denied

We'd get a similar error if we could not write to the target destination.
cp: cannot stat "~/home/jsmith/yourfile': Permission denied

You can also do a few more things with cp. You can copy multiple files, using the asterisk symbol as follows:
$ cp /home/jsmith/* /home/jsmith/backup/

The target on the previous line, /home/jsmith/backup/, has to be a directory, and we’re copying all files
in the /home/jsmith directory to this directory.

You can also select a subset of files.
$ cp -i /home/jsmith/*.c ./

On the previous line, we've copied all the files with a suffix of .c to the current directory (using the
./ shortcut). We've also added the -1 switch to make sure we're prompted if a file already exists.

You can also copy directories and their contents using cp by adding the - switch.

$ cp -r /home/jsmith /backup

The previous line copies the /home/jsmith directory and all files and directories beneath it to the
/backup directory.

Caution When using the -r switch, be careful to not use the *.* wildcard like you might on Windows.
When used on Linux, the .. directory will also be copied recursively, which probably is not your intent!

Finally, when copying files using the cp command, some items about the file, such as dates, times, and
permissions, can be changed or updated. If you want to preserve the original values on the copy, you can use
the -p switch.

$ cp -p /home/jsmith/myfile /home/jsmith/yourfile

WORKING WITH DIRECTORIES

In addition to files, you can also manipulate directories. To create a directory, use the mkdir command.
You must have write permissions to the location you’re creating the directory in. If you want to copy
directories and recursively copy their contents, you can do this with the cp command by adding the -r
switch.

You can also move directories using the mv command in the same way as you can with files.

Finally, if you want to delete a directory, use the rmdir command. The rmdir command will only remove
empty directories (i.e., directories with no files in them).
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The cat command we examined earlier can also be used to copy files using a command-line function
called redirection.

$ cat /home/jsmith/myfile > /home/jsmith/yourfile
The use of the > symbol sends the output from one command to the command or action on the other

side of the > symbol. In this case, the output of the cat command is redirected into a file called yourfile. If
this file doesn’t exist, it will be created. If it does exist, its content will be overwritten.

Caution Be careful when using redirection, as your target file will be overwritten without warning.

You can also append to files using the same mechanism.
$ cat /home/jsmith/myfile >> /home/jsmith/yourfile

Using the >> syntax will append the output from the cat of myfile to the end of yourfile. If yourfile
does not exist, it will be created.

Tip  Redirection can be used by many other commands as well to direct output from one command to
another. It is also closely linked to another Bash capability called piping (see the sidebar “Piping and Other
Bash Tips”).

PIPING AND OTHER BASH TIPS

You’ve had a quick look at the Bash command line and some of the things you can do with it. This
includes using redirection with the > or >> symbols to redirect output from one command to another.
This concept can be extended using the I, or pipe, symbol. Piping passes the output of a command to
another command, for example

$ cat /etc/passwd | grep ataylor

In the previous line we’ve outputted the contents of the /etc/passwd file and then piped the result to
the grep command to search for the term ataylor. This would output any line or lines containing the
term ataylor. You can pretty much do this with any command that accepts input on the command line.
Some useful commands that could be used with piping are sort (sorts input in a variety of ways), uniq
(generates a unique list), and wc (counts lines, words, etc.). You can read about these commands in their
man pages.

You can also take redirection a step further and redirect multiple times or use piping and redirection
together. Let’s look at an example.

$ cat *.txt | sort | uniq > text
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In this example we’ve asked the host to output all files with a suffix of . txt, sort them alphabetically,
delete duplicate lines (using the uniq command), and then output the result to a file called text (which
would be created if not present and overwritten if present).

You can also redirect input as well as output.
$ grep accounts < /etc/group > matched_accounts

In the previous example, we’ve directed the file /etc/group into the grep command using the <
symbol. We've then told grep to search for the term accounts and used the > symbol to direct the
output of this command into a file called matched_accounts.

Another useful trick is the ability to run multiple commands on a single command line by separating
each with a semicolon.

$ ./configure; make; make test

This command line would run the configure script in the current directory and then the make and the
make test commands. The commands would run in sequence, one after the other.

These are just some very simple examples of the power of the Bash command line and redirection and
piping. A lot more Bash capabilities are revealed by reviewing Bash’s man page, man bash, or having

a look at one of the many Bash tutorials online such as www.hypexr.org/bash_tutorial.php and
http://tldp.org/LDP/Bash-Beginners-Guide/html/, or checking out the Bash reference manual at
www. gnu.org/software/bash/manual/bashref.html.

Moving and Renaming Files

Moving files around in Linux is pretty straightforward. Using the mv command, you can move a file or
directory from one location to another. In order to move a file, you must have write permissions to the file
and write permissions to the location you want to move it to.

Listing 4-17 demonstrates how to move a file.

Listing 4-17. Moving Files
$ mv -i ~/myfile /home/bjones/yourfile

The command in Listing 4-17 moves a file called myfile from the home directory to /home/bjones and
renames it to yourfile. The -1i option again ensures we get prompted if the target file already exists. You can
also rename files in place with the mv command.

$ mv -i ~/myfile ~/mynewfile

You can do the same for directories.
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Deleting Files

Use the rm (remove) command to delete files. As with any host, deleting files should be done carefully and with
thought. On Linux, however, unlike Windows, there isn’t a quick and easy way to undelete files, so you need

to be careful and take some precautions before you delete files. The first precaution is the use of the -1i switch
with the rm command. The - i switch enables interactive mode, which prompts you each time a file is deleted.
You have to respond with ay or Y to delete the file or anything else to abort, as you can see in Listing 4-18.

Listing 4-18. The rm -1 Switch

$ m -i /home/jsmith/myfile
rm: remove regular file "/home/jsmith/myfile'? n

Tip Many distributions used to alias the rm command to rm -1 to force deletion checking. You can enter
the command alias to see a list of all the current aliases on your host. You can create your own aliases too. For
instructions, check the alias command’s man page.

You can also delete directories and their contents recursively with the -1 switch as follows:
$ m -1 /home/jsmith/backup

This would delete the /home/jsmith/backup directory and all its contents.
You can also override the -1 switch using the -f, or force, switch like so:

$ m -fr /home/jsmith/backup
This will also delete the backup directory and all its contents, but you will not be prompted to confirm

the deletions. Be careful of using this switch and always be cognizant of where you are in the directory tree
when you execute the command—the results of an inappropriate use of this command could be devastating!

Caution  Unlike Windows with its Recycle Bin, deleting files on Linux tends to be fairly permanent
unless you have backups. Some methods are available to recover files, like the following: http://unix.
stackexchange.com/questions/80270/unix-1linux-undelete-recover-deleted-files. Your success with
these methods will vary greatly. You should always delete files with extreme care, and you should make sure
you have an appropriate backup. This is particularly important when editing configuration files. Always back up
files before you edit, move, or delete them. Sometimes it is better to move the file or directory, wait for a period,
then delete when you are sure you don’t need it.

Linking Files

On Linux hosts, you can also create links to files. Links can be used like Windows shortcuts but come in two
forms—hard links and soft, or symbolic, links. Hard links are not like Windows shortcuts. They are actual
references to the physical file. If you delete all hard links to a file, the file they reference is also deleted.
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Note Hard links can hence only be created on the physical partition or hard drive; you can’t link to a file
located on another drive or partition.

Soft, or symbolic, links are more like Windows shortcuts: if they are deleted, the original file remains
and only the link is removed.

You create links with the 1n command. Hard links are created by default, and soft links are created by
adding the -s switch. There are a few ways the 1n command can be used, but the simplest is to create a link
to a target file as follows:

$ 1n -s /home/jsmith/myfile

The previous line would create a symbolic link called myfile to the /home/jsmith/myfile file. You can
see other options you can use with the 1n command by reviewing its man page.

Editing Files

Linux provides a wide variety of editing tools for files, including both GUI and command-line tools. In the
GUI, you can find editors like kate or the simpler gedit. These are straightforward editors, but they are not
word processors—much like Windows Notepad. Also, there are tools that allow you to edit files from the
command line, like the popular vim, nano, joe, or bizarrely popular emacs.

We're going to start by taking a quick look at vim, which is a text editor that is an enhancement of an
older Unix editor called vi. To edit a file, you run the vim command and specify the name of the file to edit.

$ vim ~/newfile

Tip  Some distributions also alias the vim command to vi to make it easier for people who are used to the
older name.

This opens a file called newfile in your home directory. To insert some text into the file, type i, which is
short for insert. You will see the word -- INSERT -- appear at the bottom of the screen. This means you're in
insert mode, which allows you to add to the file. You can now type in the file. Let’s type in hello jsmith. You
can also use the arrow keys to move around on the line and through the file. The Enter key can be used to
add lines to the file.

Tip  You can use the touch command to create empty files. Simply enter touch and the file name you want
to create to create an empty file, for example, touch /home/jsmith/newfile.

When you've done that, press the Esc key. The Esc key takes you out of insert mode (you will see the text
-- INSERT -- disappear from the bottom of the screen). You can now save what you've added to the file
by entering the colon character (:) and the letters wq for a combination of :wq. This means write and quit.
You could also just specify w, which would write but not quit. If you quit back to the command line, you can
now view your file and see your typed text:

$ cat newfile
hello jsmith
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Tip  You can find an introduction to vim at www.openvim.com/, or you might be able to run vimtutor on
the command line to start a vim tutorial (depending on whether you have installed the vim-enhanced package).

A variety of GUI editors are also available. Some are simple in a similar style to the Microsoft Window’s
Notepad or WordPad applications, and others are fully fledged word processors and text editors.

An example of these is the Gnome default text editor, gedit. You can launch gedit in Gnome by clicking
the Applications menu, opening the Accessories tab, and selecting the Text Editor application. This will
launch the gedit editor, as you can see in Figure 4-11.

Unsaved Document 1 - gedit

file Edit View Search Tocls Documents Help

» & .80 & . o}

New Open Save = Print... Undo Rado “ut Copy Paste | Find Rei:)la:e

| Unsaved Document 1 @

Ln 1, Cal 1 INS

=)= [ Unsaved Document 1...| (o]

Figure 4-11. The gedit editor

Another example of these editors is kate (http://kate editor.org/), which comes with the KDE GUL
In Figure 4-12, you can see a KDE desktop with kate open.
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Figure 4-12. The kate editor

Summary

Well, what have you learned? First of all, Linux isn’t that hard to understand and the command line is a very
powerful tool. Compared to Window or Macs it encompasses a lot of similar concepts and principles, and
this will help you get started with Linux. Some of the key things you should take away from this chapter are
the following:

¢  You can test out lots of things using LiveCDs without any risk to your existing hosts
and data, or use a virtual machine.

e Learn to use the command line—it’s useful and powerful (and sometimes you
won't have a choice!). The Bash shell is especially powerful, and you'll find yourself
wondering how you ever got by without a command shell.

e Learn a bit more about globbing and regular expressions—you’ll find both useful
and powerful tools in your arsenal when administering your hosts.

e Don’tuse the root user to administer your host. Instead, make use of the sudo
command. More on the sudo command in the next chapter.
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e  Use the Linux man pages to find out more about each command. These are useful
resources packed with information.

e Learn to use the vim editor (or another editor of your choice) to help you work with
configuration files on the command line.

e Don’t forget online resources or the Linux community if you need help. Lots of
people use Linux, and someone may have found a solution to a problem you're
having. Use Google or your favorite search engine to find these solutions.

In the next chapter, we’ll cover more on users and groups and how to manage them on your hosts.
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CHAPTER 5

Users and Groups

By James Turnbull and Dennis Matotek

Chapter 4 introduced Linux basics and the concepts of users and collections of users called groups. We
explained how users and groups own files and objects. We also demonstrated how that ownership, in
combination with permissions, controls access to those files and objects. Users and groups are also used to
initiate and run processes.

In this chapter, we’ll go into detail about how users and groups work, starting with what happens when
you log in, and how to control some of that process. We’ll demonstrate how to create users and groups, give
you some more information about passwords, and explain the process by which Linux controls access to
your host.

Among the topics we’re going to talk about are the su and sudo commands. These commands let you
run commands as other users, specifically the root user. Thus, these commands allow you to avoid logging
in as the root user to perform administrative tasks. The su and sudo commands are critical to securely
administering your hosts.

What Happens When You Log In?

In Chapter 4, we talked about logging a user into a Linux host, and you saw some sample screens showing
how you might enter your username and password. In this chapter, we’'re going to explain a bit more about
what happens when you log in, and we’ll begin to explore some of the options and security controls that you
can manage as part of this process.

So what actually happens after you enter your username and password and before you are delivered to
your command-line prompt or graphical user interface (GUI) screen? Well, this process varies slightly from
distribution to distribution, but generally an application called login is executed and performs the following
actions:

e  Checks that the user and group exist and the user is allowed to log in

e  Checks that the user is allowed to log in from a particular location (e.g., only some
users can log in to the console, or the screen attached to a Linux host)

e Checks that the password is correct, and, if the password is incorrect, allows a
specified number (usually three) of retries

e Checks that the password is valid and prompts the user for a new password if it has
expired

e  Sets environment variables like the user’s home directory and path
e  Starts the shell process

e  Presents the user with a command-line prompt or GUI screen
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In the sections that follow, we’ll take you through these processes and explain how you can configure
and change some of these steps to suit your environment. You'll start by learning how to create, delete, and
manage users and groups.

Note In this chapter, we demonstrate command-line user administration, but most things we show you
is also available from a GUI tool if you prefer to administer your users and groups that way. In the application
search bar, type in “users” and you’ll find the Users application (CentOS) or User Accounts (Ubuntu)—or open
the Settings or System Settings menu and you’ll find them there.

Working with Users and Groups

At the heart of managing access to your Linux hosts is the concept of users and groups. We introduced users
and the collections of users called groups in Chapter 4, and you discovered they are much like the users and
groups that exist on the Microsoft Windows platform.

You can organize users and groups on your host in two ways. One way is to add users and groups to
each host in your domain; the other is to centralize your user administration on one or two authentication
servers. In this chapter, we will explain the former, and in Chapter 16 we will explain the latter.

As on Microsoft Windows hosts, everyone who needs to log in to your host will need a user created.
Many applications, such as web and mail servers, will also require a user to be created. When they are
started, these applications will then make use of that user’s rights and privileges to access system resources
like files, your network, or other aspects of your host.

Every user on your Linux host also needs to belong to at least one group but can belong to any number
of additional groups as well. Groups are collections of users, gathered together because they are alike or
require access to a particular resource. For example, all the users in your organization’s sales department
may belong to a group called sales. You might configure your host to ensure that only the users in the sales
group have access to the sales department’s applications and files.

Note When applications are installed, they often install additional users and groups required to run those
applications.

Users and groups are easy to create using two commands: useradd (to create users) and groupadd
(to create groups). Additionally, two commands we can use to modify existing users and groups are usermod
and groupmod. Finally, to complete the life cycle, users and groups can be deleted with the userdel and
groupdel commands.

Tip  Working with users and groups on Cent0S and Ubuntu is a very similar process that uses many of the
same commands and options. We’ll tell you about any minor variations between distributions.
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Introducing sudo

Before we jump into explaining how to create users and groups, we want to discuss the sudo command,
which we talked about a little in Chapter 4. The sudo command allows a user to run commands as if that
person were signed in as the root user, Linux’s equivalent of the Windows Administrator account. This
ability is useful for three reasons:

e Itincreases security.
e TItallows greater control of privileged commands.

e Itprovides you with a better audit trail to understand who did what on your host.

Note Another good reason to use sudo rather than the root user on Ubuntu is that Ubuntu doesn’t enable
the root user by default. You cannot sign on as the root user at all.

We're going to need sudo in this chapter because almost all of the commands used to manage users and
groups require the privileges of the root user to run. For example, only the root user can create another user.
When you run the sudo command, it will prompt you to enter your password (to confirm you are
actually who you say you are), and then you are allowed to make use of the sudo command for a period of
5 minutes on CentOS and 15 minutes on Ubuntu. When this period expires, you will be prompted to enter
your password again.

Tip The first time you run the sudo command, it may also show you a warning to be careful with the
power of the sudo command.

On Ubuntu, the sudo command is available and configured for the user you created when you installed
Ubuntu. If you're logged in as that user, you can use the sudo command already. You can also enable sudo
access for other users by adding them to the admin group. You can use the usermod command (which you’ll
see more of later in this chapter) to add a user to the group.

$ sudo usermod -G admin ataylor

Here we've used sudo and the usermod command to modify a user called ataylor. We've added the user
to the admin group by specifying the -G option and the name of the group to add the user to. (Note that we've
used the sudo command to do the user modification. The only user allowed to do this is the user you created
when you installed the host; hence you must be logged in as that user to make this change.)

On CentOS, if you did not create the user (jsmith) as an administrator, the sudo command is not
enabled by default, and you'll need to enable it. To do this, you need to use a command called visudo to edit
the sudo command’s configuration file, /etc/sudoers. To do this, you need to log on as the root user and
run the visudo command.

# visudo
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Asyou can see from the # command prompt, you're logging in as the root user and you're executing the
visudo command. This opens an editing application that looks much like the vi or vim editor. Inside this file
is the following line:

# %wheel ALL=(ALL) ALL

Shown above, in this line the # indicates the line you are working on is a comment. You need to
uncomment the line. To do this put your cursor near on the # and press the x key twice. That will delete the
hash (or pound sign, #) and one space character in the line. Once done, write and quit the file using the
same commands you would with vim by typing the colon character, :, and w and q followed by Enter, or :wg.
This enables any member of a group called wheel to use the sudo command. You can then add a user to the
wheel group, as follows:

# usermod -a wheel ataylor

Again, you specify the group, wheel, with the -a option and the name of the user you want to add to the
group last. Now the ataylor user can make use of the sudo command. You can also set the groups for a user
using -G <group1>,<group2> and this will replace any existing groups assigned to the user.

Creating Users

Now that you know how to enable and use the sudo command, we can start looking at users and groups.
Let’s begin by creating a new user using the useradd command, as shown in Listing 5-1.

Listing 5-1. Creating a New User

$ sudo useradd -m -c 'John Smith' jsmith

Note InListing 5-1, you can see we've prefixed the useradd command with the sudo command to avoid
having to log on as the root user.

The useradd command has a number of options, and we're using just a couple in Listing 5-1. The first
argument, -m, tells the host to create a home directory for the user. The format of the name and location of
the home directory would usually resemble /home/username.

Tip  You can prepopulate the new home directory with, for example, generic configuration files. To do this,
add files to the /etc/skel (short for skeleton) directory. When a new home directory is created (using the -m
option), then all the files contained in this directory are copied to the user’s new home directory.

The -c option adds a description of our new user. This description is stored in the /etc/passwd file. All
users have an entry in this file, and we’ll examine this file and the /etc/group file that is used to store group
data later in this chapter. Finally, we've specified the name of our new user, jsmith.

By default, the new user will be created disabled and with no password set. You will need to change the
user’s password using the passwd command (which we’ll cover in more detail later in this chapter).

Table 5-1 lists some other useful useradd command-line options.
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Table 5-1. Some useradd Command-Line Options

Option Description

-C Add a description of the user

-d homedir The user’s home directory

-m Create the user’s home directory

-M Do not create the user’s home directory (CentOS only)
-s shell Specify the shell the user will use

The -d option allows you to specify the user’s home directory. A home directory is the directory a user is
placed in after they login. This is a private directory owned by the user for the user’s files, this applies to a system
user (like a user that runs a database) or a regular human user. The -M option tells Red Hat-derived distributions
not to create a home directory. This option highlights the major difference between creating users on CentOS
and Ubuntu distributions. On Red Hat-derived distributions, home directories are created automatically.

Ubuntu requires that the useradd command is executed with the -m option; otherwise no home
directory is created.

Note See the sidebar “Adduser: An Alternative on Ubuntu” for an alternative method to create users on Ubuntu.

Finally, the -s option allows you to specify a different shell from the default for the user.

Tip We recommend you read the useradd command’s man page for more detailed information on this
command.

User Default Settings

Your new user will also be created with a variety of defaults (e.g., the setting for the user’s shell). So where
does the useradd command get these defaults from? On both CentOS and Ubuntu distributions, the defaults
are contained in the /etc/default/useradd file, and you can display the current defaults using the following
command:

$ sudo /usr/sbin/useradd -D
Listing 5-2 shows a sample of this file.

Listing 5-2. The /etc/default/useradd File

$ sudo cat /etc/default/useradd
# useradd defaults file
GROUP=100

HOME=/home

INACTIVE=-1

EXPIRE=

SHELL=/bin/bash

SKEL=/etc/skel
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This file is usually populated by default when your host is installed, but you can modify it to suit your
environment.

Note There are system-wide defaults that are set for the system when a user logs in. Those are found in
the /etc/login.defs file. It contains things like the uid and gid ranges to use when creating users.

Table 5-2 shows the possible options you can include in the useradd file.

Table 5-2. The /etc/default/useradd File

Option Description

SHELL The path to the default shell

HOME The path to the user’s home directory

SKEL The directory to use to provide the default contents of a user’s new home directory

GROUP The default group ID

INACTIVE The maximum number of days after password expiration that a password can be changed
EXPIRE The default expiration date of user accounts

Each option in the file controls a specify default; for example, the SHELL option specifies the default
shell for the user. The HOME option specifies the directory in which all new home directories should be
created. The SKEL option specifies which directory to use to populate the user’s home directory, and as we
discussed earlier, this defaults to /etc/skel. The GROUP option specifies the default group ID (GID) to use.
It is set to group 100, or the “users” group, and you generally won’t ever need to change this. We'll talk a bit
more about groups, membership, and GIDs in the sections that follow.

Finally, two other options, INACTIVE and EXPIRE, control two different types of user account
expiration. The INACTIVE value controls how long in days after a user’s password expires that the user can
reset his password. This allows you to specify that if a user’s password expires, the user has a finite time
to reset that password before he is marked inactive. The user would then require some interaction to re-
enable it for access. A setting of -1 disables this setting, and a setting of 0 disables the account as soon as the
password expires.

Note We’ll talk more about password expiration later in this chapter.

The EXPIRE option is useful for creating temporary accounts, as it specifies a date in the format YYYY-
MM-DD on which the account will be expired and disabled. The EXPIRE default allows you to specify such a
date for all accounts. You can also create an individual account on the command line using the following
command:

$ sudo useradd -e 2016-09-15 temp_account
This command creates an account called temp_account that would be disabled on 09-15-2016.
You can change many of the default settings in this file by executing the useradd command with the -D

option. Listing 5-3 shows you how to change the default shell for your new users, and Table 5-3 shows the
additional options available for use with the -D option.
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Listing 5-3. Changing useradd Defaults with the -D Option
$ sudo useradd -D -s /bin/bash

Tip  You can also change your default shell with the chsh command. Use chsh -1 on CentOS to see a list
of all the available shells. On Ubuntu, you can see the list in the /etc/shells file.

Table 5-3. The useradd -D Defaults

Option Description

-b path/to/default/home Specifies the path prefix of a new user’s home directory

-e date Specifies the default expiration date

-f days Specifies the number of days after a password has expired before the
account will be disabled

-g group Specifies the default group

-s shell Specifies the default shell

Creating Groups

We mentioned earlier that every user must belong to at least one group. By default on most Linux
distributions, including CentOS and Ubuntu, when you create a new user, a new group with the same name
as the user is also created. The new user is always the only member of this group.

But earlier we said that the default group for useradd was 100? Why isn’t that used? If you use the -N
(no-user-group) option to useradd or if the setting USERGROUPS_ENAB in the login.defs file is ‘no’ then the
default group of 100 (users) will be assigned. By default the useradd command will create a group with the
same name as the user.

Note The creation of a unique group for each user is called a user private group (UPG) scheme. It is a
flexible model for managing group permissions. You can read some details of UPG at https://wiki.debian.
org/UserPrivateGroups

In our case, our first user, jsmith, would automatically belong to a group called jsmith. This group is
called the primary group. Our user can also belong to other groups, and these additional groups are called
supplementary groups.

So how do we tell what groups our new user belongs to? To check the details of a particular user, we can
use the id command as shown in Listing 5-4.

Listing 5-4. The id Command
$ id jsmith
uid=1001(jsmith) gid=1001(jsmith) groups=1001(jsmith)

In Listing 5-4, we query our new user, jsmith, using the id command. But the command has returned
some fairly cryptic information about uid and gid, the name of our user, and some numbers. So what exactly
are these?
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Each user and group is assigned a unique user ID (UID) and a GID when created. UIDs range from 0 to
65535, with the root user always having a UID of 0. GIDs also range from 0 to 65535, with the root user also
always having a GID of 0.

If you run the id command for the root user, you can see the results on the following line:

$ id root
uid=0(root) gid=0(root) groups=0(root)

This shows the root user having a UID of 0 and a GID of 0.

Note Each user and group on a host must have a unique UID and GID. A user or group cannot be created
on your host with the same UID or GID as an existing user or group. Your operating system will automatically
assign the numbers and prevent any conflicts.

Most distributions reserve ranges of numbers for particular types of users and groups. There are really
two kinds of users on your system. One kind is a system user such as users and groups that run services—for
example, a user running a database or web server. So system users like “apache” and “www-data” have set
and known UID. The other kinds of users are “people,” (e.g., you and I) who need to log into the system.

A CentOS distribution reserves the UID and GID ranges of 1 to 200 for assigned system UIDs (like
apache). They do this by specifying the UID when the user is created. UIDs from 201 to 999 are for
dynamically assigned system UIDs—these are daemons that have not defined UID and will pick a UID at
installation. This is done by specifying the --system option when creating the user. Normal users are created
with UIDs of 1000 and above.

Ubuntu reserves the UID and GID ranges of 1 to 99 for assigned system users. 100 to 999 for dynamically
assigned system users (again by passing the --system option). On Ubuntuy, the first new user would have a
UID and GID of 1000 as well.

Tip  You can control the range of the UIDs and GIDs that are provided to users in the /etc/login.defs file.
Edit the UID_MIN and UID MAX range for UIDs and the GID MIN and GID MAX range for GIDs. It's unlikely you'll
ever want to do this, but the option is there. You can also set the SYS_UID MIN and SYS_UID MAX as well as the
group there too.

So in Listing 5-4 we've executed the id command for the jsmith user and displayed the user’s UID of
1001 and GID of 1001 (with the name of the user and group in brackets after the UID and GID). The last field,
groups, is where the primary and any supplementary groups are displayed.

You have two methods for adding your user to a group or groups. First, you can add the user to a group
or groups upon creation with the useradd command. Second, you can modify an existing user and add
groups using the usermod command.

On the following line, we're going to create a second user called ataylor and add her to some groups
when we create her.

$ sudo useradd -m -c 'Anne Taylor' -G printing,finance ataylor
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We have specified the -G option, which allows us to provide a comma-separated list of groups that we’'d
like our new user ataylor to join. The -G option allows our user to join additional groups other than her
primary group, which is a unique group created when the user is created and shares her username. Here the
user ataylor is a member of a unique UPG scheme primary group called ataylor, and we're trying to add
her to the additional supplemental groups printing and finance.

If we execute that command now, however, it will fail because each of these groups needs to exist before
we can add a user to them, otherwise we’ll get an error message and the user will fail to be created. This is
the error message that would be generated in such a scenario on Ubuntu:

useradd: unknown group printing
useradd: unknown group finance

So in this case, we need to create our groups first, and we can do that with the groupadd command, as
you can see in Listing 5-5.

Listing 5-5. Creating New Groups

$ sudo groupadd printing
$ sudo groupadd finance

Table 5-4 shows some command-line options available with the groupadd command.

Table 5-4. The groupadd Command-Line Options

Option Description
-g GID Sets the GID for the group. This must be a unique number.
-r Creates a system group (with a GID inside the system GID range).

Use the -g option if you wish to override the autogenerated GID with a specific number. Available only
on CentOS§, the -1 option lets you create a system group and will ensure the group is assigned a GID within
the range for system groups.

When we try to create the ataylor user, we succeed because the prerequisite groups now exist.

$ sudo useradd -m -c 'Anne Taylor' -G printing,finance ataylor
We can also add existing users to groups using the usermod command.
$ sudo usermod -a -G accounts ataylor
The usermod command is used to modify existing users. By specifying the -a (for append) option, the

-G option, and the name of the new group to join (the group must already exist), we add the ataylor user to
the accounts group.

Tip You can change many of the aspects of a user with the usermod command, and we recommend
reading its man page for further information. Changes won’t take effect until the user logs out and back in again
if the user is currently logged in.
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Also available to manage groups is the gpasswd command, which allows you to delegate responsibility
for managing groups and their memberships. You can assign a particular user rights to add or remove users
to a particular group. For example, you could have someone on the sales team manage the membership of
the sales group. You can read about gpasswd in more detail on its man page.

Deleting Users and Groups

In addition to creating and modifying users and groups, you will also want to be able to delete them. You can
use the following two commands to do this: userdel and groupdel. The userdel command deletes users,
and the groupdel command removes groups. Let’s now delete the ataylor user we created earlier using the
userdel command, as shown in Listing 5-6.

Listing 5-6. Deleting a User

$ sudo userdel ataylor

The userdel command deletes the user, but by default it doesn’t delete the user’s home directory. You
can force Linux to delete the user’s home directory using the -1 option of the userdel command. This will
delete the /home/username directory and all files in it, but it won't delete any files outside this directory that
might also belong to the user. The userdel command will also not delete a user who is currently logged in to
the host.

Removing a user who owns files can be problematic. If you delete a user, then all the user’s objects will
no longer be owned by the user. You can identify these objects because the username will be replaced in the
file listing with the former UID (the same applies for any deleted groups). As a result, if you create another
user that uses the same UID or GID, that user will now own the deleted user’s files. It's a very good idea
to confirm the files and directories a user owns and work out what you are going to do with them prior to
deleting the user. We'll show you how to assign ownership of files and directories later in this chapter. In light
of this issue, it is sometimes better to disable a user rather than delete the user. But if you do decide to delete
a user, you can run the command find / -user UID -o -group GID to find all the files associated with the
user you have just deleted.

To delete a group, use the groupdel command and specify the name of the group to be deleted.

$ sudo groupdel finance
This command will remove the group from the host. It is important to note that the groupdel command
won't delete the primary group of any user—for example, you couldn’t delete the ataylor group before you

deleted the ataylor user. If you want to delete a user’s primary group, you must delete the user first. Like
with users, deleting groups can leave files owned by those groups orphaned.
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ADDUSER: AN ALTERNATIVE ON UBUNTU

Ubuntu ships with two additional user management utilities, adduser and addgroup. These provide
easy-to-use and convenient alternatives to the useradd and groupadd commands. The normal way to
run adduser is with the username of the new user you’d like to create. The utility will then ask you to
provide additional information. For example, let’s add an account for user Anne Taylor.

$ sudo adduser ataylor
Adding user “ataylor' ...
Adding new group “ataylor' (1001) ...

Adding new user “ataylor' (1001) with group “ataylor' ... Creating home directory "/
home/ataylor' ...
Copying files from “/etc/skel' ... Enter new UNIX password:

Retype new UNIX password:
passwd: password updated successfully
Changing the user information for ataylor
Enter the new value, or press ENTER for the default
Full Name []: Anne Taylor
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] y

The adduser command asks for all the variables it needs, and it then calls the useradd command with
the correct parameters in order to create the account. This means that even when you use the adduser
command, the default useradd options you configure in /etc/default/useradd are still honored.

You can also use the adduser script to quickly add a user to a group, by running this:
$ sudo adduser username groupname

Both the user and group need to already exist on the host.

The adduser and addgroup scripts themselves can also be configured via the /etc/adduser.con7 file.
By default, they will create users of the specified name, put them in a group of the same name, create
the home directory, and assign the lowest available user and group IDs.

Managing Users and Groups via the GUI

Both CentOS and Ubuntu have GUIs for managing users. On CentOS and Ubuntu, the GUI tool to manage
user accounts is accessed in the Settings panel launched by selecting Applications » System Tools »
Settings (see Figure 5-1).
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Figure 5-1. Accessing users from the system settings
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You can change users in using this settings panel. But first you need to gain root privileges
(or also referred to as administrator privileges in the GUI) to be able to change settings here. Figure 5-2
shows you that you need to click the unlock button and will then be prompted to enter your password.

My Account

JSmith

”;_‘;. jsmith

Users
AL Jsmith
>
Account Type Administrator
Language  English (Australia)
Login Options
Password [(TTY Y]
Automatic !\'l\j]ll'- OFF

Last Login  Logged in

a Unlock - x

History

Figure 5-2. Unlocking the Users settings interface
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In Figure 5-2 the list of the current users is in the left panel. To add a user click the + button at the bottom
of that list. You can delete users by clicking the - button. In Figure 5-3 we add a new user called ataylor.

Cancel Add User "A" d
| 3
Standard -
ATaylor v
ataylor v | -
Password

*) Allow user to set a password when they next login

Seta PBSSWC:’C now

Enterprise Login

Figure 5-3. Adding user ATaylor

In Figure 5-3 we are adding the user ataylor. By selecting Allow user to set a password when they next
login, ATaylor will be allowed to create their own password when they next log in. There are two types of
users we can add, a Standard user or an Administrator. You can also choose to add an Enterprise Login to
your users to an Active Directory domain or an IPA (Identity Policy Audit) domain. In Chapter 16 we will go
further into this. By clicking the Add button we will add the user ataylor after we authenticate again with the
system.

Caution Allowing users to create their own passwords when they next log in does expose a security risk.
Anybody signing in as ataylor will be prompted to set a new password and, by doing so, will have access to all
that ataylor does. In this situation it is a good idea to make sure that you get ataylor to log in as soon as is
immediately possible and confirm access.

Finally, in Figure 5-4 we show how you can view the login history of the user JSmith.
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_<_ Login History T| %
This Week

Today, 21:18 Session Started

Today, 21:17 Session Ended

Figure 5-4. Login history for JSmith

In Figure 5-4 we can see that JSmith logged out at 21:17 and logged in again 21:18. Using the arrows in
the title bar scroll through the history to view further back in time.

While you can add and delete users through this application you cannot administer group settings. To
do this you must use the command line.

Note Remember, the Ubuntu Server version does not come with a GUI by default, and you should make
use of the command-line tools provided. The Ubuntu Desktop release does come with the appropriate GUI tools,
as it installs a GUI by default.

Passwords

When you create accounts via the command line, no password is set for the account. You may now want

to set or at some time change the user’s password. To do this, you use the passwd command. The passwd
command works one of two ways depending on who runs the command. If a normal user, like ataylor, has
a password already set and runs the command, then she will be prompted to change her own password. You
can see the passwd command in action in Listing 5-7.

Listing 5-7. Changing Your Password

$ passwd

Changing password for ataylor.
(current) UNIX password:

Enter new UNIX password:
Retype new UNIX password:
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You type in your current password and then your new password. You'll be prompted to type the new
password in twice to ensure it’s correct. You'll also have to provide a suitable password. By default on most
distributions, some basic password checking is performed to try to prevent you from providing a weak or
easy-to-guess password. On most distributions these checks are generally as follows:

e  Minimum password length of four characters
e Nota palindrome (i.e., the reverse of the last password)

e  Not the same as the previous password with a case change (i.e., password to
PASSWORD)

e  Some basic similarity checking

¢  Some simplicity tests based on the length of the password and the combination of
characters (all alpha, all numeric, etc.)

e  Simple rotation checks (i.e., rotating letters in a password, such as ginger being
changed to ingerg)

If you provide a password that isn’t sufficiently complex, you'll be given an error message indicating
what is wrong with your password. You will then be prompted to provide a more acceptable password.

Alternatively, if you are running the passwd command as the root user, you can change the passwords
of other users as you can see in Listing 5-8.

Listing 5-8. Changing Someone Else’s Password

$ sudo passwd jsmith

In Listing 5-8, the passwd command prompts you to provide a new password for the user jsmith.

Tip Itis important to note that as the root user you can override any warnings about bad passwords and
change the user’s password to a weak or easily guessable password.

Password Aging

Password aging allows you to specify a time period during which a password is valid. After the time period
has expired, the user will be forced to choose a new password. This has the benefit of ensuring passwords
are changed regularly and that a password that is stolen, cracked, or known by a former employee will have
a time-limited value. Unfortunately for many users, the need to regularly change their passwords increases
their desire to write down the passwords. We recommend you use a password age between 30 and 60 days
for most passwords, depending on the nature of the host and encouraging password managers. More
important, hosts should have shorter password expiration periods (e.g., 30 days), while less critical hosts
could have longer periods. Some organizations choose a single expiration period so the period is consistent
for all users on all hosts.

Two ways exist to handle password aging. The first uses the command-line tool called chage to set or
change the password expiration of a user account individually. Listing 5-9 shows this command.

Listing 5-9. The chage Command

$ sudo chage -M 30 ataylor
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Listing 5-9 uses the -M option to set the password expiration period for the user ataylor to 30 days. After
30 days the user’s password will be expired and the user will be prompted to enter a new password. Table 5-5
shows several of the other variables you can set.

Table 5-5. The chage Command Flags

Option Description

-m days Sets the minimum number of days between password changes. Zero allows the user to
change the password at any time.

-M days Sets the maximum number of days for which a password stays valid.

-E date Sets a date on which the user account will expire and automatically be deactivated.

-W days Sets the number of days before the password expires that the user will be warned to
change it.

-d days Sets the number of days since January 1, 1970, that the password was last changed.

-Idays Sets the number of days after password expiration that the account is locked.

Tip  You’ll come across the date January 1, 1970, quite a few times in the Unix/Linux world. This date is
also known as Unix epoch or Unix time. It is used to describe points in time and is measured in seconds since
January 1, 1970 (e.g., 1229519557). You can find the Unix time on your host by using the command date +%s.

The first option, -m, allows you to specify the minimum amount of time between password changes. A
setting of 0 allows the user to change the password at any time. The option -W specifies the number of days
before a user’s password expires that he will get a warning that the password is about to expire. The -d option
is principally useful to immediately expire a password. By setting the -d option to 0, the user’s last password
change date becomes January 1, 1970, and if the -M option is greater than 0, then the user must change his
password at the next login. The last option, -I, provides a time frame in days after which user accounts with
expired and unchanged passwords are locked and thus unable to be used to log in.

If you run chage without any options and specify only the user, it will launch an interactive series of
prompts to set the required values, as shown in Listing 5-10. The values between the brackets| | indicate the
current values to which this user’s password aging is set.

Listing 5-10. Running chage Without Options

$ sudo chage ataylor

Changing the aging information for ataylor

Enter the new value, or press return for the default
Minimum Password Age [0]:

Maximum Password Age [30]:

Last Password Change (YYYY-MM-DD) [2016-06-27]:
Password Expiration Warning [7]:

Password Inactive [-1]:

Account Expiration Date (YYYY-MM-DD) [2016-07-28]:

Users can also utilize the chage command with the -1 option to show when a password is due to expire.

$ chage -1 ataylor
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The other method to handle password aging is to set defaults for all users in the /etc/login.defs file.
Listing 5-11 shows the controls available for password aging in /etc/login.defs.

Listing 5-11. The login.defs Password-Aging Controls

PASS MAX DAYS 60
PASS MIN DAYS 0
PASS WARN AGE 7

In Listing 5-11, we have set the maximum password age to 60 days using the PASS_MAX_DAYS option,
allowing users to change their passwords at any time by setting the PASS_MIN_DAYS option to 0 and providing
a warning to users that their passwords will expire seven days before the password expiration date using the
PASS_WARN_AGE option.

Disabling Users
As the root user, you can also use the passwd command to disable and enable user accounts using the -1, or
lock, option. For example, consider the following:

$ sudo passwd -1 ataylor

The previous command would lock the ataylor user and prevent ataylor from logging into the host
using her password. You can then unlock the user using the -u, or unlock, option.

$ sudo passwd -u ataylor

However, this command doesn’t fully disable access to the host. Users could access the host through
other authentication mechanisms such as public keys for remote access using SSH (Secure Shell).

There is another way to totally disable access to the user that uses the usermod command with the
--expiredate option:

$ sudo usermod --expiredate 1 ataylor

This sets the account expiration date to January 1, 1970, and disables the account immediately. The user
can now do nothing on the host.

Finally, you can set the login shell to /bin/false or /usr/sbin/nologin. This doesn’t lock a user out

but disables the user’s getting shell access.

$ sudo usermod -s /bin/false ataylor

Note You can also set the user’s shell to a command. For example, you could set the user’s shell to the /
bin/mail command, which is a small command-line mail reader. When the user then logs on, she can access
only that command.
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Storing User Data

First, your host checks that your user exists and is allowed to log in. Linux distributions store details of users,
groups, and other information in three files on your host: /etc/passwd, /etc/shadow, and /etc/group. You
generally won't ever need to edit these files, as there are commands and tools that allow you to add, remove,
and manage users and groups. It is useful, however, to know what information they contain.

Tip If you use other forms of authentication such as NIS (Network Information Service), LDAP (Lightweight
Directory Access Protocol), or Active Directory, which we’ll look at in Chapter 16, then your host will usually
query one of these authentication stores to confirm your user exists and is allowed to log in.

The first file, /etc/passwd, contains a list of all users and their details. Listing 5-12 shows examples of
some passwd entries.

Listing 5-12. /etc/passwd Entries

root:x:0:0:root:/root:/bin/bash
daemon:x:2:2:daemon:/sbin:/sbin/nologin

Each entry can be broken into its component pieces, separated by a colon.
username:password:UID:GID:GECOS:Home Directory:Shell

The username can be up to 32 characters and is case sensitive (though it’s usually all in lowercase). The
x in the next field is a marker for the password. The actual password is stored in the /etc/shadow file, which
we will discuss in the sidebar “Shadow Passwords.”

Next is the UID and GID. As noted earlier, on a Linux host, each user account and group is assigned a
numeric ID; users are assigned a UID and groups are assigned a GID. Depending on the distribution, lower-
numbered UIDs and GIDs indicate system accounts and groups such as root or daemon. On CentOS and
Ubuntu you will usually see system account UIDs and GIDs lower than 1000.

Note As mentioned earlier, the root user has a UID and GID of o. This should be the only user on the host
with a UID and GID of 0.

The next item is the GECOS or comment field. This field usually contains data such as the name of the
user, office locations, and phone numbers. If you have more than one item of data in the GECOS field, then a
comma separates each data item.

The user’s home directory comes next. As we described in Chapter 4, this is usually located in the /home
directory (e.g., /home/jsmith).

The last item is the user’s default shell. The shell, as we discussed in Chapter 4, is a command-line
environment through which the user interacts with the host. Each shell is initiated by running a binary. For
example, to start the Bash shell, the /bin/bash binary would be executed. This binary is specified in the
/etc/passwd file. If the default shell points to a nonexistent file, then the user will be unable to log in.

The second line in Listing 5-12 uses the shell /sbin/nologin, which is a dummy shell that not only
stops the user from logging it, but also logs the login attempt to the syslog daemon.
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Note The syslog daemon is the Linux logging server. It receives log entries from the operating system
and applications and writes them to files, generally in the /var/log directory. We’'ll talk more about logging in
Chapter 18.

Unless the user is set to not log in, most users will have a shell entry that references the binary that
launches their shell, for example, /bin/bash.

SHADOW PASSWORDS

You may have noted that no password appears in /etc/passwd but rather the letter x. This is because
modern distributions use shadow passwords to handle password management.

Previously, passwords were stored as one-way hashes in /etc/passwd, which provided limited security
and exposed usernames and passwords to brute-force cracking methods. Brute-force cracking is a
method of attacking passwords where thousands or millions of different passwords are tried until a
matching password is found. The /etc/passwd file was especially susceptible to this attack because
its use by applications requires it to be readable by all users, or world readable. This was especially
dangerous when a copy of a passwd file could be stolen from a host and brute-force-cracked offline.
Given the weak security of this type of password when stored in the passwd file, a modern computer
can crack simple passwords in a matter of minutes or harder passwords in just days.

Shadow passwords help reduce this risk by separating the users and passwords and storing the
passwords as a hash in the /etc/shadow file. By default, SHA512 hashes are used. These SHA512
hashes are harder to break, and to further protect the passwords, the /etc/shadow file is owned by the
root user, and root is the only user with access to the file. The next line shows a typical line from the
shadow file:

root:$6$RWETwWzjv$ifht...... 7L/HiLCPR8Zc9351d0:13675:0:99999:7:::
You can also break down the shadow file into components, and like the passwd file, colons separate
each component. The components of the shadow file are as follows:

e Username

e Password

e  Date password last changed

e Minimum days between password changes

e Password expiration time in days

e Password expiration warning period in days

e Number of days after password expiration that account is disabled

e Date since account has been disabled
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The username matches the username in the passwd file. The password itself is encrypted, and two
types of special characters can tell you about the status of the user account with which the password
field can be prefixed. If the password field is prefixed with ! or *, then the account is locked and the
user will not be allowed to log in. If the password field is prefixed with !, then a password has never
been set and the user cannot log in to the host. The remaining entries refer to password aging, and we
cover those in the section “Password Aging.”

Storing Group Data

On Linux hosts, information about groups is stored in the /etc/groups file. Listing 5-13 shows a sample from
this file.

Listing 5-13. Sample of the /etc/groups File

root:x:0:root
ataylor:x:501:finance,printing

The /etc/group file is structured much like the /etc/passwd file, with the data separated by a colon. The file
is broken into a group name, a password, the GID, and a comma-separated list of the members of that group.

groupname: password:GID:member ,member
The password in the group file allows a user to log in to that group using the newgrp command. If

shadow passwords are enabled, then like the passwd file, the passwords in the group file are replaced with an
x and the real passwords are stored in the /etc/gshadow file.

LOGIN MESSAGES

Your login screen is the first thing users see. It’s a good idea to put some important warnings and
information in that login screen. To do this, you need to edit the contents of the /etc/issue and /etc/
issue.net files. The issue file is displayed when you log in via the command line on the host’s console, and
the issue.net file is displayed when you log in to the command line via an SSH session. Most distributions
use these files for this purpose, including both CentOS and Ubuntu. These files can contain a combination of
plain text and special escape characters that allow you to output colors, line feeds, and returns, for example.

You should also include a warning message stating that unauthorized access to the host is prohibited
and will be prosecuted. You can use one of a series of escape characters in the files to populate the
login screen with data from your host. We recommend you use a login message like the following:

/\[C

\d at \t

Access to this host is for authorized persons only.
Unauthorized use or access is regarded as a criminal act

and is subject to civil and criminal prosecution. User
activities on this host may be monitored without prior notice.

The ~[c escape characters clear the screen, and the \d and \t escape characters display the current
date and time on the host, respectively. Other escape characters are available to you if you check the
issue, issue.net, and getty man pages.
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In addition to the /etc/issue and /etc/issue.net files, the /etc/motd file’s contents display directly
after a command-line login, and you may want to adjust them to include an Acceptable Use Policy or
similar information.

If you are using a GUI you can set a message on the login screen. You can do this by following these
instructions for CentOS:https://access.redhat.com/documentation/en-US/Red Hat Enterprise
Linux/7/html/Desktop Migration and Administration Guide/customizing-login-screen.html

For Ubuntu you will need to see the following: http://askubuntu.com/questions/193357/how-do-1i-
create-a-popup-banner-before-login-with-1lightdm.

Configuring Your Shell and Environment

After users have been authenticated and authorized, their shell is started. Most shells are highly
customizable, and many users eventually tweak every aspect of their shell environment to help them work
faster and more efficiently.

The Bash shell reads its initial configuration from the /etc/profile file. This file usually contains
references to other global configuration files and is used to configure Bash for all users on the host except the
root user. Finally, any configuration files in the user’s home directory are processed. The .bash_profile and
.profile files are most commonly used, and each user will have these in his or her home directory.

Note You can check the INVOCATION section of bash man page for a full listing of other configuration files.

Environment Variables

One of the main reasons for customizing your shell is to set environment variables. These variables act as
default options that are used by many applications. They can define characteristics like your preferred text
editor, your preferred language, and the colors used when listing files and directories with 1s. You can also
define your own variables for use with your own scripts.

To get a full listing of all environment variables, use the env command. Table 5-6 lists the most
commonly customized variables.

Table 5-6. Environment Variables

Name Used For

HOME The user’s home directory

LANG Defines which language files applications should use

LS_COLORS Defines colors used by the 1s command

MAIL The location of the user’s mailbox

PATH A colon-separated list of directories where shells look for executable files
PS1 Defines the normal prompt

SHELL The current shell

Contains the last command executed in this session
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You can display the contents of an environment variable via the echo command. Prefix the name of the
variable you want to display with $.

$ echo $PS1
\u@\h:\w\$

The preceding is a string of special escape codes that display the username \u, hostname \h, current
working directory \w, and the final character \$ in the prompt. \$ displays a pound (#) symbol if the prompt
is displayed as the root user and a dollar sign ($) otherwise. For a full listing of available escape codes, see
the PROMPTING section of the bash man page.

You can change environment variables either by defining them in any of the Bash configuration files
or by setting them from the command line. If we wanted to change our prompt to include a timestamp and
have it break to give us more space to type commands, we could add the \T and \n codes:

$ PS1="[\T] \u@\h:\w\n\$ "
[12:50:59] jsmith@au-mel-ubuntu-1:~
$

Tip  You may have noticed that we sometimes use $ and sometimes not. The simple rule here is that if we
are referring to the variable and prefixing it with $, then we’re interested in the value of the variable (i.e., the
contents of the variable). Without $, we’re talking about the variable itself.

Another useful example is adding directories to your path. You can quickly prefix or suffix directories to
your path. You can add a single directory to the start of the path as follows:

$ PATH=/home/ataylor/scripts:$PATH

Here we've added the directory /home/ataylor/scripts to the front of the path and then included
the existing path by separating it with a colon and specifying the $PATH value. This allows you to put
binaries, scripts, or other applications in the path, which is searched every time you run a command or an
application. In this case, when executing commands, Linux will look for the command first in the /home/
ataylor/scripts directory before anywhere else on the host.

You can add a directory to the end of the path using the same basic construct:

$ PATH=$PATH:/home/ataylor/scripts

Then when you run a command, Linux will search all the directories in your path, and if a matching
command or application isn’t found, it will search your suffixed directory.

Any string of the type KEY=value is assumed to be an environment variable assignment by Bash. Making
the variables uppercase is a matter of convention.

Of course, setting environment variables on the command line changes them only for the duration of
your session. If you log off, they will revert back to the previous configuration. To make changes like this
permanent, place them in the .bash_profile file located in your home directory, for example,

PATH=$PATH: /home/ataylor/scripts
export PATH
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Here we've specified our new path and then used a special command, export, to propagate the change.
Normally, changes to environment variables change only the current session or script in which they are
being made. In order to use them in other sessions or scripts, you need to export them. To make a path or
other environmental change for all users, add the changes to the /etc/profile file or generally you would
add those to a file in the /etc/profile.d/ directory. This file is used by all users (except the root user; use
the .bash_profile file in the /root directory to modify the root user’s variables) to set values.

Tip  You can find more information on configuring your Bash prompt at http://t1ldp.org/HOWTO/Bash-
Prompt-HOWTO/.

Command Aliases

The second reason for configuring your shell is to create command aliases. Aliases allow you to create
shortcuts or set default options for often-used commands. A prime example is an alias for the 1s command
we looked at in Chapter 4.

When listing files with 1s, we saw in Chapter 4 that we get a simple listing of our files in a directory. By
using an alias, you can have the shell execute 1s -1ah each time you type 11, so that you always have a full
long human reading listing of your directory. You create an alias via the alias command.

$ alias 11='1ls -lah'

$ 11

total 40K

drwx------ . 4 vagrant vagrant 4.0K Mar 9 06:07 .

drwxr-xr-x. 4 root root 4.0K Mar 3 05:37 ..

-IW------- . 1 vagrant vagrant 2.2K Mar 9 06:08 .bash_history

-Iw-r--r--. 1 vagrant vagrant 18 Nov 20 00:02 .bash logout
-Iw-r--r--. 1 vagrant vagrant 225 Mar 9 06:04 .bash_profile

You can make an alias permanent by adding it to the .bash_profile configuration file in your home
directory.
To get a listing of all aliases defined in your shell, run the alias command without any parameters.

$ alias

alias egrep='egrep --color=auto'
alias fgrep="fgrep --color=auto'
alias grep="grep --color=auto'
alias 1.='ls -d .* --color=auto'
alias 11='1ls -lah'

alias 1s='ls --color=auto'

Here you can see our defined listing alias, other listing aliases, and several aliases that we have available
to us from the /etc/profile.d/colorgrep.csh file.

You should not define an alias with the same name as an existing command, unless you're setting
default options. You will still be able to run the original command by specifying the full path to the
executable, but it might create nasty surprises when you don’t expect them (e.g., in automated scripts).

To delete an alias, use the unalias command. To remove our interactive delete we would use this:

$ unalias 11
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To read more about aliases, see the ALIASES section of the bash man page.

The Bash shell is extremely powerful and flexible, and it can make everyday administration tasks
very easy. If you want to know more about Bash and what you can use it for, see www. t1dp.org/LDP/Bash-
Beginners-Guide/html/ and http://tldp.org/HOWTO/Bash-Prog-Intro-HOWTO. html.

Controlling Access to Your Host

You can control quite a lot of user characteristics, including when and how users can log in, what their
passwords look like, and how often they have to change and reset their passwords. These controls are all
checked when users log in to the host and are generally managed by a series of modules. These modules are
collectively known as Pluggable Authentication Modules (PAM). Almost all Linux distributions, including
CentOS and Ubuntu, rely on PAM to control how and when users can interact with hosts.

In this section, we’ll introduce you to PAM and how it works. You won’t generally have to change much
PAM configuration, but it is important to understand how it works.

Note We’ll talk a bit more about how PAM is used with other authentication mechanisms (e.g., integration
with Active Directory and LDAP) in Chapter 16.

PAM was originally designed by Sun Microsystems to provide a plug-in authentication framework.
It has been heavily used and developed in the Linux world, and a large number of PAM modules exist to
perform a variety of functions ranging from checking passwords to creating home directories. PAM modules
were originally used to provide authentication and other services to applications that lacked authentication
or a particular authentication capability. Later, as more sophisticated types of authentication became
available, such as smart cards and one-time passwords (or tokens), PAM became a way to integrate and
extend authentication mechanisms. Rather than having to rewrite each application for new authentication
methods, all that is required is to add PAM support. PAM then takes care of the hard work of authenticating
through a standard API.

Configuring PAM

Essentially PAM is a hierarchy of authentication and authorization checks that are performed when an
application wants to perform some action. These checks are stacked together; for example, when logging

in we check the user exists, then check that the user’s password is valid, and then that the password hasn’t
expired. This stack is usually made up of multiple PAM modules, each of which performs some check
function. Additionally, some checks must pass (e.g., your user must exist), and other checks may be optional.
The best way to understand PAM is to examine some PAM configuration files.

On most Linux distributions, you have two possible locations to look for PAM configuration
information. The legacy file /etc/pam. conf is used to hold PAM configuration information on Linux
distributions, but now it is generally deprecated and has been replaced by the /etc/pam.d directory. Most
modern versions of CentOS and Ubuntu use this directory to hold a collection of configuration files for
PAM-aware services. The service shares the same name as the application it is designed to authenticate; for
example, the PAM configuration for the passwd command is contained in a file called /etc/pam.d/passwd.
These files are called service configuration files.

There are a variety of service configuration files—for example, when users log in to a host, we use an
application called, appropriately, login. The login application is triggered when a user logs in, and inside
the pam.d directory you'll find a file named login that contains the authentication configuration for the
application. Similarly, you'll find a file called sshd that performs similar work for users who log in via an SSH
connection.
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Other common services that come with default PAM configurations and that you'll find in the /etc/
pam.d directory are the passwd command and the cron scheduling daemon. Inside each of these files, you'll
find the authentication configuration that these applications use.

Note We’ll discuss crontab and how to schedule jobs and actions in Chapter 6.

We're not going to look at each specific file, though, because most of these services rely on some
common configuration for authentication. CentOS and Ubuntu both have separate files that define the
common authentication configuration. Many of the service files reference and include this common
configuration. On CentOS, this file is /etc/pam.d/system-auth, which is automatically generated when you
install your host and is updated with a special command called authconfig. On Ubuntu, the same role is
performed by four separate files: common-auth, common-password, common-session, and common-account.
Let’s look at the contents of the CentOS system-auth file in Listing 5-14.

Listing 5-14. The login PAM File

#%PAM-1.0
# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.

auth required pam_env.so

auth sufficient pam_unix.so nullok try first pass

auth requisite pam_succeed if.so uid >= 1000 quiet success
auth required pam_deny.so

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient pam_succeed_if.so uid < 1000 quiet

account required pam_permit.so

password requisite pam_pwquality.so try first pass «

local users_only retry=3 authtok type=
password sufficient pam_unix.so md5 shadow nullok «
try first pass use_authtok

password required pam_deny.so

session optional pam_keyinit.so revoke

session required pam_limits.so

-session optional pam_systemd.so

session [success=1 default=ignore] pam succeed if.so service «
in crond quiet use uid

session required pam_unix.so

The system-auth and the other service configuration files have four possible directives. Let’s use a
single line from Listing 5-14 to examine them in more detail.

auth sufficient pam_unix.so nullok try first pass
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The first directive in our line is auth, which is the management group we’re configuring. Four major
management groups are available in PAM, and they represent the different portions of the authentication
and authorization process that can be configured:

e  auth: These modules perform user authentication, for example, checking a
password.

e account: This management group handles account verification tasks, for example,
confirming that the user account is unlocked or if only the root user can perform an
action.

e  password: These modules set passwords, for example, checking to ensure your
password is sufficiently strong.

e session: These modules check, manage, and configure user sessions.

Note Remember we talked about setting strong complex passwords; the password management group is
one of the places you can set password rules on complexity.

Usually one or more modules are assigned to each management group, and these modules are usually
checked in the order they are specified, and each module will return either a success or failure result. A
particular module might also be specified more than once in a PAM configuration. For example, in Listing 5-14
you can see that all four management groups specify the pam_unix.so module.

auth sufficient pam_unix.so nullok try first pass

account required pam_unix.so

password sufficient pam_unix.so m5 shadow nullok try first pass use_authtok
session required pam_unix.so

This indicates that the pam_unix.so module, which is the module that takes care of most standard Unix
authentication functions such as entering a traditional password, can perform checks and functions for each
management group. For example, it can confirm that the user’s password is correct in the auth group and
also confirm the user exists for the account group.

The next directive, sufficient, is called a control flag, and it tells PAM how to treat the result of the
module. As mentioned earlier, some checks are more important than others. Control flags tell PAM what to
do with the success or failure result and how that result impacts the overall authentication process. Table 5-7
lists the four PAM control flags.

Table 5-7. PAM Control Flags

Flag Description

required A required module must succeed for authentication to succeed.
requisite If a requisite module fails, then authentication will immediately fail.
sufficient Authentication immediately succeeds if the module is successful.
optional The success or failure of the module doesn’t impact authentication.
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The required flag means the module result must be a success in order for the authentication process
to succeed. If the result of this module is a failure, then the overall authentication is also a failure. If more
than one module is stacked together, the other modules in the stack will also be processed, but the overall
authentication will still fail.

The requisite flag also indicates that the module result must be successful for authentication to be
successful. Additionally, unlike the required flag, the success or failure of this module will be immediately
notified to the service requesting authentication, and the authentication process will complete. This means
that if any modules are stacked together and a module with a requisite control flag fails, then the modules
remaining to be processed will not be executed. In comparison, with the required control flag, the remaining
modules in the stack continue to be processed.

The next control flag is sufficient. The sufficient flag means that the success of this module is
sufficient for the authentication process to be successful or, if modules are stacked, for the stack to succeed.
This is dependent on no other required modules processed prior to this module failing. If a sufficient
module fails, however, then the overall stack does not fail.

The last control flag is optional. An optional module is not critical to the overall success or failure of
the authentication process or the module stack. Its success or failure will not determine the success or failure
of the overall authentication process.

The next directive, pam_unix. so, indicates what PAM module will be used and its location. If you specify
a PAM module without a path, then the module is assumed to be located in the /1ib/security directory.
You can also specify a module from another location here by providing the path to it, as you can see in the
following line:

auth required /usr/local/pamlib/pam local.so id=-1 root=1

The last directives are arguments to be passed to the PAM module—in this case, we are passing the
arguments try first pass and nullok to the pam_unix.so module. The try first pass argument tells
the module to see if a password has already been received by the module, and if so, to use that password to
authenticate. The nullok argument tells the module that it is OK to have a blank password. Most modules
will ignore invalid or incorrect arguments passed to them, and the module will continue to be processed,
though some modules do generate an error message or fail.

Tip You can find man pages for most PAM modules (e.g., man pam_unix will return the pam_unix man
page). You can also find documentation at www.1inux-pam.org/Linux-PAM-html/Linux-PAM_SAG.html/.

There is a last PAM function we need to mention: include. The include function allows you to include one
PAM file in another. This is how our common configuration is included in specific service configuration files. To
see this function, let’s look at a snippet from the Ubuntu login PAM service configuration file in Listing 5-15.

Listing 5-15. The Ubuntu login PAM Service Configuration File

@include common-auth

@include common-account
@include common-session
@include common-password

There is a lot more configuration in that file, but we can see that using the format @include, you can
include other files in a PAM service configuration file. So @include common-account will include the 