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1. KPMIITOTPA®UYECKHUE CHCTEMBbI

1.1. McTopus kpunrorpagpuun

[Ipobnema 3awuthl HHGOPMALMK MTyTeM €€ peoOpa3oBaHusl, UC-
KJTIOYAIOLIETO €€ MPOYTEHHE IOCTOPOHHMM JIMIIOM, BOJIHOBaJla ye-
JIOBEYECKH yM ¢ JaBHHUX BpeMeH. McTopus kpunrorpaduu - poeec-
HUIIA UCTOPHH YEJIOBEUECKOTro s3bIKa. bosee Toro, nepBoHayallbHO
MACBMEHHOCTh caMa 1o cebe Oblia cBoeoOpa3HO# kpunrorpaduye-
CKOI CHCTEMOH, TaKk KaK B IPEBHUX OOIIECTBAX €10 BJIJIEIH TOJIBKO
n30paHHble. CBsllleHHbIE KHUTH apeBHero Erumnta, apeBHeit MHauu
TOMY NIPHMEPBI.

Hctopus kpunrorpaduu ycIOBHO MOKHO pa3JesiuTh Ha 4 3Tarna.

1. HamBnas kpunrorpacdust.

2. ®opmanbHas Kpurrorpagusi.

3. Hayunas xpunrorpadusi.

4. KommbloTepHasi Kpunrorpagus.

[ns nanBHO# xpuntorpaduu (1o Hau. XVI Beka) xapakTepHo
HCHONB30BaHHE JIIOOBIX (OOBIYHO IIPUMHUTHUBHBIX) CIIOCOOOB 3aITyThI-
BaHUs NPOTUBHHUKA OTHOCHUTENIBHO COAEPKaHHUs IH(PpPYEeMBIX Tek-
cToB. Ha HayanesHOM 3Tame AJisl 3aIUyThl HHGOPMALMH UCIIOIB30Ba-
JIUCh METOABI KOOUPOBAHUS U CMe2aHozpaghuu, KOTOpble POACTBEH-
HBI, HO HE TOXK/I€CTBEHHBI KPUIITOrpadhHHL.

BonbIMHCTBO M3 HUCMONB3YeMBIX LMIM(POB CBOAWINCH K Hepe-
CmanosKke WA MOHOANpasumuoi noocmanosxe. OIHAM U3 MIEPBBIX
3apukcUpoBaHHBIX MpuMepoB siBisercs mudp Llesaps, cocrosimii
B 3aMeHe Kaxxqol OYKBBI HCXOAHOTO TEKCTa Ha APYTYIO, OTCTOSILIYIO
oT Hee B andaBUTEe Ha oONpelesieHHOe 4Yucio no3uuuil. [pyroi
mHdp, nomuOHaHCKUI KBaJpaT, aBTOPCTBO KOTOPOTO IPUIIMCHIBAET-
cs rpeyeckoMy nwmcarenmo Ilonmubmto, sBnsercs oOmeil MoHOaba-
BUTHOH NOJCTaHOBKOH, KOTOpasi IPOBOAUTCS € IOMOLIBIO ClTy4yaiiHO
3arojTHEHHOM asipaBUTOM KBajapaTHOW Tabnuuell (/i1 rpeueckoro
andasura pasMmep coctasisieT 5x5). Kaxknas OykBa UCXOAHOTO TeK-
cTa 3aMeHseTcs Ha OYKBY, CTOSIIYIO B KBaJpaTe CHU3Y OT Hee.

Otan ¢opmanbholi kpunrorpagun (koH. XV Beka — Hau. XX
BeKa) CBs3aH C IOSBICHHEM (POPMAIM30BAHHBIX U OTHOCHTEIBHO
CTOMKHX K PpYYHOMY KpHunroaHanuszy muppoB. B eBponelickux
CTpaHaxX 3TO NPOM3OLLJIO B 310Xy Bo3pokaeHus, koraa pa3sBuTHE
HAyK{ U TOPrOBJIH BBI3BAJIO CIIPOC HA HaJEXKHBIE CIOCOOBI 3aIllUTHI
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uHpopManun. BakHas ponp Ha 3TOM 3Tane MPUHALIEKUT JleoHy
batucte AnpOepTH, UTAJILTHCKOMY apXUTEKTOpPY, KOTOPBIH OJHUM
U3 NEPBBIX MPEJIOKIIT MHOL0ANPASUMHYI0 NOOCMAaHOEKY. JlaHHBIH
mudp, nonyuusmuii ums aumiomata XVI Beka bresa Bukunepa,
COCTOSJT B MOC/IEOBATEIEHOM «CJIOKEHUI» OYKB UCXOJHOTO TeKCTa
¢ KJTI04OM (TIpoLieAypY MOXKHO 00EeryuTh ¢ MOMOIIBIO CIIELaIbHON
Tabmuiel). Ero pa6ora «Tpakrat o mmdpe» (1466) cunraercs nep-
BOl Hay4yHOH paboTOH MO KPUNTOJIOTHH.

OpHoli W3 MepBBIX MeYaTHBIX PaboT, B KOTOpoil 00OOIIEHBI U
chOpMyTUPOBaHBl U3BECTHbIE HA TOT MOMEHT ajlFOPUTMBI LIHPPO-
BaHus sBiserca Tpyn «Ilomurpadus» (1508 r.) Hemenkoro a66ata
Horanna Tpucemyca. EMy npunagiexar asa HeGOIbLIMX, HO BaX-
HBIX OTKpPBITHA: croco® 3aronHeHHs MOJMOMaHCKOro KBajpara
(TIepBBIe MO3ULIMH 3aIOHSIIOTCS ¢ IIOMOLIBIO JIETKO 3alI0OMUHAEMOT0
KJIIOYEBOTO CJIOBA, OCTAJIbHBIE — OCTABIIUMHUCS OyKBaMH ayidpaBUTa)
¥ mdpoBaHue nap Oyks (OUrpamMm).

ITpoCTBIM HO CTOMKHM CIOCOOOM MHOroanpaBUTHOH 3aMEHBI
(nonctaHoBKU Gurpamm) siBisiercs mudp [lnefidepa, koTopslii 6611
oTkpseIT B Havasne XIX Beka Yapnb3om YurcToHoM' . YUTCTOHY mpu-
HaJJIeKUT U BaKHOE YCOBEPLICHCTBOBAHUE - LIM(POBAHUE «ABOM-
HbIM kBagpaTtom». Ludpsr Ilneiipepa 1 YUTCTOHA HCIIOIB30BAIICH
BILTOTH A0 MEPBOI MUPOBOH BOMHBI, Tak Kak ¢ TPYAOM IIOAAABAINCH
PYYHOMY KpUIITOAHAIIU3Y.

B XIX Beke romnanpenr Kepkxodpd chopmymmpoBan rnaBHoe
TpeboBaHHEe K KpUNTOTpapHuYeCKUM CHCTEMaM, KOTOpO€ OCTaeTcs
aKTYaJIbHBIM U TOHBIHE: CEKPETHOCTH IHU(POB AOJKHA OBITH OCHO-
BaHa Ha CEKPETHOCTH KJIIOYa, HO HE AJITOPUTMA.

HakoHell, MocieAHAM CJIOBOM B JOHay4yHO! kpunrorpaduu, ko-
Topoe obecrieuny eie Gojiee BRICOKYIO KPUIITOCTOMKOCHUTH, a TaK-
’Ke TO3BOIIO aBTOMAaTH3UPOBATh (B CMBIC/E MEXaHH3HPOBATh)
npolecc WH(ppOBaHUS CTATH POMOPHbIE KPUNMOCUCIEMDI.

OnHO#M W3 TMepBBIX MOJOOHBIX CHUCTEM cTajla M300peTeHHas B
1790 rony Tomacom JIxedpdepcoHoM, OyaymuM Npe3uACHTOM
CIIIA MexaHuueckas MailMHa. MHoroandaBuTHas MOJCTAHOBKA C
MOMOILBIO POTOPHOM MallMHBI peanu3yeTcs BapHalyell B3aHMHOIO

! Cam mmop Hazpau B uects JInona [maiidepa, KOTOPHIH cenan ero
HCTIOJIb30BaHHE 00A3aTEIbHBIM B MUHHCTEPCTBE WHOCTPAHHBIX 1€ Be-
JIMKOOPUTaHUH.
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MOJIOKEHUS BpAILAIOIINXCS POTOPOB, KaXK/IBIH M3 KOTOPBIX OCYIIe-
CTBJISIET «IIPOLUUTYIO» B HEM MOACTAHOBKY.

[IpakTHyeckoe pacnpocTpaHEHHE POTOPHBbIE MALUMHBI MTOIYYHITH
ToNBKO B Havyatie XX Beka. OQHO U3 MEepBBIX MPAKTHYECKH UCTIONb-
3yeMBIX MallluH, cTaja Hemeukas Enigma, pa3zpaGoranHas B 1917
rogy OppapaoM XeOepHOM H YCOBEPIIEHCTBOBaHHAs ApTYpoM
Kupxom. PoTopHBle MalllMHBI aKTMBHO MCIONB30BAJIMCH BO BpeMsI
BTOpOi MHpOBO#1 BoitHbL. [loMuMo Hemerkoii MamuHbel Enigma wc-
MOJIB30BAJTUCH Takxke ycTporicTBa Sigaba (CLLHA), Typex (Bemuxo-
6puranus), Red, Orange u Purple’ (SInonust). PoTopHble CHCTEMBI —
BeplIMHa HopMalibHOH KpUnTorpaduu Tak Kak OTHOCHTEIBHO MpO-
CTO pealli30BBIBAJIM OYEHb CTOIKHE IHQPHL YCHEIIHbEe KPUITOa-
TaKd Ha POTOPHbIE CUCTEMBI CTATM BO3MOXKHBI TOJIBKO C TOSIBIICHH-
eMm DBM B Hauane 40-x roaos.

I'maBHas oTnuuMTenbHas yepTa Hay4dHoil kpunrtorpadgun (30-e
— 60-e roapl XX Beka) — MOSBJIEHUE KPUIITOCUCTEM CO CTPOTUM Ma-
TeMaThu4ecKiMM OOOCHOBaHHMEM KpunrTocToiikocTH. K Hauwamy 30-x
rOAOB OKOHYATEJIbHO C(HOPMHUPOBAIUCH pa3Aesibl MaTeMaTHKH, SIB-
JISIIOIIMECS] HAYYHOW OCHOBOM KPHUITOJIOTHH: TEOPHS BEPOSTHOCTEH
W MareMaThyecKas CTaTUCTHKa, oOiias anrebpa, Teopusl Yuces, Ha-
Yyajli aKTUBHO pa3BUBAaThCS TEOPHs alTOPUTMOB, Teopus MH(opMma-
uuy, kubepHeruka. CBoeoOpa3HBIM BOJAOpa3fenoM cTaia paboTta
Knona IllenHoHa «Teopust cBsi3m B ceKpeTHBIX cucTeMax» (1949),
rae chopMyJIHpOBaHbBl TeOpeTUUYECKHE NMPHHLUIBI KpUnTorpaduye-
ckoii 3amutel HHpopMaiwy. llleHHOH BBEJ MOHSITHS «pacceHBaHUE
U «IepeMelINBaHue», O000CHOBall BO3MOXKHOCTh CO3JaHHUS CKOJIb
YTOHO CTOHKHX KPHIITOCHCTEM.

B 60-x rogax Benymue kpunrorpaduyeckyie MKOJbl TOAOIITH K
CO3/1aHUIO OJ0UHbIX wWu@dpos, ele Oonee CTOMKUX MO CPABHEHHIO C
POTOPHBIMH KPHIITOCHCTEMAaMH, OJHAKO AOIYCKaloIHe IMpaKTH4e-
CKyI0 peaji3alldi0 TOJIbKO B BHJE LMQPOBBIX IEKTPOHHBIX YCT-
POWCTB.

Komnbiotrepnan kpunrorpadus (¢ 70-x rogoe XX Beka) 00s-
3aHa CBOMM IOSIBIEHHEM BBIUHUCIIUTENBLHBIM CPEACTBAM C MPOM3BO-
JUTETBHOCTBIO, JOCTATOYHOM AJISl pealr3allii KpUTOCUCTeM, obec-
MEYHBAIOLIUX TIpH OOJBIION CKOPOCTH LIU(PPOBAHHSA HA HECKOJIBKO

2 HazBanus naHbl AMEPHKAHCKUMH KPHUIITOAHATUTHKAM .
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MOpsiAKOB Oo0Jiee BBICOKYIO KPUITTOCTOHKOCTb, YE€M «pPY4YHBIE» H
«MeXaHHW4ecKre» MWHUQPHL.

IlepBbIM KJIaCCOM KPHUITTOCHCTEM, IPAKTHYECKOE IpHUMEHEHHE
KOTOPBIX CTaJI0 BO3MOKHO C TMOSIBIEHUEM MOIIHBIX U KOMIIAKTHBIX
BBIYHCITUTENIBHBIX CPEACTB, CTaliil OnouHble wWudpel. B 70-e romst
Obul paspaboraH amepuxauckuil cmanoapm wugpoganus DES
(npunst B 1978 roay). Onun u3 ero aBTopoB, XopeT deiicten (co-
Tpyanuk IBM), onmrcan moaens 6104HbIX WKHGPOB, HA OCHOBE KOTO-
poil OBLIM IOCTpOEHBI Jpyrue, Oojiee CTOWKHE CHMMETPUYHEBIE
KPHUITOCUCTEMBI, B TOM YHCIIE OMeYeCMEeHHbill CIMaHOApm Wugpo-
sanusn I'OCT 28147-89.

C nosisnenneMm DES oboraruncs u kpunToaHalus, Ui aTak Ha
aMEpPUKAaHCKHH alropuT™M ObLT CO3MaHO HECKOJIBKO HOBBIX BHJOB
KpHUNTOaHAMM3a (JIMHEeWHbIH, nuddepeHInanbHbId U T.1.), TPaKTH-
yeckas peau3alisi KOTOPHIX OIITh ke ObUla BO3MOXKHA TOJIBKO C
MOSIBJIEHUEM MOIIHBIX BBIYHCIIUTENBHBIX CHCTEM.

B cepenune 70-x rogoB mpousolnen HACTOSIIIKI MpPOPBIB B CO-
BpEeMEHHOH Kpurnrorpaduul — nosigieHue aCUMMEMPUYHBIX KPUNMO-
cucmem, KOTOpble He TpeOOBAJIH NepeJayl CEKPETHOTO KITIoUa MeK-
Jy CTOpOHaMH. 3Aech OTIPaBHOM TOYKOHW MPUHATO CUUTATH paboTy,
ormybnukoBaHHyto Yurdungom Hudpdu u Maprunom XemimaHoM B
1976 rogy nox Ha3zBaHueM «HoOBble HarpaBj€eHUS B COBPEMEHHOM
kpunrorpaguu». B Heil Bnepseie copMyTHpoBaHbl MPUHLMITEL 00-
MeHa LmudpoBaHHOW HMHpopMaimeld 6e3 oOMeHa CEKpeTHBIM KITIO-
yoM. He3zaBHCHMO Kk HIee acCUMMETPHUYHBIX KPUIITOCHCTEM MOAOLIEN
Pansd Meprmu. Hecxonbkumu rogamu nosxe Pon PuBect, Anu
Ilamup u Jleonapa AmiemaH oTkpbuiM cucteMy RSA, nepsyro
MPaKTHYECKYI0 aCUMMETPUYHYIO KPUIITOCHCTEMY, CTOMKOCTH KOTO-
potii Obli1a OcHOBaHa Ha npodiieme (hakTopu3aury OOIBIIHUX MPOCTHIX
yrcenl. ACUMMETpPUYHAs KpunTorpadusi OTKpbUIa cpasy HECKOJIBKO
HOBBIX TNPHUKJIAAHBIX HAIpPAaBICHUH, B YaCTHOCTH CHCTEMBI 3JeK-
mpoHHOoU Yyupposoii noonucu (L) u snexmponnvix Oexee.

B 80-90-e roapl mosSBIWIMCH COBEpPIIEHHO HOBBIE HalpaBlIeHUS
Kpunrorpaduu: BepOSTHOCTHOE LIN(pOBaHHE, KBAHTOBAsS KPHUIITO-
rpadus u apyrue. Oco3HaHHE WX MPAKTUYECKOH LIEHHOCTH ellie BIie-
penu. AKTyaJlbHOM ocTaeTcs M 3aJjaya COBEPIIEHCTBOBAHHS CHM-
MeTpU4HBIX KkpunrocucteM. B 80-90-x romax O paspaboTaHbl
Heeiictenockue mwudpsl (SAFER, RC6 u ap.), a 8 2000 rogy mno-



clie OTKPHITOrO MEXAYHapOJHOTO KOHKypca ObLT MpPUHAT HOBBIH
HalMOHANBHBIN cTaHaapT mudposanus CLLIA — AES.

Bonee mompoGHO 006 yBiekaTenbHOW MCTOPUM KpuUNTOrpaduu
MOXHO IIpoynTaTh B kHHre [18].

1.2. OcHOBHbBIe NOHSTHH H ONpeJeieHus

Haykoii, usyyvatomeii MaTeMaTH4ecKie MeTOIbl 3allUThl HHOp-
Mallid TyTeM ee TMpeoOpa3oBaHUs, SBISETCA KPURMOAO2UA
(KpOTTOG - TaifHbIi, AOYOG - Hayka (cioBo) (rpey.)). Kpunronorus
paszenifieTcs Ha ABa HalpaBJIeHUs — KPUNMozpaguio U KpUnmoaua-
U3,

Kpunmoepaghus n3ydaet MeToasl peodpa3oBaHus HHGOPMaLUH,
obecneunBarolye ee KOHPUIEHIMATLHOCTD U ay TEeHTUYHOCTb.

IMon xoH@uoenyuanbHoCcmbio TIOHUMAIOT HEBO3MOXKHOCTD I1OJTY-
YeHUss HHGOpPMaLHK U3 MpeoOpa3oBaHHOTO MaccuBa 0e3 3HaHUs J0-
MOJTHUTENbHON WHpopMaLmu (Koya). Aymenmuynocms UHGOpPMa-
LIUH COCTOUT B HOONUHHOCTU Q8MOPCMEA U Yel0CMHOCIU.

Kpunmoananuz obvenuHseT MareMaTHyeckre MeTOAbl Hapylle-
HHS KOHGUIEHIHAIBHOCTH U ayTEHTHYHOCTH HHpopManuu 6e3 3Ha-
HUS KJIIOYeil.

CyllecTBYeT psl CMEXKHBIX, HO He BXOISIUUX B KPUITOJOTHIO
otpacieii 3HaHus. Tak obecrieyeHUeM ckpbimHOCmYy UHGOPMALMK B
HH)OPMALIMOHHBIX MaccHUBaX 3aHUMaeTcs cmezanozpaghusa. Obec-
NeyeHHe LIeJIOCTHOCTH HH(OpMalUK B YCIIOBUSAX CIy4aifHOro BO3-
JeHCTBUS HaXOAUTCS B BECHUH Meopuu NOMexoyCmouiuso2o Ko-
ouposanus. HakoHell, cMeXHOH 06JIaCThIO 110 OTHOLUEHHIO K KpHI-
TOJIOTHH SIBJISIIOTCSL MAMeMAmMuyecKue Memoobl colcamus ungopma-
yuu.

B 9Toii kHUre OyOyT paccMaTpUBaThCS TOJIBKO OCHOBBI KPHITTO-
rpapun. CoBpeMeHHass Kpuntorpadus BKIOYaeT B ceOs 4yeThIpe
KPYIHBIX pa3jena:

CHUMMeTpHYHble KPUITTOCHCTEMBL

KpunTocucTeMsl ¢ OTKPBITHIM KITIOUYOM.

CuUCTeMBI MEeKTPOHHOMN MOATHCH.

YrpaBrieHue KIo4aMu.

OCHOBHbI€ HAamNpaBJIeHHs HCTOIB30BAaHUSA KPUITOrpadHYECKUX
METOJIOB — NepeAaya KoHpuAeHIMaIbHOH HHPOPMaLMK 10 KaHanaM
CBs3W (HampuMep, 3JIeKTPOHHAs TOYTa), YCTAHOBJIEHUE IOAJHHHO-



CTH IlepefaBaeMbIX COOOILEeHU, XpaHeHre HHGOPMaLUH (JOKyMeH-
TOB, 6a3 JaHHBIX) Ha HOCHUTENAX B 3alIM(POBAHHOM BHIE.

B kauectBe mHpopmauuy, nojjiexaieil mWUGpOBaHUIO M pac-
muGpOBaHUIO, a TakkKe NIEKTPOHHOH noamnucu OyayT paccMarpu-
BaTbCSl mMeKCcmbl (cO0OuwjeHus), IOCTPOEHHbIE Ha HEKOTOPOM aiga-
sume. Iloa 3TUIMH TepMHUHAMH IOHUMAETCS CIeAyIoLLee.

Angpasum - KOHEUHOE MHOXKECTBO UCIIOIb3YEMBIX AJIs1 KOAUPOBa-
HHS MH(OpPMALIH 3HAKOB.

Texcm (coobwenue) - ynopsiioueHHblii HaOOp U3 JIEMEHTOB all-
¢aswura.

B kavecTBe npuMepoB andaBUTOB, UCIOIb3YEMBIX B COBPEMEH-
HbIX MC MOXHO MpHBECTH clieAyoLIye:

angasur Z;; — 32 OykBbl pycckoro andasura (uckmoyvas "€") u

npobet;

andaBut Z,ss — CHMBOJBI, BXOAfIIME B CTaHJapTHbIE KOJbI

ASCII u KOHU-8;

JBOWYHBIH andasur - Z, = {0,1};

BOCBMEPHYHBIH WIH lIECTHAALATePUUHBIH andaBHT.

3awugposanue — nporiecc NpeoOpa3oBaHKs OTKPBITHIX JAHHBIX B
3amu(poBaHHbIE IPH MOMOILH LITH(pa.

BMmecto TepMuHa "OTKpbITBIE AaHHBIE" YacTO YHOTPeOISAIOTCS
TEPMUHBl OMKPLIMbLYL MEKCIN U UCXOOHbIY MmeKCm, a BMecTo "3a-
muQpoBaHHbIe JaHHbIE" — WUPPOBAHHYIT MEKCHI.

Pacuwughposanue — npouecc, obpaTHblli 3amm@ppoBaHUIO, T.€
npouecc npeobpa3oBaHUs 3allM(PPOBAHHBIX NAHHBIX B OTKPBIThbIE
IpY NIOMOUIY KJIK0Ya. B HEKOTOPBIX UCTOYHMKAX OTAENBHO BbIAEINS-
10T TEPMUH Oewughposanue, NOApa3yMeBas MOJA 3TUM BOCCTaHOBIIE-
HHE HCXOJHOTO TeKCTa Ha OCHOBE LIM(POBaHHOTO 6€3 3HaHHUs KIIIO-
4a, TO €CThb METOJaMM KpHuNToaHaau3a. Mbl B JanbHeliem Oynem
CUMTaTh paclinpoBaHue U AeHPpOBaHNE CHHOHUMAaMH.

Ion wugposanuem noHuMaercs mnpouecc 3allM(ppoBaHUsS WK
pacundpoBanus. Tawke TepMuH HppoBaHUE (B Y3KOM CMBICIE)
UCTIONIb3YeTCss KaK CUHOHMM 3aiudpoBaHus. OAHAaKO HEBEPHO B
KayecTBe CHHOHMMa MIM(POBAaHHUs UCIOJIB30BAaTh TEPMUH «KOOUPO-
sanue» (a BMECTO «uugppa» — «xoo»), Tak Kak MOJA KOAHUPOBaHHEM
O0OBIYHO TOHMMAIOT TpeJCTaBleHHe HHGOpPMAalMM B BHAE 3HAKOB
(byxs andasuTa).

Kpunmozpagpuueckan cucmema, Wnv wugp npeactasnseT codoi
cemeiictBo T oOpaTuMbIx npeoOpa3oBaHUIl OTKPHITOrO TEKCTa B
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mudpoBaHHbIA. UneHaM 3TOro cemeicTBa MOXKHO B3aUMHO OJHO-
3HAYHO COTIOCTABUTH YMCIIO k, Ha3biBaeMoe knioyom. IIpeobpasoBa-
Hue T, onpenenseTcs COOTBETCTBYIOIINM aJITOPUTMOM M 3HaYEHHEM
KJToyva k.

Kniou — KOHKpeTHOe 3HaYeHHE HEKOTOPBHIX MapaMeTpoB airo-
puTMa Kpunrorpaduueckoro mnpeoOpa3oBaHus, obecreuHBaloilee
BBIOOp O/IHOTO Npeobpa3oBaHus U3 ceMelcTBa. CeKpeTHOCTh KIlouya
JI0JkHa 00ecrieuynBaTh HEBO3MOKHOCTh BOCCTAHOBJIEHHE UCXOAHOTO
TEKCTa N0 H(POBaAHHOMY.

IMpoctpancTBo wmoueir K — 3170 HaGop BO3MOXHBIX 3HaYEHHII
kIroya. OOBIYHO KITIOY TIpeACTaBlisieT co0oil mocnenoBaTeNbHbIi psaa
6ykB aynipaBuTa. CremyeT OTIMYATH MOHATUS KIIOY M napons. lla-
POb TaKXKe ABJISETCS CEKPETHOM MOCIe0BaTeNbHOCThIO OYKB anda-
BHUTa, OHAKO UCIIONBb3YyeTCs He JUTs H(POBaHUS (KaK KIIOY), a 1Jis
ayTeHTH(PUKALUH CYyOBEKTOB.

KpunrocucTeMsl MoApasensioTcs Ha cUMMempuynvie U acum-
Mempuynbie (WA ¢ OMKpbimbim (HYOTUYHBIM) KIIOYOM).

B cummempuunvix kpunmocucmemax Ans 3aliipoBaHus U I
paciiupoBaHus UCTIONB3YETCS OAUH U TOT JKe KJIIOU.

B cucmemax ¢ omxpuimuim xniouom UCTIONB3YIOTCS ABa KJIKOYa —
omxpeimulil (HYOnUuHbL) N 3aKpbimblll (CeKpemHblil), KOTOpble Ma-
TeMaTHYeCKH CBs3aHBl Apyr ¢ apyrom. MHdopmauus 3amugppoBbl-
BAeTCsi C MOMOIIBIO OTKPBITOTO KJIOYa, KOTOPBIM JOCTYIEH BCeM
JKeJaloLKM, a paclli(pPOBBIBAETCA C MOMOLIBIO 3aKPHITOTO KITIOYA,
W3BECTHOT'O TOJIBKO MOJyYaTesio COOOLIEeHHS.

TepmuHbI pacnpedenenue kaoueli U ynpasienue Kioyamy OTHO-
CATCS K mpolieccaM CHCTeMbl 00paboTku UH(pOpMAaLIUY, COAepKaHHU-
€M KOTOpBIX sIBJIseTCs BBIpabOTKa U paclipeaesieHue Kiodeil Mexay
MOJb30BaTENSIMH.

Onexmponnoii (yugposoii) noonucelo Ha3bIBaeTCs INPUCOETH-
HAEMOe K TeKCTY ero Kpumnrorpaduueckoe rnpeobpasoBaHue, KOTO-
poe MO3BOJISET MPHU TMONYUYSHUH TEKCTa APYTHM TOJIb30BaTeIeM Mpo-
BEPUTH aBTOPCTBO U LIEJIOCTHOCTH COOOIIEHUS.

1.2. TpeGoBanus K KpuntTorpagpnuIecKHM CHCTEMAM

IMpouiecc kpUNMTOrpadhUUYECKOro 3aKphITHUS JAHHBIX MOXKET OCY-
IIECTBJIATHCS Kak MPOrpaMMHO, Tak U alnapaTHO. ANNapaTHas pea-
JU3alMs OTJIMYAeTCs CYIIeCTBEHHO Ooblueii CTOUMOCTBIO, OJHAKO
el MpUCYLIM U NperMYILecTBa: BBICOKas NPOU3BOAUTEIBHOCTb, IIPO-
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CTOTa, 3allULeHHOCTh U T.A. Ilporpammuas peanusauus OGonee
MpaKTUYHA, JOITYyCKAaeT U3BECTHYIO TMOKOCTh B HCIIOIB30BaHHM.

HesaBucumo ot criocoba peanusauuu i COBPEMEHHBIX KPHITTO-
rpaduyeckux cUcTeM 3allUThl HHGOPMALMU CHOPMYJIUPOBAHBI Cle-
Jyro1ye oOIIenpHHAThIEe TPeOOBaHUS:

1. 3unanue aneopumma wu@posanus He OONNCHO CUHICAMD
Kpunmocmotckocmu wugpa. Ito dyHaaMeHTalsHOe TpeOoBaHHe
osuto chopmynupoBano B XIX Beke Kepxxodpdom u paspenser
KPUIITOCUCTEMBI OOIIEro UCNOIb30BaHUS (aJITOPUTM AOCTYIIEH IIO-
TEeHLAJbHOMY HApyLUUTEN0) M OTPaHHUYEHHOTO HCIOJIb30BaHUs
(anroput™ aepxkuTCs B cekpere). be3ycnoBHO Bce MaccOBO MCIIOJNb-
3yeMble KPHITOCHCTEMBl JO/DKHBI OTBEYAaTh 3TOMY TpeOOBaHHIO.
Bsnom mmdpos B cucreme cotoBoii cBa3d GSM niu 3ammure JUCKOB
DVD oT He3akOHHOro BOCHPOU3BEAEHHS — HaINAHble NPHUMEpH
MOC/IeICTBUM, K KOTOPbIM MOXeT IPHBECTH HECOOMOAEHHE STOro
TpeGOBaHUsI.

2. 3awugposannoe coobuerue OONNCHO NOOOABAMBCS YMEHUIO
monvko npu Hanuyuu knioda. Ucnonssyemoe B nporpamme MS Word
6.0/95 «uudpoBanre» JOKyMeHTa Ha CAMOM Jiefie TOJBKO 3arpela-
JIO €TO OTKpHITHE B AaHHOH nporpamme. CaMm ke TeKCT He udpo-
BaJICs U OBbLT AOCTYIEH /IS YT€HHS B JIIOOOM TEKCTOBOM PEaKTOpE.

3. ugp Oonxcen 6vimv cmoikum oadxce 8 ciyyae eciu Hapy-
wumenio uU36eCmHO OOCMAMOYHO 6ONbULOe KONUYECMBO UCXOOHBIX
OGHHBIX U COOMBEMCMBYIOWUX UM 3AUUPPOBAHHBIX OGHHUBIX.

4. Yucno onepayuil, HeoOXOOUMbIX O PACUUPDDPOBLIBAHUS UH-
gopmayuu nymem nepebopa BCeB03MONUCHLIX KIIOUEU OONHNCHO
uMems CMpo2ylo HUICHIOIO OyeHKY W JOJKHO MO0 BBIXOOUTH 32
npenenbl BO3MOXKHOCTEH COBPEMEHHBIX KOMIIBIOTEPOB (C y4eTOM
BO3MOXKHOCTH OpPraHM3alliM CeTEBBIX BBIYMCIIEHUH) WM TpeGoBaTh
CO3JaHUS UCIIOIb30BAaHUS JOPOTHX BBIUMCIIUTENbHBIX CHCTEM.

5. He3nauumenvHoe usmeHeHue KII04A UAU UCXOOHO20 MEKCMA
OO0JIICHO NPUBOOUNMD K CYIYECIMBEHHOMY USMEHEHUIO 8U0A 3auuppo-
6aHH020 mekcma. DTOMY TpeOOBaHHMIO HE COOTBETCTBYIOT IPAKTH-
4ecKH Bce H(PbI JOHaYy4HOH KpunTorpaduu.

6. CmpyxkmypHvie 31eMeHmbl ANeOPUMMA WUDPOBAHUS OONIHCHDYI
Obimb HeUSMEHHBIMU.

7. [nuna wughposannozo mexcma 00ndCHa Obimb PAGHOH ONuHe
UCXOOHO20 meKxcma.
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8. Jlononnumenvuvie 6Gumui, 86600uMbvle 8 coobujeHue 8 npoyecce
wugposanus, O0oaxceH OviMb NOIHOCMBIO U HAOEHCHO CKPbImbl 8
wuppoeanHom mexcme.

9. He 0oncno 6bimb npoCmbviX U 1€2KO YCIMAHABTUBAEMBIX 306U
cumocmeti MexHcoy Kouamu, HOCIe008AMENbHO UCHONb3YEMbIMU 8
npoyecce wupposanus.

10. Jo60it xa04 U3 MHOXMCECMEA BO3MONCHBIX OO0JNCEH 0beche-
yugamv pasHyio Kpunmocmoukocmy. B 3TOM cilyyae NPUHITO I'OBO-
PHUTb O TMHEHHOM (OJHOPOAHOM) IPOCTPAHCTBE KITIOYEH.

1.3. KpaTkHe cBeAeHHs] 0 KpHNITOAHAJIH3E

KpunTtoananus kak Hayka BBIXOJUT 332 paMKH JaHHOH KHUTH, OJI-
HAKO 3HaHWE HEKOTOPBIX €ro MOJO0KEeHHH HeoOXomumo ajis riry6o-
KOT'O IOHMMaHMs Kpunrorpaguu.

I'maBHBIM AEHCTBYIOIIMM JIULIOM B KPUOTOAHAIW3€ BHICTYNAeT
Hapywumeny (Wi kpunmoanaiumux). Ilog HIM NOHHUMAIOT JHMLIO
(rpyniy nuL), LeIblo KOTOPBIX SBISETCS NMpOYTEHHEe WM MOAJeNKa
3alULIEHHBIX KPUITTOrpaguecKiMU METOAaMH COOOIICHUH.

B oTHomeHuM HapymuTens NpUHUMAaeTcs psi AOIyIIeHuH, Ko-
TOpble KaK NPaBUJIO KJIaAyTcs B OCHOBY MaTeMaTHYeCKHUX WM UHBIX
Mozesei:

1. Hapywutens 3HaeT ajqroputMm mu@poBaHus (WA BeIpabOTKU
OUIT) u ocobeHHOCTH ero peanu3alii B KOHKPETHOM cily4dae, HO He
3HaeT CEKPETHOTO KIIIoYa.

2. Hapymmureno JOCTYNHBI Bce 3alidgpoBaHHble TeKcThl. Hapy-
IIUTENb MOXXET MUMETh JOCTYN K HEKOTOPBIM HMCXOIOHBIM TEKCTaM,
JUTS KOTOPHIX M3BECTHBI COOTBETCTBYIOIIHWE KM 3alli(pOBaHHBIE
TEKCTHI.

3. Hapymurenb MMeeT B CBOEM paclOps’KEHHUH BBIUHUCIUTENb-
HbI€, JTIOICKHE, BPEMEHHbIE U MHBIE pecypchbl, 00bEM KOTOPBIX OI-
paBiaHa NOTEHLMAILHONW LEHHOCThIO MH(pOpMaLuy, kotopas Oynet
JIOOBITa B pe3y/IbTaTe KPUITTOAHAIH3A.,

[TonbITKy NpOYTEHHS WIH MOAJAENKH 3allippOBaHHOIO cooOllie-
HUS, BBIYMCIIEHUS KJIOYa METOJaMH KpHUITOaHalu3a Ha3bIBalOT
Kpunmoamaxou Wi amarkoi Ha wugp. Y 1auyHyl0 KpUITOATaKy Ha-
3BIBAIOT 83/10MOM.

Kpunmocmoiixocmvlo Ha3pIBaeTCs XapaKTepUCTHKa Ludpa, on-
penensioas ero CTOMKOCTh K paciingpoBaHuio 0e3 3HaHHUS KIIKoYa
(T.e. xpunToatake). Iloka3zaTenp KpUNTOCTOMKOCTH — TJIaBHBIA Ma-

12



pameTp JiioGoi KpUNTOCUCTEMBI. B KadecTBe mokasarens KpHIITO-
CTOMKOCTH MOKHO BBIOPAaTh:

KOJTMYECTBO BCEX BO3MOXKHBIX KJIKOUEH MJIH BEPOSTHOCTH MOAGO-
pa KJIro4a 3a 3alaHHOe BpeMs € 3aJaHHBIMH pecypcamy;

KOJIMYECTBO ONepaluii wid BpeMs (C 3aJaHHBIMH pecypcaMu),
HeoOXouMoe Jis B3jioMa mydpa ¢ 3aJaHHOH BEpPOSTHOCTBIO;

CTOMMOCTH BBIYHCIICHHS KJTIOYEBOH HH(pOpMALIUU WIH HCXOAHOTO
TeKCTa.

Bce »TH mMokasaTenu JOMKHBI YUHTHIBATh TakKe YpOBEHb BO3-
MOXHOU KPUIITOATAKH.

OpHako cieayeT MOHUMaTh, YTO 3P(PEeKTUBHOCTH 3aIUUTHl HH-
dopMalu KpUnTorpapUYeCKUMHU METOAaMH 3aBUCUT He TOJBKO OT
KPUITTOCTOMKOCTH IMK(pa, HO U OT MHOXeCTBa APYTUX (aKToOpoB,
BKJTIOYAsi BOTPOCH! peaJi3allid KPUIITOCUCTEM B BHME YCTPOWCTB
Wik nporpamMm. [Ipu aHanu3e KpUNTOCTONKOCTH wHdpa HeoOxoau-
MO YYHMTBIBaTh M uenogeyeckuil gpaxmop. Harpumep, noakyn KoH-
KPETHOTO 4YeJIOBEKa, B pyKaX KOTOPOTO COCPeNOTOYeHa HeoOXOomu-
Masi iHpOpMaLUs, MOXKET CTOUTh Ha HECKOJIBKO MOPSAKOB JEIIEBIIe,
4yeM co3JaHHe CYNepKOMITbIoTepa AJIs B3oMa Hiudpa.

CoBpeMeHHBIN KPUITTOAHAIIU3 OMHpPaeTCs Ha Takue MaTeMaTHye-
CKHe HayKH KaK TeOopHs BepOSATHOCTell 1 MaTeMaTHyeckas CTaTHUCTH-
Ka, ayirebpa, Teopus YKcell, TeOpHs aJlTOPUTMOB U psi Apyrux. Bee
METOJbl KPUITTOAHAM3a B 1IEJIOM YKJIaABIBAIOTCS B YEThIpe HaIpas-
JIeHUS1.

1. CraTncTndecknii kpunroanaans. Mccrieayer Bo3MOKHOCTH
B3JIOMa KPHIITOCHCTEM Ha OCHOBE HM3YYEHHUS CTATHUCTHYECKUX 3aKO-
HOMEepHOCTel UCXOAHBIX U 3amHdpoBaHHBIX coobienuit. Ero mpu-
MeHeHHEe OCJIOKHEHO TeM, YTO B peaslbHbIX KPHUIITOCHCTEMaX WH-
dopMaims nepen WHQpOBaHHEM IMOJBEpraeTcs CxKaTHio (IpeBpa-
as UCXOAHBIA TEKCT B CIy4YalHYIO MOC/Ie0BaTebHOCTh CUMBO-
JIOB), WIKM B Cllyyae TaMMHpPOBAHHUS HCIIOJB3YIOTCS IICeBAOCTyYait-
HbIE NIOCJIeI0BATEIbHOCTH GONBLIONH ATHHBL

2. Anreopandecknii kpunToanaian3. OH 3aHUMaeTCs NOUCKOM
MaTeMaTHYeCKU c1a0bIX 3BeHbEB KpUNTOAIropuTMOB. K npumepy B
1997 roay B 3JUTMIITHYECKUX CHCTEMaX ObLIT BBISBIIEH KJIacC KITIOUel,
KOTOpBI€ CYIIECTBEHHO YIPOLIATH KPUIITOAHAIIHU3.

3. Anddepennnanbuniii (HJIH Pa3sHOCTHbIH) KPHNTOAHAIHN3.
OcHOBaH Ha aHaJlM3e 3aBUCUMOCTU U3MEHEHUs IHU(PPOBAHHOTO TEK-
CTa OT U3MEHEHHs MCXOIHOTo TeKcTa. BriepBble ucnons3oBaH Mep-
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¢u, ynyuied buxsmom u lllamupom s ataku Ha DES.

4. Jinneiinblii KpuNTOAHAAN3. MeTOM, OCHOBAHHBIN Ha IOHUCKE
JHUHEHHOMW anmpOKCUMaLMH MEXIy HCXOOHBIM U INH(pPOBaHHBIM
TekcToM. [lpemnoxeHHblii Mairyu, Takke BepBble OblT IpHUMEHEH
npu B3nome DES. Kak u nuddepenunansuplii aHaau3 B peajbHBIX
KPUIITOCHCTEMAX MOXET ObITh NMPUMEHEH TOJIbKO U aHalu3a OT-
JeNTbHBIX 6JI0KOB KpUNTONpeoOpa3oBaHHA.

OMnBIT B3JIOMOB KPHIITOCHUCTEM (B 4aCTHOCTH, KOHKYPCOB, KOTO-
pble perynspHo yctpauBaeT RSA Data Security) moka3ssiBaeT, YTo
IJIaBHBIM METOAOM OcCTaeTcsl “noboBas” aTaka — Mpoda Ha KoY.
Taroke Kak MOKa3bIBAa€T OIMBIT KPUIITOCUCTEMBI G0JIblle CTPaJalOT OT
HeOPEXHOCTH B peal3aliiH.

[IpuHATO pa3auuaTh HECKOJIBKO YpOSHElU KPUNMOoamaxy B 3aBU-
CUMOCTH OT 00BeM HHpopMaLuH, MOCTYMHOH KpPHUITOAHAIMTHKY.
I'py60 MOXHO BBIAEIUTH TPH YPOBHS KPUIITOATaKU 1O HAPACTaHHUIO
CJI0KHOCTH.

ATaka no muadpoBannomy tekcry (Yposens KAl). Hapymu-
TeJTI0 JOCTYIHBI BCE UIIH HEKOTOpBIe 3aIli(poBaHHbIE COOOILEHHS.

ATaKa N0 nape «MCXOAHBIH TeKCT — MHGPPOBAHHBIH TeKCT».
(Ypoeenn KA2). Hapymmureno 10oCTyNHBI Bce WIH HEKOTOpbIE 3a-
mudpoBaHHbIE COOOIIEHHUS U COOTBETCTBYIOLINE UM HCXOJHBIE CO-
ob1eHus.

ATaka no BLIGpPaHHO#H mape «HcXoAHblH TekcT — mHdpoBan-
Hblil TekeT». (YpoBenb KA3). Hapymurens uMeeT BO3MOKHOCTD
BBIOMpAaTh WCXOAHBIM TEKCT, MOJyyaTh IJis1 Hero HHppoBaHHBIH
TEKCT U Ha OCHOBE aHAJIN3a 3aBUCHMOCTEll MeXIy HUMH BBIYHUCIIATH
KJIIOY.

Bce coBpeMeHHBIE KPHITOCHCTEMBl 001aal0T AOCTaTOYHOM
CTOMKOCTBIO Jaxke K aTtakaM ypoBHs KA3, To ecTh korja Hapylure-
JII0 JOCTYITHO 110 CYTH K pYIolLee yCTPOHCTBO.
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2. CAMMETPHUYHBIE KPUIITOCUCTEMBI

2.1. OcHOBHBIE KJIACCHI CHMMETPHYHBIX KPHIATOCHCTEM
ITon cMMMeTpUYHBIMU KpUNTOrpaguyeckuMyd CHCTEMaMM NOHH-
MAaloTCsl TaKhe KPUIITOCHCTEMBI, B KOTOPBIX i IHGPOBaHUS U
pacmudpoBaHUs UCTIONB3YETCS OJIMH U TOT XKe KITHOY.

HcxomHoe  Orppasrens Saump.  osysarens
coobweHue  (A)  coobmerme  (B)

X) Y=E,(k,X)

X=E, " (k, Ex (k,X))

Krou (k) ~=-=-""- » Koy (K)

Puc 2.1. Cxema cCHMMETPHYHOM KPHITTOCHCTEMBIL

Jl1s nonb3oBateneil 3TO O3HAYAET, UTO MpeXxJe, YeM HauaThb HC-
MOJIb30BAaTh CHCTEMY, HEOOXOAHMO INOSYYHMTh OOLIMN CEKpEeTHBII
KJIIOY TaK, YTOOBI UCKIIOYHUTH K HEMY AOCTYI MOTEHLHAIBHOTO 3/10-
yMBbllLIeHHUKa. Bce MHOroo6pasue CHMMETPHUHBIX KPUITOCHCTEM
OCHOBBIBAETCS Ha cIeAyIoIuX 6a30BbIX Kjlaccax.

Momno- u mrozoangagumuvie ROOCMAHOBKU.

MoHoandaBuTHbIE NOACTAHOBKU — 3TO Haubonee MpocToH BHA
npeobpa3oBaHuii, 3aKTIOYAIOIIMIiCS B 3aMe€He CUMBOJIOB HCXOJHOTO
TeKCTa Ha Apyrue (Toro xe ajigapura) no 6onee WM MeHee CIOX-
HOMY mpaBwly. B cnyyae MOHOan(aBUTHBIX MOACTAHOBOK KaXblil
CHMBOJI HCXOJHOTO TEeKCTa Mpeobpa3yeTcs B CUMBOJ IIH(pPOBaHHO-
ro TeKcTa IO OJHOMY U TOMY ke 3akoHy. IIpu MHoroandaBUTHOI
MOZICTAHOBKE 3aKOH INpeoOpa3oBaHUs MEHSETCS OT CHMBOJA K CHUM-
BoiLy. OIMH U TOT ke MHUpP MOXKET pacCMaTPUBAThCS U KaK MOHO- U
KaK MHOroajipaBUTHBIH B 3aBUCUMOCTH OT OIpeAeNnseMoro ajigasu-
ta. Hanpumep, mmndp [Inefidepa (moacraHoBka GHrpaMM) ¢ TOUKH
3peHust 0OBIYHOrO andaBUTa ABJISETCS MOHOAI(ABUTHBIM, a C TOUKU
3peHus asipaBuTa OUrpaMM — MHOTOaI(paBUTHBIM.

Ilepecmanosxu.

Taxoke HecnoXHbIi MeTOA KpHunTorpaduyeckoro npeodpasona-
HHS, 3aKJIIOYAIOLINICS B NePeCTaHOBKE MECTaMU CHMBOJIOB HCXOJ-
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HOTO TeKCTa 1Mo HekoTopoMmy npasmty. Lugpsl nepecraHoBOK B Ha-
CTOsiIllee BPpeMs He MCTIOJIB3YIOTCS B YHCTOM BHJE, TaK KaK UX KPHUII-
TOCTOHKOCTh HEIOCTaTOYHA.

Fnounvie wughpu.

[MpencTapisioT coboif ceMeHCTBO 0OpaTUMBIX Npeodpa3oBaHUM
6iokoB (yactell (PUKCHPOBAHHOW JJIMHBI) UCXOJHOTO TekcTa. dak-
THYECKH OI0UHBIH mU(p — 3TO cUCTeMa MOACTAHOBKM Ha andasure
6JI0KOB (OHa MOXeT OBITH MOHO- WJIM MHOT0aJI(paBUTHOM B 3aBHCH-
MOCTH OT pedcuma GrnouHoro mmdpa). B Hactosmee Bpems Gnou-
Hble mupbl HanboJee pacpocTpaHeHbl Ha MpakTuke. Poccuiickuii
U aMepHKaHCKMi CTaHIapThl IU(PPOBaHHUA OTHOCATCS HMEHHO K
ATOMY KJiaccy IHUGPOB.

T'ammuposanue.

IMpeacraBnser coboli mpeoOpa3oBaHHEe HCXOAHOTO TEKCTa, MpU
KOTOPOM CHMBOJIBI HCXOJHOTO TEKCTa CKJIAJBIBAIOTCA (110 MOAYJIIO,
pPaBHOMY MOIIHOCTH ay¢aBUTa) C CHMBOJIAMH IICEBJOCITyYaHHOMN
TIOCJIeI0BATEIBHOCTH, BbhIpabaThiBaeMoOl MO HEKOTOPOMY IMpaBHITY.
CoOCTBEHHO TOBOps, FaAMMHpOBaHHE HeJb3s LIEJIUKOM BBIIENIUTH B
OTAENbHBINH KiacCc KpunTorpadpuyeckux MpeoOpa3soBaHui, Tak Kak
3Ta MCEBOCITyYaifHas MOCIeqOBaTeIbHOCTh MOXKeET BblpabaThiBaTh-
cs, HampUMep, ¢ MoMoLIbio GoyHoro wudpa. B cimyyae, ecnu no-
CJIeIOBaTEe/IbHOCTD SIBJISIETCS MCTHHHO CIIy4YalHOH (Harpumep, CHs-
TOM ¢ PU3MYECKOTO AATUHKA) U KaXIBIH ee pparMeHT UCIIOIb3yeTcs
TOJIBKO OJMH pa3, TO UMEET MECTO KPUITOCHCTEMA C OJJHOPa3OBhIM
KJTIOYOM.

2.2. O0omue cBeaenns o 6J104HbIX MHudpax.

TMon N-pazpsaouvim 6a0xom OyneM NOHHUMAThH MOCIEAOBaTeb-
HOCTP U3 HyJ/iel U eJMHHIL JUTHHBI V' :

X=(X0, X1, ey Xac1) € Zo s

X B ZZ,N MOXHO HUHTEPNPETUPOBATH KAaK BEKTOP H KaK ABOUYHOC
NpEeACTaBJICHUE LICJIOTO YHUCIa

NI
= t
Xl =} 2 :
i=0

3 Teopus GNOYHBIX IH(POB B LEOM H3TIOKEHA TIO padoTe [8].
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Hanpuwmep, eciu N=4, To
(0,0,0,00-»0  (0,0,0,1)->1  (0,0,1,00»2  (0,0,1,1)>3
(0,1,0,00»4  (0,1,0,1)>5  (0,1,1,00»6  (0,1,1,1)>7
(1,0,0,00»8 (1,0,0,1)-9 (1,0,1,00—»10 (1,0,1,1)—>11
1,1,0,00»12 (1,1,0,1)->13 (1,1,1,00>14 (1,1,1,1)—>15.

bnounvim wugppom Gynem HaspiBaTh 3eMeHT T e SYM(Zn):
T X—Y = TUX), THE X = (X0, X1 --es XN-1)s Y = (V05 V15 -ves YN-1). XOTH
6souyHble HUGPHI SABISAIOTCS YACTHBIMHM CIIyYasiMU TOACTaHOBOK
(Tonpko Ha ayndaBUTaX OYEHH OONBLIOH MOIIHOCTH), UX CleAyeT
paccMaTpuBaTh 0000, MOCKOIBKY, BO-MIEPBBIX, OONBIINHCTBO CHM-
METPUYHBIX IH(POB, UCTIONB3YEMBIX B CUCTEMaX Nepeaayud uHdop-
MallMi, SBISIOTCS OJIOYHBIMM U, BO-BTOpPBIX, OJIOUHBIE LIHQPHI
yaoOHee BCEro OIMUCHIBaTh B AJITOPUTMHUYECKOM BHJE, a He Kak
OOBIYHBIE TTOJCTAHOBKH.

IIpeanonoxum, 4to

n(xi)zyi90Si<m>

i HekoToporo T € SYM(Z,y), ucxonHoro Tekcta X = {X; X;
€Z,y} n mudposanHoro texcra Y = {y;}. Uro MOXHO cKa3aTh O
T(x), ecnu X¢ {X;}? [TockoNIBbKY T SIBNSIETCS NEPECTaHOBKOH Ha 7, y ,
To {y,;} pasnu4Hbl U T(X)¢& {y;} npH x¢& {Xx,}. UTo ke elle MOKHO CKa-
3aTh O 7

@Y - m)! wm 2% nepectaHoBok B SYM(Z,y) ynoBieTBopseT
YpaBHEHHUIO

wx)=y:,0<i<m,

HansHelimas cnienudukanys T(X) MpU OTCYTCTBUU JOMOIHUTENBHOMN
WHGOPMALIMK He MpeCTaBisieTcss BOSMOXKHOU. DTO olpelensercs B
OCHOBHOM TeM OOCTOSITESIECTBOM, UYTO TU BJIAETCS IEMEHTOM, IpH-
HaguiexxaiuM SYM(Z, n). Ecnu u3BecTHO, 4TO T IPMHAAJIEKUT He-
6osbioMy noamuoskectBy I1 u3 SYM(Z, n), TO MOKHO caenarts 60-
Jiee onpeneNieHHbli BeiBoaA. Hanpumep, ecnu

= {m : 0<j <2}, m(i) = (i+j) (mod 2V ), 0< i <2,

TO 3Ha4eHHe TH(X) MPU 33JJaHHOM 3HAYEHHUHU X OAHO3HAYHO OIpefe-
nsieT T. B aToM ciyyae X sBisieTCsl TOAMHOXKECTBOM IIOACTaHOBOK
Lesaps Ha Z, n.
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Kpunrorpaduueckoe 3HaueHHe 3TOr0 CBOKMCTBa HODKHO OBITH
OUEBH/IHO: €CITH UCXOJHBIN TeKCT WHdpyeTcs NTOACTaHOBKOH T, BBI-
OpaHHON ©3 TIOJHOH CHUMMETPUYECKOH TIpymIbl, TO 3JI0-
YMBILLIEHHUK, U3yYalOIUi COOTBETCTBHE MEXAY IOAMHOXKECTBAMHU
HCXOJHOTO U IK(POBAHHOTI'O TEKCTOB

x,»(—)y,»,OSi<m,

He B COCTOSHHU Ha OCHOBE 3TOM WH(OpMaLUU ONpeeuTh HCXOA-
HBIH TEKCT, COOTBETCTBYIOIUH Y& {y;}.

Ecnu s mmgpoBaHUS HUCXOOHOTO TEKCTa MCHOJIB3yeTcs MOJ-
cuctema Tt u3 Ile SYM(Z, n), To nosyyaroniytocs B pe3yJsibTare CHC-
TeMy noAcTaHoBOK I1 GyneM Ha3bIBaTh CUCTEMOMU O10UHbIX wugpos
WU cucmemoil 6104Hbix noocmanoeok. biaounslii mudp npeacras-
asieT coboi 4acTHBIHM cityyaif MOHOaI(paBUTHON MOACTAHOBKHU C all-
daBuToM Z,N = Z, . Ecniu nHpOpManus HCXOAHOTO TEKCTa HE MO-
XKeT OBbITh MpeacTaBieHa N-pa3psaaHbIMH ONOKaMH, Kak B Cliy4yae
CTaHJApPTHOTO aJihpaBUTHO-LH(POBOTO TEKCTA, TO MEPBOE, YTO HYXK-
HO clesaTth, 3TO MePeKOUPOBATh UCXOMHBINH TEKCT HMEHHO B 3TOT
¢dopmar. IlepekoaupoBaHHe MOXHO OCYLIECTBUTh HECKOJBKMMH
crocobaMu U C TPAKTUYECKOH TOUKU 3peHHs HEeBaXKHO, KaKod M3
cnoco6oB 6511 BBIOpaH.

B ycraHoBkax 06paboTku uHbopMalmu 61oyHble mudps! OyayT
HCIIOJIBb30BaThC MHOTHMHU TONB30BaTeNiaMU. Kniouegoi cucmemoti

6nounvix wugpos sienserca nogmuoxxectso I1[K] cummeTrpuyeckoii
rpynnsl SYM(Z, )

T[K] = {n{k}: ke K},

HHOeKcHpyeMoe 1o mapametpy k € K; k sBnsercs wmovom, a K -
npocTpaHcTBOM Kitoueil. [Ipu 3ToM He Tpebyercs, YToObl pa3iuy-
Hbl€ KJIIOYH COOTBETCTBOBAJIM Pa3/IMYHBIM NOJCTAHOBKaM Z; .

KimoueBas cuctema 6nounsix mugpos [[K] ucnonssyercs cie-
aytomuM obpazom. onp3oBaTens i U MONb30BaTeNb j HEKOTOPHIM
0o0pa3oM 3aKJIIOYaIOT COTJIallleHHe OTHOCHUTENbHO Kmoya k m3 K,
BEIOHpas, TakuM oOpaszoM, anemeHT u3 II[K] u nepemaBas Tekcr,
3alu(pOBaHHbIA C UCTIOIB30BaHUEM BBHIOpPAaHHOM MOACTAHOBKHU. 3a-
HHCh

y = nik X}
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OyzmeM KCMoJb30BaTh A1 0603HavYeHHs N-pa3psaHoro Gioka mug-
POBAHHOTO TEKCTa, KOTOPBIM MONyuYeH B pe3yJibTaTe MH(poBaHUSA
N-paspsaHoro 6J0ka HCXOAHOTO TEKCTa X ¢ HCIOIb30BaHUEM IOA-
CTaHOBKH TL{k}, cooTBeTCTBYIOLICH Kimouy k. [lonoxum, 4to 310-
YMBIIIJIEHHUKY
W3BECTHO MPOCTPaHCTBO Kintoueit K;
W3BECTEH AJTOPUTM OMNpelesieHUss MOACTaHOBKM T{k} IO
3HAYEeHMIO KJTIoYa K;
HEU3BECTHO, KaKoil UMEHHO KJTIOY k BBIOpaJl 0JIb30BaTeNb.
KakuMH BO3MOXXHOCTSIMH pacroiaraeT 3/J10yMbIlIeHHUK? OH
MOXKeT:
MOJIyYUTh KJTIOY BCIEACTBHE HEOPEKHOCTH IOJIb30BATENs i
WITH TIOJIb30BATEIs J;
TIepeXBaTUTh (IIyTeM IepexBaTa TeneOHHBIX U KOMIBIOTEpP-
HBIX COOOIIeHMI) IMUPPOBAHHBIM TEKCT y, MepeaaBae-
MBIH MOJIB30BATENIEM i MOJB30BATENIO j, U NIPOU3BOJAUTH
npoObl Ha Bce BO3MOXHBIE KIIO4M U3 K 10 nomyueHus
YUTaeMOT0 COOOIIEHHS] HCXOIHOTO TEKCTa;
MOJIyYHTh COOTBETCTBYIOIIHE HCXOMHBIH M IIH(POBaHHBIN
TEKCTHI (X—Y) M BOCHOJIB30BATHCS METOJOM NpOoObl Ha
KJIIOY;
MOJIyYHTh COOTBETCTBYIOIIME HCXOAHBIH M IIM(pOBaHHBIN
TEKCTHl W MCCJIENOBATh COOTHOLIEHHE HUCXOJHOTO TeKCTa
X U WK POBAHHOTO TEKCTa y AJIS ONpelesieHUs Kinoya k;
OpraHu30BaTh KaTaior N-pa3psaHbIX OJIOKOB ¢ 3alMChIO Yac-
TOT UX MOSIBJICHUA B UCXOAHOM WM IIHU(POBAHHOM TEK-
cre. Katanor nmaet BO3MOXHOCTH NpPOU3BOJAUTH IOUCK
HauboJiee BEpPOSATHBIX CJIOB, HCIONB3YS, HalpuMep, cie-
JyHOILy0 HHpopMaLuio:
JIUCTUHT Ha s3bIKe acceMOiepa XapaKTepu3yeTcsi CUIIBHO BbI-
paXeHHBIM CTPYKTYPHUPOBaHHBIM (HOpMATOM,
dpoBoe TpeAcTaBlieHHe rpapuyeckoii M 3BYKOBOH HH-
(dbopMali UMeeT OrpaHHUYeHHBIH Habop 3HAKOB.
IMpeanonoxum, uto N = 64 u kaxablii s3neMeHT SYM(Z; v) Mo-
’KeT OBITh UCTIONB30BaH KaK MOJCTaHOBKA, Tak YTo K=SYM(Z, y).
Torpa:
cymecTnyeT 2% 64-paspsaHBIX GII0KOB; 3T0YMBIIIEHHUK He
MOsKeT mojepxkuBaTh katasor ¢ 2% =1,8-10" ctpoxamu;
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npoba Ha KJIIOY NPHU YHC/IE KIIOYeH, paBHOM (2*Y!, npakru-
YeCKH HEBO3MOJXKHA; COOTBETCTBHE UCXONHOr0 U K po-
BaHHOT'O TEKCTOB Ul HEKOTOPBIX N-pa3psAHbIX OJIOKOB
n{k,x;} =y, 0 <i<m, He DaeT 3TOyMBILJIEHHUKY UH-
(dhopMalK OTHOCUTEBHO 3HaueHUs ik, X} AN Xé& {X;}.

CucteMbl mU$ppoBaHus ¢ 6104HBIMH WK paMH, alipaBUTOM Z, ¢4
U npoctpaHcTBoM Kmouei K=SYM(Z, ¢4) ABNAIOTCS HeAETMMBIMU B
TOM CMBICIIe, YTO MOAJepKaHHe KaTajora YacTOT MOSBIeHHUS OyKB
JUTs 64-paspsaHbIX GNOKOB WM npoba Ha KIIK0Y NpU yKcie KIovei
2% BEIXOAMT 3a Mpe/ieNbl BO3MOKHOCTEH 3/0yMBIILTeHHNKa. Criemy-
€T CpaBHUTH 3Ty MpodJieMy ¢ TOH 3aaayeil, ¢ KOTOpOH CTaIKUBaeTCs
37I0YMBIIIIJIEHHHK B MpoOLIecce KPUNTOAHATM3a TEKCTa, 3alippoBaH-
Horo nmoacranoBkol Llesaps ¢ andasutom {A,..., 5, _}; ans onpene-
JieHus Ktoya nmoactaHoBkH Llesaps TpebGyeTces nuwsb log,32 = 5 6ur,
B TO BpeMs Kak Ajis npocTpancTsa Kmodel K=SYM(Z, ¢4) TpeGyeT-
cs1 2% Guros.

K coxaneHuto, pa3pabOTUMK M 3JOYMBILUIEHHHK HaXOJATCS B
OJIMHAKOBOM TOJIOXKEHHH: pa3paboTUHK He MOXKET CO3AaTh CUCTEMY,
B KOTOpoil GbUTH OBl peanmsoBadsl Bce 2% moacTaHOBOK
SYM(Z,¢4), a 3M0yMBILIJIEHHUK HE MOXXET HCIBITaTh TAKOE€ YHCIIO
KIouei. OcTaeTcs COrNIaCUTBCS C TEM, YTO He KaXKAbIH 3JeMeHT U3
SYM(Z,64) OyneT ucronb3oBaH B KauecTBE OACTAHOBKH.

TakuM obOpas3om, TpeGoBaHHs K XOpolueMy OJIOYHOMY IIUGpY
hopMyIHpyIOTCs clieayomuM oopasom. Heobxoaumsr:

J1ocTaToYHO Gostbinioe N (64 wnu Gojiee) 0ji TOro, YTOOBI 3a-
TPYAHUTH COCTaBJICHHE W MOAAepkaHUe KaTanora. B Ho-
BoM ctaHgapte mudposanus CLLIA N He meHblue 128;

JOCTaTOYHO GOJTBIIOE MPOCTPAHCTBO KIIOYEH VIS TOTO, YTO-
OBl HCKITIOYUTH BO3MOXKHOCTH 110A00pa KIIK0Ya;

crnoxkHble cooTHowenus T{k,x} : X — y=n{k,x} Mexny uc-
XOJHBIM M LIH(POBAHHBIM TEKCTaMU C TeM, YTOObI aHa-
JIUTUYECKHUE U (WIH) CTATUCTUYECKHE METOABI Olpenelie-
HHSL UCXOJHOTO TeKcTa WU (WIH) KJIloYa Ha OCHOBE COOT-
BETCTBUSA UCXOJHOTO M IMKU(POBAHHOTO TEKCTOB OBUTH OBI
10 BO3MOXKHOCTH Hepeali3yeMbl.

2.3. T'enepupoBanue 6,109HbIX LI poB

OpHuM U3 HauboJiee paclpOCTPaHEHHBIX CIIOCOOOB 3aJaHus
GJIOYHBIX IK(POB ABJISETCS UCTIONH30BAaHUE TaK Ha3bIBAEMBIX ceTel
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Oeiicrena. Cerp DeiicTena npeacrasiseT coboi oOLIMA MeTO I Ipe-
o0pa3oBaHus MPOU3BONABHON (yHKIMH (0OBIYHO HasbiBaeMoil F-
(byHKLHeEH) B TepecTaHOBKY Ha MHOXeCTBE OJIOKOB. JTa KOHCTPYK-
us 6bu1a 306peteHa XopctoMm PelicTenoM u Oblna HCHONb30BaHA
B OoJtbIioM KonmuecTBe mmdpos, Bkmouas DES u 'OCT 28147-89.
F-¢yHkuus, mnpeacrasnsiomass cob60il OCHOBHOH CTPOHUTENbHBII
610k cetu Delictena, Bcerga BeIOUpaeTcss HEMMHEHHON U MpaKTHYe-
CKH BO BCeX Clly4yasx HeoOpaTHMOM.

®dopmanbHO F-(yHKIMIO MOJKHO MTpeACTaBUTH B BUJie OTOOpake-
HUS

F: Zynp X 2o« = Zanp,

rae N — pnuHa npeobpasyemoro 00ka TekcTa (A0/KHA OBITh YeT-
HoM), k — nyiuHa ucnone3yemoro Ooka Kino4YeBoi nHpopMalyu.

IIycts Tenepp X — OJIOK TEKCTa, MPEJCTaBUM €ro B BUIE ABYX
noadi10koB oguHakoBoit yuHel X = {A, B}. Torna onHa utepauus
(unu paynn) cetu Qeiicrena onpeaensercs Kak

Xin = B|(F(B;, k) @ A))

rae X; = {A;, B;}, || onepauus xonkareHauuu, a @ — noburoBoe uc-
kmoyaroiiee UJIU. Ctpykrypa urepauuu cetu deiicrena npeacras-
nena Ha puc 2.1. Cets ®elicTena cOCTOUT U3 HEKOTOPOTO (HHUKCHPO-
BaHHOTO 4YHCJIa HUTepaluii, ONpenesieMoro cooOpakeHUsIMUA CTOH-
KOCTH pa3pabaThiBaeMoOro Iudpa, pu 3TOM Ha MOCIeqHeH urepa-
LM NIEPEeCTaHOBKA MECTAMHU IOJIOBHUH OJI0Ka TEKCTa HE IIPOU3BOAUT-
s, T.K. 9TO He BIHUsET Ha CTOHKOCTH LHdpa.

Hannas crpykrypa mmgpoB obnagaeT psaoM [OCTOMHCTB, a
HMEHHO:

MpoLeaypsl H(pPOBaHUs U paciindpoOBaHUS COBIAJAIOT, C
TE€M HCKJIIOYEHHEM, YTO KIroueBas HHbopMauus Ipu
pacluuppoBaHUH UCIIONIB3YETCS B 00PaTHOM HOPSIKE;

JUTSL TIOCTPOEHHS YCTPOMUCTB IIM(GPOBAHUS MOXXHO HCIIOJNE-
30BaTh Te e OJIOKH B LeNsX MH(poBaHUs U pacuug-
pOBaHHSL.

HenocrarkoM siBisieTcst TO, 4TO Ha KaXIOW UTEpALlUl H3MEHSET-
¢S TOJBKO TOJIOBHHA Ooka 0OpabaThiBaeMOro TEKCTa, UTO IMPHUBO-
JUT K HEOOXOOUMOCTH yBEJTMYMBATh YHCIIO UTEPALIUAi ISl JOCTHKe-
HUSA TpeOyeMOi CTOMKOCTH.
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B otHommenuu Beibopa F-hyHKIMM KaKMX-TO YETKUX CTaHAApTOB
HE CYIIECTBYET, OIHAKO, KaK MMPaBUJIO, 3Ta GYHKLHS NpeAcTaBIseT
co00l mocnenoBaTebHOCTh 3aBUCAIIMX OT KITFOYa HEJTMHEHWHBIX 3a-
MeH, NTepeMeIlHBaIOIINX NIEPeCTaAHOBOK U CIBUTOB.

HpyruM noaxonoM K MOCTPOEHHIO OJOYHBIX IIHGPOB SBISETCS
HCTONB30BaHHE 00paTUMBIX 3aBUCALINX OT KIIKOYa MMpeoOpa3oBaHUL
B 3TOM ciyyae Ha KaxI0il UTepalMu U3MEHsETCS Bech OJIOK H, CO-
OTBETCTBEHHO, OO0llee KOJIMYECTBO HUTEpallii MOXET OBITh COKpa-
meno. Kaxxpas urepauus npeactapisier co0o0ii nocae10BaTeIbHOCTh
rpeoOpa3oBaHuil (TaKk Ha3bIBAEMBIX "CJIOEB"), KaXAOe U3 KOTOPBIX
BBINIOJIHAET CBOIO (GyHKUMIO. OOBIYHO HUCHOJB3YIOTCS CIIOH Helu-
HeitHO#l oOpaTHMOIl 3aMeHBI, CJIOM JIMHEHHOro NepeMeIlnBaHus U
OJIMH WJIM ABa cJI0s noAMelBanus kimoda. K HepocTarkam JaHHOTO
MOJIX0Aa MOXKHO OTHECTH TO, YTO I Ipouenyp WHGpoBaHUS W
paciiudpoBaHus B 00LIEM CiTyyae HENb3sl UCIMOIB30BAaTh OOHU U Te
ke OJIOKH, 4TO YBeJIMYMBAET allapaTHble WWIH IpOrpaMMHBIE 3a-
TpaThl Ha peajlu3altIo.

B A® F(B)

Puc. 2.2, Ctpykrypa urepaiu cetu ®eiicrena.

2.4. AnropnTmsl 0/109HOr0 HPPOBAHHS
2.4.1. Anroput™ DES n ero moaupukanun

AMEpHKaHCKUH CTaHAApT KPUNTOrpadHyecKoro 3aKpbITHS daH-
Heix DES (Data Encryption Standard), npunsiteiit B 1978 r., sBisier-
Csl TUITMYHBIM TIpe/ICTaBUTENEeM ceMeiicTBa OOYHBIX MHUPPOB. DTOT
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mudp pomyckaeT 3¢ (deKTHBHYIO annapaTHylo U IPOrpaMMHYIO pea-
JIM3aLHI0, TIPUYEM BO3MOXKHO JOCTIDKEHHE CKOpocTel mudpoBaHus
0 Heckonbkux Merabait B cexyHnay. LUlupp DES mnpencraBnser
c000ii pe3ysbTat 33 0TOOpaskeHHH:

DES =IP"'X 71 x0xp8x0xmy X IP, 2.1

rae IP (Initial Permutation — ncxoaHas nepecTaHOBKa) MpeACTaBlsIeT
c000#i MPOBOJIOYHYIO KOMMYTALIUIO C UHBEPCUEH P
58, 50, 42, 34, 26, 18, 10, 2, 60, 52, 44, 36, 28, 20, 12, 4,
62, 54, 46, 38, 30, 22, 14, 6, 64, 56, 48, 40, 32, 24, 16, 8,
57,49,41,33,25,17,9, 1,59, 51, 43, 35,27, 19, 11, 3,
61,53, 45,37,29, 21, 13, 5, 63, 55, 47, 39, 31, 23, 15, 7,
KOMIIO3ULMA OX Ty, e § — nepecTaHOBKAa MeCTaMH NPaBoii U Je-

BOI1 NOJIOBUH OJI0Ka JAAaHHBIX, IIPEJCTaB/seT COOOH ONHY HUTepaLtIo
®eiictena. OTMETHM, YTO B MOC/IEHEM LIMKJIE IH(POBaHUS 110 al-
roputMy DES nepecranoBka MecTaMu MOJIOBHH 6JI0Ka He TIPOM3BO-
JUTCS.

IToacTaHOBKU Ty, s 1< i £ 16, onUcHIBAIOTCS CIEAYIOMIUM 00pa3oM:

Iar 1. Ha i-M 1uk/ie BXOQHO# 6JI0K X' 17IHHOMN 64 cHMBOJIa
i_
X = (xi,o, Xil eees xi,63)

nenutcs Ha naBa Onoka mo 32 cumBona X =(X;0,X;] ..., Xi31) H
X'= (x',~,0, x',»,l vees X',‘,31).

IMpaBeiii 6ok X' pa3buBaercs Ha BOoceMb OJIOKOB IO 4YeThIpe
CHUMBOJIA:

X'io X'i1 X' X'i3

X'ia X'is X'is X'z

X'is X'io X'i10 X'
X2 X113 X'i14 X'i1s
X'i16 X'i17 x'i18 X'i19
X'i20 X'i21 X'i22 X'
X'i24 X'ias X'i26 X'i20
X'i28 X'i20 X'i30 X'i31

DTH BoceMb OJIOKOB IyTeM KOMHPOBAHHS KpalHHUX 3JIEMEHTOB Ipe-
00pa3yloTcs B BOceMb OJIOKOB U3 IIECTH CHUMBOJIOB:

| Xi31 Xio Xi1 Xi2 Xi3 Xia |
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3 4 5 1 7
1 8 ‘9 i 12
X‘ xi xl Xi i1l il
l i i,10 X, x‘
A l i i,16
‘ l / i,15
Xl X Xi Xi14 X x‘
i i,13 A l
i i12 A .
" i i.18 ‘
i il A l
. 122
Xi19 Xi20 Xi2l X, x(23 xi 24
‘ l / i.2
A l i.31 i.0
i.23 1 ‘ ) l




BxoaHas nocnenoBaTespbHOCTh OUTOB

12,..., 64

[ HauansHas nepectaHoBka P ]

o] ®
1.2,... \ 32 1,2,... 32
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| L =R, | | R,=L, ®f(R,K,)
K,
f
F 1 ]
| L,=R, | | R,=L, ®f(R, K)) |
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| Ls=Ry, | | R,s=Ly, Bf(R,,.K,,) |
é’ K
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|R16=L15 &f(R 5K () | | Li=Rys |
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[KOHC‘{Haﬂ nepectanoska IP! ]

BEIXOMHAs MOCAEA0BATENLHOCTE GUTOR (IU(PTEKCT)

12,.., 64

Puc 2.3. Cxema anropurma mudposanus DES
IMar 2. Ha i-uukiinyeckoi urepanuu 48 paspsioB KIo4a
(ki,Oa ki,l, s ki,47)~



MOpaspsiIHO CYMMUPYIOTCS (TI0 MOAYJIO 2) € MONYYEHHBIMH BBILIE
48 pa3psnaMu JaHHBIX.

Iar 3. j-it 6510k U3 mecty cuMBOJIOB (0< j <8) momaercs Ha BXOJ
6oka nmoactaHoBKU (S-00kc) S[j] UMeeT 1ecTUPa3psAHBIA BXOA H
YeThIpeXpa3psAAHbIi BEIXO U NIPEICTABIsIeT cOOOH YeThIpe mpeobpa-
30BaHus u3 Z,4 B Z,4; ABa KpaliHUX pa3psja BXOAHOro 6joka ciy-
JKaT AJs BBIOOPKM OJHOrO M3 3TUX npeoOpasoBanuil. Kaxnas us
BocbMHU noactaHoBok S[0], S[1],..., S[7] ocyuiecTBisieTcs ¢ UCTONb-
30BaHHEM YeThIpeX CTPOK U 16 cToNOLIOB MaTpHLBI C AIEeMEHTaMH
{0,1,...,15}. Kaxxpaplif u3 MacCHBOB pa3MepHOCTBIO 4X16 onpenesnsieT
MOACTAaHOBKY Ha MHOXecTBe Z,4 clieayoumuM obpasom. Eciou Bxo-
JIOM sIBJIsIeTCs OJIOK U3 LIECTH CUMBOJIOB (2o, Z1, 22, Z3, 24, Z5), TO ABE
KpaiiHue NO3ULIH (Zg, Zs) UHTEPIPETHPYIOTCS KaK JBOUYHOE Ipell-
cTaBJieHHe LieNbIX yrcen u3 Habopa {0,1,2,3}.

OTH Lensle onpeaenstoT Homep cTpoku (oT 0 go 3). OcraBmmecs
YyeTblpe CUMBONA (2], Z), Z3, Z;) UHTEPIPETHPYIOTCS KaK JBOMYHOE
rpeacTaBieHue Leblx uucen u3 Hadopa {0,1,...,15} u cimyxat s
onpeneneHus ctojda B Maccuse (ot 0 mo 15). Takum oOpa3zom,
BxoaHoi#i 610k (0,0,1,0,1,1) cootBeTcTBYeT cTpoke 1 1 cronbiy 5.

IMar 4. 32 pa3psna, cocTaBisioIye BeIX0A S-O0Kca, MOJAOTCS
Ha BXxoJ 60ka poBosiouHOH KoMMyTauuy (P-6okca):

16, 7, 20, 21,29, 12,28, 17, 1, 15, 23, 26, 5, 18, 31, 10,
2,8,24,14,32,27,3,9,19, 13,30, 6,22, 11, 4, 25

IMar 5. KoMImoOHEHTHI MPaBOT0 BXOAHOTO 32-pa3psaHoro OJioka
X', npeobpazoBansoro B T(X'), mopaspsgHO CyMMHPYIOTCSI IO MO-
IyJIO 2 ¢ KOMIIOHEHTaMH JIEBOTO BXOAHOTo 32-pa3psaHoro 6ioka X.

Ha xaxpoii urepaumu Hcnionb3yeTcs 48-pa3psaHblii MOAKIIOY
(kio, kiy ..., kis7). Ilockonbky BxonHsM kiitouoM DES spnsercs 56-
pa3psianbit 610k k = = (kig, ki1 ..., kiss), TO KaXABIH ero paspsa uc-
MOJIB3Y€ETCS] MHOTOKPATHO.

Kakue WMeHHO paspsapl KIOYa HCHONB3YKOTCS Ha -
LUKIMYECKOH HUTEepaLyy, ONpeAesieTcs] Mo CIEAYIOLIeMY alropHT-
My:

npexae Bcero 64 paspsaa kimoya npeoOpasyroTces B 56 myTeM
BBIOpAChIBaHUS KaKIOIO BOCBMOT0 OMTa (KOTOPBIH MOMKET HCIIONb-
30BaThCs AJIs1 KOHTPOJIS LIETIOCTHOCTH KITIOYa);

MpOM3BOAWTCS HavaibHas nepectaHoBka KP-1 56-paspsagsoro
kmoua nosb3osarens k = (kig, ki1 ..., kiss):

57,49, 41,33,25,17,9, 1,58, 50, 42, 34, 26, 18,
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10, 2, 59, 51, 43, 35,27, 19, 11, 3, 60, 52, 44, 36,

63, 55,47,39,31,23, 15,7, 62, 54, 46, 38, 30, 22,

14, 6, 61, 53, 45,37, 29, 21, 13, 5, 28, 20, 12, 4.

[MTonyuyaeMslii B pe3ysibTaTe S6-pa3psaHblil 60K paccMaTpUBaeT-
cs1 Kak aABa 28-pa3psaanbix 6o0ka: seBblii — Co 1 mpassiii — Dy;

NPOU3BOUTCS JIEBBIN LIMKJIMYecKui caBUr 61okoB Co u Dy s[1]
pa3 s nonyvenus 6nokos C; u Dy;

u3 cuervienus 6mokoB (C;, Dy) BeiOuparorcs 48 paspsanoB ¢ mno-
Molpio nepectaHoBkU KP-2. DTy paspsasl UCMONb3ylOTCA Ha Iep-
BOI1 UTepaLyy;

14,17,11,24, 1,5, 3, 28, 15, 6, 21, 10,

23,19,12,4,26,8,16,7,27,20, 13, 2,

41, 52,31,37,47,55, 30, 40, 51, 45, 33, 48,

44, 49, 39, 56, 34, 53, 46, 42, 50, 36, 29, 32
UCIIOJIb3yeMbl€ Ha i-i LIUKJIMYECKON UTepalUH paspsabl Ktoya oIl-
penenstoTcs MetoaoM WHAYKiuU. Jns nomydenus 6nokoB C; u D,
TPOU3BOAMM JIeBBIi LUKIMuYecknii caBUr 610koB C,y 1 D Ha s[i]
MO3ULIMH:

10 20 3 4 5 6 7 & 9 10 11 17 13 14 13 14
s 1 220 02 2 2 2 2 2y ]

U BHOBB npuMeHsieM KP-2 nnis monydeHus oyepeaHoi NOPLMH KITFO-
4a.

Hnsepcueii DES (oGecnieunBaromeii pacumppoBanue 3amugppo-
BaHHBIX NocpeacTBoM DES naHHbIX) sBIIseTCS

DES = IP"'X 7y, x Oxp8x0x 7y, X IP, (22

Pacmingposanue 3ammdposanHoro nocpeactsoM DES Tekcta
OCYILIECTBJISIETCS ¢ UCIIOJIB30BaHUEM TeX ke OJIoKoB Onaronaps o6-
paTUMOCTH Npeodpa3oBaHUs.

TakoB o6wmii anroputm DES. TlonpoGyeM npoaHanu3upoBaTh
ero 3¢ pexTUBHOCTB.

IMockosibky IJyiiHA OJIOKOB HCXOOHOTO TeKcTa paBHa 64, moa-
JepKKa KaTaJoroB YacTOT HCIOJB30BaHUS ONOKOB SBISETCS VIS
3JI0YMBILIJIEHHUKA 3a/laueii, BEIXOASLIeH 3a Mpeaenbl COBPEMEHHBIX
TEeXHHUYECKHUX BO3MOXKHOCTEH.

OpHako, JaHHBIH aTOPUTM, SIBJISSCH IEPBBIM OIBITOM CTaHIAapTa
HGpPOBaHUs UMEET Psl HEAOCTATKOB. 3a BpeMs, IIpoLle/llee [1ocie
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co3panus DES, xoMnbroTepHasi TeXHHKA pa3BUIach HACTOIBKO Obl-
CTPO, YTO OKa3aJioCh BO3MOKHBIM OCYILECTBISATH HCUEPIBIBAIOIINN
nepebop KITto4el U TeM caMbIM packpbiBaTh WHpp. CTouMocTh 3TOH
aTakH MOCTOSHHO cHipkaeTcs. B 1998 r. Obuta mocrpoeHa MaimHa
cronMOocThiO 0k0Ji0 100000 momtapoB, criocoOHasi 0 JaHHOU Tape
<HCXOJAHBIA TEKCT, IHGPOBAHHBIH TEKCT> BOCCTAHOBUTH KITIOY 32
cpenHee BpeMs B 3 cyTok. Takum obpasom, DES, npu ero ucnosns-
30BaHMM CTAHAAPTHBIM 00Pa3oM, yKe CTall JajleKO He ONTHMAJIbHBIM
BBIOOPOM /151 YIOBJIETBOPEHHUS TPEOOBAHUAM CKPBITHOCTH JAHHBIX.

bruto BEIIBHHYTO O0JIBIIOE KOMHYECTBO NPEIOKEHHI MO YCo-
BepiueHcTBoBaHMIO DES, KoTOpBle 0TYaCTH KOMIIEHCUPYIOT yKa3aH-
Hble HeJJOCTaTKU. MBI pacCMOTPHUM J1Ba U3 HUX.

Haubonee mupoko H3BECTHBIM MPEJIOKEHHEM IO YCHIIEHHIO
DES sBnsieTcs Tak Ha3piBaeMblii «TpoiiHoW DES», onna u3 Bepcuit
KOTOpOTro onpeaensercs: popmyoit

EDE3} 4,4, (X) = DESy, (DES;. (DESy, (x))).

To ects, xmou anss EDE3 umeer amuny 56 X 3 = 168 Out, u
mudposanue 64-6uToBoro 6J10Ka OCyIIECTBIISETCS [H(PPOBAHUEM C
OJHMM MOAKIIIOYOM, paclii(poBaHUEM ¢ APYTMM U 3aTeM IIUdpo-
BaHMeM ¢ TpeTbuM. (IIpnunHa, 1o KOTOpPOil BTOPHIM IArOM SBISETCS

DES,', a He DES, ,
2 2

opars K=kk.k, To EDE3g = DES,. [lpuuuna ucnons3zoBanus DES
TPU pa3a BMECTO ABYX 3aK/IlOYaeTcs B CYIECTBOBAaHMU aTaKH
«BCTpeua B cepeanHe» Ha asoiHoi DES.)

IIpob6nema ¢ TpoitaeiM DES cocTrouT B TOM, YTO OH ropasio Me-
neHHee, yeM caM DES — ero ckopocTb cocTaBnseT poBHO OJHY TPETh
ucxonnoi. Ilpu ucnons3oBanun EDE3 B pexume cuemenus 61o-
KOB 9TO 3aMeJJIeHHe CKaXeTCsl Kak Ha amlnapaTHOM, Tak U Ha Ipo-
IpaMMHOM (JJa’ke €cJIH IONbITaThCs KOMIIEHCHPOBATh €ro JOIOIHH-
TeJIbHOH amlmnapaTHOH 4acTblO) YpOBHsX. Bo MHOTHX cilyyasx Takoe
najeHye POU3BOAUTEIBHOCTH HETIPUEMIIEMO.

B 1984 r. Pon Pusect nmpemnoxun pacumpenue DES, Ha3biBae-
moe DESX (DES eXtended), cBoOoqHOE OT HEAOCTATKOB TPOUHOTO
DES.

DESX omnpenensercs kak

aBisgeTca coBMecTuMocTh ¢ DES: eciu BhI-
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DESk,kl,k2 = k2 @ DESk(kl @ X)

To ects, kmou DESX K = k.ki,k, cocTout us 54+64+64=184 6ut u
BKJIIOYAET TPH pa3iuyHbIX nomxmova: kmou “DES” &, npeasapu-
TENIbHBIN «3aIlyMJIIIOIIMI» KITI0Y k) ¥ 3aBEpIUAIOIIMI «3aLTyMIIsIO-
LM KITI0Y £).

Hns mudpoBanus 6510ka coOOLIEHNS MBI CKJIAABIBAEM €ro Io-
paspsaHo o Monyiio 2 ¢ k, mudpyem ero amropurmoMm DES ¢
KJTIOYOM k ¥ BHOBb [OPa3psAAHO CKJIaABIBaEM €ro 10 MOIYIIO 2 C k.
Takum obpasom, 3arparel DESX Ha mmdpoBaHue 6/0ka Bcero Ha
JIBE OIIEpaLi CJIOKEHUS N0 MOAYIO 2 Oonblie, YyeM 3aTpaThl HC-
XOJHOTO aJITOPUTMA.

B otHomenun DESX 3amedatensHO TO, UTO 3TH JiBE€ OIepallvu
«uckmoyarotee MJIW» penaroT mmdp ropazgo MeHee ySa3BUMBIM IO
OTHOLIEHUIO K nepebopy winodeil. Ykaxem, uto DESX 3atpynuser
noJiyyeHue Aaxke ogHoi napel <x;,, DESXk(x,)> B ToM ciyuae, koraa
3JI0YMBILIVIEHHUK OpPraHu3yeT aTaKky Ha mu$p 1o BHIOpaHHOMY HC-
XOJHOMY TEKCTy, IoJTy4dast MHOkecTBO nap <P, DESk(P))>.

DESX npenHasHavancss ois yeeauuenus 3awuiieHHocTd DES
NpoTUB Tepebopa KIOYeH M coxpaneHus €ro CTOMKOCTH IpPOTHB
Jpyrux Bo3MokHbIX atak. Ho DESX B pelicTBUTenbHOCTH Takxke
YBEJTHYMBAET CTOMKOCTh NPOTUB AU depeHIHaNTbHOTO U THHEHHOTO
KpPHUIITOAHAIN3a, yBelnuuMBas TpeOyeMoe KOJIHYECTBO NMpo0 ¢ BBI-
OPaHHBIM MCXOJHBIM TEKCTOM [0 BeTMYHMHBL, npesbimatomeii 2%,
HanpHelilee yBenuyeHue CTOMKOCTH POTHUB 3THX aTaK MOXKET OBITh
nocturdyto 3ameHoil B DESX onepauuu «uckmoyaromee MJIHN» Ha
ClIO’KEHHe, KaK 3T0 OBUIO cle/laHoO B

DES- PEP; ;. 1 =k, + DESy(k +X)

r7e cJoKeHHe ompenesseTcs cienywommM odpasom: L.LR+L'.R'=
(L OLY(R OR, ILF|R|F|L'=|R'|= 32, a ¢ 0603HaYaET CI0KEHHE IO
MOZAYJIIO 277,

Cka3aHHOE HE 03HAuyaeT, YTO HEBO3MOXKHO MOCTPOUTH MAlIHHY,
packpsiBatoiyto DESX 3a npuemnemoe Bpemsi. Ho oHo noapasyme-
BaeT, YTO TakKas MalllMHa JO/DKHA MCIONB30BATh KaKyo-TH00 paau-
KaJIbHO HOBYIO HAEH. DTO HE MOXKeT OBITh MalllMHa, peau3yroluas
nepebop Koueil B 0OLIEIPUHATOM CMBICTIE.
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Takxum obpaszom, npakTuyecku Bo Bcex oTHowmeHusx DESX oxka-
3piBaeTcs Jyume DES. Dror anroputM npocT, coBMecTiMm ¢ DES,
3¢ dexkTHBHO peanuzyeM anmnapaTHO, MOXKET HCIONB30BATh CYLLECT-
Bylollee anmnapatHoe obecnieuenue DES u B ero otHoueHnu# 6bu10
JIOKa3aHO, YTO OH YBEIUYMBAeT CTOHKOCTb K aTakaM, OCHOBAHHBIM
Ha nepe6ope KIoUei.

2.4.2. Cranaapt AES. Aaroputm Rijndael

B konue 1996 r. HaipioHambHBIM HHCTUTYTOM cTaHaapTtoB CILIA
(NIST) Obu1 0OBSIBNIEH KOHKYpC Ha CO3JaHH€ HOBOIO OOILIEHAlHO-
HAJIBHOTO CTAaHAApTa IWH(GPOBaHUS, KOTOPBIM OODKEH NpUHTH Ha
3ameHy DES. PaspabarsiBaeMoMy cTaHmapTy OBUIO NMPHUCBOEHO pa-
6ouee naumenoBanue AES (Advanced Encryption Standard). Ot6op
MPOXOAWI B JIBa 9Tama, 1ocje NepBoro Cpeau MpeTeHAEHTOB OCTa-
Joch 15 kaHAMIAaToB, MOCe BTOPOTro — 5.

2 okTsa6ps 2000 roga 6pUT0 IPUHATO OKOHYATENBHOE pelleHue. B
KauecTBe TMpe[yaraéMoro cTaHAapTa Obll  BeIOpaH airOpuTM
Rijndael (mpousnocurcs "Peith-gan"). tot aaropur™ O0bu1 pa3pabo-
taH Buncenrom Paitmatom (Vincent Rijman) u Hoan amen (Joan
Daemen) u npeacTapmnsier coOOH alNropuT™, He UCIONB3YIOLIMHA CEeTH
®eiicrena.

TIpu OMHCAHMH aNrOpMTMa HcTons3yercs none Lamya GF(2%),
MIOCTPOEHHOE Kak pacluupeHue nons GF(2) no KopHsAM HENPUBOIH-
Moro MHorouneHa m(x) = x* + x* + x> + x + 1. JIaHHbIi MHOrOUIEH
BbIOpaH U3 cooOpakeHHH 3((HEKTUBHOCTH MPEACTABICHUS 3JIEMEH-
TOB TOJIA. DJIEMEHTapHbIE ONEPALIH, HUCIIONb3YIOIUECS B alrOpHT-
M€, BBIIIOJIHSIOTCS B YKa3aHHOM ITOJI€.

AnropurMm Rijndael npeacrapnser coboit 6nounsiii mmdp ¢ ne-
peMeHHOM JUTHHOH OJioka U mepeMeHHOU UTHMHOHN Kimoua. J[JTUHBI
0J10Kka ¥ KIIo4a MOTyT OBITh BHIOpaHBl HE3aBUCHMO paBHBIMH 128,
192 wmu 256 6ur. ludp seiageTcs MOCIeNOBATEIBHOCTBIO HUTEpa-
UMM, BBINIOJHAEMBIX HaJ HEKOTOPOH NPOMEXYTOYHOH CTPYKTYPOH,
Ha3bIBaEMOU cocmosiHuem. (OTa TEPMHHOIOTHS 3aMMCTBOBaHAa U3
TEOPHUH KOHEYHBIX aBTOMAaTOB.) COCTOSIHHE MOXKET OBITh IpencTaB-
JIEHO B BHJE NPSIMOYTOJILHOIO MaccuBa OaiitoB. B maccuse 4 ctpo-
KH, a YHCJIO CTOJIOIOB, 0003HayaeMoe kak Nb, paBHO myiuHe Oj10Ka,
JeneHHoH Ha 32. Kimtou mmpoBaHus aHAIOTMYHBIM 00pa3oM Mpes-
CTaBJIIETCS B BUAE MPSIMOYTrOJIbHOro OaifroBoro maccusa ¢ 4 CTpo-
kamu. KommuectBo cronbuos, obosHauaemoe Nk, paBHO AjuHE
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KJIIOYa, AeJieHHOH Ha 32. BxoaHble U BBIXOJHBIE 3HAYEHHS aJITOPUT-
Ma NpPEACTaBISIOTCS B BHIAE OJHOMEPHBIX OAHTOBBIX MacCHBOB CO-
oTBeTcTBYIOIEH AMUHBL. COCTOSIHHE M KJIIOYEBOH MAcCHB 3aroJiHs-
IOTCS M3 3TUX MacCHBOB BHauaJie IO CTOJIOIaM, a 3aTeM IO CTPOKaM.
KomuuecTtBo utepanuit obo3znavaercsa Nr 3apucut ot Nb u Nk B co-
OTBETCTBUH CO ClieAyroleii Tabnumei:

Nr Nb=4| Nb=6| Nb=38
Nk =4 10 12 14
Nk=6 12 12 14
Nk=8 14 14 14

I/ITepaI_II/IOHHOC npe06pa30BaHHe COCTOHUT M3 HYCTBIPEX pasiivy-
HBIX HpeOGPaBOBaHHﬁ. Ha C-HOI[OGHOM IICEBAOKOAEC 3TO BBIIJIAAUT

TakK:

Round (State, RoundKey) {
ByteSub(State);
ShiftRow(State);
MixColumn(State);
AddRoundKey(State, RoundKey);

}

Tlocnennss urepanmsa HECKOJIBKO OTIIMYACTCA OT BCEX OCTAJIBHBIX!

FinalRound (State, RoundKey) {
ByteSub(State);
ShiftRow(State);
AddRoundKey(State, RoundKey);
}

OrtnenbHbIC Hp606p830BaHI/I${ OIIMNCBhIBAKOTCS HHUXKE.

ByteSub
Oto 650k HenuHelHo# obparumol GaitroBoi 3aMeHBI (S-00kc),
COCTOSILIMMA U3 ABYX OII€paLIMil:

Kaxnpiii 6aliT 3aMeHseTcsl Ha MyJIbTUIUTMKATUBHBIA 0OpaTHBINA K
Hemy B monte GF(2°). Baifr co 3nauennem '00'h orobpaxa-
etcs B cebs.

Hapn xaxnapiM GaliToM BeinosHsieTcs: apduHHOE npeobpa3zoBaHue
B nosie GF(2), 3anaBaeMoe cleAyIoliM yYpaBHEHHEM:
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yvol [1 0001 1 1 17[x] [1
wl [t 100011 1|[x]| |1
yal |1 11000 1 1||x] |0
||t 111000 1)x (0
ya| |11 11100 0]|xq]| |O
yvs| 01 1 1110 0f[x5| |1
ye| [0 01 1 1 11 0f[xg| |1
v 0001 111 1]|x] |0]

Orto apdunHHOE npeodpazoBaHHEe MOXKET OBITH OMHCAHO B MOJUHO-
MHanbHOM Bre Kak b(x) = (x” + x°* + x* + x) + a(x)(x’ + x* + x° +x*
+1) mod(x® +1). Tlonunom, Ha KOTOPBIA MPOU3BOJUTCS YMHOXKEHHE,
BbIOpaH B3aUMHO NIPOCTBIM C MOJYJIEM, TaK YTO YMHOXKEHHUE SIBJISET-
cs1 OOpaTHMBIM.

ObparapiM k ByteSub Oyner npeoGpasoBaHme, cocrosinee H3
obparHoro adg¢uHHOrO NpeoOpa3soBaHUs W B3ATHS MYJIBTHIUIHKA-
THBHOT'O 00paTHOTO B GF 2%.

ShiftRow

OT10 npeobOpa3oBaHMe SBISETCS LMKIMYECKUM CIABUIOM BIIEBO
CTPOK MaccHBa COCTOSIHUSI Ha pa3nuHylo BennuuHy. Ctpoka 0 He
casuraercs, ctpoka 1 casuraercs Ha C1 nosuiuii, crpoka 2 —Ha C2
U cTpoka 3 — Ha C3 no3uumii. BenuunHel casura npuseAeHs B Tab-
JMLe:

Nb Cl C2 C3
4 1 2 3
6 1 2 3
8 1 3 4

O6patHbIM npeobpazoBaHreM OyneT LUKINYECKHH CABUT CTPOK
MaccHBa BIIPaBO Ha TO K€ KOJIMYECTBO MO3HLIUIL

MixColumn

B sToM npeobpa3oBaHuu CTONOLBI MacCHBa COCTOSHUS paccMar-
PMBAIOTCA KaK MOMMHOMBI Haz nonem GF(2°). TpeoGpasoBanue 3a-
KJIIOYaeTCs B YMHOKEHHH CTOJI6Ia 1o Moayio x° +1 Ha dukcHpo-
BAHHBIH [TOJIMHOM

c(x) ='03h'%’ + '01h'x* + '01h'x + '02h'.
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ITOT MONHHOM SBIISETCA B3AMMHO MPOCTBIM ¢ X' +1 M N03TOMY yM-
HO)KeHHe oOpaTiMo. B mMatpuuHoii popMme naHHOe npeoOpa3oBaHue
MOXHO TpeCTaBUTh KaK

be] [02 03 01 o01] [a
by| |01 02 03 01| |a

by| |01 01 02 03||a,
by| |03 01 01 02]|a

OO6paTtHoe npeobpa3oBaHue MpeAcTaBseT co00H YMHOXKEHHE Ha
TOJIMHOM, MYJIbTHIUTHKATHBHO OOPATHBIH K ¢(X) 10 MOAymo x* +1:

d(X) = lOBhvx3 + vOthx2 + v09hvx + 'OEh'.

AddRoundKey

JlobGaByieHHe KJIKOYa UTEpallMH OCYIIECTBISETCS MPOCTHIM MOOK-
TOBBIM CJIO)KEHHEM TI0 MOAYIO 2 Kaxaoro Gaiita MaccuBa cOCTOS-
HHS ¢ COOTBETCTBYIOIUMM GaiiToM MaccHBa Kitoya. ITo npeodpaso-
BaHUe sBJIsgeTcs OOpaTHBIM caMoMy cebe.

AJIropuT™M 00padOTKH KJII04A.

Kitoun utepaniu mosiy4aloTcs U3 KIoya MuppoBaHUs ¢ TOMO-
B0 Aneopumma obpabomku Ki04a, COCTOSILETO U3 JBYX KOMIIO-
HEHTOB — pacIlMpeHHs KiIoYya U BbiOopa Kioya urepalii. OCHOB-
Hble NPUHLIUIIBI €r0 MOCTPOEHHs ClieyIoLIHe:

OO1ee yncio OUT KIIIOYeM MTepallid paBHO AJMHE OOKa, yM-

HO’KEHHO# Ha KOJMYecTBO utepauuii rwioc oaus. (Hanpumep,
i Oyioka 128 6ut u 10 urepauuii morpebyercss 1408 Out
KJIIOYeH uTepaLun).

Krrou mudpoBaHust paciuupsieTcsi 10 paculupeHHO20 Koud.

Kimoun wreparun OepyTcss M3 pacLIMpeHHOTo KJlouYa CIeaylo-

UM 00pa3oM: MEepBbIA KITIOY UTEPALUU COCTOUT U3 MEePBBIX
Nb cioB, BTOpoii — U3 crieaytomux Nb cioB 4 T.4.

AJITOPHTM paclIHpPeHHSA KJII0YA

PacipeHHbI# K104 npeAcTaBiiseT co0oi TMHEHHbIH MaccuB 4-
6aifToBbIX cJIoB M 06o3Havyaetcs kak W[Nb * (Nr + 1)]. ®ynkuus
paciuupeHus kimoya 3aBUcUT oT Nk. CylllecTByeT ABe BepCUH — s
Nk < 6 u ns Nk > 6.

KeyExpansion(byte Key[4*Nk], word W[Nb*(Nr+1)]) {
for(i = 0; i <Nk; i++)
WIi] = (Key[4*i],Key[4*i+1],Key[4*i+2],Key[4*i+3]);
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for(i=Nk; i <Nb * (Nr + 1); it++) {
temp = W[i- 1];
if (i % Nk ==0)
temp = SubByte(RotByte(temp)) ~ Rcon[i / Nk];
WI[i] = W[i - Nk] " temp;
}
}

3necs SubByte(W) — ¢dyHkuus, Bo3BpallaioLias cjioBO, B KOTO-
POM Kak[plii OaiiT SIBJIETCS pe3ybTaTOM NMpUMEHEHHs GJI0Ka 3aMe-
HBI WHdpa K GaifTy, HAXOAAIEMYCS Ha COOTBETCTBYIOIIEH NO3ULIMU
BO BxoaHOM cioBe. @yHkuus RotByte(W) — muwinyeckuil caBur
6aiiToB B cJI0Be, TaK YTO BXOAHOE CIIOBO (4, b, ¢, d) npeobpasyercs B
crnoso (b, ¢, d, a).
st Nk > 6 anropuT™ BBITTISAUT Tak:
KeyExpansion(byte Key[4*Nk] word W[Nb*(Nr+1)]) {
for(i=0; i <Nk; i++)
WIi] = (key[4*i],key[4*i+1] key[4*i+2],key[4*i+3]);
for(i=Nk; i <Nb * (Nr + 1); it++) {
temp = W[i- 1];
if (1 % Nk ==0)
temp = SubByte(RotByte(temp)) ~ Rcon[i / Nk];
else if (1 % Nk == 4)
temp = SubByte(temp);
WIi] = W[i - Nk] ” temp;
}
}

KoHcranTs! utepaiu Rcon He 3aBucar ot Nk u onpeaenstorcs
Kak

Rceon[i] = (RC[i], '00', '00', '00"),
rae RC[i] aBnsAtOTCS NMPeACTaBICHUAMH 3JIEMEHTOB OIS GF(2% co
sHauenmwimMu ¥ ~ |, T.e. RC[1] = 1 (t.e. '01'), u RC[i] = x (T.e.
'02")-RC[i —1].
Bui6op k110492 HTepanun
Kittou utepauuu ¢ HoMepoM i 3agaeTcs cinoBaMu u3 Oydepa pac-
HIUpEeHHOTO KitoYa, HauuHast ¢ W[Nb * /] u no W[Nb * (i + 1)].
Hrak, npouecc muppoBaHus COCTOUT U3 TpeX 3TaIoB:
HayaJlbHOro 100aB/IeHUs TOJKITIOUa;
Nr — 1 urepauui;
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KOHEYHOW HTepalyu.
Ha nceBnokone 3To BHIMISAUT CIEAYIOIUM 00pa3oM:
Rijndael(State,CipherKey) {
KeyExpansion(CipherKey,ExpandedKey) ;
AddRoundKey(State,ExpandedKey);
For( i=1 ; i<Nr ; i++ ) Round(State,ExpandedKey + Nb*i) ;
FinalRound(State,ExpandedKey + Nb*Nr);

2.4.3. Arroputm RC6

B kxavectBe onHoro us xanauaaros ¢pupmoit RSA Data Security,
Inc. 6pu1 pencrasnen anroputv RC6 mpomeawmmii BTopoii Typ oT-
6opa. B HeM nmpenycmarpuBaeTcs UCIONB30BaHNUE YEThIpeX paboumx
PETUCTPOB, a TaKkKe BBEIECHA Olepalys LeJOYUCIEHHOTO YMHOXe-
HUSI, TIO3BOJISIIOINASL CYLIECTBEHHO YBEIMYUTH BO3MYLIEHHS, BHOCH-
MbI€ Ka)IbIM LIMKJIOM LIN(POBAHUSI, YTO MPUBOAUT K YBEITUUYEHHIO
CTOMKOCTH W/HITH BO3MOKHOCTH COKPATHTh YUCIIO LIMKJIOB.

RC6 sBnsercs MOMHOCTBIO MapaMETPH30BAHHBIM AJITOPUTMOM
mudpoBanus. KonkpetHas Bepcus RC6 obo3nauaercs xak RC6—
w/r/b, Tne w 00O3HauYaeT JUIMHY CJIOBa B OWTax, ¥ — HEHYJIEBOE KO-
JIMYECTBO UTEPALIMOHHBIX LUKJIOB MK(pPOBaHMs, a b — INIMHY KIItoYa
B Oaiitax. Bo Bcex Bapuantax RC6-w/r/b pabotaeT ¢ yeThIpbMS W-
OMTOBBIMH CJIOBaMH, HCIOJIB3YS LIECTh 6a30BBIX onepanuii, 0003Ha-
YaeMBIX CIIeyIOLIUM 00pa3oM:

a + b — uenounciieHHOe CIIoXkKeHHE TI0 MOIYJTIO 2"}

a — b — 1eJIOYKCIIEHHOE BBIYUTAHKE 110 MOAYITIO 2"}

a ® b — noburopoe "uckmouatoiiee UJIN" w-OUTOBBIX CJIOB;

a X b — 1eNoYnCIeHHOE YMHOXEHHE TI0 MOLYITIO 2"

a << b — UMKIINYECKUI CABUT W-OUTOBOTO CJIOBa BJIEBO HA BEJH-

YKHY, 3aJaHHY10 log,w Milagmumu 6utami b;
a >> b — NMKJINYeCcKuil cOBUT W-OMTOBOTO CJIOBA BIIPABO Ha Be-
JINYKHY, 3aJaHHyIo log,w miaqmumu Ouramu b;

IludpoBanne npu nomowmu RC6-w/r/b omuceiBaeTcs ciemyro-

MM oOpasom:

Bxon: Hcxoauplii TEKCT, 3anUcaHHbId B 4 W-OMTOBBIX BXOIHBI

peructpax 4, B, C, D;
Yucso 1MKIIOB mHQpoBaHus #;
Kimouepas Tabauna S[0; ... 27 + 3] w-OUTOBBIX CJIOB.
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Brixon: IlInudpoBanublii TeKCT B peructpax 4, B, C, D.
Ipouenypa: B =B+ S[0]
D=D+S[1]
fori=1tordo {
t=(Bx(2B+1))<<log, w
u=(Dx@2D+ 1)) <<log, w
A=((A4D 1) <<u)+ S[2i]
C=((COu)<<pn+S2i+1]
(4; B, C; D)= (B; C; D; 4)
}
A=A+ S[2r+2]
C=C+S[2r+3]
PaciingpoBanue B 5THX 0003HaUEHHSX BBITJSIAUT OY€HBb MOXO-
xKe:
Bxon: IIndpoBaHHbIi TEKCT, 3aNMCaHHBIN B 4 W-OUTOBBIX BXO]
HBIX peructpax A, B, C, D;
Uucno nuxiioB muppoBaHus 7;
KmoueBas Tabmuna S[0; ... 2r + 3] w-OUTOBBIX CJIOB.

Brixon; Hcxonusiii Texct B peructpax 4, B, C, D.
IIpouenypa: C=C—S[2r + 3]
A=A4-S[2r+2]

for i =r downto 1 do {
(4; B; C; D) =(D; 4; B; C)
u=(Dx2D+1))<<log,w
t=(Bx(2B+1)<<log,w
C=(C-SRi+1])>HDu
A=((A-SRiDH>u)dt

}
D=D-S[1]
B=B-S5[0]

Anroput™m BeluucieHus kmoded s RC6-w/r/b Beirnsaut cre-
ayolpM obpazom:

INonp3oBatens 3agaer kmo4 MHOM b 6GaiitoB. JlocTaTouHOe
YUCJIO HEHYJIEBBIX GaliTOB JONMCHIBAIOTCS B KOHeLl, YTOObI MOTy4H-
JIOCH LieJIo€ YUCIIO CJIOB. 3aTeM 3TH 6aifThl 3aNMCBIBAIOTCS HAYMHAS C
MJIaALIETO B MacCUB U3 ¢ CJIOB, T.€. IepBbIi OaliT KIoua 3anMchiBa-
ercsa B L[0], u T.4., a L[c — 1] npu HeOOXOAMMOCTH JOTIOJHAETCS CO
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CTOPOHBI CTapLIMX pa3psaaoB HyneBbiMH OaliTaMu. B pesynbrarte pa-
60THI aNropuTMa reHepaly Kiroveii OyAeT BBIYMCIEHO 2r + 4 cIIoB,
KoTopble OyayT 3anucansl B Maccuse S[0; ...; 2r + 3].

Koncrantel Py, = B7TE15163h and O3, = 9E3779B9%h — 310 KOH-
CTaHTBI, MOJlyYyaeMble U3 JBOUYHOTO NPEACTaBIICHUs e —2, TAe e —
OCHOBaHHE HATYpaJIbHBIX JIOrapu(MoOB, U ¢ — 1, rae ¢ — 3010TOE Ce-
YyeHHe, COOTBETCTBEHHO. [lomoOHBIE ke KOHCTAHTHI MOTYT OBITh
aHaAJIOTUYHBIM 00pa3oM moityuyeHsl u 1jia RC6 ¢ apyrum pasmepom
cioBa. BbiOOp KOHCTAaHT SIBIs€TCS B HEKOTOPOM poOAe MPOU3BOJIb-
HBIM, U [TOITOMY MOKHO HCIOJIB30BaTh U APYrUe KOHCTAHTHI, NOMIY-
Yas [IpY 3TOM "YacTHBIE" BEPCHH allrOPUTMa.

Bxon: OnpeneneHHbIi Mobp30BaTeNneM b-0aiTOBBINA KiIIOY, Tpe]
BapHTeJIbHO 3arpyeHHblit B MaccuB L[0;...c — 1];
Uucno uuMkiioB muQpoBaHus 7.
Brixon: Kimouesas Tabnuna S[0;...27 +4] 13 w-OUTOBBIX CJIOB.
IMpouenypa: S[0]=2P,
fori=1to2r+3do
S[i1=Sli—-11+ Q.
A=B=i=j=0
v=3 xmax{c, 2r + 4}
fors=1tovdo {
A=S[i]=(S[i]+A+ B)<<3
B=L[j]=(L[j]+A4+B)<<(4+B)
i=({+1)mod (2r+4)
j=@{+1)modc
}

Crpykrypa muppa RC6 spnserca o6obieHueM cetn Peiictena.
Brok TexcTta pa3OuBaeTcs He Ha 2, a Ha 4 moabiI0OKa, U Ha KakaoH
UTepalliK U3MEHSIOTCS 2 noadioka U3 yeTsipex. [Ipu 3ToM B KoHIe
UTepaly WHPPOBaHUS MPOU3BOJUTCS LUKIMYECKHH CABUT IOA-
6710kOB BJIeBO (TMpH paciipoBaHUH, COOTBETCTBEHHO, BIIPaBO).
OpHako, Takoe 0000IIeHHe TpPUBETIO K TOMY, YTO ObLIO YTepsHO
CBOMCTBO MHBapUAHTHOCTH OJIOKOB IMM(POBaHUS U pacuiugppoBa-
HHS, XOTS 9TO W He SIBJSIETCS ONpelelfiolUM B OLEHKE JaHHOTO
aropuTMa.
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2.4.4. Poccuiicknii cranaapt mndposanus I'OCT 28147-89

B Poccuiickoit ®enepanyy ycTaHOBIEH €AUHBIN CTaHAAPT KPUI-
Torpaduueckoro mpeoOpa3oBaHUs TeKCTa IS HH(POPMAIMOHHBIX
cucteM. OH HOCUT 00sI3aTeNbHbIM XapakTep Ui IOCyJapCTBEHHBIX
OpraHOB, OpraHU3alyii, MPeaNpUITUH, OAHKOBCKUX M MHBIX YUpeXK-
JICHUH, 4bsl NeSTebHOCTh CBs3aHa ¢ obecneyeHHeM HH(OpMalHOH-
Holi O6e30macHOCTU rocyaapcersa. Jlns npyrux opraHusaiys U 4acT-
HeIx L, 'OCT nmeeT pekoMeHOaTeNbHbINA XapaKTep.

JanHbIi cTaHaapT GOpMHUPOBAJICS ¢ Y4€TOM MHUPOBOTO OMBITA M,
B YaCTHOCTH, OBUTH MPUHATH BO BHUMaHUE HEJOCTATKU M Hepeallu-
30BaHHbIe BO3MOKHOCTH anroputMa DES, nmoatomy ucnons3oBanue
cranaapta [OCT mpeamoututenpHee. AITOpUTM IUH(POBaHUS IO-

CTPOCH C UCIOJIB30OBAaHHEM CETU Deiictena.
To N2 Ni Tuw

K3y —1
Xo(Ko)

Xi1(K1)
X2(K2)
X3(K3) Ss S7|S6|SS|S4 S3[S2|S:i| S
X4(K4)
Xs(K 5) R

Xes(Ks) <_|

X7(K7) 37 |
v v
@

37 l 1
<+

Puc 2.4. Anropurm wudposanus FOCT 28147-89.
PesxuM mMpocToi 3aMEHHI.

CM:

BBegeM acCOLMATHBHYIO ONEPALldI0 KOHKATE€HALMH, HUCTIONB3YsS
IUTS Hee MYJIBTUIUTHKATHBHYIO 3amuch. Kpome Toro 6yaeM Hcrosnb-
30BaTh CJEYIOLIHE ONepalliy CIIOKEHHUS:

A @ B — nobutoBoe cioxxeHue 1o MoayJIio 2;

A [+] B — ciioskeHue o moaymo 2°%;
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A {+} B — cioxeHnue no Moaymo 2—1;.

Anroput™M Kpunrorpapuueckoro npeoOpa3oBaHUs IpeaycMaT-
PpHBaeT HECKOJIBKO pexXHMOB paboThl. Bo Bcex pexxumax HCHONb3Y-
ercs kiitoy W niiuHoit 256 6ut, npeacraBiiseMblii B BUIEe BOCBMHU 32-
paspsaHbIx uncen X(i).

W = X7 X6 X5 X X3X0X 1 X

Hns pacmdpoBaHusi UCHIONB3yeTCs TOT XKe KIFO4, HO TpoLece
paciungpoBaHus SBISETCS WHBEPCHBIM N0 OTHOLIEHHIO K HCXOJHO-
My.

bazoBeiM pexnmoM paboTBl alirOpUTMa SIBIISIETCS PEHCUM HpO-
CMoii 3ameHbl.

ITycTh OTKpBITEIE 6I0KH pa30OUTHl Ha O6JI0KU 1O 64 OUT B KaXAOM,
KOTOpble 0003HAYMM Kak 1.

OuepenHas nocjieioBaTeNbHOCTh OUT T pasaenseTcs Ha ABeE 1o-
cnenoBatensHOCTH B(0) U A(0) no 32 Gura (JieBbId ¥ mpaBblil O10-
ku). Jlajiee BRINIONHSAETCS UTEPATHUBHBIN Mpoliece H(POBaHUS, OIH-
CBIBaE€MBIH clieyIOIUMH (HOopMyIaMu:

s i =1+24

{A(i) = RK(A(i = D[+] X (j-1)mod 8)) ® B(i—1) |

B(i)= AGi 1) ’

g i =25+31

A(i)= RK(AG D[] X 32-1)) ® BG~1)
B(i)=A(i—1) ’
u s i =32
A(32) = A1)
{3(32) = RK(AB1)[+] X()® B31)

3neck i 0003HaUYaeT HOMEp WTEepalMd. 3aMeTHUM, YTO NOJ0O0HO
DES, Ha nociienHeM LHKJIe NEpEeCcTaHOBKA IOJOBUH OJI0Ka He Mpo-
W3BOJAUTCSL.

OyHKUMs WUQpPOBaHMS BKJIIOYAET JABE ONepaludd Haja 32-
pa3psaaHbIM apryMeHToM — K(+) 1 R(:).

IlepBast onepaius sABISETCS MOACTaHOBKOW. brok moacraHoBkH
K cocrout u3 8 y3noB 3amensl K(1)...K(8) ¢ mamsaTeio o 64 Outa
kaxapii. [loctynatomuii Ha 670K OACTaHOBKU 32-pa3psiiHBIH BEK-
Top pa3buBaercs Ha § mocnenOBaTeNbHO UAYINUX 4-pa3psaHBIX BEK-
TOpa, K&KIBIH U3 KOTOpHIH mpeoOpasyercs B 4-pa3psiiHbIA BEKTOP
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COOTBETCTBYIOIIUM Y3/IOM 3aMEHBI, IpeJCTaBISAIOIUM U3 cebs Tab-
muiy u3 16 nensix yucen B auanasone 0...15. BxogHoil BekTop on-
peaenser aapec CTpOKU B Tab/MIle, YUCIIO U3 KOTOPOH SBNISETCS BbI-
XOAHBIM BEKTOpOM. 3aTeM IOyuYeHHble 4-pa3psiiHble BEKTOPbI
BHOBb T10C/I€J0BaTeNbHO OOBENUHAIOTCS B 32-pa3psaHblii BBIXOZ-
Ho#t. 'OCT 28147-89 B ssBHOM BHJE He YKa3bIBaeT TaOJULBI MOJ-
CTaHOBOK.

Bropas onepaims — LuKINYeCKHH cABUT 32-pa3psgHOTO BEKTO-
pa, IOTyYEeHHOTOo B pe3yJbTaTe NoAcTaHoBKY K Ha 11 1maros Bieso.

64-paspsaanblii 6710k 3amKMppPOBaHHBIX AAHHBIX T, IpeACTaBIseT-
cs B BUJE

T = A(32)B32).

OcrTanbHble 6JI0OKM OTKPBITBIX JAHHBIX B peXHMe NPOCTOH 3aMe-
HBI 3aII1H(POBBIBAIOTCS AHAIOTHYHO.

Crnenyer y4uThIBaTh, YTO JAHHBIA pexXUM LIM(PPOBAHUS PEKO-
MEHJYeTCsl UCIOJb30BaTh TONBKO IS MHM(PPOBAHUS KIIOYEBOH MH-
¢dopmanuu. Jns mudpoBaHUs JaHHBIX ClIEAyeT MCIOIB30BaTh 1Ba
JPYTHX peXUMa.

Bropoil pexum wmudpoBaHus Ha3BIBAETCS PEHCUMOM 2AMMUPO-
8aHUA.

OTKpbITBIE NaHHblE, pa3OuThle Ha 64-paspsaHble ONOKH T(()i)

(i=1,2,...,m), rne m onpenensiercs 00BEMOM IUPPYEMBIX JAaHHBIX),
3l (POBHIBAIOTCS B PEKMME raMMHPOBAHHSI ITyTEM MOPa3psiaHOro
CJIOKEHUS 1o MOAYIo 2 ¢ rammol mmpa [y, koTopas Beipabarhi-
BaeTcs OJJ0KaMu 1o 64 Outa, T.e.

T = (M 28 T

YpaBHeHHe HII/I(prBaHI/IH JAaHHBIX B PEXXHUME raMMHPOBAHHA MO-
’KeT OBITh NpeACTaBJICHO B CJICAYIOLIEM BUIC!

Ty =Ty T3 = Ex (Y, [+]C,, 2, {1 C) O T .

B sTtom ypaBHeHuH Té? obo3Havaetr 64-pa3psasblii OJloK 3a-

mrdpoBaHHOro Tekcra, Fy — (yHKIMIO MHUQPOBAHUS B PEKUME
MPOCTOii 3aMeHbI (apryMeHTaMU 3Toi (GYHKLHH SBISIOTCSA 1Ba 32-
paspsaaseix yucna). C; = 01010104h u C, = 01010101h — koHcTaH-
Thl, 3aaaHHbie B 'OCT 28147-89. Benuuuns! Y; U Z; onpenesiorcs
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HTEPAlMOHHO TI0 MEpE (bOpMPIpOBaHI/I}I ramMmbl CJICAYHOILIUM 06pa—
30M:

(Yo, Zo) = Ex (S), rne S — 64-pa3psaHas ABOMYHas INOC/IEN0Ba-
TEeJIbHOCTB;
(}Iia ZI) = (Y'—l [+] C25 Zi—l {+} Cl): i= 15 25 ey M.

64-paspsaHas Mociaen0BaTeIbHOCTD S, Ha3blBaeMas CHHXPOIIO-
CBUIKOM, He SIBISETCS CEKPEeTHBIM JIEMEHTOM Iudpa, HO ee Hajlu-
4yye HeoOXOAUMO Kak Ha NepeAaroleii CTOpoHe, Tak M Ha NMPUEMHOM.
Peoicum eammupoeanus ¢ obpamuoil ceA3vi0 OYEHb MOXO0XK Ha
pexxuM rammupoBanus. Kak u B mocnenHem, pa3Oursie Ha 64-

paspsiaHble OJ0KU T(()') OTKpBIThIE JaHHBIE 3alIU(PPOBBIBAIOTCS ITy-

TEM ITIOpa3psIHOTO CIIOXKEHUS 10 MoAyJto 2 ¢ rammoii mmdpa Iy,
KOTOpasi BeIpabaTbIBaeTcsl O;10kaMu 1o 64 Oura:

T = (T 8 T)

ypaBHeHI/IH I_HI/I(I)pOBaHI/ISI JAAHHBIX B PEKXHME€ IaMMHUPOBAHHUS C
06paTHOI71 CBSI3bIO BBIIJIAAAT CJICAYIOLIHM 06p830M2

(1 _ M _ 1M (8Y)
TV =E (®TV =TV @1,
(i) (i-1) (i) (i) ()
B T /S MO
3aMeTUM, UTO B OTJIHYHE OT pexnmMme pekrMMa raMMHpPOBaHMS C

06paTHOI71 CBSI3bIO, B PEKUME TaMMHUPOBAHUSI raMMa mmbpa HEC 3a-
BHCHT OT HCXOAHOT'O TEKCTA.

2.4.5. Anroputmbl SAFER+, SAFER++

Anroputm SAFER+ 6pu1 npennoxeH kanupopHUHCKOH KOpHO-
pauueii Cylink coBMecTHO ¢ ApMsHCKOH akaJeMHeil Hayk Kak OfAMH
U3 KaHAWAATOB Ha MPHUHATHE B KayecTBe HOBOTO CTaHAapTa Mudpo-
Banus AES u npoien nepssiii Typ otOopa. OH sBIseTCS e1le OJHIM
npuMepoM mu¢pa, He UCTIONB3YIOLIEro CTPYKTYpy ceTH Delictena.
udp pabotaer ¢ O1okamu anuHO# 128 GUT U ¢ KIKOYaMHU JUTHHOU
128, 192 wmu 256 6ut, B coorBeTcTBHU ¢ TpeboBaHusmMu NIST x
HOBOMY cTaHaapTy. Ilpouenypsl mmppoBaHus u paciindpoBaHUs
NpeACTaB/ISIOT coO0H Nocae0BaTeIbHOCTh UTepaLii, YUCIIO KOTO-
PBIX 3aBHCHUT OT AJIMHBI KiTlo4a U paBHO 8, 12 U 16 COOTBETCTBEHHO.
Ipy mmdposanuu nocne (a npu pacum@poBaHUN — Nepea) Beex
uTepaluii NIpOU3BOAUTCS €llie OAHO MOAMELINBaHIE NOAKIIOUA.
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Kaxnas urepaliyisi COCTOUT U3 YETHIPEX CIIOEB — MOJMEIINBAHUS
NIepBOTO MOAKITIOYA, HEJTMHEWHON 00paTHMOH 3aMeHBbl, MoAMelIBa-
HHs BTOPOTO MOAKIIOYA W JIMHEHHoro nepemerunBanus. [Ipu sTom
UCIIOJIB3YIOTCS TOJBKO GaliTOBBIE ONepalyy, YTo AenaeT 3TOT Mudpp
0COOEHHO TIPUBJIEKATEIBHBIM I peai3alliil Ha MHKPOIIPOLIECCO-
pax MaJioii pa3psIHOCTH.

Cnou mNoAMeIIWBaHUS TEPBOrO U BTOPOTo MOAKIIOYA HMEIOT
CXOJHYIO CTPYKTYpy. Ha i-if uTepaunm ucnonb3yroTes ABa MOJAKIIIO-
ya K, u Ky; pnunoii no 128 6ur. Ilpu nobaBnenuu nepBoro mnof-
wiroya Oaiiter 1, 4, 5, 8, 9, 12, 13 u 16 TekcToBOro 6JI0Ka CKIIaIbI-
BAalOTCA C COOTBETCTBYIOIUMMH OafiTaMH MOAKIIOYA MOPa3psiiHO IO
Moayo 2, a Gaiitel 2, 3, 6, 7, 10, 11, 14 u 15 cknagsiBatores ¢ Gaii-
TaMH{ MOAKITIOYA N0 MOAYSIO 256. BTopoil NoAK/I0Y B KOHLE UTepa-
UK A00aBseTcs aHATOTUYHO, TOJBKO Te OalThl, KOTOpble CKIIaNbI-
BATMCh TOPa3psAOHO, TeMeph CKIaAbIBalOTCS MO MOAYJIO 256, U Ha-
00opoT.

Croit HeTMHEHHOM 3aMEHBI YCTPOEH cleqyIouM o0pa3oM. 3Ha-
yeHue x Oaiita j npeoOpasyercs B 45 (mod 257) mis GaiftoB ¢ HO-
Mepamu j = 1, 4,5, 8,9, 12, 13 u 16. IIpu >Tom ecnu x = 128, To
45'% (mod 257) = 256 npencTaBiseTcs HyleM. 3HaueHHs GaifToB ¢
HoMepamu j =2, 3, 6, 7, 10, 11, 14 u 15 npeobpasytotcs B logss(x),
npu 3ToM ecnu x = 0, To logys(0) nmpencrapnsiercs uuciom 128. He-
TPYAHO 3aMETHTh, YTO 3TH OIEpPALUH SBISIOTCS OOpaTUMBIMU (B
JeHCTBUTENILHOCTH, OHH 0OpaTHBI Apyr apyry). IlpousBoauTh BbI-
YHCJIEHHUs IKCIIOHEHT W JIOrapu(pMOB MpU WHPPOBaHUU U paciuud-
POBaHUU He 00S3aTeIbHO — MOKHO 3apaHee BBIYMCIUTH TaOIHLbI
3aMeHbl (Bcero M MX XpaHeHus notpedyercs 512 GaiitoB) U uc-
MOJIB30BATh MX MPH padoTe.

JluHeliHOe TepeMellBaHHE NpeICTaBiseT co0Ooif yMHOXeHue
TEKCTOBOro 0JIoKa CIpaBa Ha CIELMAIbHYIO HEBBIPOXKICHHYIO MaT-
puiry M. Tlpu 3TOM Bce omepanuy BBIMOIHAIOTCS MOOAHTHO MO Mo-
oyimo 256.

IMoamMemmBanue momwitoda K,.; MpoU3BOAUTCS TaK ke, Kak U
NOoAMEIINBaHHE NIEPBOTo NMOAKIIOUA B KayKAOH UTepaLiu.

Ipu pacumdpoBaHuH BHa4aje MOAMELIMBAETCS MOAKIIOU Koy,
MIPY 3TOM OTEPALUs CIIOKEHHS M0 MOAYJIO 256 3aMeHseTcs Ha BbI-
yuTaHue. 3aTeM BBITIOIHIIOTCS UTEPALUK pacIlupPOBaHHUSL.

i-s1 UTepallisi paciiu(pPOBaHUs BBHINIOJIHAET Npeodpa3oBaHue, 00-
patHoe K r-i+1-if urepauuu muppoBaHus (* — YUCIO UTepaLuil) U
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TaKxKe colepxuT 4 ciios. BHavane TekcToBBIi OJI0K yMHOXAaeTcsl Ha
Matpuiy M ™', o6paTHy10 K MaTpuie HbPOBAHHS.

3ateM noaMeruuBaeTcs NoAkiIod Ky,,:n, Tak ke, Kak U BTOpOH
NIOAKJTIOY B UTEPALIUH MHU(PPOBaHUs, TOJIBKO CI0KEHHE ¢ KIIOYOM IO
MOJIyJTt0 256 3aMeHsIeTCs BEIUUTaHHEM.

IMocne 3Toro mpousBoAUTCS OOpaTHas HeNMMHeHHas 3aMeHa, T.e.
Te GaifThl, KOTOpBIE MPU WH(PPOBAHUH BO3BOAUIUCH B CTENEHb, JIO-
rapu¢pMHupyIoTcs, U Ha060POT.

U, HakoHew, nogmernnBaeTcs ooy Ko,p:41 (€ yueTom Tex ke
3aMeYaHHii, YTO OTHOCHIHCH K MTOAMEINHBaHHIO oakoda Ky, 5:40).

J1nst 3aBepILIEHHUs OMMCAHUS aJITOPUTMA OCTAIOCh YKa3aTh, Kak U3
KJTIOYa TMOJIB30BaTeNs MOyYaroTcs NOAKIIOUH 1)1 UTepaLuil.

2 21 116 8 21 4 2 4 2 1 1 4 4
1 111 8 4 21214211 2 2
1 1 4 4 2 1 4 2 4 2168 2 2 11
1 1 22 2 1 21 4 28 41111
4 4 21 4 2 4 2168 1 1 1 1 2 2
2221 21 4 2 8 4111111
1 1 4 2 4 2168 2 1 2 2 4 41 1
Mo 1 121 4 2 8 4 21112211
2 1168 1 1 2 2 11 4 4 4 2 4 2
218 411111122 42 21
4 2 4 2 4 4 1 1 2 2 1116 8 2 1
21 4 2 2 2111111 8 4 21
4 2 22 11 4 411 4 2 2116 8
4 2111122112121 8 4
16 8 1 1 2 2 1 1 4 4 2 1 4 2 4 2
184 11 1 1 1 1 2 2 2 12 1 4 2]

ITpu 0OpaboTke KIKOYa TMONB30BaTelsl MPUMEHSIOTCS TaK Ha3bl-
BaeMble cl08a cmewyernus By, Bs, ..., By qyuHo# no 16 6Gaiit, koTo-
phie BBIYHCISIOTCS IO GopMyiam:

17i+j
_Jasts T med257) 104957 = 2,817
l, . . s
71451747 mod 257, i = 18,833
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rae B;; — j-i 6aliT i-ro cnoBa cMemenus (j = 1...16). Ilpu 3ToM 3Ha-
yeHue B; =256 npencrasnsercs HyneM. ClioBa CMeILEHUs SBJISIOTCS
KOHCTaHTaMH ¥ MOTYT OBITh BBIYMCIIEHBI 3apaHee. [l ATHHBI KITIo-
ya B 128 OUT HCIIONB3YIOTCS TONBKO clioBa B, ... By, 154 Kiloya B
192 6uTa UCTIONB3YIOTCS CJIOBa cMelleHUs Bs,...,Bys a and kioya B
256 OUT UCTIONB3YIOTCS BCE CIOBA.

I'eHepauus MOAKIIIOYEH OCYIIECTBIIAETCS M0 ClEAYIOLEMY aJiro-
PUTMY:

B kauecTBe mepBOro MOAKIIOYA UCTIONB3YIOTCS MEepBble LIeCTHA-
JUaTh 6aliTOB MOJIB30BaTENbCKOTO Kitova. Jlanee monb30BaTeIbCKUil
KJTIOY 3alUChIBaeTCS B KJIIOYEBOH perucTp pasMepoM Ha oAuH GaifT
Gonblue NyUHBI KiTtova. Tlociie 3Toro Bce GalTHI KIlOYa CyMMHpY-
I0TCS TOpa3psigHO MO MOAYJIIO 2 W pe3yibTaT 3alliChIBaeTCs B A0
MOJTHUTENBbHBIN OaliT peructpa. Ilocne vero mis monyueHus Tpe-
OyeMBbIX MOJKIIIOYEli MOBTOPSETCS UTEPaTUBHAS NPOLIEAYPA, 3aKIIO-
YaloIIascs B ClieAyIOLIeM:

[2 =21 -2 1 -1 4 -82-41-11-21 -1
-4 4 -2 4 -22 -816-24-11 -12 -11
1 -21-12-41-11-11-22-24 -8
-2 4 -22 -24-11-11-12-44 -816
1 -12-41-11-21-21-14-82 -2
-11-24 -11-12-24-22 -816-4 4
2-41-11-21-12-24-81-11 -2

|-24 -11-12-11-44-816-22-24

1 -11-21-12-44-82-21-21 -1
-11 -12 -11-24 -816-44 -2 4 -2 2
1 -21-14-82-21-11-21-12 -4
-12 -11-816-44-22 -24 -11 -24
4 -8§2 -21-21-11-21-12-41 -1

-816 -4 4 -24-22 -12-11-24-11
1 -14-82-21-21-12-41-11 =2

-2 2 -816-44-24 -11-24-11 -1 2]

Copepxumoe Kaxxaoro 6aiita B perucrpe UUKINYECKU CABUTaeT-
¢Sl BJIEBO Ha 3 MO3HUILINM;
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IMpousBoaurcst BeIOOpKa 16 Oaiit u3 perucrpa. Ilpu sTtoM ans
noJiyyeHus: moAwmoya K; BeIOHpaloTcs uaylue MOAPSA
GaliThl perucTpa, HaYyuHas ¢ i-ro ¥ Jajiee no LUKIY;

BriOpaHHble GaliThl CKJIaJBIBAIOTCA ¢ COOTBETCTBYIOIUMMU Oaik-
TaMH CJIoBa cMmelleHus B; no Monymo 256. Pesynerar
CJIOXKEHUS U ABJISeTCs noamouoM K.

AnroputM SAFER++ sBnsercd nanbHeHIUNMM pa3BHUTHEM airo-
putMa SAFER+ u ObuT npeacTaBiieH Ha eBpONecKUil KOHKYpC all-
roputMoB NESSIE. DtoT anroputm pabGortaer ¢ GrokaMu JUIMHOM
128 6uT, HO MpeayCMOTpeH pexuM "oOpaTHOH COBMECTUMOCTU" AJIS
60x0B 64 Guta. J[uHa Kmova MoxeT ObITh 128 w256 6ur.

OcHOBHas CTPYKTypa aliropuTMa ocranach 6e3 usmeHeHuil. Ko-
JIU4ecTBO uTepaluii paBHo 7 Wid 10 B 3aBUCUMOCTH OT JUIMHBI KITIO-
ya. CTpyKkTypa uUTepaluii B LIeJIOM ToXe ocTallach npexHeil. Hrepa-
Ms 3amuGpoBaHUsS COCTOMT M3 CJIOS MOAMELIMBAaHUS IOJKIIOYA,
CJIOsl HeJTUHEeHHON 3aMeHbl, ellle OJHOIO CJIOS MOAMEIINBaHMs MOJ-
KITI0Ya | JInHeitHoro obparumoro npeobpasoBaHus. OCHOBHOE OT-
JMYKMe aITOPUTMA 3aKITIOYaeTcs B CTPYKType JIMHEeHHoro rnpeobpa-
30BaHHs, KOTOpOe cAenaHo 6osee 3p¢eKTUBHBIM C BBIYUCIUTEIBHON
TOYKH 3peHus. PaccMoTpuM ero 6oinee noapoGHo.

BHauasie npou3BOJUTCS NpeaBapUTeIbHas NepecTaHOBKa 6aiiToB
B COOTBETCTBHH C NepecTaHOBKOH [9, 6, 3, 16, 1, 14, 11, 8, 5, 2, 15,
12, 13, 10, 7, 4]. 3aTem GaiiThl rpyNIUPYIOTCS 1O 4 ¥ K KOKIOH YeT-
Bepke NMpUMeHseTcs 4-ToueyHoe TceBaonpeobpazoBaHue AnaMapa.
[Mocne 3TOro MpPOM3BOOWTCS €Il OAHA Takas >ke NepecTaHOBKa, U
ellle pa3 MpUMeHseTcs TnceBaonpeoOdpasoBaHue Aamapa.

4-ToyeyHoe TMceBaONpeoOpa3zoBaHue AfaMapa 3aJaeTcsi HEBBI-
POXJIeHHOH MaTpuLeii, nMeroliell oOpaTHy10:

21 11 1 0 0 -1
2 11 _ o 1 0 -1
H, = ,H41:
1 21 o 0 1 -1
1 1

— —
—

-1 -1 -1 4

3aMeuatesibHas 0COOEHHOCTh 3TOr0 MpeoOpa3oBaHUs 3aKITOYa-
€TCs B TOM, YTO YMHOKEHHE Ha MaTPULBI MOXKET OBITh peaTn30BaHO
MyTeM BCero JIMIIb [IeCTH onepauuil cnoxxeHus (BbluuTanus). Ecnu
BXOJHbIE 0aliThl 0003HAYNTh KaK a, b, ¢, d, a BRIXOJHbIE Kak A, B, C,
D, To BeIvMCIEeHUs Oy ayT MPOBOAUTHCSA 10 hopMyam:
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D=a+ b+ c+d(3 cnoxenus),
A =D + a (1 cnoxenue),
B=D + b (1 cnoxenue),

C =D + c (1 cnoxeHue),

u o6parHo:

a= A - d (1 BpluuTaHue),
b = B—d (1 BeuuTanue),
¢ =C —d (] BpluuTaHue),
d =D —a— b - c (3 BeluuTaHus).

AJNTOpUTM pacLIpeHHs KJIKo4Ya IpeTepliesl He3HauuTelbHbIE 13-
MeHeHus1. CloBa cMeleHus By, ..., By, BRIYUCISIOTCS MO CIENYIO-
M ¢dopmynam (cioBo B), kak u B anroputMe SAFER+, ne uc-
MOJIB3YETCS], MOXKHO CUHTATH ero paBHbIM 0):

17i+j
_Jas@8T med25T) 104957 1= 2,815, j = 1,816
i o .
74517 mod 257, i =16p821, j = 1,816

IMpouienypa reHepalluu MOAKITIOYEH HTepaLUii MPOBOAUTCS OT-
JeNTBHO VTS TIOAKITIOYEH ¢ YeTHBIMU M HeYeTHBIMH HoMepaMu. s
reHepalyy NOAKITIoYel ¢ HeYeTHBIMU HOMepaMH OepyTcs nepBblie 16
OaliT mosp30BaTeNbckoro Kitoya. s reHepaldu MoAwIoued ¢
YeTHBIMH HOMepaMH GepyTcsi BHOBb niepBble 16 GaiiT nonb3oBaresib-
CKOTO KJTIOYa, €CJIH UcTofb3yercs Kmou 128 out, mubo octaBLiecs
16 OGaiit, ecniu ucnoyib3yercs Koy 256 6ut. Ilanee BbuuCIAeTCA
GaiiToBasi KOHTpOJIbHAasE CyMMa BHIOpaHHBIX 16 GaiiT, koTopas no-
6apnsieTcss K HUM cIipaBa. 3aTeéM U3 MOJyYEHHOrO pacIIMPEHHOro
KJTI0Ya MPOUCXOAUT BhIOOpKa 16 GaiiT moawIoya UTepalyu ¢ 3aJaH-
HBIM HOMepoM. BriGopka mpoucxoaut crneayromumM odpaszom. Jlns
nojiyyeHus noaxitoua K; 6epyres 16 Gaiit, HaunHas ¢ 1, as noa-
kioya K; — 16 Gaiit, HaunHas ¢ 3, u T.4. 1Mo HUKTY. BriOpaHHble
OaliThl CKJIaABIBAIOTCSA ¢ OaliTaMH COOTBETCTBYIOLIETO CJIOBA CMé-
meHus. [ocite yero kaxaplii 6aliT paclIMpeHHOTO KIloYa LIMKINYe-
CKH CIBHraercs Ha 6 OUT BJIeBO AJS HEYETHBIX MOAKIOYeH U Ha 3
6ura s yeTHBIX noaxtoyeil. Ilpouenypa nosropsiercs a0 nojyye-
HUS BceX TpeOyeMBbIX MOAKIIoYeH HTepaLii.
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2.5. Pe:kuMbl IpuMeHeHHs 0/I09HbIX MH(pOB

Ins mubpoBaHUS HCXOAHOTO TEKCTa IPOU3BOJIBHOM JJTHHBI
6J104HbIEe MUPPBI MOTYT OBITH MCHONB30BaHBl B HECKOIBKUX PeXU-
Max. MBI pacCMOTPHM 4YeThipe peKUMa IPUMEHEHUS OJOYHBIX
mH¢poB, HanboOIee YacTO BCTpeYaroIIHecss B CHCTeMaX KPUITTOTpa-
(uueckoil 3alUTl HHPOPMALIUH, @ UMEHHO PEKUMBI 31eKIMPOHHOT
xooupogouno xknueu (ECB— Electronic Code Book), cyennenus
6noxoe wugposannozo mexcma (CBC — Cipher Block Chaining),
obpamnoii céazu no wugposannomy mexkcmy (CFB — Cipher Feed-
back) u obpamnoii céazu no vixooy (OFB — Output Feedback).

B pexuMe s1ekmponnoli KOOUpOBOUHOU KHUSYU KXKABIA OJI0K Hc-
XOMHOTO TeKcTa IudpyeTcs ONOYHBIM MIHGPOM HE3aBUCUMO OT
apyrux (cM. Puc. 2.5).

Croiikocth pexxuma ECB paBHa ctoiikoctu camoro mudpa. On-
HaKoO, CTPYKTypa HCXOJHOTO TeKCTa IPH STOM He cKpbiBaeTcs. Kax-
JbIf OIMHAKOBBIM OJIOK MCXOAHOTO TEKCTAa MPUBOAUT K IMOSBIIEHHIO
OonMHAKOBOro GJioka LH(poBaHHOrO TeKCTa. MCXOAHBIM TEKCTOM
MOKHO JIETKO MAHHUITYJIUPOBATh IyTeM YAaJleHUs, OBTOPEHHs WU
nepecTaHOBKH Oy10koB. CKOpOCTh MHU(PPOBaHHS paBHa CKOPOCTH
6s10uHOTO WHdpA.

Pexxum ECB pormyckaer mpocTtoe pachapaluleMBaHue Ui YBe-
JHYEHHUs ckopocTH mu¢poBanus. K HecuacThio, HUKakas oOpaboTka
HEBO3MOXKHA 10 TOCTYIUIEHHs OJloKa (32 UCKITIOYEHHEM reHepaLuH
kmoueit). 3ameTuM, uto pexkuM ECB cooTBeTcTBYET pexumy Npo-
croii 3amensl 'OCT.

B pexume cyennenus 6noxoe wugposannozo mexcma (CBC)
KaXJpIii 6JIOK HCXOAHOTO TeKCTa CKJIaJIbIBaeTCs MOpa3psaHO MO Mo-
OyTo 2 ¢ mpeasiayluM OJokoM HH(GPOBaHHOTO TEKCTa, a 3aTeM
mudpyercs (cM. Puc 2.6). [ng Havana mpolecca mUdpoBaHUs Hc-
TIOJIB3YETCS CUHXPONOCHIAKA (M HaYabHBIA BEKTOp), KOTOpas Ie-
penaercs B KaHaJl CBSI3U B OTKPBITOM BUE.

Croiikocth pexxuma CBC paBHa crolikocTH GrnoyHoro mmugpa,
Jiexalniero B ero ocHoBe. KpoMe Toro, CTpykTypa HCXOAHOTO TeKCTa
CKpbIBaeTCs 3a CUET CIOKEHHS MpeabiayLIero 010ka mudpoBaHHOTO
TEKCTa C OUepeAHBIM GJIOKOM OTKpBITOro Tekcta. CTolKocTh M-
POBAHHOTO TEKCTAa YBEJIHYHMBAETCS, IOCKOJBKY CTaHOBUTCS HEBO3-
MOXKHOM TIpsiMasi MAHUMYJIALMST UCXOJHBIM TEKCTOM, KpoMe Kak ITy-
TeM ynajieHus GJIOKOB M3 Havyasla WK KOHLIA INH(POBAHHOTO TEKCTA.
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m;_1 m;
Ci_l Ci
¢; = Ex(my); m; = Dyi(c))

Puc. 2.5. PexxiM 3NIeKTpOHHOM KOJVUPOBOYHO N KHHUTH.

Ckopocth WH(pOBaHUSA paBHa CKOPOCTH paboOThl OJIOYHOrO
mudpa, HO MPOCTOro crocoba pacnapasieNuBaHKs Npolecca Mug-
POBaHHUS He CYIUECTBYET, XOTs paciiidpoBaHHE MOXKET IPOBOJUTH-
¢Sl TapaJulesTbHO.

m;_1 m;

cil C;
c;=E(m @ci1);m=Di(c)®c,1
Puc. 2.6. PexxuM crervieHrst 6J10koB I H(POBaHHOTO TEKCTA.

OpnHolf U3 MOTeHHHMATBHBIX MpodsieM pexnma CBC sBiusercs
BO3MOXKHOCTh BHECEHHMS KOHTPOJIMPYEMBIX HM3MEeHEeHMH B IOcie-
Oylolui pacmiudpoBaHHbI 60K HcxomHoro Tekcra. Hampumep,
€CJTH 3/I0YMBIIIEHHUK W3MEHHT OAMH OUT B Onoke, TO Bech OJIOK
OynmeTr pacumdpoBaH HeBepHO, HO B clieAyioleM Oioke NMOsSBUTCS
omKbKa B COOTBETCTBYIOILEH no3uimu. EcTh cutyarmu, koraa Takoe
HexxenatesibHO. [yt 6opbOEI ¢ 3TO yrpo3oil HCXOOHBIH TEKCT J0T-
’KEeH coJiepkKaTh ONpeJeneHHYIO U30bITOYHOCTS.

H3BecTHbl Moaudukaimu pexnuma CBC. PaccMoTpuM HekoTopbie
U3 HUX. PexuM cyennenus 610k068 wugposannozo mexcma ¢ pac-
npocmpanenuem (PCBC — Propagating CBC) oTiinyaercst TeM, 4To
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o MoAyJiro 2 cKJIagbpIBaeTCs Kak HpeI[BIILYHII/Iﬁ 010k IIII/ICprBaHHO-
ro, TaKk 1 UICXOAHOI'0 TCKCTA:

ci=Em ®@ci_1 ®m;_y),
m;=c;_1 ®@m;_; ® Dyc).

PexxuM cyennenus 610K08 wuppo8anHozo mexcma ¢ KOHMPONb-
noti cymmoti (CBCC —CBC with Checksum) oTiinuaercs TeM, 4To K
nocieqHeMy OJIOKY HCXOAHOTO TeKCTa Mepen MmudpoBaHHEM NpH-
OapnsieTcss cymMMa Mo MOAYJNIO JBa BCeX NpeAplAyIuX OJOKOB Hc-
XOJHOTO TeKCTa. JTO AaeT BO3MOKHOCTEH IIPOKOHTPOJIMPOBATE €O
CTHOCTH IEpEeAaBaeMOro TeKCTa ¢ HeOOJIBLIUMHU JOTIOTHUTEIEHBIMU
HaKIagHBIMH PacxoqaMu.

B pexxume obpammoii ceéasu no wugposannomy mexcny (CFB)
npepAymuyil 6710k [WHpPOBaHHOTO TeKCTa WHppyeTcs elle pas, u
JUIs TIONyYEeHHUsT ouepeAaHoro 010ka mHU(pOBaHHOTO TEKCTa Pe3yJib-
TaT CKJIA/IBIBAETCS TIOPA3psAHO MO MOAYIO 2 ¢ OJ0KOM HCXOAHOTO
Tekcta. J{ns Havana mpouecca mHUGPOBaHHS TakKe HCIONB3YETCs
HavanbHbIHA BekTop (cM. Puc 2.7).

m;_1 m;

Ci-1 C;i
c;=m; @ Ei(c; 1), m;=Efc,.1) @ m;
Puc. 2.7. PexxaumM oOpaTHo# CBS3M 1O LM (PPOBAHHOMY TEKCTY .

Croiikocts pexxuma CFB paBHa ctoiikocti GnouHoro mmdpa,
JIeXallero B €ro OCHOBE U CTPYKTYpa UCXOAHOTO TEKCTa CKPbIBAaETCs
3a cyeT MCIOJIb30BaHHs ONepalMH CIOKEeHUs Mo Moayio 2. Manu-
MyJIMPOBaHHE MCXOAHBIM TEKCTOM IyTeM yjajieHus OJOKOB U3 Ha-
Yaja WM KOHLA H(pPOBAHHOIO TEKCTA CTAHOBUTCS] HEBO3MOXKHBIM.
B pexxume CFB ecnu apa 651oka mugpoBaHHOTO TEKCTa WAEHTHYHEI,
TO pe3y/nbTaThl UX MUGPOBaHUS Ha CIEAYIOIEM lIare Takske 6yayT
UIEHTUYHBI, YTO CO3JaeT BO3MOXHOCTh YTeUkH HHpopmauun o6
HCXOJHOM TEKCTe.
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CxopocTh WUQpPOBaHUS PaBHA CKOpOCTH paboTHl OJIOYHOTO
mudpa 1 npocToro cnocoba pacnapauieNuBaHusl npoLecca mugpo-
BaHUs TaKKe HE CYIIECTBYET. DTOT PEXHM B TOYHOCTH COOTBETCT-
BYeT PEKUMY raMMUpPOBaHUs ¢ 00paTHO# cBs3bio anropurMa 'OCT
28147.

Pexum obpammuoii cesasu no ewvixody (OFB) momobeH pexumy
CFB 3a uckiro4eHHeM TOTO, YTO BEJTUYUHBI, CKIaAbIBAEMbIe IO MO-
Iymo 2 ¢ OJIOKaMH UCXOAHOTO TEKCTa, TeHEPUPYIOTCS HE3aBUCHMO
OT HCXOAHOro Wiy mupoBaHHOro Tekcra. s Hayana npouecca
mUpPOBaHUS TaKXKe UCIIOIb3YyeTcs HauanbHbIH BekTop. Pexxum OFB
obnagaer mpeumyinecTBoM nepen pexkumom CFB B ToMm cMbicie,
yto J0OBle OUTOBBIE OIIMOKY, BO3HHUKIIHE B IPOLIECCE TIepeiady, He
BIUSIOT Ha paciin¢poBaHue nocieayrmux 61okoB. OgHako, BO3-
MOJKHa NpOCTasi MaHMITYJISILUS UCXOAHBIM TEKCTOM ITyTEM H3MEHe-
Hus mudpoBaHHOro Tekcta. CylnecTByeT MOAUGMUKALMS 3TOrO pe-
KHMa TOJi Ha3BaHHEM PEXUM 0OpamHOill C653U O 8bIXOOY C Helu-
netnoli ynxyueii (OFBNLF — OFB with a NonLinear Function). B
3TOM cily4yae Ha KaKIOM LIare MeHsSeTcCs TakKe M K4 mudpoa-
HUSA:

¢; =Ey (m;), k; = E (ki);
Pi =Dy, (¢;) ki = Ey (k).

m;_1 m;
y
- p
-
S;-1 S;
v
Cil Ci

c;=m @ s;;m=c; @ s;; 5= Es;.1)

Puc. 2.8. Pexxim 00parTHoii CBA3H 1O BBIXOAY.

XoTss B 3TOM Cllydyae IpoCTOro criocoba pacniapajljieinBaHus
nponecca I]II/I(prBaHI/Iﬂ TaKKe€ HE€ CYHIECTBYET, BpEMSA MOXKHO COKO-
HOMMUTbD, BI)Ipa6OTaB KIIFOYEBYHO MOCI€A0BATEC/IbBHOCTD 3apaHee.
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B HekoTOpBIX pacCMOTpEHHBIX BHILIE peXHUMax MH(ppOBaHUE
Os0ka 3aBUCHT OT mMpoBaHus Npenpiayiero 6ioka. Hampumep,
MpeIcTaBUM amnmnapaTHOe YCTpOHCTBO muppoBanus, paboratoiiee B
pexxume CBC. laxe ecnu Tam OyAayT TpU MHUKPOCXEMBIL, OCYIIECTB-
Jasomye mudpoBaHue, TONBKO OJHA CMOXeET paboTaTh B JaHHBIH
MOMEHT BpeMeHH. Creaylomeii MUKpocXeMe NOHaJ0OUTCs pe3ylib-
TaT paboThl Npeablaylleil. Pelenne 3akmoyaeTcs B nepemedceHuu
HECKOJIBKHX MOTOKOB HiMdpoBaHus. BmecTto ogHOro moroka B pe-
skume CBC MoxHO ucnonb3oBath yeThipe. [lepBhlii, IATHIN U nanee
Kax/aplil yeTBepThIii O10KM OyayT WHGpPOBaTbCs Ha OAHONW MHKpO-
cxeMe C OJJHOI CUHXpONOChUIKOH. BTOpoH, 1mecToit 1 nanee KaXkablii
yeTBepThlid 670k OynyT oOpabaThiBaThCSI BTOPOH MHUKPOCXEMOH CO
BTOPOH CHHXPONOCBUIKOH U T. . TakuMm o6pa3oM, Hampumep, umes
TPU MHKPOCXEMBI, OCYLIECTBIISIOINE UPPOBAHUE CO CKOPOCTHIO
33 M6wut/c, MoxxHO WHpoBaTh TpadhUK B KaHae cO ckopocThio 100
Mbur/c.

2.6. IloToxkoBble UG PLI

2.6.1. O6mmue cBeieHuN 0 MOTOKOBLIX MH$pax.

ITorokoBble MIKGPHI MpEeACTaBIIOT cO00 PasHOBHIHOCTH I'aM-
MHPOBaHHUS U NPeoOpa3syrOT OTKPHITHIH TEKCT B IIHU(POBAHHBINA MO-
crnenoBatensHo o 1 Oury. I'enepamop xmouegoii nociedosameis-
HOCmu, UHOTIA Ha3bIBAEMBIH ceHepamopom be2yuje2o Knoud, BeAa-

€T IOoCIeA0BaTENBLHOCTD OUT k1, ka, ..., ki, ... DTa KiloueBas nocje-
JIOBaTeJIbHOCTh CKJIAJIBIBAETCA MO MOAYJIO 2 ¢ MOoc/ea0BaTeIbHO-
CTBIO OUT UCXOAHOTO TEKCTA P1, P2, ..., Piy ... JUIS TIOMYUYESHHUS UG-

POBAHHOT'O TEKCTa bar:
Ci= pi @D k,'.

Ha HpHeMHOﬁ CTOPOHE IHH(I)pOB&HHBII’I TEKCT CKJIaAbIBACTCA 110 MO-
AYyJO 2 ¢ UAEHTUYHOU KITOYEBOH IMOC/eJ0BaTeIbHOCTHIO s nojy-
YEHHUA UCXOAHOTI'O TEKCTa:

C,’(‘Dkizpi@ki@ki:p,’.

CTOWKOCTh CHCTEMBI LIEJTMKOM 3aBUCUT OT BHYTPEHHEH CTPYKTY-
PBl reHeparopa KIKOYEBOH MNOcienoBaTebHOCTH. Ecnu reHepaTop
BBIJAET IOCIIEJOBATEILHOCTE ¢ HEOOJBIIMM IIEPHOAOM, TO CTOM-
KOCTh CHUCTeMbI OyzeT HeBenuka. Hampotus, eciu reHepatop OyneT
BBIJaBaTh OECKOHEUHYIO MOCIIeI0BATENIBHOCTE HCTHHHO CITyYaiHBIX
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(He miceBOOCTYYaifHBIX!) OUT, TO MBI TIOJyYUM OJHOPA3OBbIH OJIOK-
HOT C UJ€alIbHON CTONKOCTBIO.

PeanbHast CTOMKOCTh TOTOKOBBIX IHUGPOB JIEKHUT IIe-TO MOCpe-
JUHE MEXAY CTOMKOCTBIO MPOCTOH MOHOAI(aBUTHOW NOACTAHOBKH
U OoHOpa3oBoro GyokHoTa. ['eHepaTop KIIIOYEBOH IMOC/Ien0BaTE b
HOCTH BBIJA€T MOTOK OUTOB, KOTOPHIii BBINIAAUT CIIy4YailHBIM, HO B
NIeHCTBUTENILHOCTH ABIAETCS JIETEPMHUHUPOBAHHBIM M MOXKET OBITH B
TOYHOCTH BOCTIPOW3BeJIeH Ha NpHeMHO# ctopoHe. UeM Gonblue re-
HepHpYEeMBIii MOTOK MOXOK Ha ciydyaifHbll, TeM Oobllle yCHUIHIi
noTpebyeTcs OT KPUNTOAHATUTHKA JJ1s1 B3JIoMa LKpa.

OnHako, eciM KaXAblii pa3 NMpU BKIIOYEHUH reHeparop Oyaer
BBIJaBaTh OJHY U TY K€ MOC/IeA0BATEIEHOCTD, TO B31IOM KPUITTOCH-
cTeMBbl OyleT TpUBHABbHOM 3anadeil. [lepexBaTuB ABa HmMQpOBaH-
HBIX TEKCTA, 3JIOYMBIIIJIEHHHK MOXeET CIOKUTh MX II0 MOAYNIO 2 U
MOJTyYHTh JIBa UCXOJHBIX TEKCTa, CIIOKEHHBIX TakKe M0 MOAYJIO 2.
Takylo cuCTeMy pacKpbiTh O4eHb NpocTo. Eciiu jke B pykax MpoTUB-
HHMKa OKaXXeTCs Mapa UCXOMHBINA TeKCT - IH(POBaHHBIA TEKCT, 3a/1a-
ya BOOOIIE CTAHOBUTCS TPUBUATIBHOM.

[To 3Toii mpHuYHHE Bce MOTOKOBBIE MHUGPHI MpeayCMaTpUBAIOT
HCIIONIb30BaHKe KJToYa. BBIXOA reHepaTopa KJIIOUEBOM MOC/eAOBa-
TEeJILHOCTH 3aBHCHUT OT 3TOTrO KiItoda. B 3ToM ciydae npocToit kpun-
ToaHATH3 OyJeT HEBOBMOXKEH.

[ToTokoBble mKbpbl HanboNee NPUTOAHBI U1 IHU(pPOBaHUS He-
NpepBIBHBIX MOTOKOB NAaHHBIX, HANIPUMeEp, B CEeTAX Mepelayd NaH-
HBIX.

CTpyKTypy reHepaTopa KIIOYEBOH MOCIEN0BATEIEHOCTH MOXHO
NpEeICTAaBUTh B BHJI€ KOHEYHOTO aBTOMATa C MaMATHIO, COCTOSILErO
u3 Tpex OJIOKOB: OJiOKa MaMsATH, XpaHAIlero HHGOPMAIMIO O CO-
CTOSSHUH TeHepaTopa, BBIXOAHOW (YHKIMHY, TIeHepupylouiel OuT
KJTIOYEBOl MOC/IeNOBAaTEIBHOCTH B 3aBUCUMOCTH OT COCTOSHUWSL, U
GYHKLIMH TepeXoAoB, 3a/alolleli HOBOoe COCTOSIHHE, B KOTOpOe Ile-
peiineT reHepaTop Ha clieyIOIIeM Liare.

2.6.2. CamocHHXpOHH3HpYIOLIHeCS MHPPLI

B 1946 rony B CLLIA 6bina 3anareHToBaHa 6a3oBas ujes Tak Ha-
3BIBAEMBIX CAMOCUHXPOHUBUPYIOWUXCS NOMOKOBLIX wiugpos (Wnu
wugpoeanus ¢ asmoxmoyom — CipherText Auto Key (CTAK)). Ona
3aKJII0YaeTCs B TOM, YTO BHYTPEHHEE COCTOSHUE IeHeparopa sBIs-
eTcss GyHKIMeH (GUKCHPOBAHHOTO YHCIAa NPeIIecTBYIOUUX OUTOB
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mrppoBaHHOTO TekcTa. [ToCKOMBKY BHYTpEHHEe COCTOSIHHUE 3aBUCHUT
TOJIBKO OT # OWT IIHU(POBAHHOTO TEKCTa, FeHEpaTOp Ha NMPHUEMHOH
CTOpOHE BOMET B CHHXPOHHU3M C IepeAarolieii CTOpoHo# rocie mno-
JIy4eHus n OuT.

Peanu3auus 3TOro MoAaxoAa BBINISOUT CIEAYIOIUM oOpa3oMm.
Kaxxnoe cooOlieHue mpeaBapseTcs ciiy4yaifHbIM 3aroJIOBKOM JUTMHOHN
n 6UT. DTOT 3arojioBok muppyeTcs U nepeaaercs B iuHUio. Ha npu-
€MHOI CTOpOHe 3arojioBok pacuimgpoBbiBaercs. Pesynbrar pac-
mrpoBaHus OyneT HEBEpHBIM, HO mocie oOpaboTku n OUT 3aro-
JoBKa 00a reHepatopa OyayT CHHXPOHU3HPOBaHBL

HenocraTkoM cHCTeMBI SBIsSETCS paclpocTpaHeHHe OIIHOOK.
IMpu uckakeHWH OOHOTO OWUTa reHepaTOp Ha NPHEMHOI CTOpOHe
BBIAACT # HEBEpHBIX OHT KITIOYEBOW IOCIENOBaTENbHOCTH, IOKa
oHOOYHBIH OUT He OyAeT BBITOJKHYT W3 MaMATH, YTO MpPUBEAET K
oMO0YHOMY pacili(ppoBaHHIO 7 GUT HCXOAHOTO TEKCTA.

Kpome Toro, caMOCHHXpOHU3UpYIOLIHECs WH(PH! YI3BUMBI 115
aTak Tuma "BoCIpou3BefeHue". 3M0yMBIIIJIEHHHUK 3allUChIBAE€T HEKO-
TOpO€ KOJIMYECTBO OUT MK poBaHHOrO TeKCTa. 3aTeM, MO3/AHEE, OH
noAMeHsieT OUTHl Tpaduka 3amucaHHBIMU — "BOCIPOU3BOAUT" HX.
IMocie HEKOTOPOro KOMHMYecTBa "Mycopa", Ioka IpUeMHasi CTOpOHA
He CHHXPOHM3MpPYETCs, cTapblii muppoBaHHBI TekcT Oyaer pac-
WH(POBHIBATHCS HOPMATBHO. Y TPUEMHOI CTOPOHBI HET HUKAKUX
CpPeACTB OlpefeNieHHs TOTO, YTO MPUHHUMaeMble JaHHble He SBIIIOT-
CSl aKTyaJIbHBIMH.

CaMOCHHXPOHHU3HPYIOIIMECS TOTOKOBbIe WIH(PHI MOTYT OBITH
peaiu30BaHbl B BUIE GJOYHBIX MH(POB, UCIOIB3YEMBIX B pexHUMe
00paTHOI cBs3H Mo muppoBaHHOMY TekcTy (cM. 2.5). Ilpu 3ToM 3a
OJMH pa3 MOXeT IH(PPOBATHCA MPOU3BOJIBHOE YUCIIO OUT, MEHbILIEe
mubo paBHoe UIMHe Onoka. IIpowutiocTpupyeM 3TO Ha NpHMepe
mupoBaHus MO OAHOMY OalTy 3a UKL

Brounslii mmdp paboraer Haa oyepeAblO pa3MepoM, PaBHBIM
iHe 6J1oka. [TepBoHavabsHO oYepehb 3anoTHIETCs CHHXPOTIOChLT-
Koii. 3aTeM ouepedp IUPpyeTcs U JieBble § OUT CKIaABIBAIOTCA C
nepBbiMH 8 GuTamMu ucxoqHoro Tekcra. [lomydenHsie 8 6ut mudpo-
BaHHOTO TEKCTa TEPeNaloTCs B JIMHHUIO, Ouepellb CABUTaeTcsl BIIEBO
Ha 8§ Owur, JieBBle OMTHI OTOpacHIBAIOTCS, a MpaBble 3alOMHAIOTCI 8
6utamMu MUGPOBAHHOTO TeKCTa, NMEpeJaHHBIMU B JuHHIO. [Jlanee
npoueaypa nosropsiercs. Yucino 8 B3ATO TONMBKO Ay npuMepa. 3a
OJHH LMK paboThl GJIOYHOTO airOpUTMa MoxXeT IuudpoBarbes U 1
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6uT, XoTs 310 OyAeT He CIUIIKOM 3(p(HeKTHUBHO C TOUKHU 3PEHHS CKO-
pocta pabotel cxembl. B pexume CFB cunxpomnochuika JomkHa
OBITh YHUKaIbHA AJI KOXI0TO COOOIEHHs B TeYEHHE CPOKa JeHcT
Bus Kmoya. Ecnu 310 6yneT He Tak, 3/10yMBILIIEHHUK CMOXET BOC-
CTaHOBUTH UCXOJHBIH TEKCT.

B ciyyae BO3HMKHOBEHHs OIIMOKU B IIH(pPOBAaHHOM TEKCTE Ha
NpPUEMHOI CTOpOHE B O0ILIEM cilyyae BO3HUKHYT OLIMOKH IpU pac-
IHU(PPOBaHUM TEKYILEro U TMOCIeayIOIUX Lm/n] 6noxos, roe m —
pasMmep Onoka, n — uncno 6ut, mudpyeMbix 3a 1 UK, T.e. IOKa
oIKOOYHBIH OUT H(POBAHHOTO TeKcTa He OyleT BbITECHEH U3 Ma-
MSITH.

2.6.3. Cunxponnbie mHGppbI

B 3TOM cilyyae BBIXOAHBIE 3HAYECHUS MeHEpPaTOopa He 3aBUCAT OT
HCXOJHOTO WM MH(pPOBAHHOTO TeKCTOB. Takie NOTOKOBBIE MUPPHI
HOCSIT Ha3BaHUE CUHXPOHHDIX.

OCHOBHasl CIIO)KHOCTh B JJAHHOM MOJXOJ€ 3aK/I04aeTcs B HeoO-
XOOUMOCTH CHHXPOHH3ALIMK I'eHepaTopoB KIIoYa Ha nepejaromieii 1
npueMHol cropoHax. Ecnu B mpouecce nepeayd MpoH3OLLIO Bbl-
naJeHue WK BCTaBKa XOTs ObI OHOTrO OUTa, TO BCS MOC/IEA0BATE b~
HOCTh OWTOB INM(POBAHHOI'O TEKCTA IOC/IE OINOOYHOro 6HUTa He
cMoXxeT ObITh paciudpoBana. Eciu Takoe mpou3oiaer, cTOPOHBI
JIOJDKHBI TIPOBECTH TOBTOPHYIO CHHXpoHu3auuto. [Ipu 3TOoM cuE-
XpOHHU3aLUs A0JDKHA OBITH POBeieHa TaK, YTOObI HUKAKOH OTpe3ok
KJTIOUEBO# MOCIIEA0BATEIFHOCTH HE MOBTOPIWICS, TaK YTO OYEBUIHOE
pellieHHe BO3BPAaTHThCS K HEKOTOPOMY MpeAbIAyLIeMy COCTOSHHUIO
reHepaTopa He MOJAXOIMUT.

[TonoxUTENbHBIM CBOHCTBOM CHHXPOHHBIX MOTOKOBBIX HIUGPOB
SBJISIETCS OTCYTCTBHE 3(dekra pacnpocTpaHeHUs omubok. OnuH
HUCKaXEeHHBIH OWUT TpH Nepenaye NpUBEIET K HCKaKEHHIO TONBKO
OJHOro 6UTa TeKcTa MpU pacliiPpoOBaHUH.

CHHXpOHHBIE WHUQPHI TAKOKEe 3AIMULIAIOT OT BCTABOK M BHIOpACHI-
BaHMH OTpe3KOB IKU(PPOBAHHOIO TEKCTA U3 MOTOKA. Takue onepauuu
MPUBENYT K HapyLIEHHUIO CHHXPOHM3AINK, YTO OyneT cpasy xke 00-
Hapy»KeHO Ha IIPUEMHOI CTOpOHE.

OnHako, Takie WHQPBI YI3BUMBI K U3MEHEHUIO OTAEIbHBIX OUT.
Ecnu 3/0yMBILIJIEHHHK 3HA€T UCXOOHBIM TEKCT, TO OH CMOXET H3-
MEHATH OWTHI B OTOKE MH(PPOBAHHOTO TEKCTa TaKUM 00pa3oM, UTo

54



OH OyneT paciuudpOBBIBATECS TaK, Kak HEOOXOOUMO 37I0YMBIIIIIEH-
HUKY.

CHHXPOHHBIH MOTOKOBBIH LIK(P MOXKET OBITH peau30BaH B BUIE
6s04HOro mHKdpa, paboTarolero B peskuMe 0OpaTHOM CBA3U IO Bbl-
xony (cM. 2.5). TlomoOHO omucaHHOMY B 1. 2.6.2 npuMmepy, pexuM
OFB MoxeT ObITh peajTU30BaH ¢ JIIOObIM pa3MepoM 0OpaTHOH CBS3H,
MEHBIIUM pa3Mepa Ooka. OHaKo, JaHHBIH crocob He peKOMeHy-
eTcsl, TaK Kak MPH 3TOM CHIXKaeTcs MepHO reHepaTopa A0 NpuMep-
Ho 2™ Tpu mnuHe 610Ka 64 3T0 GymET OKONO 2%, yero sBHO He-
JOCTaTOYHO.

B sToM cnydae BRIXOAHas (PYyHKUHS OYEHb YacTO BhIOHMpaeTcs
MPOCTOM, HampyMep, CYMMOW MO MOAYJIO 2 HEeCKOJbKHUX OUT co-
CTOSIHUS WM BooOIle oaHMM OutoM coctosiHus. Kpunrorpaduue-
CKas CTOMKOCTB obecrieunBaeTcs (QyHKLMeH Mepexoaa K Cleayro-
IEMY COCTOSIHHIO, KOTOpas 3aBUCUT OT Kilouya. iHorna naHHbli pe-
’KUM Ha3bIBAlOT PEXUMOM C GHYMpeHHel 0OpamHOu C6sA3bi0, TO0-
CKOJIbKY OOpaTHas CBsI3b SIBJISE€TCS BHYTPEHHEH MO OTHOIIEHHIO K
AJITOPUTMY I'eHepaLiH KII0UeBO MOC/IeA0BaTeIBHOCTH.

BapuaHTOM 3TOro pekuMa SIBJISIETCSl CXeMa, Korja KoY 3aAaeT
HavyaJbHOE COCTOSIHHE TeHepaTopa, Noclie Yero nocieAHui paboraet
6e3 nanbHel1ero BMellaTeNnbCTRa.

Eile oqHuM croco60oM MocTpoeHus IOTOKOBOTO IuKdpa sBiseTcs
UCTIOIb30BaHUE CYETYHKAa B KAauyeCcTBE BXOJHOTO 3HAYEHUS IS
6sounoro mudpa. [ocne kaxnoro 1uKia muppoBanus O610ka 3Ha-
YyeHHe CUETYHKA YBEeJINUMBAETCS, Yalle BCero Ha equHuIyy. CBoiicTBa
JAHHOTO PeXHUMa B OTHOIUEHHH PacHpOCTpaHEHHs OLMMOOK M CHH-
XpOHU3aLKH OYAYT TAKUMH ke, Kak U i pexkuma OFB. B kauectse
CYeTYHKa MOXeT OBITh MCIOJIb30BaH JI00O0H reHepaTop NceBIoCITy-
YaifHBIX YHCeJI, BHE 3aBUCUMOCTH OT €ro KpHurrorpaduyeckoit cToi-
KOCTH.

IIpy HCMONB30BaHUU TOTOKOBOTO LIM(pa B peXUMe cyeTHHKa
BBIOMpaeTcs mpocTas (GYHKIMS Nepexoa U CJI0XKHasL, 3aBUCAIIas OT
Knoya GyHkIms Beixoaa. GyHkIMs nepexoaa MoxeT OBITh IPOCTBHIM
CUETYHKOM, YBEJINYHNBAIOLIMMCS Ha €UHHILY Ha KaXJOM TaKTe.
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2.6.4. Ilpumepbl IOTOKOBBLIX MH(POB

Aaropntm RC4

RC4 npeacrasnser coboii HOTOKOBBIN MKGP ¢ TEpEMEHHOMN v
HOM KJIto4a, paspabotansblii B 1987 r. Ponom Pusectom asst kommna-
Hun RSA Data Security, Inc. B Teuenue 7 et 3ToT wudp IuLeH3H-
pOBasicsl KOMIIAHKEH TOJIBKO Ha YCJIOBHUAX HepasriaieHus. OaHako,
B 1994 r. on 61 aHOHUMHO ony0OsMKOBaH B IHTEpHETE U C Tex nop
CTaJl JOCTYTIEH AJI HE3aBUCUMOTO aHalIu3a.

OnwuceiBaetcs wWudp oYeHb NPOCTO. AJropuTM paboTaer B pe-
xume OFB. KitoueBast mocienoBaTeNbHOCTh HE 3aBUCHT OT MCXO[I-
Horo TekcTa. CTpykTypa anropurma BKIIOYaeT OJOK 3aMeHbI pa3-
MepHOCTBIO 8 X 8: Sy, ..., Syss. Biiok 3aMeHBI npeAcTaBiseT co0oit
3aBUCHUMYIO OT KJIIOYa [EpPEeMEHHOM AJIMHBI mepecTaHoBKy uucen 0,
..., 255. NUMeercs nBa cueTumka i 1 j, nepBoHayanbHo pasHele 0. J{ns
TeHEPUPOBaHUs TICEBAOCTYHYaliHOro OaiiTa BBINOIHSIOTCS CIENYHO-
e AeHCTBUS:

i=(i+1)mod 256

j=( +S;) mod 256

MepecTaBUTh S; U S,

t=(S;+S;) mod 256

k=35,
3arem OalT k ckiagpIBaeTcs MO MOAYMIO 2 ¢ 0aliTOM HCXOAHOTO
TeKCTa JUIs OTy4eHHs I(pPOBaHHOTO.

HNunuuanuzanus 6510ka 3aMeHbl Takke Npocta. BHavane oH 3a-
noJiHsgeTcs auHeiHo: So = 0, .51 =1, ..., Syss = 255. 3aTem 3amnonHseT-
s eme OuH 256-6aiTHBII MacCHB KITIOUOM, IIPH STOM KJTFOY MOXKET
MOBTOPATHCSE HEOOXOANMOE YHCIIO Pa3 Ul 3aloJIHEHHUsI BCEro Mac-
cuBa: ko, ..., kyss. Cuetunk j ycranasnuBaetrcs B 0. [locne uero npo-
H3BOJATCS CleyIOIUe NeHCTBUIL:

for i =0 to 255
j=({+k+S)mod256
MEPECTaBHUTh S; U .S

udpposanue no 3ToMy anropurmy npumepHo B 10 pa3 OvicTpee,
yeM mupposanrie DES npu nporpaMMHO# peanuzauyu.

Bo3moxHO 000011eHHe anropuTtMa Ha OoNbLIME JJIMHY CIOBa U
pasmep OJioka 3aMeHbl. Tak, MOXKHO HOCTpOUTH udp ¢ 6okoM 3a-
MeHBI pa3MepHocThio 16 X 16 (motpebyercs 128 Koaiit namsaru) u
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JUIHOHM cyioBa 16 OWT. DTanm WHUIMATU3aLMUA OyJeT 3HaYUTeJIbHO
MeJJIeHHee, He0OXOAUM LIUKII 10 65535, ec/ii MBI XOTUM B TOUHOCTH
ClIeIOBaTh KOHCTPYKLMH, HO NOJYYMBIIMHCS B pe3yJbTare ajiro-
put™ Oyner Oonee OBICTPBIM.

Aaropurm SEAL

SEAL (Software Encryption ALgorithm) mpencrtapisier coboit
MPUCHOCOONEHHBIH UIsl MPOrPAaMMHOM pealu3alidd TMOTOKOBBII
mmp, paspadorannsiii dunom Poraesem u Jfonom Konmepemurom
3 komnaHud IBM. Anroput™ onTtuMu3MpoBaH IS 32-pa3psaHbIX
npoueccopoB. s 3ddexrrBHOi paboTel emy TpeOyrorcs 8 32-
PaspsOHBIX PETHCTPOB U K3 00BEMOM HECKOJIBKO KMIOOAT.

OpHUM U3 3aMevaTesbHBIX CBOMCTB 3TOro Imdpa SBASETCS TO,
YTO OH He SIBJISIETCS MOTOKOBBIM LIM(POM B TPaJULIMOHHOM CMBICIIE,
a npexacraBiseT coOoil ceMeiicTBO IceBHOCTy4YalHBIX (YHKUHMMI
160-6uroBbIii Kitou k U 32-0uTOBOE 3HavyeHHe n (MHIEKC) WHUbp
npeobpasyer B L-OUTOBY10 CTPOKY A(1). L MOXKeT IpUHUMATB J11000€
3HauYeHHe, MeHbilee 64 xuiodait. Takoit mudpp Ml Oyaem o6o3Ha-
yatb SEAL(k, n, L). Ilpennonaraercs, 4To eciid k BEIOUpaeTcs CITy-
YyaliHO, TO k(7)) OymeT BEIYUCIUTEFHO HEOTJIMYMMA OT cily4aiHo L-
OuToBOH GYHKIMH OT A.

Ha npaxtuke 3T0 Aaer emie ogHO npeuMyliecTBo. bonpmmHcTBO
mu¢poB reHepupyeT OUTOBBIE MOCIEJOBAaTEIBHOCTH B OJHOM Ha-
npasjieHUd. 3Has KoY k& U NO3ULMIO i, ONIPeAeIUTh 3HaYeHHUe i-ro
OuTa KIIOYEBOH MOCe10BaTEIbHOCTH MOYKHO TOJIBKO BBIUHCIIUB BCE
OuThl 10 i-ro oauH 3a ApyruM. B ciyuyae cemelicTBa ncepnociy4ai-
HBIX (PYHKIMH MBI TIOJlydaeM INpPOCTOM AOCTYH K OOOMY 3JIEMEHTY
KJTIIOYEBOH IMOCIIeI0BAaTEIbHOCTH. JTO OKa3bIBaeTCs BEChbMa IMOJie3-
HBIM.

[pennonoxum, 4yro HeoO6X0AMMO 3amM(pPOBATh COAEPKUMOE
JKECTKOTO AMCKA KOMITbIOTepa Mo 512-0aiiTHBIM cekTopaM. Torma
CEKTOp ¢ HOMepoM n OyaeT mUpoOBaThCsA ¢ MOMOLIBIO KITKOYEBOH
nocienoBaTebHOCTH k(n). IIpu 3TOM serko MoxxeT ObITh obecneueH
JIOCTYI K IPOU3BOJIBHOMY CEKTOpY AMCKA.

Jansblii mupp Takxke obinerdaer npobGieMy CHHXPOHH3ALUY,
CBOMCTBEHHYIO TPaJAULIMOHHBIM TOTOKOBBIM Inppam. CoolleHue ¢
HoMepoM n OyaeT wM(pPOBAaThCS ¢ KIOYEBOH IOCIeJ0BaTeNbHO-
cTBIO k(n), u n Oyaer nepenasaThcs BMecTe ¢ coobieHueM. [lomyya-
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TEMIO He HYXHO OyIeT XpaHUTh COCTOSHUE FeHepaTopa KIIoueBOH
[I0C/IEIOBATEIbHOCTH M OECTIOKOUTHCA O MOTEPSHHBIX COOOILEHHX
Y UX BIIMSHUH Ha NIPOLiecC paclinppoBaHHsL.

Anroputm SEAL npeaycMaTpuBaeT HUCIIONb30BaHUE TpEX 3aBH-
cAMX OT Kmoya Tabmui: R, S, u T. DTH TaGNHIIBI 3aMONHSIOTCS Ha
MpeABapUTEIHLHOM dTalle NMPH MOMOIUM ajirOPUTMa, OCHOBAaHHOIO Ha
SHA (cM. 4.3.1), 1 3aBUCAT TOJBKO OT KJIIOYA.

3amnonHeHne TabJUL MOXHO OIKCATh C MOMOLIBIO (DYHKIHH
G,(i), koTopas mpeacTaBisieT co00ii QYHKIMIO CKATHUA U3 aJITOPUT-
Ma SHA. a — 160-6utHoe 3HaueHHe, i — 32-OMTHBINH HHACKC. 3Haye-
HHUE @ UCTIONB3YeTCs U1 HHULMATU3allMi BHYTPEHHUX PErUCTpPOB A,
B, C, D, u E B airoputme SHA, a 512-6utHslii 6510k /151 06paboTKH
npeacrasnser coboit ctpoky i/0**. BeixoaHoe 3HaueHHe QyHKIMH
G Taxoke UMeeT JIUHY 512 OuT.

IMocTpoum Teneps GyHKIMIO I” ¢ BBIXOAHBIM 3HaUY€HHEM JUTUHOH
32 6ura, nepernaekcuposas GyHkumto G: I'(i) = Hlpnoqs» TA€ NS j
= Lis] HY | HY | HE? | HYP | H =G, (j). Teneps
ornpeaeiM:

i1 =1T,(i),0<i<512,
S[j1 = I',(0x1000 + ), 0 <j <256,
R[k] = ,(0x2000 + k), 0 < k <256.

CoOCTBEHHO AITOPUTM IeHepaLiy KJIIOYeBOH Mocie0BaTebHO-
CTH MOXeT OBITh ONHUCAH Ha MCeBIOKO/IE CISAYIOIUM 00pa3oM:
function SEAL(a; n; L)
y=9;
for /=0to o do
Initialize(n; I; A; B; C; D; ny; ny; ns; ny);
fori=1to 64 do
P=A4& 0x7fc;, B=B+1T[P/4];A=A>>>9,B=B® A4,
O0=B& 0x7fc; C=C®T[Q/4]; B=B>>>9;C=C+B;
P=(P+C)& 0x7fc, D=D+ T[P/4]; C=C>>>9,D=D

a

0=(Q+ D) & 0x7fc; A = A ® T[Q/4]; D=D>>>9; A=A+D;
P=(P+A) & 0x7fc; B=B® T[P/4]; A=A>>>9;
Q=(Q+B) & 0x7fc; C=C+T[Q/4]; B=B>>>9;
P=(P+C) & 0x7fc; D=D ® T[P/4]; C=C>>>9;
Q0=(Q+D) & 0x7fc; A=A+ T[Q/4]; D= D>>>09;

Ob\lovm-b-@wm_;
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9 y=y| B+ S[4i—4]| C+S[4i—3]| D+ S[4i—2] || 4 + S[4i
—-15
10 if [y| 2 L then return (yoy; ... yr.-1);
11 if odd(i) then (4; B; C; D)=(A+ n;; B+ny; C® ny; D ® ny)
else (4; B; C; D)=(A+ n3; B+ 1y, CO® n3; D ® ny);
end;
end;
end.

AJITOPUTM HCIIONB3YeT MOANMPOrpaMMY HHHULIHATU3ALUM, KOTO-
past, ucnones3ys Tabnuupl R U 7, ycTaHaBIMBaeT HayalbHble 3Haye-
HHSI BHYTPEHHUX NIEPEMEHHBIX U PETHCTPOB.

procedure Initialize(n; [; A; B; C; D; ny; ny; ns; ny)

A=n® R[4]];

B=(n>>>8)® R[4+ 1];

C=(n>>>16) ® R[4] +2];

D =(n>>>24)® R[4/ + 3];

forj=1to2do
P=4&0x7fc; B=B+ T[P/4]; A=A>>>09,
P=B& 0x7fc; C=C+ T[P/4]; B=B>>>9,
P=C&0x7fc; D=D+ T[P/4]; C=C>>>9;
P=D & 0x7fc; A=A+ T[P/4); D= D>>>9,

end;

(r1; 13 n3; ma) = (D; B; 4; C);

P=A4& 0x7fc; B=B+ T[P/4]; A=A >>>9;

P=B & 0x7fc; C=C+ T[P/4]; B=B>>>9;

P=C&0x7fc; D=D+ T[P/4]; C=C>>>9;

P=D & 0x7fc; A=A+ T[P/4); D=D>>>9,

end.

Tabmuua T npencrapisier coboi 610K 3aMeHBl pasMEPHOCTBIO 9
% 32, Ha xaxpom mare 9 6ur onHoro peructpa (A, B, C wim D) uc-
TIONB3YIOTCS Kak ykasarelb B Tabnuie 7. 3HaueHne, N3BJI€YEHHOE U3
T, cxnagpiBaetcs (apupMETHUECKH WU HOPSA3PIAHO [0 MOAYJIIO 2)
co crienyromuM peructpoM (BHOBb A, B, C unu D). 3atem nepssiii
PETHCTp UMKITHYECKH caBUraeTcs Ha 9 nosuuuii. Ha HekoTophIX 1a-
rax BTOPOW perucTp JOTIONHUTENBHO MOAUGHLUpPYETCS MyTeM CIIo-
JKEHUsI 10 MOAYJIO 2 CO CABMHYTHIM IepBbIM peructpoM. Ilocne 8
IIArOB K&XABIM PErHCTP MacKUpyeTcs CI0KeHHeM 110 MOAYIo 2 ¢
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HEKOTOPBIM 3HaueHHeM M3 S M BBIIAETCA B KIIOUYEBYIO TOCIIE0Ba-
TenbHOCTh. UTepanys 3aBepiuaeTcs ciioskeHHeM peructpoB A u C ¢
3aBUCUMBIMH OT 1 3HAUEHUSAMHU N, My, N3, Hy. Kakoe KOHKPETHO 3Ha-
yeHHe BHIOMpAeTCs, 3aBUCUT OT YETHOCTH HOMepa UTepalyu. TakuM
00pa3oM, OCHOBHBIE HIEH, JieXKalllde B OCHOBE 3TOrO allOPUTMA,
MOHO C(OPMYTHPOBATh CIIeAYIOIUM 00pa3oM:

1.  Hcnonp3oBaHue GONBIIOTO CEKPETHOTO 3aBUCAILETO OT
KJItoua 6J10ka 3aMeHEI 7,

2. TlepemexeHue onepaliuii, He KOMMYTUPYIOIIMX JPYT €
apyrom (crnoxenue u uckmovaroiee MIIHN);

3.  Hcnonp3oBaHHe BHYTPEHHETO COCTOSIHUS, SIBHO HE IIpO-
ABJIAIOIIErOocs B MOTOKE AAHHBIX (3HAYEHUs 1;, UCTIOJb-
3yeMble B KOHLE UTepaLiH A1 MOAUGUKALIUK PETHUCT-
poB A u C);

4.  H3MeHeHue maroBoii GpyHKLUH B 3aBUCHMOCTH OT HOMe-
pa 1ara U i3SMeHeHHe UTepallHOHHON (pYHKLIMH B 3aBH-
CHMOCTH OT HOMepa UTepaLtu.

5.  Hcnonp3oBaHHe W3BECTHBIX H OTPaOOTaHHBIX aITOPUT-

MOB JU1s 3aII0JIHEHHUS TaluLL.

UIngpp SEAL Tpebyer maTh 3/1€eMEHTapHBIX MAlUHHBIX Ollepa-
MU B NepecyeTe Ha OOuH OaliT TekcTa Mpu LIH(POBAHUH U pac-
muppoBanun. TakuM 06pa3oM, OH SBISETCS OJHUM M3 CaMbIX ObI-
CTPBIX IPOrPaMMHO peaii3yeMbIX aITOPUTMOB.

Aaroputm WAKE

Anroputm WAKE (ot anrn. Word Auto Key Encryption — mud-
pOBaHHe CJIOB C aBTOKITIOYOM) ObLT npeasioxkeH J[3BuaoM Yunepom.
Ha BBIXOJE MBI MOJyyaeM MOC/IEA0BATEILHOCTE 32-OUTOBBIX CJIOB,
KOTOpBIE€ MOTYT CIIYy>KUTh B kayectBe rammbl mugppa. WAKE pabo-
TaeT B pexxiMe CFB — npensiaymee cioBo MHU(ppPOBaHHOTO TEKCTa
UCTIONB3YyeTCs Ul TeHepaldu ClIeAYyIOLEero CloBa KIOYEBOH Io-
ClIeI0BaTeNIbHOCTH.

B anroputMme HCMoJib3yeTcs creluaibHbIi GOk 3aMeHbl S M3
256 32-6utHbIx ciioB. [Tpu 3ToM crapiuue 6alThl 3THX CIOB SBISIOT-
cs nepecTaHOBKOI uucen oT 0 oo 255, a ocTtanbHble TPU MIIAALINX
Gaiita BEIOUparoTcs ciay4aiiHeiMU. PabGoTa anroputMma onMcheiBaeTcs
CIIeqYIOLIUM 00pa3oM:
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BHavane mHuIManusupyercs OJ0K 3aMeHbl Ha OCHOBE KIIIOYa.
3areM WHULHATH3UPYIOTCS YeThipe peructpa A, B, C u D Havans-
HBIMH 3HA4YE€HHSAMH, TaKXKe 3aBUCSAIIMMH OT KiIioYa (BO3MOXKHO ApY-
roro): dap, bo, co, do. OuepeaHoe CIOBO KIIOUEBOH MoOCIEN0-
BaTeJIbHOCTH MOJIyYaeTcs 1o Gopmyie:

ki = d>‘
ITocne 3Toro usMeHseTcs 3HaYEHHE PETUCTPOB:
a1 = M(aj, dy),
bi+l = M(bi, ai+1)5
Civ1 = M(C,', bi+1)’
di+l = M(di’ C,'+1),

rae
M(x, y) = (x +y) >> 8 @ S(1+ ) & 255,

3aech 8 Miaamux GUT CyMMBI X + Y HCHIONB3YIOTCS U1 BXOJa B Tab-
JIMLLY 3aMEHBI.

Xots Yunep npemiokui cnocod reHepaluu 0J0Ka 3aMeHbl, MO-
’KeT OBITh UCIIOJIB30BaH U JPYroil aJrOPUTM BHIOOpa MepecTaHOBKU
U ciydyaiiHoro 3amojHeHus. JlaHHbIH mHp SBAsSETCS JOCTATOYHO
OBICTPBIM, XOTS ¥ HECTOMKUM K aTakaM I10 BEIOpaHHOMY HCXOJHOMY
TEKCTY.
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3. ACHUMMETPHYHBIE KPHIITOCUCTEMBI

3.1. O0mue nos10KeHNs

Ele ofHHUM OOIIMPHBIM KJIACCOM KpPHUNTOrpapUyecKuX CHUCTEM
SBJISIIOTCS TaK Ha3biBaeMble aCHMMETPUYHBIE WIH JBYXKIIOYEBbIE
CHUCTEMBL. DTH CHUCTEMBI XapaKTepU3YIOTCSl TEM, YTO JJIs lH(poBa-
HUS U A1 pacliu(poBaHHUs HCIONB3YIOTCS pa3Hble KIIOYH, CBS3aH-
Hble MeXxay co0oii HekoTopoii 3aBHcUMOCTHIO. [Ipu 3TOM naHHas
3aBUCHMOCTh TaKOBa, YTO YCTAHOBHUTH OAMH KJIIOY, 3HAs JPYroH, c
BBIYHUCIIUTEIBHON TOYKM 3peHHs ouyeHb TpyAHo. OauH M3 KiItouei
(HampuMmep, KoY WHGPOBaHUS) MOXKeT OBITH cleaH o0IIen0CTyTI-
HBIM, ¥ B 9TOM clly4yae npoOneMa NoiyuyeHUs OOILEro CEeKpeTHOro
KJTIoYa Ui CBA3W oTnanaeT. Ecnu caenarh oOLeNOCTYIHBIM KITIOY
paciinudpoBaHus, TO Ha 6a3e MONyYEHHONH CUCTEMBI MOJKHO NOCTPO-
UTh CHUCTEMY ayTeHTH(UKalMu rnepenaBaeMbix coobmeHud. Ilo-
CKOJIbKY B OOJIBIIMHCTBE CIy4aeB OOUH KIIOY U3 Maphl Aenaercs
00111 TIOCTYTHBIM, TaKHE CHCTEMBI TIOTYUYHIH TaKXKe Ha3BaHHE KPHI-
TOCHCTEM C OTKPBITHIM KITFOUOM.

Hcxonxoe Ornpasurens  3amudp. Ilonyyarens

coobLueHHe (A) coobLueHue (B)
X) Y=Ex/(X)
Hudparop Heumdparop P> X= Di.(Ex.(X))
OTKpBITHIHK 3aKpeIThIH
kmoy (Ky) kmou (K2)

Puc 3.1. Cxema acMMMETPHUYHON KPUIITOCHCTEMBI.

KpunrocucteMa ¢ OTKpPBITBIM KIIIOYOM OTpenessieTcs: TpeMs aj-
rOpPUTMaMH: TreHepaLly KiToueil, mudpoBaHus U paciiuppoBaHUSL
AJITOPUTM TreHepalii KTIoYeil OTKPBIT, BCIKUM MOXET MOJATh eMy
Ha BXOJ CJTy4aliHYIO CTPOKY » Hajjiexcaleil JTMHbI ¥ MOJTy4YUTh Ma-
py kmoueit (ki, k). OnuH U3 kmoueit (Hanpumep, k) nyonukyercs,
OH Ha3bIBa€TCsA OTKPBITHIM, & BTOPOM, Ha3bIBAEMBIH CEKPETHBIM,
XpaHuTCs B TaiiHe. Anroput™sl wnpoBanns E; W pacumgposa-
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HUA Dkz TaKOBBbI, 4YTO JIA mo6oro OTKPBITOT'O TEKCTa m
Dy, (Eg (m))=m.

PaccMoTpuM Tenepb MMIIOTETUYECKYIO aTaKy 3/I0yMbILUIEHHUKA
Ha 3Ty cucteMy. [IpOTHBHUKY H3BECTEH OTKPHITHII K04 kj, HO He-
U3BECTEH COOTBETCTBYIOIUHMH CeKpeTHbIH Koy ky. IIpoTUBHMK me-
pexBaTW KpunrorpamMmy d U IbITaeTcs HalTU cooOlueHue m, rae
d = Ey (m). TlockonbKy anropdt™ MWM(POBaHUsS OTKPBIT, IPOTHB-

HUK MOXET MpPOCTO IOC/IEOBATE/IbHO NepedpaTh Bce BO3MOXKHBIE
COOOLIEeHNs JUTHHBI A, BBIYUCIUTD /IS KOKAOTO TaKOro COOOLICHUS
m; KPUNTOrpammy d; = E; (m;) ¥ cpaBHUTH d; ¢ d. To coobuenue,

Ui KOToporo d; = d 1 6y#eT UCKOMBIM OTKPBITBIM TeKcToM. Eciu
MOBE3€ET, TO OTKPBITHIN TEKCT OyAeT HaiiieH qocTatouHo ObicTpo. B
XyAIeM ke ciydyae nepebop OymeT BBIMOJHEH 3a BpeMsl NOpsIKa
2"T(n), tne T(n) — Bpems, TpebyeMoe Wi WHPPOBAHUS COOOIIEHUS
quHbl 1. Ecnu cooOmmenus umetot amuHy nopsaka 1000 6utos, To
Takoil mepe0Op HEOCYLUECTBUM Ha NpPAaKTHKE HHU Ha KaKUX CaMbIX
MOIIHBIX KOMITBIOTEpaX.

MBI paccMOTpeNH JIMIIG OAWH U3 BO3MOXKHBIX CIIOCOOOB aTaku
Ha KpUOTOCHCTEMY M IPOCTEHUINMH ajJrOpUTM MOUCKA OTKPBITOrO
TEKCTa, Ha3bIBaeéMblil OOBIYHO aJlrOPUTMOM HOJHOTO nepebopa. Hc-
MOJIB3YETCsI TAkKe M Apyroe Ha3BaHHe: «MeToA rpyboii cunb». [py-
rofl NpocTefInil aIrOpUTM MOMCKa OTKPBITOrO TEKCTa — yraJbiBa-
HHe. DTOT OYEBUIHBIHM alropuTM TpebyeT HeOONbIINX BHIYUCICHUM,
HO cpabarbiBaeT ¢ IpeHeOpeXHMMO Maloil BEpPOSATHOCTBIO (IpH
OonpluX quHaX TekcToB). Ha caMoM Jefie MPOTHBHUK MOKET IIbI-
TaThCSl aTAKOBAaTh KPHUITOCHCTEMY Pa3iM4YHBIMHM CIOCOOaMU W HC-
MOJIB30BaTh pa3/inyHbie, Oosiee H3OLIPEHHBIE AITOPUTMBI IOHCKA
OTKPBITOTO TEKCTA.

Kpome Toro, 3/0yMBIIIIEHHHK MOET IONBITATHECS BOCCTAHO-
BUTH CEKPETHBIN KIIOY, UCITONB3YsI 3HAHUS (B 00LIEM cilydyae Hecek-
PETHBIE) O MaTeMaTHYeCKOI 3aBUCIMOCTH MEXY OTKPBITHIM U CeK-
PETHBIM KiTI04aMH. ECTECTBEHHO CUMTATh KPUIITOCHUCTEMY CTOMKOM,
ecny moOol TakoW alroput™ TpedyeT MpaKTHYECKH HEOCYIIECTBU-
Moro ob6reMa BBIYMCIICHUH WIH cpabaThiBaeT ¢ NpeHeOpeKUMO Ma-
noii BeposiTHOCTHIO. (IIp 5TOM MPOTUBHUK MO>KET HCIOB30BATh HE
TOJIBKO JI€TEPMUHHUPOBAHHBIC, HO M BEPOSTHOCTHHIE AITOPUTMBL)
3TO U €CTh TEOPETHKO-CIIOKHOCTHBIM MOJXO0A K ONpEeAETIeHUIO CTOM-
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KocTH. [l ero peanus3alid B OTHOIIEHHH TOTO WJIM HWHOTO THIIA
KpHITOrpaduuecKiX CUCTeM HEOOXOAUMO BBINOIHHUTD CIEAYIOLLEe:

1) nate popMmasibHOE OTpeaesieHHe CUCTEMBI JAHHOTO THIIA,

2) nath opMasibHOE ONpeAeIeHHe CTOMKOCTH CUCTEMBL;

3) noka3aTh CTOMKOCTh KOHKPETHOM KOHCTPYKLUH CHCTEMBI AAH-
HOTO THIIA.

3aech cpasy e BO3HHUKaeT psij npobiem.

Bo-nepBbIX, A5 IPUMEHEHUS TEOPETHKO-CJI0KHOCTHOTO ITOJXO0-
Ja HeoOXO0AUMO, NOCTPOUTh MaTeMaTU4eCKyl0 MOJelb KpHUITOrpa-
(Hrueckoil cucTeMpl, 3aBUCAILYIO OT HEKOTOPOro napameTpa, Ha3bl-
BaeMOro napameTpoM 0e30NacHOCTH, KOTOPbI MOXeT NPHHUMATh
CKOJIb YToAHO Goublune 3HaueHUs (0OBIYHO VIS MPOCTOTHI Ipearo-
Jaraercs, 4To napamerp 6e30IacHOCTH MOXeT Npoberath Bech Ha-
TypaibHBIH pAn).

Bo-BTOpBIX, OnpeneneHye CTOWKOCTH KpUNTOrpaguyeckoi cuc-
TEMBI 3aBUCHT OT TOH 3a7auH, KOTOpas CTOMT Iiepel IIPOTUBHHUKOM,
U OT TOro, Kakas MHpopMauus o cxeme eMy jocTynHa. ITostomy
CTOMKOCTB CHCTEM IPUXOJUTCS OIpPEAEATh U UCCIIEN0BATh OTAENb
HO 7151 K&XKJ0T0 NPEeATNosoKeHHs O IPOTUBHUKE.

B-Tperprx, HEOOXOAMMO YTOYHHTH, Kakoii 0OBEM BbIYMCIIEHHH
MOKHO CUHTATh «IIPAaKTH4YECKU HEOCYIeCTBUMBIMY». M3 cka3aHHOrO
BBILIE CIEAYET, YTO Ta BENMYHMHA HE MOXKET ObITh IPOCTO KOHCTAaH-
TOMH, OHa JOMKHA OBITH IpeJcTaBieHa GyHKIMEH OT pacTyllero na-
pameTpa 6e30macHOCTH. B cOOTBETCTBUH ¢ Te3UCOM DAMOHJICA anl-
TOpPUTM cYUTaeTcs SPQPEKTHUBHBIM, €C/IM BpeMs €ro BbINOJHEHUS
OTPaHUYE€HO HEKOTOPBIM IIOJIMHOMOM OT JJIMHBI BXOJHOTO CJIOBa (B
HallleM clly4yae — OT napameTpa 6e3omacHocTH). B npoTuBHOM city-
Yyae TOBOPAT, YTO BBIUHCIIEHMS IO JaHHOMY AITOPHUTMY IpaKkTH4e-
CKM HEOCYLIECTBHMBl. 3aMeTHM Takke, YTO CaMHM KpHITorpadu-
YECKUE CUCTEMBI JOJDKHBI ObITh 3((EKTUBHBIMY, T. €. BCE BBIUMCIIE-
HUSl, [IPeANMCAHHbIE TOH WIM MHON CXEMOM, JOJ/LKHBI BBIIOJHSATHCS
3a IOJJMHOMHAIBHOE BPEMSL

B-uerBepThIX, HEOOXOAUMO OIpEeAENUTh, KaKyl0 BEpOSTHOCThb
MOXHO CUMTaTh NpeHeOpexrMo Manoi. B kpunrorpadumn npuxsaTo
CYUTATh TaKOBOH JIO0YIO0 BEPOSTHOCTh, KOTOpas A/ J10O0ro Mou-
HOMa p ¥ JJIs BceX AOCTaTOYHO OONBLIMX 1 He mpeBocxoaut 1/p(n),
rje n — napameTp 6€30IacHOCTH.

Hrak, npy HaIM4YNM BCeX yKa3aHHBIX BHILIE ONpEeAETeHUH, Ipo-
61emMa 060CHOBaHMS CTOMKOCTH KPHIITOrpaduuecKoii CUCTEMBI CBe-
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Jach K J0Ka3aTelbCTBY OTCYTCTBHS IOJIMHOMHAIBHOTO alTrOpPUTMA,
KOTOPBIH peliaer 3a1ady, cTOSsIIYIO nepea npotuBHuKoM. Ho 3aech
BO3HHKAET elle OJHO U BeChbMa Cepbe3HOe IPEISITCTBHE: COBPEMEH-
HOE€ COCTOSIHHE TEOPUH CJIOKHOCTH BBIYHCICHHI HE MO3BOJSIET J0-
Ka3bIBaTh CBEPXIOJMHOMHUAIIbHBIE HIKHUE OLEHKH CIOXXHOCTU AJIS
KOHKpPETHBIX 3a/1ay paccMaTpuBaeMoro kiacca. M3 storo crnemyer,
YTO Ha JaHHBIIf MOMEHT CTOMKOCTh KpUITOrpapUUEeCKUX CUCTEM MO-
JKeT OBITh YCTAHOBJIGHA JIUIIB C IPUBJIEYCHUEM KaKHUX-IHOO HeloKa-
3aHHBIX NpeanoioxeHuil. [Io3ToMy ocHOBHOe HampaBiieHHE HCClle-
JIOBaHUI COCTOMT B IOUCKe Hamboree ciabbIX AOCTATOYHBIX YCIIO-
BUil (B uaeae — HEOOXOAUMBIX M JIOCTATOYHBIX) [UIs CYLIECTBOBA-
HHSI CTOWKHX CHCTEM Ka)KIOT'O M3 THUIIOB.

B ocHOBHOM, paccMaTpHBAalOTCSI IIPEAINOIOKEHHS JBYX THIIOB —
of1mue (WK TeOPETUKO-CIIOKHOCTHBIE) U TEOPETHKO-HHCIIOBEIE, T. €.
MPEANONIOKEHUS O CIOXXHOCTH KOHKPETHBIX TEOPETHKO-YHCIOBBIX
3aga4. Bece 3TH npeanonioxkeHus B TuTeparype 0ObIYHO Ha3bIBAKOTCS
KpUNTOrpadu4ecKuMH.

PaccmoTpuM 01HO K3 TakMX NpeanooKeHHUL.

O003HauuM uepe3 Y MHOXKECTBO BCEX KOHEYHBIX JIBOMYHBIX
CJIOB, @ Yepe3 L' — MHOKECTBO BCEX JBOMYHBIX CJIOB JUTHHBI #. [Toa-
MHOXecTBa L € ¥ B TEOpHH CJIO)KHOCTH NPHHSATO HA3bIBaTh SI3BIKA-
Mmu. ['oBopsT, uro mMammua Tetopunra M paboTaeT 3a MOJUHOMH-
anpHOE BpeMs (WM IPOCTO, YTO OHA MOJMHOMHAIBHA), €CIH CYIle-
CTBYET NOJIMHOM p TaKOH, YTO Ha JI0OOM BXOAHOM CJIOBE JUTHHBI 1
MalgHa M ocTaHaBIMBAaeTCs MOcyIe BHIIONHEHMS He Ooee, yeM p(n)
onepaumii. Mammnsa TelopuHra M pacno3HaeT (Apyroil TepMHMH —
MPUHAMAET) S3bIK L, €CITM Ha BCSIKOM BXOIHOM CJIOBe X € L MalnHa
M ocraHaBnMBaeTCs B IPUHHUMAIOIIEM COCTOSHHM, a Ha BCSKOM CJIO-
Be x € L — B otBepratomeM. Kitacc P — 310 Kiiacc Bcex SI3bIKOB, pac-
MO3HABAaE€MBIX MAaIMHAMKM THIOPUHTa, paboTalolMMH 3a MOJIMHO-
MuanpHoe Bpems. dynkuus f ¥ — ¥ BeIUMCINMA 32 IOJIUHOMHAIb-
HOE€ BpeMsi, €clli CYLIeCTBYeT NOJIMHOMHUalbHas MainHa TelopuHra
TaKasi, YTO €cJId Ha BXOJ €if M0IaHo CJIOBO X € X, TO B MOMEHT OCTa-
HOBa Ha JieHTe Oyer 3anucano 3HaYeHue fx). A3pik L npuHagiexur
kiaccy NP, ecnu cymectBytot npeaukar P(x,y): ExX — {0,1}, BbI-
YHCTMMBIi 33 TIOJIMHOMHUAIIEHOE BpPEMS, U TIOJIMHOM p TaKue, 4to L =
{x| 3y Pxy)& | < p(Ix]}. To ects s3p1k L nmpuHaanexur NP, ecnu
JUISL BCSIKOTO CJIOBAa U3 L AJIMHBI # MOKHO YTraiaTh HEKOTOPYIO CTPO-
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Ky MOJIMHOMHAJIBHON OT 1 JUTMHBI U 3aT€M C IIOMOLIBIO TpeauKaTta P
yOequThCS B MPAaBUIBHOCTH Aorajku. SIcHo, uto P < NP. ABnsercs
JIU 3TO BKJIIOYEHHE CTPOTHMM — OJHA W3 CaMbIX H3BECTHBIX He-
pelleHHBIX 3aJay MaTeMaTHKH. BOJBIIMHCTBO CIIELMAIUCTOB CYH-
TaloT, YTO OHO CTporoe (Tak Ha3siBaeMas runoreza P # NP). B xkiac-
ce NP BbieneH NOAKIACC MAKCUMAIbHO CJIOKHBIX S3BIKOB, Ha3bl-
BaeMbIX NP-nosHsiMu: moGoli NP-nonHbIi S3BIK paclio3HaBaeM 3a
MOJTUHOMHAITBHOE BpeMsi TOT1a M TONBKO Toraa, koraa P = NP.

Ham eme morpeGyercst noHsATHE BEepOATHOCTHOH MamuHbl Thio-
puHra. B o0p1uHBIX MamiHax TeropuHra (MX Ha3bIBalOT J€TEPMHHHU-
POBaHHBIMH) HOBOE COCTOSHHE, B KOTOPOE€ MalllMHa IEpeXOAUT Ha
OuepeHOM IIare, MOJTHOCTBIO ONpeAeNIeTcs] TEKYIUM COCTOSTHHEM
U TeM CHMBOJIOM, KOTOpBII 0003peBaeT rojoBka Ha jieHTe. B Bepo-
STHOCTHBIX MalllHHaX HOBOE COCTOSIHHE MOXKET 3aBHCETh ellle U OT
CiTyyaiiHOH BeMYHMHEBI, KOTOpas npuHuUMaeT 3HaueHus 0 u 1 ¢ Bepo-
SATHOCTBIO 1/2 Kaknoe. MOKHO CUHTATh, YTO BEPOSTHOCTHAS Malllu-
Ha ThIOpUHra UMeeT IOMOJIHUTENBHYIO CIyYalHyIO JIEHTY, Ha KOTO-
poii 3amicaHa OeckOHeYHasi ABOWYHAs cilyyaiiHas cTpoka. Ciyuaii-
Hasg JIeHTa MOXET YUTaThCS TOJNBKO B OJHOM HAIIpaBICHUU M Iie-
PEXOA B HOBOE COCTOSTHHE MOXKET 3aBHCETh OT CUMBOJIA, 0003peBae-
MOTO Ha 3TOH JIEHTe.

PaccMoTpuM Tereps ClieAyrOmUil ecTeCTBEHHBIH BOIIPOC: HE SB-
Jsetcsa o runote3a P # NP HeoOXOAMMBIM U JOCTATOYHBIM YCIIO-
BHEM JUTS CYIIIECTBOBAHHS CTOMKHUX KpUNTOrpapuyecknx cxem?

B camMoM Jene, HeOOXOAMMOCTh BO MHOTHX CJIy4yasix MOYTH Ove-
BUAHA. BepHeMcs K paccMOTpeHHOMY Bbillle npuMepy. Onpeaenum
CJIEAYIOIIMI S3BIK:

L = {(ky,d,i)| 3 cooGmenne m: d = Ey (m) um;=1}.

SAcHo, uto L € NP: MOXKHO IpOCTO yragaTh OTKPBITBINA TEKCT M U
TIPOBEPHTSH 3a MOIMHOMHAIIbHOE BpeMsl, uTo d = Ey (m) W i-i 6ut m

paBeH 1. Ecnu na, To BXoaHoe cioBo (k),d,i) npuHUMaeTcs, B Ipo-
THUBHOM ClIyyae — OTBEepraercs.

B npeanonoxenun P =NP cymecTByeT AeTepMHUHUPOBaHHBIMN
MOJTMHOMHAITBHBIH aITOPUTM, pacrio3HaroIui s3bik L. 3Has ky u d, ¢
TIOMOIIBIO 3TOr0 AJITOPHUTMAa MOXHO IOC/IEAOBATeNbHO, 10 OHTY,
BBIYUCITUTH OTKPBITHIH TeKCT m. TeMm caMbIM J0Ka3aHO, YTO KPHUIITO-
CHCTeMa HeCcTOHKasl.
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Uro ke KacaeTcsi BONpoca 0 JOCTATOUHOCTH MpeanooxkeHus P #
NP, 1o 31ech HampammBaeTcs ClAeAYIOIMi NOAXOM: BBIOparh Ka-
Kyto-1160 NP-nofHyto 3aady ¥ MOCTPOUTH Ha €€ OCHOBE KpHUIITO-
rpadHuecKylo cxeMmy, 3ajaya B3joMa KOTOpoOi# (T. €. 3ajaya, cTos-
mas nepen npotuBHHKoM) Obuta 661 NP-ronHoit. Takue monsiTku
npeanpuHUMAaNKch B Havane 80-X rogos, B 0COOEHHOCTH B OTHOLLE-
HHH KPUIITOCHUCTEM C OTKPBITBIM KIIOYOM, HO K yCIieXy He ITPUBEIIH.
Pe3ynpraroM BceX 3THX TMOMBITOK CTAJl0 OCO3HAHME CJIEAYIOLIETO
¢dakrta: naxe eciu P = NP, To mo6as NP-nosHast 3agaya MoxeT
OKa3aTbcsl TPYAHOH JUIIB Ha HEKOTOpOW OecKOHEUHOH MocieqoBa-
TEJIbHOCTH BXOAHBIX cJIOB. MHBIMU clloOBaMH, B OIpe/ieieHre Kiacca
NP 3anoxxeHa Mepa CIOXKHOCTH «B XyAueM ciydae». s croliko-
CTH € KpunTorpaduyeckoil cxembl He0OX0AMMO, 4YTOOBI 3ajaya
MPOTUBHUKA ObLIa CI0KHOM «IOYTH BCroAy». Takum obpas3om, cta-
JIO ICHO, YTO JUI KpUnTorpadu4eckoil CTOHKOCTH He0OX0AUMO Cy-
IECTBEHHO Oojlee CHIBHOE Tpeamnosiokenue, yueM P = NP. A umen-
HO, TIPEAIOJIOKEHNE O CYIIECTBOBAHHHU OJHOCTOPOHHUX (PYHKIMIAL

3.2. OnnocToponHue PyHKIHHN H QYHKIHH-TOBYIIKH

LenTpanbHBIM MOHATHEM B TEOPUH aCUMMETPUYHBIX KPHIITOTPa-
(bHYeCcCKHX cCHCTEM SBIISIETCS TIOHATHE OOHOCTOPOHHEH (PYHKIMH

Hedopmansao non oonocmoponueii ghynxyueii noHUMaeTcs 3¢-
(dexTHBHO BhIYMCIMMAas (QyHKIMS, i OOpalleHus KOTopod (T.e.
JUIS TIOUCKa XOTsl OBl OHOTO 3HAYEHHS apryMeHTa IO 33JaHHOMY
3HAYEHHIO (QYHKIMHM) HE cylecTBYeT 3(¢EeKTHBHBIX aITOPUTMOB.
3ameTnM, 4yTO OOpaTHAast GYHKLHMS MOXKET U HE CYLIECTBOBATb.

ITon ¢ynxumeilr Mpl OyaeM MOHMMATH CEMEMCTBO OTOOpa)KeHHit
{fi}, rae f: L' = X", m = m(n). JIns IpOCTOTHI NPEANONIOKUM, YTO 1
npoberaer HaTypalbHBIH psil, a OTOOpaKeHUs f, orpenesieHbl BCIO-
ny. OyHKIMS f Ha3bIBAETCS YeCMHOM, eclid 1 TOJUHOM ¢(X), Takou
yto V n g(m(n)) 2 n.

dopManbHO TMOHATHE OJHOCTOPOHHEH (YHKLHH OINMCHIBAETCS
ClIeqYOLIMM 00pa3oM:

Onpedenenue 3.1. YectHas ¢yHKUUMS f Ha3bIBa€TCSI ONHOCTOPOH-
Hel, eciiu

1.  CymecTByeT NOIMHOMHMAIBHBINA alrOpPUTM, KOTOPBIH A1
BCSAKOTO X BeIYHcsieT fx);
2. Jlns mo6oii NOJHHOMHAIBHON BEPOSTHOCTHOMN MallliHBI

Trlopunra 4 BeinoiaHeHo ciaeaytolee. Iycts cTpoka x
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BbIOpaHa ciiyuyaiiHeIM o0pasom u3 MHOXecTBa L. Torna
JUTs JTI0O0T0 MOJIMHOMA p U BCeX AOCTATOYHO OONBIIUX 1

P{fA(Ax))) = fx)} < Vp(n).

BTopoe ycioBHe kauecTBEHHO O3HayaeT cienytoluee. Jlrobas mo-
JIMHOMHUAbHas BEPOATHOCTHas MamuHa ThiopuHra A MOXeT IO
JJAHHOMY y HaliTH X W3 ypaBHEHHUS flX) = y NUIIb C NMpeHeOpexumMo
MaJIOi BEpPOSTHOCTHIO.

3amernM, 4yTO TpeOOBaHHE YECTHOCTH OIYCTUTh Henb3s. Ilo-
CKOJIBKY JAJTHHA BXOJHOTO CJIOBA f{X) MaIllHbI 4 paBHa m, el MOXeT
He XBAaTUTH MOJIMHOMHUAJIBHOTO OT M1 BpPEMEHH IIPOCTO Ha BBIMHUCHI-
BaHUE CTPOKHU X.

CyliecTBOBaHUE OAHOCTOPOHHHX (YHKUMI ABIsSeTCS HEOOXOAM-
MBIM YCJIOBUEM CTOMKOCTH MHOTHX KpHITOCHCTeM. BepHemcs k
npuMepy, npuBeeHHOMY B I1. 3.1. PaccMoTpuM ¢yHKUMIO £, TaKylo,
yto fr) = k;. OHa BBHIUKCIHMA ¢ OMOLIBIO anroput™Ma G 3a MOJH-
HOMHaJIbHOe BpeMs. IlokakeMm, YTo eciii f — He OJHOCTOPOHHSS
dbyHKIMA, TO KpUNITOcUcTeMa HecTolKkasl. [Ipeanonoxum, uTo cyiue-
CTBYET MOJHHOMHAJIBHBIA BEPOSTHOCTHBIH alroput™m A, obpaluato-
Ui f ¢ BepOSTHOCTHIO MO KpaiiHeil Mepe 1/p(n) nas HEKOTOPOTo
NOJIUHOMA p. 3ITOYMBILIEHHHK MOXET MOJaTh Ha BXOJ ajlrOpUTMa
3HaYeHUE KJTIoYa k| M MOMYYHTH C YKa3aHHOH BEPOSTHOCTBIO HEKO-
TOpoe 3HaueHue r' u3 npoodpasa. Jlanee 310yMBILIEHHUK NIOAAET 7’
Ha BX0J aJiroputMa G ¥ nofy4aeT napy kioueit (£, k'). Xots k' He
o0s3aTenbHO COBMAAaeT ¢ ky, MO ONpPEAESCHUIO KPUIITOCUCTEMBI
Dk; (Ey, (m))=m pns Mo6Oro OTKpeITOro TekcTa m. Ilockonsky &'

HaiiJieH ¢ BepOSATHOCTHIO MO KpaliHel mepe 1/p(n), cxema HecTolKas.

DyHKYUeH-108Y KO HA3BIBACTCS OJHOCTOPOHHSSA QyHKUMS, Ui
KOTOpOoii OOpaTHYIO (GYHKIMIO BBIYHCIHTH IMIPOCTO, €CIU HUMeeTcs
HEKOTOpasi JOTOTHUTENbHAS MHGOPMALMS, U CIIOXKHO, €CITH Takas
HHGpOpPMALIUST OTCYTCTBYET.

B kauecTBe 3aay, NMPUBOASAIIMX K OJHOCTOPOHHUM (YHKIIHUSIM,
MOYKHO TIPHBECTH CJIeIyOLIHe.

1. PaznoskeHue yncia Ha MPOCThIE COMHOXHUTEIH.

BBIYKCIIUTH MPOU3BEACHHE ABYX MPOCTHIX YHCEN OYEHb MPOCTO.
OnHaxo, Ui pelleHus oOpaTHOMU 3aJauyd — pasiokKeHHUs 3aJlaHHOTO
yKcaa Ha MpOCThbie COMHOXKUTENH, 3 deKTHBHOTO ajlropUurMa B Ha-
CTosIlIee BpeMs He CyLIEeCTBYeET.
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2. luckperHoe JjorapuMUpoBaHHE B KOHEYHOM IIPOCTOM IOJIe
(npo6nema quddu-Xemimana).

JomyctuMm, 3agaHo 60/b110€ IPOCTOE YUCHIO p U MYCTh g — MpH-
MUTHUBHBIN 3neMeHT nonst GF(p). Toraa nyis moboro a BEIYMCIUTH
g°(mod p) mpocTo, a BHIUKCIIUTE g TI0 3aJaHHBIM k = g°(mod p) u p
OKa3bIBaeTCs 3aTPYAHUTEIBHBIM.

KpunrocucreMs! ¢ OTKPBITBIM KJIIOYOM OCHOBBIBAIOTCSI HA OJHO-
CTOPOHHMX (QyHKLMAX-TOBYIIKaX. [Ipy 3TOM OTKpPBITHIHA KiTIOU OIpe-
JessieT KOHKPETHYIO peann3alyio (pyHKLUK, a CeKpEeTHBII KoY Aa-
eT uHpopmaio o joBymke. Jlo6oH, 3HaOMMI TOBYIIKY, MOXET
JIETKO BBIYHMCIATH GYHKIMIO B 000UX HAIpaB/IeHUsX, HO TOT, Y KOTO
Takas MH(OpMaLHsl OTCYTCTBY€ET, MOKET IIPOM3BOAUTH BBIUMCIEHUS
TOJIBKO B OIHOM HarpasieHHHU. [IpsMoe HanpaBiieHHe HCIONb3yeTCs
s mudpoBaHus U 11 BepudUkanuy LU(POBBIX MOANHCeEH, a 06-
paTHOe — Aj1s1 paciiipoBaHys U BBIpaOOTKH LU(PPOBOH MOAMHCH.

Bo Bcex kpHnTOCHCTEMaX C OTKPBITBIM KIIOUOM ueM Oojblie
JUIMHA KJII0Ya, TeM BbIIE Pa3aMyhe MeXAy YCHIMIMH, HeoOXOoau-
MBIMH J1s1 BBIYHMC/IEHHS! QYyHKLIH B IPIMOM U OOpaTHOM HarlpaBiie-
HUSIX (U1 TOTO, KTO He 00aiaeT nHpopMaLKeil o JOByIIKe).

Bce mpakTHueckre KpUITOCUCTEMBI C OTKPBITBIM KIIFOYOM OCHO-
BBIBAIOTCSA Ha (PYHKLUAX, CYUTAIOLIUXCS OJHOCTOPOHHHMH, HO 3TO
CBOMCTBO He ObLIO J0KAa3aHO B OTHOIIEHMH HU OJHOH M3 HUX. DTO
O3HA4aeT, YTO TEOPETUYECKH BO3MOXKHO CO3JaHHME alrOpUTMa, IO-
3BOJIIIOLLETO JIETKO BBIUMCIATH 0OpaTHyo ¢yHKIMIO 0e3 3HaHUsS
nHpopmanun o joBymike. B 3Tom ciyuae, kpunrocucrema, OCHO-
BaHHas Ha 3Toi QyHKLUY, cTaHeT Oecnone3Hoil. C apyroii CTOPOHBI,
TeOpeTHYECKHe HCC/IeJOBaHHsS MOTYT NPHBECTH K JOKa3aTeNbCTBY
CYIIECTBOBAHUsS KOHKPETHOH HMXHelHl IpaHHLbl CIOXKHOCTH 0Opa-
IIeHUs HEKOTOpoH (pyHKLMM, U 3TO JOKa3aTenbCcTBO OyaeT cyllecT-
BEHHBIM COOBITHEM, KOTOpO€ OKaKeT 3HAUMTEe/bHOE IO3UTUBHOE
BIIMSIHHE Ha pa3BUTHE Kpunrorpaduu.

3.3. AcuMMeTpHYHbIe cHCTeMBbl NG pOBaHAS

3.3.1. Kpuntocucrema in-I'amansa

Cucrtema Dip-I'amansg — 3TO KPHIITOCHCTEMA ¢ OTKPBITBIM KJIIO-
4OM, OCHOBaHHas Ha mpobieme jorapudgma. CucremMa BKIIIOYaeT Kak
aJITOPUTM IIUGPOBAHMS, TaK M AITOPUTM LIUPPOBOI NOAHCH.

MHOkecTBO MapaMeTpOB CUCTEMBI BKJIOYAET MPOCTOE YUCIIO p U
1e]10€ YHCNIO g, CTENEHH KOTOPOro 1o MOIYJIO p MOPOXKAAI0T O0Ib-
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II0€ YMCJIO IEMEHTOB Z,,. Y monb30BaTens A €CTh CEKPETHBIN K04
a ¥ OTKpBITHIA Kmo4 y, tae ¥y = g (mod p). Tlpeanonoxum, uro
nons3oBarens B kenmaer nmocnathk coodlieHne m MONb30BaTeNo A.
CHauana B BriGupaeT ciyualiHoe uHcio k, MeHbluee p. 3aTeM OH
BBIYHCIISET

y1=¢" (mod p) uy,=m & (¥ (mod p)),
rae @ obosHauaer nodourosoe "uckaoyaroiiee MJIN". B moceliaet
A mapy (1, y2)

Tlocne noJIyyeHus H.II/I(prBaHHOFO TEeKCTa I0JIb30BaTe)lb A BBI-
YUCJIAECT

m = (" mod p) ® y,.

H3BecTeH BapuaHT 3TOH CXeMbl, Korja onepauus @ 3aMmeHseTcs
Ha YMHOKEHHE N0 MOAYJIO p. JTO ynoOHee B TOM CMBICTe, YTO B
MEPBOM Cilyyae TEKCT (WIM 3HaueHWe XdII-(QyHKIMH) HeoOX0AuMOo
pa3buBaTe Ha OJIOKHM TOH e AJHHBL, YTO U YHCIIO ¥ (mod p). Bo
BTOPOM cClly4yae 3TOro He TpeOyeTcss U MOXKHO o0pabaThiBaTh OJ0KH
TEKCTa 3apaHee 3aJlaHHOH (MKCHPOBAHHOW JUIMHBI (MEHbLIEH, YeM
JUTMHA YHcia p). YpaBHeHHE paclii(poBaHHUs B 3TOM ciiyyae Oynmer
TaKUM:

m = y,/y,* mod D

Opnnako, cxema Dnb-I'amans He JMIIeHa ONpeleleHHBIX Hea0C-
TaTKoB. Cpeay HUX MOXHO YKa3aTh CJIeyIOLIHe:

1. OrcyrcTBHE ceMaHTHUYecKoW cTolkocTU. Ecnu g — mpuMHUTHB-
HBI 3/1eMeHT Z,, TO 3a IMOJIMHOMHUAIBHOE BpPEMs MOXHO OIpese-
JIMTH, SIBJSIETCS JIW HEKOTOpOE YHCIO X KBaJPAaTHUYHBIM BBIYETOM,
WM HeT. DTo JefiaeTcs Bo3seaeHueM B crenens x¥ 2 mod p. Ecin
pe3y/bTaT paBeH 1, To x — KBaApaTH4YHbII BBIYET 110 MOAYJIIO p, €CIH
—1, To x — kBagpaTHuHBIii HeBbYeT. [lanee maccHUBHBIM NPOTHBHUK
npoBepsieT, sBsoTcs i g* u g” kBagpaTHUHBIME BhrueTamit. g Gy-
JIeT KBaJ|PaTHYHBIM BHIYETOM TOT/IA H TONBKO TOT/AA, KOTAa U g, 1 g’
6YAYT KBaAPaTHUHBIMH BbiMeTaMu. Ecii 510 Tak, To y, = m-y* mod p
Oyaer KBaipaTUYHBIM BBIYETOM, TOTAA M TOJBKO TOTAa, KOrJa camMo
coobienre m Oyner KBaJpaTHYHBIM BBIYETOM. TO €cTh MacCHBHBIM
MPOTUBHHUK MOJIyYaeT HEKOTOPYIO MHPOPMALMIO 00 HCXOAHOM TeK-
cTe, UMest JTUIIb MKU(POBAHHBIA TEKCT M OTKPBITHIH KJTHOY MOTyYaTe-
JIs1.
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2. Memimocts mwndpa. Ecnu nan mudposanHblil TeKCT (Vy, ¥3), TO
MBI MOXEM TOTYYHTh ApYyroi MU poBaHHBIA TEKCT, H3MEHUB TOJIb-
KO BTOPYIO YacTh cooOLIeHus. B caMoM Jiene, YMHOXKUB ), Ha g* (u #
0), MBI TOJTy4UM WHPPTEKCT AJIsE APYroro coodiuenus m'= m-g".

Hns 3amutel ot nonobueix atak LHHoppoM u Axob6ccoHoMm ObL1O
MpeJI0KeHO OOBbEOUHUTE cxeMy IudpoBanus Onb-l'amans ¢ uudg-
poBoii noanuckto 1llHoppa, 4To MO3BONSET HE TOJBKO IMHU(POBATH
coo0lleHre, HO U ayTeHTH(PULINPOBATh €ro.

3amndpoBaHre OCYLIECTBISAECTCS CIASAYIOIUM 00pa3oM. ABTOp
COO6H1€HI/I$I BBIOHpaeT cnyqangIe k, s € Z,. nanee ot BBIUUCIISET g
mod p, my* mod p, ¢ = h(g’, g mMHuz=s+ckmodgq. udposas-
HBIH TEKCT NpeacTaBiseT coboil yeTBepky (g, my, ¢, z).

[onyuus coobuenve (4, f,c,z), pUeMHas CTOPOHA BHaYajle Be-
pupuLMpyer ero, MpoBepsis BBINOJTHEHNE paBeHCTBa
Wg®h ¢,h,f)=c. B cnydae ycremHoii BepudHKAIAM OTKPHITHI
TeKCT Toy4aeTcs mo ¢opmyne m = f/h* mod p. Paciuudposanue
KOPPEKTHO, ~ TOCKOnbky h=g* f=my*modp, Tak uro
FIR* = mg® g™ mod p=m.

3ameTHM, 4TO BTOpas IOJIOBHHA IUH(PPOBAHHOTO TEKCTa (c, z) 3a-
BUCHT OT MCXOAHOTO COOOIIEHHS TOJBKO uepe3 X3U-QyHKiuwo h,
KOTOpasi CTAaTUCTHYECKH HE3aBUCHMAa OT M, H, CIIEAOBATelbHO, HE
COJEPKUT HUKaKoH HHpopMamu oo m.

VYka3aHHBIMH aBTOpPaMH OBUIO MpeIokKeHO 0000IeHne AaHHOM
CXeMBbl Ha Clly4yaid, Korja NpocTpaHCTBO coodlieHnii M npeacTtasis-
eT co00ii MPOU3BOJIBHYIO a[IMTHBHYIO IpyIiy, Hanpumep M = Z,".
Hcnone3yroTest 1Be CTaTUCTUYECKU He3aBUCUMBbIe Xa-QyHKIu H :
G>M — Z, v Hy,:G— M. B 6a30Boii cxeme IHMPpPOBaHHS m/
mod p 3amensiercs Ha m + Hy{)") € M. Bepuduxarms mupposan-
HOTO TekcTa (h, f,c,z)ocTaeTcs 6e3 U3MEeHeHHUH, a paclippoBaHUe

6yaeT NpoBOAUThCS 1o hopmyrne f — Hy, (h™).

3.3.2. Kpunrocucrema, ocHoBaHHasl Ha npobaeme Inddn-
Xe/siMaHa

JanHas cucrema muppoBaHus ObUla NpeicTaBleHa Mullenem
Abpannoi, Muxupom benmspom n dwuinnom Porazem B pamixax
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esporneiickoro mnpoekra NESSIE (New European Schemes for
Signatures, Integrity and Encryption). Dta cuctema cToip xe 3¢-
(heKTHBHa, YTO U CHCTeMa Dib-I aMalis, HO o0nagaeT AOTOIHHUTEb-
HBIMH CBO#cTBaMU Ge3omacHocTH. bosiee TOro, cToHKOCTh CHCTEMBI
MOeT OBITh JOKa3aHa B MPEANOIOKEHHH O CTOHKOCTH JIeXKaIluX B
€e OCHOBE KpHITOrpadHUecKUX NPUMHUTHBOB.

JlaHHasi KpUNITOCHCTEMa pealn3yeMa Ha OCHOBe JIOOOH LIUKIIK-
YeCKOM IpyNIbl, A KOTOPOH MoXkeT ObITh COpMY/IHpOBaHa NpoO-
6nema Iuddu-Xennmana, Hanpumep, B {Zp*} WM B TpyIIe TOYEK
Ha JUIMNTHYeCKOH KpuBoii (cM. 3.3.5).

Cuctema CTpOUTCS M3 KpUNTOrpadhUuecKX MPUMHUTUBOB HU3KO-
IO YPOBHS: IPYIIOBO# ONepaly, CUMMETPUYHOro mugpa, GpyHkK-
LMK X3IIHUPOBaHUA (CM. 4.3) U alNropUT™Ma BBIYHMCIEHHU KOAa ayTeH-
Tudukanuu coodbmeHms—uMuToBcTaBKH (MAC). CroiikocTh AOKa-
3bIBa€TCS Ha OCHOBE MPEATNOI0KEHHs O CJI0XKHOCTH pellleHHUs COOT-
BeTcTBYIOIIEeH npodnemsl [lupdu-Xenamana U MpeAnogoKeHus o
CTOMKOCTH BXOJSLIUX B CXeMY CHMMETPUYHBIX IIPUMHUTHBOB.

OnuineM Kpunrorpapuyeckue NPUMUTHBBL, BXOAAIINE B CXEMY.

Luxnuueckan epynna G = {g}. Msl GyneM HCIONB30BaTh MYJIb-
TUIUTMKATUBHYIO 3aIUCh TPYNIIOBOM ONepaliy. AJITOPUTMBI, peaiu-
3YIOLIHE ITY OnepaLuio, OyayT paboTath ¢ npeocmagneHuamu diie-
MEHTOB TpymNIlbl B BHAE OWUTOBBIX CTPOK (PUKCHPOBAHHOM IUTMHBI
glen € N. Crioco6 xoauposarus G — {0, 13¥%" e dukcupyercs u
MOeT BBIOHpaThCs, HarpUMep, U3 cooOpakeHHH 3(h(HeKTHBHOCTH.

Koo aymenmugpuxayuu coobwenuss no3BojseT MOIb30BATENSIM,
obnajaomuM OoOIIHUM CEKpPeTHBIM KIIOYOM, BbIpaboTaTh GHTOBYIO
CTPOKY IJisi ayTeHTH()UKALMKA WU TMPOBEPKH LETOCTHOCTH JaHHBIX.

ITycts Msg = {0, 1} - MPOCTPAHCTBO COOOLIeHNUH,
mKey = {0, 1}"*" — npocTpancTBO KTIoueli s Beruncienus MAC
st Hekotoporo mLen € N, Tag = {0, 1}'*" — Bkmoualomee MHOsKe-

CTBO BC€X BO3MOXKHBIX 3HaueHUd MAC nnst Hekotoporo tLen € N.
B 311X 0003HaYeHHAX KOJ ayTeHTU(PUKALUK COOOIEeHHH MpeacTaB-
nsier coboii mapy anroputMmoB MAC = {MAC.gen, MAC.ver}. An-
roput™ reHepaiiii MAC omnpeaensercs Kak OToOpakeHne

MAC.gen(k, x): mKey X Msg — Tag

U MOXeT OBbITh BEPOSTHOCTHBIM.
Anropurm Bepudukanru MAC sBriseTcs 0ToOpaskeHHeM
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MAC.ver(k, x, T): mKey x Msg x Tag — {0, 1}

co coiictBoM MAC.ver(k, x, MAC.gen(k, x)) = 1.

B xauectBe MAC MOXHO HCIOJIB30BaTh, HampuMep, OJI0YHBIH
UGp ¢ AOCTATOYHOH MTMHOH 6/l0Ka U KII0Ya B peKMME CLIETUICHHSA
6710k0B IM(POBAHHOTO TEKCTA.

Cummempuunblli wugp TO3BOJISET TNOJb30BaTeNsM, obnaaato-
IIKAM OOIIMM CEeKPeTHBIM KITIOUOM, 00ecreuuTh ceKpeTHOCTh. IlycTh
Msg, kak ¥ paHee, IPOCTPaHCTBO coobuieHui, eKey = {0, 1} —
MPOCTPAHCTBO KJtoUel st HekoToporo eLen € N, Ctext = {0, 1} -
BKJTIOYAIOLIlee MHOXKECTBO BCEX BO3MOXKHBIX 3HaYeHHH MHM(poBaH-
Horo Tekcra U Coins = {0, 1} - MHOXeCTBO CTPOK OeCKOHEYHOM
IUIHHBL. B 3THX 0003HaueHusx mudp npeacTasiseT coboii napy a-
roputMoB SYM = {SYM.enc, SYM.dec}. Anroput™m 3sammugppopa-
HUS OTIpefiesiseTcs Kak 0ToOpakeHue

SYM.enc(k, x, ): eKey X Msg x Coins — Ctext
AJropuT™ paciidpoBaHus ABISETCS OTOOpaXKeHUEM
SYM.dec(k, y): eKey x Ctext - Msg L {BAD},

rae 3HavyeHne BAD Beimaercs, eciid IUQPTEKCT y He SABISETCS pe-
3yJBTATOM 3alIM(POBAHHST HUKAKOTO OTKPBITOTO TEKCTA.
Acummempuuneiii wugp. Ilycts Msg, Ctext, Coins onpeneneHsl
kak u panee, PK c {0, 1}*, SK c {0, 1}* - MHOXecCTBa OTKPBITHIX U
CEKpeTHBIX KJIIOUYeil. ACUMMeTpUuYHBIH MHpp ompeaenseTcs Kak
Tpoiika ITOPUTMOB ASYM = {ASYM.enc, ASYM.dec,
ASYM key}. AnroputM 3ammudpoBaHus SBASETCS 0TOOpakeHHEM

ASYM.enc(pk, x, r): PK x Msg x Coins — Ctext
a paciiu¢ppoBaHUL:
ASYM.enc(sk, y): SK x Ctext - Msg U {BAD}

AJIrOpuTM BBIPabOTKH KJTIOYa B KaYecTBe apryMeHTa OepeTr cTpo-
Ky » € Coins ¥ BbiaaeT napy kmoueii (pk, sk) € PK x SK. I1pu 3tom
JIOJDKHO BBITIOSHATHCS Cllefiytoliee CBOICTBO:
Y (pk, sk): 3 r' € Coins: (pk, sk) = ASYM.key(r"), V r € Coins V x
€ Msg ASYM.dec(sk, ASYM.enc(pk, x, r)) = x.

DYHKYUA X5UUPOBAHUs SBIISETCS OTOOpPaXKEHHUEM CIIeIYIOILEero
BHJA:
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H: {0, 1)2gLen SN {0, l)mLen+eLen.

Teneps MBI MOXEM omnmcaTh Kpunrorpapuueckue NPUMHUTHBBL
HETNOCPEACTBEHHO COCTABJSIIOIIME PACCMATPUBAEMYIO KPHUIITOTPa-
¢buueckyro cucremy. I'padudecku mpouecc 3amugpoBaHus Mpen-
cTaBJieH Ha puc. 3.1.

Bce witoueBbie aphl B JaHHOM aJITOPUTME BBIOHPAIOTCS TaK Ke,
Kak ¥ B kpunrocucteme Dib-I'amans, T.e. napa (pk, sk) = (g", v) mis
HEKOToporo cityyaiiHoro v. Ilpu orceuike cooOiueHus: BeIOHpaeTcs
HEKOTOpOe ClIyyYaiiHOoe 3HAYeHHe ¥ W TMOJydYaTeNio OTChlIaeTcs g,
yTo ObOecrieynBaeT HesSBHBIH OOMeH Kmoyamu no ceme J(uddu-
Xennmana. TakuM oOpasom, 3amudpoBaHHOE COOOIIEHHE COCTOUT
W3 OJHOPA30BOIO OTKPBITOTO KIIKOYa, TEKCTa, 3allu(ppOBaHHOTO
CHMMETPUYHBIM IHUGPOM, W KOAAa ayTeHTH(PUKALKH COOOLIEHUS,
BbIpabOTaHHOrO ¢ NoMol1sio anroputMa MAC.gen.

IIponecc paciudpoBaHus © ayTeHTHQHKAUMH rpadUuecKd
MpeACTaBiieH Ha pUc. 3.2. DeMeHThl IPUHIATOrO COOOLIEHUS TaKKe
BBIJI€JIEHBI JBOMHOU paMKOML.

g OTKpBITHIA KIIHOY
TOJTy YaTeJis

BoeluncneHue
CEKpETHOrO

2~ Obmee cexkpetHOE

3HAYEHUS 3HauYEeHHE
'Y
A OMKpLIMbLIL Mmexcm
u H
[—b- SYM.enc

A

g tag wugppmerxcm

OnHopa3oBbIi

OTKPBITBI /i KIIOY MAC.gen

Puc. 3.2. Ilponecc 3awmudposanus. [{BoitHONH paMKOH BBIAEIEHBI
37I€MEeHTHI 3allU(PPOBAHHOTO COOOLIECHUSL.
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PaccMOTpeHHas: KPUITOCHUCTEMA SIBIIIETCS CEMaHTHUYECKH CTOM-
KO M HeJleTUMOiA. B 4acTHOCTH, HeAeNMUMOCTh 0becrieyrBaeTcs TeM,
YTO 3HaueHue g MmojaeTcs Ha BXoA QYHKLMHU X3iuupoBaHus. Eciu
3TOrO He clesiaTh, TO BOBMOXKHA aTaka, MoJoOHas ONMCAHHOH B IL
33.2Ha umcbp 3nb-l"amaml I[eno B TOM, UYTO B HEKOTOPBIX IpymIax
(Blcmoqaﬂ Z,') 3Hauenns g°° u g’ HEOIHO3HAUHO onpe,uenﬂlOT 3Haye-
Hue g*. T.e. Moryt CYLIECTEOBATE U # u', Takue uto g = g*’. Iyctp
I=(p-1)2. Toma g =-1. Ecnu Ham 1aHo 3amugpoBaHHOE c000-
menre EM =g"| encM || tag, TO MBI CMOXeM BBIUMCIIHTH HOBBIM
mmdprexct, EM' = g* || encM ||tag, KOTOpBIii ¢ GOMBIION BEPOSTHO-
CTBIO OyJieT COOTBETCTBOBATH TOMY K€ CAMOMY OTKPBITOMY TEKCTY.
Iycts g* = g*g. B sToM ciyuae g** = g”-g" = g(g)) = g*(-1)", u
3TO paBHO g’ TOT/A M TOJIBKO TOT/Ia, KOTAA v — YETHOE, T.€. B HOJIO-
BHHE BceX ciydaeB. TakuM oOpa3oM, ¢ BepOSTHOCTHIO 1/2 BbIYMC-
JIEHHBIH HUGPTEKCT OyaeT SABIATHCS pe3ybTaToM 3alligpoBaHUS
TOT'O K€ CaMOT0 UCXOAHOTO TEKCTa.

v CekpeTHbIH KoY
TnoJiyyaress

BriyucieHue
CEKpETHOTo
3HAUYEHHUSA
A

g Obmee cekpeTHOE
3HaYeHHe

| A (l wugppmerxcm I
1 C= 4
i '—P( SYM.dec

macKey | encKey

v
[ OmMKpLIMbLU mexcm
tag MAC.ver

v
1-0K
0-BAD

Puc. 3.3. Ipouecc pacurdpoBaHus U ayTeHTUDUKALIUHL
Db deKTUBHOCTD MPEATOKEHHOH CXEMBI MO CYIIECTBY Ta e, YTO
u y mubpa Dne-Iamans, T.e. ans 3amuppoBaHus TpeOylOTCs aBe
omepalvy BO3BeJIeHHs B CTEIeHb, a JJI paclii(poBaHHs — OAHA.
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Tem cambiM i GONBIINX COOOIIEHUI CKOPOCTh Kb poBaHus Oy-
JET OIpeNeNsITbCS CKOPOCThIO pabOThl CUMMETpUYHOro Imudpa U
aJITOPUTMA BBIYHCIIEHHS KOJa ayTEHTH(HKALIUHE COOOIEHHUS.

3.3.3. Kpuntocucrema Pusecra-lllamnpa-Anjiemana

Cucrema Pusecra-1llamupa-Annemana (Rivest, Shamir, Adleman
— RSA) nmpencraensier coboii kpunrocucTeMy, CTOHKOCTh KOTOPOH
OCHOBaHA Ha CJIOKHOCTH PeELICHHs 3alaydl pa3jioKEeHHs 4Yuciia Ha
MPOCThIE COMHOKHUTENH. KpaTko anroputM MOXKHO OIKCATh Clie-
IyoLuM o6pasom:

ITonr3oBatens A BBIOMpaeT napy pasjiHuYHBIX MPOCTHIX YHUCET Pa
U ¢a , BBIUHCISAET Hp = pPaga U BBHIOMpAET YUCIO da, TaKOE YTO
HOJl(da, ®(na)) = 1, rae @¢(n) — byskuus Diiepa (KOJIUUECTBO YH-
ceJl, MEHBIIHUX X ¥ B3aUMHO MPOCTHIX ¢ n. Ecnu n=pg, rae p u q —
npocteie yucna, To O(r) =(p - 1)(q - 1)). 3areM OH BHIYHCISET Be-
JIMYKUHY e, Takylo, YTo da-ea = 1 (mod @(n4)), 1 pa3memaer B 00-
LIEJOCTYMHOH CIIPaBOYHON Tabyuie napy (ea, Ha), SBISIOLLYIOCS
OTKPBITHIM KITIOUOM TOJIB30BaTeNs A.

Tenepr none3oBaTens B, xenas nepenars coodlueHne nonb30Ba-
TEMO A, IPECTAaBIsIeT HCXOAHBIN TEKCT

X = (X0, X1, o0y Xn-1), XE€ Z,,0<i<n,
110 OCHOBAHHUIO #p:
N= cotcinat....
ITonr3oBartens B 3ammndpoBbiBaeT TEKCT MpH NepeAaye ero mnojb-

30BaTeNo A, IpUMeHsis K ko duLyenTam ¢; otobpaxenue E, , :

E tc——cA(modny),

[FVON

nonyyas 3amuppoBaHHoe cooduenne N'. B cuty Beibopa uncen da

H éa, 0T06pa>erI/Ie EeA,”A SABJIACTCA B3aHUMHO OAHO3HAYHBIM, U 00-

PaTHBIM K HeMy OyaeT 0ToOpaxkeHHe
Eg, n, ic—c? (modny)

IMons30BaTeNs A MPOU3BOAUT paciiidpoBaHHe MOIYyYEHHOTO CO-
obwenus N', npumensist Ey, ,, .
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Jlns Toro 4to6sI HaiiTu otobpaxenue E;, , ., 0OpaTHOe 1O OT-
HoweHno k E,, , , TpeGyeTcs 3HaHHE MHOXHTENEH Ha = paga.

BpeMsi BBIMOTHEHHS HAWITYYIINX U3 W3BECTHBIX aIrOPUTMOB pasiio-
KeHust ipu n > 10'* Ha cerogHAIIHMN NeHB BEIXOIWT 3a MpeleNsl
COBPEMEHHBIX TEXHOJIOTMYECKHUX BO3MOXKHOCTEH.

CymecTByer BapuaHT kpunrocucteMbl RSA, B koTopoil BMecTo
bynkuuu Diiepa ucnonbsyercs gpynxuus Kapmaiikna A, rae AMn) —
HavMeHbllee Lesloe ¢, Takoe 4To A MoGO0ro LeNoro X, B3aUMHO
npocToro ¢ n, BemonHsercsa x' = 1 mod n. Eciu n BoIGHpaetcs Tak,
Kak onucaHo Beiine, To AM(n) = HOK(p—1,¢—1)

3.3.4. KpunTocucrembl Mepkas-Xeaimana u Xopa-Pusecra

Kpurrrocucremsr Mepris-XemuimMaHa U Xopa-PrBecta ocHOBaHBI
Ha WCIOJIb30BAaHUH OAHOCTOPOHHEH (YHKIMH, U3BECTHOH oA Ha-
3BaHHeM "3aJla4a YKIaJAKH PIOK3aKa.

ITycth uMeeTcss n OOBEKTOB, TaK YTO MOXKHO COCTaBHUThb M-
KOMIIOHEeHTHBIH BekTop f, Tak 4yTo i-if kommnoHeHT f mpeacraBiseT
coboit MecTo, 3aHUMaeMoe i-M 00BekTOM. FIMeeTcs prok3ak o0IIKM
obbeMoM K.

Teneps 3a1avy YKJIaAKH proK3aka MOKeT ObITh chOpMYTHpOBaHa
creayromuM obpaszoM: Ham naHsl f u K, u tpebyercs Haiitu 6uto-
BBIIf BeKTOp X, Takoil uro fx=K. Jloka3aHo, UTO He CylLIecTBYeT 3¢-
(dexTBHOTO anroputMma BeuucieHus x no f u K B obmem cnyuae.
Takum 06pa3oM, MBI MOXeM HCHONIb30BaTh BekTop f 1u1s mudposa-
HHSI n-OUTOBOTO COOOLIEHHS X IMyTeM BBIYMCIEHHs IMPOU3BEACHUS
K=fx.

BakHo oTMeTHTB, uTO BBIOOp f siBnseTcs kpuruueckum. Hampu-
Mep, peanoioxuM, uto f BeIOupaeTcs B BUIe cyrnepBo3pacTaroiei
Moc/Ie0BaTeIbHOCTH. B 3TOl cutyauuu nis moboro i

i-1
fi> ij .
j=1

B 3tom ciydae npu gaHHbIX f # K BBIYHCIUTE X OYEHB MPOCTO.
Ms1 npoBepum, sBisiercst 11 K 6onbiunM, yeM MociaeAHui 3/ieMeHT
f, 1 ecnu Aa, TO MBI AenaeM MOCISAHUH JIEMEHT X PaBHbIM 1, BBIYH-
TaeM 3TO 3HaveHHe U3 K U pekypcHBHO pelaeM MeHBIIYIO Ipodiie-
My. DTOT MeToa paboTaeT, MocKoibKy korna K 6onplue nocneaHero
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anemenTa f, naxe ecnu Mel Beibepem x=(1 1 1 ... 1 0), To npousBe-
neHue fx Bce paBHO OyJeT CIUINKOM MajieHbKHM, Ojlarogaps ToMy,
YTO MOCJIEAOBATEIBHOCTh CyrepBo3pacTaomas. Takum oOpasom,
MBI JOJDKHBI BBIOMpaTh 1 B ociieAHeli Mo3uLMH X.

SAcno, uto BeIOOD f OUeHB BaxkeH — B 3aBUCUMOCTH OT f MBI MoO-
JKEM TONyYHTh, & MOXKEM M HE MOJIYYUTh OAHOCTOPOHHIOI (YHK-
uuro. OIHaKo, IMEHHO CYILECTBOBAHME 3TOr0 IMPOCTOro ciyyas mo-
3BOJISIET HaM €O3JaTh (PYHKLHIO-JIOBYIIKY, KOTOPYIO MBI MOXKEM HC-
MOJTB30BATh AJISl IOCTPOEHUSI KPUIITOCHCTEMBI C OTKPBITHIM KITFOYOM.

[Tonr3oBatens A mosnydaeT CBOW OTKPBITHIM KIIOY CIIEIYHOLIAM
obpazom:

1. Bribupaer cynepBo3pacTalollyio MocieaoBaTenbHOCTh f

npumepHo u3 100 351eMeHTOB;

2. Bribupaer ciyyaiiHoe Lenoe m, Oonbliee CyMMBI 3ie-

MeHTOB f';

3. BriOupaer apyroe ciyvaliHoe LiesIoe W, B3AUMHO MPOCTOE

cm.

4. Tenepp Bbuucnsercsa f'' ymMHOXkeHHEM KaKJOro KOMIIO-

HeHTa f' Ha W IO MOAYJIIO M
' =f'w (mod m)
5. W naxoHel, NpoBOAUTCS CiyyaiiHas nepectaHoBka P 3ne-
MeHTOB f'' 111 nonyyeHust OTKpbITOro Kitoya f.

Tenepp A packpeiBaeT kmod f u gepxut B cekpere f', m, w u P.

Kornma mosie3oBatenib B xouer nocnate A coobieHue (OUTOBBIN
BEKTOP) X, OH BBIUUCISAET S = fX U MOCHLIAET 3TO BBIYUCIIEHHOE .
Ecnu nanHas cucrema sBIsieTCs CTOMKOH, TOra Ui BHEIIHETO Ha-
o6mopnarens C BeruMcieHde X no S ¥ nybnuynomy kimouy f Oyner
SKBUBAJIEHTHO PELICHHUIO 33/la4d prok3aka B oOmmeM ciyyae. Jomyc-
THM, YTO NIPEIIION0KEHHE O CTOHKOCTH BepHO. B 3TOM ciyyae, XoTs
C He MoxeT pacliudpoBaTh cooOlLleHHe, A MOXKET 3TO clelaTh,
MPUMEHSISI CEKPETHBIE 3HAYEHHUS, KOTOpble OHa HCIOJB30BaNA INPH
BbIYKC/ieHUH f.

ITonb3oBaTens A MOXKET BBIYMCIUTD S =f'X, Tak YTO OHAa CMOKET
PeLIUTh 3a/1a4y proK3aKa B Cllyyae CylepBO3pacTarolleii mocie1oBa-
TeNbHOCTH. Beruncrienne S’ Mpou3BOAUTCS CIEAYIOIIMM 00pa3oM.

78



S Zr',«, ;modm - w_IZwr', mod m .
1 1
. w_lzf,«, ;modm - w S modm
i

Takum 00pazom, A IpOCTO YMHOXKAET S Ha MYJIbTHILTHKATHBHOE
obpaTHOe W IO MOAYJIIO 71, a 3aTeM pellaeT 3aJauy prok3aka B CiIy-
yae cylnepBo3pacTalolieii nocienoparenbHocTH f°, U Termeps oHa
CMOXeET MPOYUTATE COOOILEHHE.

Ilpy nomyuyeHMM Kitoya Mbl HayMHaeM C CylepBO3pacTarolei
MOC/IEe0BATEILHOCTH U 3aTEM CKPHIBAEM UMEIOIIYIOCS B HEH CTPYK-
Typy. JIpyruMu cioBaMH, IOCTpO€HHas IMOCIEAOBaTEIbHOCTh BbI-
[JIAOUT Tak, YTO B Heil HeT HUKakoi cTpykTypbl. Ho cuctema Moxer
OBITH cllenana ele OoJiee CTOMKOM (WK, TIO KpaliHel Mepe, Tak Oy-
JIeT Ka3aTbCs) MyTeM MOBTOPEHHS STOro IMpoliecca CKPBITUS CTPYK-
Typhsl. Eciii Mbl BeIOepeM Apyrue m 1 w, TOrAa Mbl CMOXKEM MOCTPO-
WTHh HOBBIH OTKPBITHIM K04, KOTOPbII1 HE MOXET OBITH MOCTPOEH C
HCIIOJIb30BaHNEM €QMHCTBEHHOM mapbl (m, w). MBI MokeM NOBTO-
PSITH 3TO CHOBa M CHOBA, U CHCTEMa BBINIAAUT Bce Oonee U Ooiee
CTOMKOH C KaXXK0#1 uTepaLuei.

B 1982 r Dnu IllamMup OTKpBII aTaky Ha KpUIOTOCHUCTEMY, HC-
MOJIB3YIOLIYI0 OAHY WTepalliio. JTO OKa3aJoch HayaloM IaJeHHs
CHCTEM, OCHOBAHHBIX Ha 3aJjaue ploK3aKa.

HomycTuM, 4TO mepecTaHOBKa He NMpHUMeHseTcs, Tak yrto f'' = f.
Torna pmst moboro i

fi=fwmodm

Mo onpeneneHnto MOAYIBHOM KOHTPYIHTHOCTH JOJDKEH CYLIEeCT-
BoBaTh BekTop kK, Takoii uro mist moboro i

ufi—mk; =1,

re ¥ — 3TO MYJbTUIUTMKATUBHOE OOpaTHOE K W IO MOIYJIIO
(HarOMHHUM, 4TO MBI BEIOMpANIU 1 U W B3aUMHO MPOCTHIMH, TaK YTO
310 0OpaTHoe cymecTByer). [locne 3Toro B pesynprare AeeHUs Mo-
Tyqaem:

79



ITockoJbKY 7 OYeHb BEJIUKO, BBIpaXkeHHe crpaBa OylaeT OYeHb
MaJieHbKHM, [O3TOMY MOKOMIIOHeHTHOe uacTHoe k u f 6im3ko k
u/m. TloacTapnss BMecTo i 1 U BBIYMTas U3 EPBOHAYAIBHOTO YpaB-

HEHUS, TIOTyUHM:
f, 0

mf;  mf)

L

f; f

IMockonbky 00e BeJIMYMHBI CTIpaBa MOMOXKUTENbHbBl U BHIYUTAe-
MO€ OU€Hb MaJIO, MBI MOYKEM 3amucaTh:
Ky 1

Taxske 3aMeTHM, UTO MOCKOJBKY f' cymepBo3pacraroiias, Kax-
IBIH 3JIEMEHT JO/DKEH OBITh MeHbIle NMOJOBHHBI CeyIOIero, Mno-
3TOMY AJIs IOOOTro i UMeeM:

f,‘ <m- 2i—n
Hanee MbI MOXeM 3aIlHCATh:
k.

!

f.

1

kl 2i—n
< —
Lt

[Tocne HecnOXKHBIX Mpeodpa3oBaHUM MOTyYaeM:
|ki‘ fi—-k;- f,| <f- 20"

Oxa3sbiBaeTcsl, YTO MOCKONBKY f OTKPHIT, BCero JIMIIb HECKOIBKO
9THX HepaBeHCTB (TpPU WM 4YeThipe) OAHO3HA4YHO omnpeaesnoT k.
DTH HepaBEHCTBA OTHOCATCS K 0OJIaCTU LIEIOYHCIEHHOTO Nporpam-
MHUpOBaHus, M03ToMy k MOxHO ObIcTpO HaliTH, HallpUMep, C MTOMO-
b0 anroputMa JIeHCTpel. A eciu MbI 3HaeM K, To MBI MOKeM Jier-
KO PacKpbITh CUCTEMY.

JlomycTHM, YTO MBI BBIMIOJIHMM NepecTaHoBKY f 1o omy6nukoBa-
Husl, T.e. P He sBisercs uneHTHYHO. Ilockonbky HaM HY>KHBI TOJIb-
KO nepBble 3 WK 4 3neMeHTa Kk, MBI MOXKeM TPOCTO nepeGpaTh Bce
BapUaHTBhI, KOJHUYECTBO KOTOPHIX OMpenessiercs TpeTbed WIH YeT-
BEpTOH cTeneHbIo pazMepHocTH k.

B nanpHeiimeM ObUTH pa3paboTaHBl METOIBI BCKPHITHUS CHUCTEM,
HCIIOJIB3YIOIINX HECKOJIBKO UTepaliii, U B HacTosIlee BpeMs J1robast
CHCTEMa, UCTIONB3YIoIIasi MOAYJIbHOE€ YMHOKEHHUE VIS CKPBITHUS Jier-
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KO pa3peliuMoii 3aaud prOK3aKa, MOXXeT ObITh 3¢h¢eKTHBHO pac-
KpbiTa. OIHaKO, pacCMOTPEHHBIH METOA HeE SIBJISETCS €IWHCTBEH-
HBIM CIIOCOOOM NPHMEHEHHMS 33/1a4M PIOK3aKa B KpUunTorpaduu.

B 1986 r. ben-1luon Xop nmpenyioxkun KpUNTOCUCTEMY, Ha Cero-
JHSIIHUHN IeHb €AMHCTBEHHYIO, HE HCIIOIB3YIOIYIO MOAYJIBHOE YM-
HOXXEHHE MJI1 CKPBITHS MPOCTOH 3ajayd YKJIAAKH proK3aka. JTo
TaK)Ke ENVHCTBEHHAas CHCTeMa, OCHOBaHHAs Ha 3ajaye YKIagKu
PIOK3aKa, KOTopasi He pacKphITa.

Bo-nepBbIX, OTMETHM, UTO JIH00ast CyrepBO3pacTaroIlas ocaeao-
BaTEeJIbHOCTh IOJDKHA PacTH 3KCIOHEHLUAIBHO, MTOCKOJIBKY MHHH-
MaJlbHasi CyTepBO3pacTaloLIas IOC/IeA0BATEIBHOCTh — 3TO CTENeHU
JBOWKH. BO-BTOpBIX, OTMETHM, YTO MPHUYHHA, IO KOTOPOH HCIOJb-
3YIOTCS CYIEPBO3PACTAIOIIME TOCTIEIOBATEIFHOCTH 3aKIIOYaeTesl B
TOM, YTO Jt00ast h-37ieMeHTHas CyMMa U3 Hee YHHUKaibHa. [[pyrumu
CJIOBaMH, €cJI MBI MPEJCTABUM Hally IMOCIeq0BATELHOCTh B BUIE
Bekropa f, pyHkums ckanspHoro npousBenenus f Ha OUTOBBII Bek-
Top X Oynmer oAgHO3HaYHA U MOATOMY MOxeT ObITh oOpamena. Ho
OKa3bIBaeTCsSI BOBMOXKHBIM TOCTPOUTH IMOCIIENOBATENLHOCTh, PacTy-
LIYKO TOJIbKO MOJHHOMHAIBHO, HO COXPAHSIOILYIO CBOMCTBO €AWH-
CTBEHHOCTH h-371eMEHTHBIX cyMM. KoHcTpykuus Takoi nocliienoBa-
TeNBHOCTH ObLIa ormyOnuKoBaHa B 1962 r.

Ilycts GF(p) — none LeJbIX YUCeS O MOAYJIIO MPOCTOTO YHc/a
p, u GFp" - pacluiiipeHde cTeneHu s ocHoBHoro nons. Takxke
mycTh 1 — BEKTOP, BCE DJIEMEHTHI KOTOPOT'O PaBHHI 1.

C ¢opManbHOI TOYKH 3PEHHS] MBI CTPOUM IOCIEIOBATEILHOCTh
JUIMHBI p, TaKy10 4TO AJst rodoro i ot 0 mo p — 1

1<a<p'—1

Y SIS K&KOBIX pa3inyHbIX X, y, Takux yto X*1 = y*1 = h, x*a u y*a
TaK>Ke JOKHBI OBITh pa3nU4Hbl. MBI MOKEM IPEICTABIATh BEKTOPbI
X U y Kak buroBble (T.€. cogepxariye Tonbko 0 1 1).

Jlanee mocTpoeHue NMPOBOAUTCS AOBOJIBHO NMPOCTO. Bo-mepBhIX,
BhIOEpeM ¢ — anreOpandeckuil 3neMeHT crenend i Han GF(p), T.e.
MUHMMAJIBHBIH MHOTOWIeH ¢ ko3dduuuentamu uz GF(p), xopHeM
KOTOpOTO SBJISI€TCS f, UMeeT cTeneHb h. Jlanee BoiGepeM g — MyJib-
TUIUTMKaTUBHBIN TeHepaTop (IPUMUTHUBHBIN 37€MEHT) MoJIs GF(p"),
T.e. AJI1 KaXJIOro 3JIEMEeHTa X U3 GF(p") (kpoMe HyJIs) CYLIECTBYET
HEKOTOPOE i, TAKOE, UTO g B CTEIEHHU i OyIeT PaBHO X.

Teneps paccMOTpUM aJAUTHUBHBIL cABUT GF(p), T.€. MHOXECTBO
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1+GF(p)={t+i|0<i<p—1}c GFp"

ITycTh KaXIblif 2IeMeHT BekTopa a OyAeT Jlorapu¢pMoM 1o OCHO-

BaHHIO g COOTBETCTBYIOLIETO AleMeHTa U3 I+ GF(p):
a; = logg(1+i)

MBbI A0SKHBI IPOBEPUTB, UTO A, ONpeiesieHHast NoA0OHbIM 00pa-
30M, YAOBJIETBOPSET 3a/laHHBIM CBOMicTBaM. OrnpeaeneHHo, Kaxabli
3JIeMEHT B a OyJeT JiekaTh B 3aJJaHHOM [Hara3oHe, IMOCKOJBKY g
nopoxpaaer GF(p,h). Tenepp MmycTh y Hac €CTh pa3/IU4HbIE X U Y,
Takue uto x*1 = y*1 = h, Ho x*a = y*a. Torna, Bo3BoJs g B CTeNleHb
X*a 1 y*a, Homy4um:

Pl pr-l
Y x;a; Y vig;
gi=0 = gi=0

[ToaToMy MBI TakXke MOXKEM 3aIncaTh

p-1 p—1

a. x. a. .
[T =TT
i=0 i=0

U Jajnee
p-1 p—1
[Te+os =]Je+n".
i=0 i=0

Temneps 3aMeTHM, YTO NTPOU3BEICHUE B 00EUX YaCTAX HEPABEHCT-
Ba TPeCTaBliseT co0ol NMPHUBENEHHBII MHOTOUIEH OT ! CTeNeHH A.
HHpIMH cioBaMH, ecii Obl MBI BBIYHCIIAIN 00a 3TUX NPOU3BEACHHSA
U 3aMeHWIH 3HaueHue ¢ (GOPMAaIBHBIM MapaMeTpoM, HamnpHMep, Z,
TOrJa CTApIIMM YICHOM Ha KaXkKAOH CTOpoHe ObUI Obl X B CTENeHH A
¢ ko3dduurenTom 1. Mbl 3HaeM, 4TO €CIIH MBI [IOJCTABUM 3HaU€HUE
t BMECTO z, TO 3HaYEHHs 3THX JBYX MOIMHOMOB OyayT paBHsL Ilo-
ATOMY BBIYTEM OAWH M3 APYroro, CTapllide YIEHBI COKpaTATCH, U
€CJIM MBI IIOACTaBHM Z, TO ostyyuM 0. MBI NOTy4HITH TIOJMHOM CTe-
neHu /-1, kopHeM Kotoporo sBiseTcs f. Ho 3To npoTuBOpeyuT To-
MY, YTO MBI BBIOpaH ¢ anreGpanyeckuM 3ieMeHToM crenienu A. Ta-
KUM 00pa3oM, 0Ka3aTesbCTBO 3aKOHYEHO U MOCTPOCHHE KOPPEKT-
HO.

Xop pa3paboTan MeTox HCIOIb30BaHUS JAHHOIO NOCTPOEHHS B
KauecTBe OCHOBBI KPUITOCHCTEMBL. KpaTko OH 3akioyaetcst B clie-
aytoieM. Mpl BBIOHpaeM p U i JOCTaTOYHO MaJIeHbKUMHU, YTOOBI MBI
MOTJIM BBIMMCIIATH JUCKpETHBIE Jorapudmel B GF(p"). Xop pexo-
MeHayeT p okojo 200, a / okomno 25. 3areM Mbl BEIOHpaeM f U g Kak
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yKasaHo Bbime. Jjis kakaoro u3 HUX GyJeT MHOTO BapUaHTOB, U MBI
MOKeM TPOCTO MPOU3BECTH Clly4aliHbiii BbIOOp (B nelicTBUTENBHO-
cTH, OymeT Tak MHOrO map <t,g>, YyTo O4eHb 0OJbLIOe KOJIUYECTBO
TI0JIb30BaTelIeil MOTYT HUCIIOB30BaTh OJUHAKOBHIE p U /i, U BEpOsT-
HOCTh TOTO, YTO JBa IMOJIB30BaTelNis BHIOEPYT OJUHAKOBBIE KITIOUM,
Oynet npeneOpexxuMo Maiia.). 3aTeM Mbl ciieflyeM KOHCTpykiu bo-
y3a-Uoyna. Msl BelumcIisieM JiorapudMbl [0 OCHOBAHUIO g OT {+i 1)1
Ka)XXJ0ro i, 3T0 JacT HaMm a. Hakoner, Mbl BeIOHpaeM ciyyaiiHylo
NepecTaHOBKY a, KOTOpas U OyaeT HalluM KTo4oM. Mbl my6aukyem
pe3ysbTaT MepecTaHOBKH a BMecTe ¢ p U h. BenmuuuHsl ¢, g U HUc-
MOJIb30BaHHAs NEPECTAHOBKA OCTAIOTCS B CEKPETE.

Yrobsl nocaath coodlienne A, B npocto GepeT cBoe coolbleHue
U BhIUUCIAeT S = Xx*a. B nefcTBUTENBHOCTH, 3TO HE TaK yX U Ipo-
CTO, TIOCKOJIBKY COOOLIEHHe TODKHO OBITh JUIMHOM p OUT U AOIKHO
6b1Th X*1 = A, Ho XOp npeAcTaBII JOBOJBHO NMPSAMOJUHEHHBINA Me-
TOJ| peoOpa3oBaHUs HEOTPAHUYEHHOH OUTOBOI CTPOKH B HECKOJIb-
KO OJIOKOB, KaXIbIii U3 KOTOPBIX UMeeT Tpebyemyio popmy. A mo-
aydaet S. OH BO3BOJUT g B CTETI€Hb .S U BBIpaXkaeT pe3ysbTaT B BUJe
MOJIMHOMA OT ! cTeneHu A ¢ koddduuuentamu uz GF(p). Hanee on
BBIYUCIISET /1 KOPHEH 3TOro MOJTHMHOMA, 3aTeM MPUMEHSET OOpaTHYIO
TIOICTAHOBKY M TIOJly4aeT MHAEKCHI AJIEMEHTOB B X, COJEpKallUX
€IMHULIBI.

HHTepecHO OTMETUTh, YTO €ClH KTO-IHOO OTKpoeT 3¢ ¢eKTUB-
HBI MeTOJ BBIUHCIICHHS QUCKPETHBIX JIOrapu(pMOB, TO TakOH anro-
PHUTM He TOJIBKO He TIOMOKET BCKPBITh 3Ty CUCTEMY, HO M 00JerYuT
reHepaluio KJIOYel, Tak Kak TMPH 3TOM MBIl JO/KHBI BBIYUCIATH
JUCKpETHBIE JIOrapu¢MBblL.

Jlo HacToslero BpeMeHHd He ObIJIO OMYOJMKOBAaHO HH OJHOTO
3¢ pexTHBHOrO MeTOAa BCKPBITHS 3TOH CUCTEMBI IIPH 3HAHUH TOJIBKO
OTKPBITOTO KJIIOYA.

3.3.5. KpuntocucreMsbl, 0CHOBAHHbIE HA YIJIHNTHYECKHX KPH-
BBIX

PaccMoTpeHHas Bhillle KpunTocucteMa Oiib-I'aMalis ocHOBaHa Ha
TOM, YTO npoGJiemMa JorapupMHpPOBaHUS B KOHEYHOM IPOCTOM IoJe
SABJIAETCS CJIOXKHOM C BBIYMCIUTENBHOM TOUKM 3peHus. OnHaKo, KO-
HeyHble TIOJI SBJISIOTCS HE EJUHCTBEHHBIMU anrebpanyecKUMHU
CTPYKTYpaMH, B KOTOPBIX MOXET OBITh IOCTaB/ieHa 3alaya BbIYHC-
neHus auckpeTHoro Jorapudma. B 1985 romy Kobmun u Munnep
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HE3aBHUCHMO Jpyr OT Apyra INpeIOKWIM HCMONb30BaTh AJii IO-
CTPOEHHUsI KPHUIITOCUCTEM alireOpanveckuie CTPYKTYpbl, OINpelesieH-
Hble Ha MHOXKECTBE TOYEK Ha 3JUIMNTUYECKUX KpUBBIX. MBI pac-
CMOTPHUM CJTyYad OIpeleNieHHs IUIMIITUYECKUX KPUBBIX Haj Ipo-
CTBIMH NOJIAIMH ["atya MpOU3BONBHON XapaKTepUCTUKU M Haj IONs-
mu Nanya xapakrepucTuku 2.

Onpeodenenue 3.2. Ilycts p > 3 — npocroe uucio. Ilycts a, b €
GF(p) Takue, 4TO 4a* + 27b* # 0. DunTUYecKoit KpuBoii £ Hax
noneM GF(p) Ha3bIBaeTCsi MHOXKECTBO pelLleHuii (¥, y) ypaBHEHHUS

Y=x+ax+b 3.1

Haj noseM GF(p) BMecTe ¢ JAONOMHUTENBHON TOYKOH oo, Ha3bIBae-
MO moykoil 6 6eckoneunocmu WIH Hynegol moukoli O (IIOCKOIbKY
3Ta TOYKA BBIMOJHAET POIb HEWTPaIbHOTO 3JI€MEHTa B IpyMIe To-
Yyek).

INpencraBneHye > UIUNTHYECKON KpUBOH B BUae ypaBHeHus (3.1)
HOCHUT Ha3BaHHE 3UIUNMUYeCKoll kpueoi 6 gpopme Betiepuumpacca.

00603Ha4YUM KOJIMYECTBO TOUEK Ha UIUNTUYECKOH KpHuBOii E ye-
pe3 #E. Teopema Xacce rinacur, uro #E=p + 1 —¢, rne

l<2q .

#E HazplBaeTCs nopaokom KpUBoi E, a t — credom kpuBoii E.
3anaguMm OuHapHYO omepaiio Ha E (B aaqauTHUBHOHM 3alkcH)
cleayoIUMU IpaBUIaMu:
(1) 0 + 00 = 00
(i)  V(xy)eE xy)teo=xy);
(111) V(xsy)e E, (x,y)+(x, _y)=°°;
(iv)  Vxu,y) € E (x,) € E x1 #£x, (%1, y1) + (%2, 32) =
(x3, ¥3), TOe
X3 = A,z — X1 — X2,
3= Mxi—X3) =y, M
A= Y2—N .
X2 — X

v) V (x1,01) € E,y1 #0, (1, y1) + (X1, y1) = (33, ¥3), Te

X3 = lz — 2X1,
¥3=Mx1—x3)—y1 ¥
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B 3x12 +a
2n

A

MHOXeCTBO TOYEK JUTUNTHYECKON KpUBOH E ¢ 3alaHHOM TaKuM
obpa3oM onepauueil obpasyer abeneBy rpymniy.

Ecnu #E = p + 1, To kpuBas E Ha3bIBa€TCs CYnepCUHYIAPHOTU.

DIUMNTHYECKAs. He SIBIISIOMIASCA CYNEPCUHTYNSApHON KpuBas E
Haj nojieM GF(2™) xapakTepucTHKH 2 3a1aeTcs CleAyIomuM o0pa-
30M.

Onpeoenenue 3.3. Ilyctb m > 3 — uenoe uucino. Ilycts a, b €
GF(2™), b # 0. Dnuntryeckoit kpusoii E Hax nosem GF(2™) Ha3bI-
BAaeTCs MHOXKECTBO peLleHHH (X, y) ypaBHEHHs

YHxy=x+ax’+b 3.2)

Haj nosieM GF(2™) BMecTe ¢ JONOJHUTENIBHOM TOYKOM oo, Ha3biBae-
Moit moukoii 6 beckoHeyHOCMU.

KosndecTBO TOUek Ha KpuBOil E Taioke omnpenensercs TEOpeMoi
Xacce:

g+1-2Jq <#HE<q+1+2)q,

rae g = 2". bornee Toro, #E 4eTHO.

Onepaius coxeHus Ha E B 3TOM cliyyae 3a1aeTcs ClleqyOIHAMH
HpaBHIIaMH:

(1) 0 + 00 = 00,

(i) V@yeE xyto=(xy);

(i) V@ y)eE xy)+xx+ty)=o;

(iv) VYV (x,)1) € E, (x2, 2) € E, x1# X2, (x1, 1) + (%2, ¥2) =

(x3, ¥3), rme

x=AM+A+tx +x+a,
Vs=Mx;tx3) x5ty H
}\':yl+y2 .
X1+ Xy
) V (x1,y1) € E, x1#0, (x1, y1) + (x1, ¥1) = (x3, ¥3), TlIe

2 b
X3 = X] +—7,
xi
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V3 =x12+()»+1)x3 "

A= X+ ﬂ .
*1

B sTom CJIyya€ MHOXECTBO TOUYCK AJUTMIITHYECKOI KpPIBOﬁ E ¢
3aJaHHOM TakuM oOpa3oM ormepauueil Takke oOpasyer abeneBy
rpynmy.

I'pynna Touek Ha KpHUBOIl UMeET NMPOCTYIO CTPYKTYpPY, @ UMEHHO
oHa siBisercs abeneBol rpynnoii panra 1 wiu 2, T.e. u3oMopdHa
NpAMOMY TNIPOU3BEACHUIO JABYX HHKIHMYECCKUX I'pyIIl Z”l ><Z”2 , TAC

M1 U B, — LIeJIble YMCIa, Hy ACTUT 1} U By JeNUT ¢ — 1, rae g — nopsi-
JOK ToJisl K03 pUIeHTOB, MPU 3TOM A MOXeT OBITh paBHO 1. UH-
AEKC NOArpyNIsl Z, B IPYIIe TOYEK Ha3bIBAIOT KOGakmopom 3i-

JIUIITUYECKON KPUBOIL.

Ionp3ysck onepauueli clIokeHHs TOYEK Ha KPHBOH, MOXHO ec-
TECTBEHHBIM 00pa3oM ONpeNeNIUTh ONepaltilo YMHOXKEHHUS TOYKU P
€ F na npou3BonbHOE LieNI0e YUCIIO N:

nP=P+P+ .. +P,

/i€ OTlepaLHs CIOXKEHHS BBITIOJIHSAETCS 1 pas.

Teneprs MOCTpONM OJHOCTOPOHHIOK (DYHKLHIO, HA OCHOBE KOTO-
poii MOXHO OyIeT co31aTh KpUITOrpadhHYECKYIO CHCTEMY.

Ilycte E — snnunTuyeckas kpusas, P € E — Touka Ha 3TOH KpH-
Boil. Bribepem wnenoe umcno n < #E. Torna B kauecTBe MNpsMoit
¢byHkuuu BeibepeM npousBenenue nP. st ero BEIMKCIEHHS O OI-
THMaJIbHOMY alropurMy norpebyercst He Oonee 2-logyn omeparuii
cnoxeHus. O6paTHylo 3amady chOpMyJIHpyeM clieAyromuM obpa-
30M: 10 33JaHHBIM BJUIHIITHYeCKOH kpuBoii E, Touke P € E u npo-
u3BeleHuto nP HaliTh n. B HacTosiee Bpemst Bce M3BECTHBIE allro-
PHUTMBI peLleHus 3TOH 3aaa4u TpeOYIOT SKCIIOHEHIUAILHOT'O BpeMe-
HU.

Tenepp MBI MOXXEM OIHCATh KPUITTOrpapUuecKuii MpOTOKOI,
aHaJTIOTUYHBIA HU3BecTHOMY npoTtokony Huddu-Xemnmana. [Ins yc-
TAHOBJICHHUS 3alLULIEHHON CBS3M J1Ba MoJb3oBaresis A U B coBmecT-
HO BBIOHPAIOT 3JUIMIITHYECKYIO KpUBYIO E 1 Touky P Ha Heil. 3aTem
Kbl U3 MOJIb30BaTesel BEIOHPaeT CBOE CEKPETHOE LeJIoe YHCIIO,
COOTBETCTBEHHO a U b. [lonb3oBaTens A BHIYHCISET MPOU3BEACHHE
aP, a nonp3oBatenb B — bP. Jlaee oHH 0OOMEHHMBAIOTCA BBIUKCJIEH-
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HBIMH 3HayeHUsIMH. [Ipu 3TOM mapaMeTpsl caMoil KpUBOii, KOOpAHU-
HaThl TOYKH Ha Hel U 3HaYeHHs MPOU3BEAEHHUIA SBISAIOTCS OTKPBITHE-
MH M MOTYT IepeJlaBaThcs M0 He3allWIIeHHBIM KaHalaM CBS3H. 3a-
TEM I10JIb30BaTelb A YMHOXAET [OTy4eHHOe 3HaYeHHe Ha a, a M0JIb-
30BaTe/lb B yMHOXaeT MONydeHHOe MM 3HaueHWe Ha b. B cuiy
CBOWCTB ONepalii YMHOXeHHUs Ha Yuciio a-bP = = b-aP. Takum o06-
pasom, 00a rosbp30BaTelIs MoyYaT obllee ceKpeTHOe 3HaYeHue (Ko-
OpAMHATHI TOYKH abP), KOTOpOe OHH MOTYT HCIOJIB30BaTh IS MO-
JAydeHHs Kimoya wuppoBaHus. OTMETHM, YTO 3IOYMBIIUICHHUKY
IUTS. BOCCTAHOBJIEHUS KJTIOYa MOTPeOyeTCsl peLIUTh CJIOXKHYIO C Bbl-
YHCITUTENIFHON TOYKH 3peHUs 3aady onpeleseHus a U b 1o usBect-
HeIM E, P, aP u bP.



4. SJIEKTPOHHBIE IIU®POBBIE ITOAIINCH

4.1. ITocTaHOBKA 3aA2a4H

Ilepenaua coobuienus omnpasumenem (NONB30BaTeNs A) HOIY-
yamemo (nonp30BaTens B) npennonaraer nepeaavyy AaHHBIX, T00Y-
KAAIOLIYIO TI0JIb30BaTesiel K onpeaeseHHbIM aelcTBusaM. [lepenaya
JaHHBIX MOKET MPeACTaBIATh co00il nepenavy GoHIOB Mexay Oan-
KaMH, NpOJaXy akKUWi WM oOnurauvii Ha aBTOMAaTU3MPOBaHHBIM
PBIHKE, a TaKKe Iepenayy NpUKa3oB (CUTHAJIOB) MO KaHallaM 3JIeK-
TPOCBA3U. YYACTHUKH HY>KIAIOTCS B 3allMTE OT MHOXKECTBA 3JI0HA-
MEPEHHBIX JEUCTBHIA, K KOTOPBIM OTHOCSTCS:

- omka3 (peHe2amcmeo) — OTIPABUTEND BIIOCIEICTBUMA OTKa-

3BIBA€TCS OT EPEJaHHOTO COOOIICHNUS;

- ghanvcugpuxayus — nomyyartenp NOAAENbIBAET COOOIIECHHE;

- U3MeHeHue — NIOTy4YaTeslb BHOCHT H3MEHEHHS B COOOLICHHUE;

- MAcKupogka — HapylUUTeNlb MacKhpyeTcss IOA Jpyroro

MOJTB30BATENS.

s Bepudukanuu (MoATBepKAeHUA) coodIueHnss M (onbp30Ba-
Tenas A — nonb3oBaremo B) HeoOxoaumMo crieaytoinee:

1. Ornpasurens (mons3oBatenb A) JomxkeH BHeCTH B M moa-
MUCh, COAEPIKAILYIO JOMOMHHUTEIbHYIO HHGOPMALIMIO, 3aBHCSLIYIO
ot M u, B o01meM ciiyyae, OT nojyyarens cOOOLIeHNsT 1 W3BECTHOM
TOJIBKO OTIIPABUTEINIO 3aKpbITON HHpopMaryu kA.

2. Heobxoaumo, utoOsl mpaBuwibHylo noanuck M: SIG{kA, M,
uaenrudukarop B } B cooOmenun ans nons3oBarens B Henb3st Obl-
70 cocTaBHUTh Oe3 kA.

3. Jlns mpenynpexaeHHss NOBTOPHOTO HCIONB30BAHHUS yCTapeB-
KX cOOOILIEHUH MpolLeaypa COCTABICHUS MOAINUCH JOJKHII 3aBU-
CeTh OT BPEMEHH.

4. Tlonp3oBarens B nomkeH UMeTh BO3MOKHOCTD YJOCTOBEPUTh-
cs, uro SIG{kA, M, unenrudukarop B} — ectp npaBmibHas nom-
nvck M none3oBareneM A.

PaccMmoTpu 3TH yHKTHI ToApoOHee.

1. Hoonuce coobwenus — onpeneneHHblil cnocod mudpoBaHus
M nyrem kpunrorpadhHU4eckoro npeoOpa3oBaHHs. 3aKpbIBAEMBIM
3/1IeMeHTOM ks B ipeoOpa3zoBaHuu

<Upenrudukarop B, M>— SIG{ka, M, unenruduxarop B}
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SIBIAETCS KJIIOY KPUITTONpeoOpa3oBaHHUsL.

Bo Bcex mpakTHYeCKHX KpUNTOrpapUyecKuX chUcTeMax K mpu-
HaJJIeKUT KOHEYHOMY MHOxecTBY Kmodeli K. HcuepnbiBaroias
NpoBepka BCeX KIIOUeH, 3a1aBaeMbIX COOTBETCTBYIOLIMMH NTapaMU

<M, unentudukatop B> <> SIG{ks, M, unentucuxarop B}.

B 00llleM JI0JDKHA MPHUBECTU K OMpenesieHHIo Kimoya K, 3/10yMblli-
nenHukoM. Eciiu MHOkecTBO K moctarouHo Benmuko u kmod k onpe-
JeJieH METOJIOM CliyuaiiHOro BeIOOpa, TO MOJHAs MpOBepKa Kioyeil
HEeBO3MOXHa. ['OBOpsi, YTO COCTaBHTH MpPaBHIbHYIO MOANUCH Ge3
KJII0Ya HEBO3MOKHO, MBI HIMeeM B BUAY, uTo onpeaeneHre SIG{ka,
M, unentudukarop B} Ge3 ko ¢ BBIYMCIUTEIBHON TOUKU 3peHMA
SKBHBAJIEHTHO MTOMCKY KJTIOYA.

2. TocTyn K anmapartype, IporpaMMaM U gaiinam cucteMs! obpa-
60TKkH MHpoOpMaLKH OOBIYHO KOHTpOJUpYeTcs napoaamu. Iloanuce
— 3TO BHJ MAapoJis, 3aBUCALIMA OT OTHPABUTENs, MOTy4YaTess] WH-
(dbopMalLMU U COiepKaHHUS NIepeIaBaeMOro COOOIIEeHHS.

3. lNoanuce nOoMKHA MEHATHCS OT COOOLIEHHUS K COOOLICHHUIO Vs
npeaynpexaeHHs ee MOBTOPHOTO HCIONB30BaHUSA ¢ LieJIbIO IIPOBep-
KH HOBOro coobmenus. LudpoBas moamuchk OTIHYAETCsT OT PyKoO-
MUCHOM, KOTOpas OOBIYHO HE 3aBHCHUT OT BPEMEHH COCTABJICHHS U
nauHbix. [{udpoBas ¥ pykomucHas MOANUCH HIOCHTHYHBI B TOM
CMBbICJIE, YTO OHH XapaKTePHBI TONBKO U1 JAaHHOTO BJIaJleJIbIa.

4, Xots monyyaTtenb MHPOPMAlMH HE MOXET COCTABUThH Mpa-
BWIBHYIO TMOAIMKCH, OH JOJKEH YMETh YIOCTOBEpSATh €€ IOMAJIMH-
HOCTb. B OOBIUHBIX KOMMEPUYECKHX CHENKAX, TAKUX, HallpHMep, Kak
NpoAaKka HEABHKHMOM COOCTBEHHOCTH, 3Ty (YHKIMIO 3a4acTyro
BBITIOJTHSIET TPEThe, HE3aBUCHMOE TOBEPEHHOE JIULIO (HOTapuyc).

VcTaHOBNIEHHE TIOMTMHHOCTH MOAIKMCH — 3TO MpoLece, Mocpen-
CTBOM KOTOPOTO KaKias CTOpPOHA YCTaHABIHBAeT IOAIMHHOCTD
apyroii. O0s3aTeTbHBIM YCIIOBHEM 3TOTO IMpoLiecca SBNISeTCs COXpa-
HeHue TaiiHel. Bo MHOTHX cilyyasix HaM TMPUXOOUTCS YIAOCTOBEPSTH
CBOIO JIMYHOCTB, HATIPUMEP, MOAMUCHIO WK BOAUTENBCKHUMH TpaBa-
MU TIpH TIOJTYYE€HHH JIeHeT 1o YeKy Jiubo ¢ortorpadueii B nacrnopre
[pH NlepeceyeHnt rpaHuipl. s Toro yto6sl B cHcTeMe 00paboTKH
JAaHHBIX TOJyYaTeslb MOT YCTAaHOBUTH MOMTMHHOCTH OTIPAaBUTENS,
He0OXOJMMO BBINIOJIHEHHE CIIEAYIOMMUX YCIOBHH.

3. OrtnpaButens (mojp3oBaTenb A) JNOKEH obecneuuTh

nosiyyarens (mosis3oBatenss B) ymocroBepsiomeii uHboOp-
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maimeit AUTH{ks, M, unentudukarop B}, 3aBucsiueii ot
cekpeTHOM UH(popMaLu ks, U3BECTHON TOJIBKO TOJIB30Ba-
Temo A.

4.  Heobxoaumo, 4ToOBI YAOCTOBEPSAIOLLYIO HH(pOpMALHIO
AUTH({k,, unentudukarop B} ot monp3oBarens A moJib-
30BaTet0 B MOXHO 6bUTO JaTh TOJBKO MPU HATUUUM KITIO-
ya k,.

5. Tlone3oBarens B pomkeH pacnonarate npouenypoit
nposepku Toro, 4to AUTH{ka, nnenrudukarop B} neiict-
BUTEBHO NOATBEPXKAAET JJMYHOCTD MOJIb30BaTENsS A.

6. Jlna mpenynpexaeHUs HCHONB30BaHUS Ipedblayliel
MPOBEPEHHOI Ha OCTOBEPHOCTh HH(pOpMaLuK IpoLiece yc-
TaHOBJIEHUsI MOJJIMHHOCTH AOJDKEH MMEThb HEKOTOpYIO 3a-
BHUCHMOCTH OT BPEMEHH.

OTMeTHM, YTO YCTaHOBJIEHHE MOJJIMHHOCTH U BepU(pUKaLus Ie-
pelaBaeMoro cooOLIEHUs MMEIOT CXOJHblE 3MIEeMEHTHL LuQpoBas
NOAMNUCH SBNSETCS YAOCTOBEPEHHEM MOMIMHHOCTH HH(pOpMaLuu ¢
Jao6apneHrueM TpeGOBaHUS O €€ 3aBUCHUMOCTH OT COAEpKaHus Iepe-
JaBaeMoro COOOIIEHHUSI.

4.2, AaropuTmbl 3j1eKTPpoHHO# ¢ PpoBOH noanucH

4.2.1. Iu¢poBbie NOANHCH, OCHOBAHHbIE HA ACHMMETPHYHBIX
KpHITOCHCTEMAX

s hopmupoBanus cuctemsl D11 MOXXHO MCTIOSTB30BATh KPHUTE
torpaduyeckyto cucteMy Pusecra-1llamupa-Anemana.

ITonr3oBatens A BelpabaThiBaeT LUHGPOBYIO MOANKCH IpeAHA-
3HAYEHHOT'0 IS Tosb3oBaTenss B coobwenus M ¢ moMopto cie-
JyroLiero npeodpa3oBaHus

SIGM) = Ee, »; (Ed, n, (M)).

IIpu 3TOM OH HCTIONB3YET:
- CBOe CeKpeTHoe mpeolOpasosanue Ey, ,

- OTKPBITOC Hp606p830BaHI/Ie E nosb3oBaTens B.

e€p,hp
3ateM OH IepenaeT noss3osaremo B napy <M, SIG(M)>.
ITonr3oBarens B Moxer BepubHLHPOBATH 3TO MOANHUCAHHOE CO-
ofleHre cHayajla Ipy MOMOIIM CBOErO CEKPETHOro mnpeodpa3oBa-
Hust Eg, 0 C LENBIO MONyYeHus
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EdA BRON (M) = EdB shg (SIG(M)) = EdB NG ( EeB NGy ( EdA NON (M)))’

U 3aTeM OTKpeIToro E, , monb3oBatens A s MONy4eHHs cO0G-

ieHuss M:
M= EeA,nA (EdA,nA (M)).

3areM monB30BaTeNib B MPOM3BOAUT CpaBHEHUE MMOJYYEHHOIO CO-
obOmeHrus M ¢ TeM, KOTOpoe OH MOJIyYWs1 B pe3yJibTaTe MPOBEPKH
uu$poBOil MOANKCH, W TMPUHHUMAET pelleHHe O MOMINHHO-
CTU/TIOAJIOAKHOCTH MOTYYEHHOT'O COOOLICHUS.

B paccMoTpeHHOM npumepe npoBepUTh noaauHHocTs JLIT mo-
KeT TOJBKO Ionb3oBaTeN b B. Ecnmu ke TpeOyercs obecredeHue
BO3MOKHOCTH Bepuukanuu DL npousBonbHBIM NOJIb30BaTENEM
(HarpuMep, TP LUPKYJISIPHOM pacchUIKe JOKYMEHTa), TO alrOPUTM
BeipaboTku DLII1 ympomjaercs, U NOANKCH BbIpabaThIBaeTCsl IO
dopmyne

SIGM) = Eq, , (M),

a TOJIb30BaTENIM OCYIUECTBIISIOT BepUHUKALUIO ¢ UCIOJIb30BaHHEM
OTKPBITOrO MpeoOpa30BaHUs OTIIPaBUTENS (IOIb30BaTeNs A):

M= EeA,nA (SIG(M)) = EeA,nA (EdA,nA M)).

Bmecto xpuntocucteMsl RSA nns moanucu coobiueHnit MoOXHO
UCTIONB30BaTh U MOOYIO APYTYI0 ACUMMETPUUYHYIO KPUIITOCUCTEMY.

HenoctaTtkoM momoGHOro noaxona siBIsIETCS TO, UTO MPOU3BOIAM-
TEJIbHOCTh aCHMMETPHYHOIN KPHUIITOCHCTEMBI MOJKET OKa3aThCsl He-
JOCTaTOYHOU IJIs1 YAOBJIETBOPEHHS MpPeAbABIAEMbIM TPeOOBaHUAM.
BO3MOXHBIM pellleHHeM SBISETCS NPUMEHEHHe CIIeLMalbHON 3¢-
(EeKTUBHO BBIYMCITUMON QYHKIIMH, Ha3bIBaeMOHN Xaui-@yHKkyues UIn
Gynxyueti x3umupoeanua. Bxogom stoll GyHKIMHU sBrsSeTCS c000-
IIeHKe, a BBIXOJOM — CJIOBO (PMKCHPOBAHHOH IJTMHBI, MHOT'O MEHb-
weit, yeM JuiMHA ucxoaHoro coodmenus. DL BeipabaTeiBaeTcs Mo
TOM XKe cXeMe, HO TMPH TOM HCIOJB3YeTCsl He caMo cooOIleHue, a
3HaYeHHe X31I-QYHKIHUN OT Hero. DTO CYIIEeCTBEHHBIM 00pa3oM yc-
KopuT BbipaboTKy M Bepudmkaumo DLIIL TpeGoBanus, npeabss-
aseMble K GYHKIUSAM XJLUIMPOBAHUA, a TakkKe IpUMEphl X1l
¢dbyHKUUI paccMOTpeHsI B 1. 4.3.
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OueHb yacTo OBIBAET )KeNaTeNbHO, YTOOBI 3JeKTPOHHAs LIUpo-
Bas MOAMKCH ObLTA PasHOM, Jake eClTH ABaXIb! MOAMUCHIBAETCS O
HO U TO ke coobimenue. [Ins storo B npouece Beipabotku DLIT He-
00X0MMO BHECTH 37eMeHT "ciydaiiHocTH". Crioco® caenars 3T0
651 MpeyTokeH Dib-I"aMalieM, aHaTOTHYHO TOMY, Kak 3TO JeslaeTcs
B cHcTeMe H(POBaHUs, HOCSAIIEH ero UMsL.

Bribupaercs 6oJploe MPOCTOE YHUCIIO p U LeJoe YUCIIO g, SB-
AsoLIeecss MPUMUTUBHBIM 3JIEMEHTOM B Z,. DTH Yuciia My0nuKyoT-
cs. 3aTeM BBIOMpaeTCs CEKpeTHOE YHCIO X U BBIYMCISETCS OTKPHI-
THIH KJIHOY IS IPOBEPKH moanucu y = g (mod p).

Janee mig moamucu cooOlieHus M BBIYHCIIAETCS €ro XdI-
byukuus m = h(M). Beibupaetcs cnyvaiiHoe nenoe k: 1 <k < (p —
1), B3anMHO pocToe ¢ p — 1, 1 Beruncistercs = g* (mod p). Tocne
9TOr0 ¢ TMOMOILUBIO pacuIMpeHHoro aiaropurMa EBkinpa permaercs
OTHOCHTEJIbHO § ypaBHeHHe m = xr + ks (mod p — 1). Iloanuck o6pa-
3yeT mapa uywucen (r, s). [locine BpIpaOOTKM MOANMCH 3Ha4YeHUE k
YHHYTOXKAETCSL.

IMony4areyib MOANUCAHHOTO COOOILEHHUS BBIYUCISAET XL
dysHkumo coobuenus m = h(M) u npoBepsieT BBIIIOTHEHUE paBeH-
ctBa ¥ (mod p) = = ¢". KOppeKTHOCTh 3TOr0 YpaBHEHHUs OUYEBHI-
Ha:

VP =g g =g = g (mod p).

Eme onHa mopoOHas cxema Obuta npemioxkeHa lllHoppoM. Kak
00BIYHO, p — GONbIIOE MPOCTOE YKCIIO, ¢ — MPOCTOH AenuTens (p —
1), g — aneMeHT nopsiaka g B Z,, k — ciyyaiiHoe uncno, x uy = g*
(mod p) — ceKkpeTHBIN U OTKPBITHII KIIIOYH COOTBETCTBEHHO. Y paB-
HeHUs BhIpaOOTKH MOAIKCH BBIMNIAAAT ClIEAYIOIUM 00pa3oM:

r=g" (mod p); e =h(m, r); s =k + xe (mod g).

IMoanuceio sBnsAeTcs mapa (r, s). Ha npueMHol cTOpoHEe BbIUMC-
JsieTcs 3HaYeHHe X3-pyHKUMH e = h(m, ) U npoBepsieTcs: BBIIOJ-
HeHHe paBeHCTBa ¥ = g'y“(mod p), npH 3TOM JeHUCTBHS ¢ MOKa3aTe-
JIIMH CTETIEHH TPOU3BOJSATCS 110 MOJYJIIO g.

Hpyroii BapuanT noanucu 1lIHoppa Beirsiaut Tak. i noanucu
cooOlIeHus 7 aBTOp BBIOMpaeT ciy4aiiHoe k € Z,, BBIYUCIAET e
mod p, e = h(g", m) uz=k+ xe mod q. [Toamuceo ABNIETCS TPOiiKa
(m, e, z). TlpoBepka nmoamnucu 3AKIMOYAETCA B TPOBEpKe paBeHCTEa

Xe __—-xe

h(gy ~, m) = e. B camom ziene, gy =g g =g".
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4.2.2. Cranaapr nudposoii noanucu DSS

HoBass penmakums craHgapTa Ha BBIpa0OTKY W BepUHKALHIO
mudposoit nogmucu DSS (Digital Signature Standard) npunsra B
CHIA 7 staBaps 2000 r. (FIPS PUB 186-2). CorniacHo 3TOMy CTaH-
JapTy, 3MeKTpOoHHas LU poBasi MOANKCH MOXKET BhIpabaThIBaeTCs MO
onHoMy m3 Tpex anroputmoB: DSA (Digital Signature Algorithm),
OCHOBaHHOMY Ha mpobiieme jorapudma B kKoHeyHOM mojie, ANSI
X9.31 (RSA DSA) unu ANSI X9.63 (EC DSA — anroput™M BwIpa-
0OTKH NOANMCH, OCHOBAaHHON Ha npobieme jorapudma B rpynmme
TOYEK 3JUTHITUYECKOI KpUBOH HaJl KOHEYHBIM IIOJIEM).

Omnmiem anroputM DSA.

1. ITpenBapuTe/IbHBINH 3Tan — BLIGOP NapaMeTPOB.

BhIGHPAIOTCS YMCTA p, ¢ U g, TaKHe, YTO p — IPocToe uucio, 2’
< p <2 rne I kpatHo 64 u 512 < I < 1024; ¢ — npocToii AenuTEND
urcna p — 1 amusoit 160 6ur (2° < ¢ < 2'%); g — snement nopsiaka
q B Z, gBpioupaercaBBune g=h?" " rne 1 <h<p—1uh?""
> 1. DTH TpH 4YHCTa ABISIIOTCS OTKPHITBIMH JAHHBIMH U MOTYT OBIThH
0o0IIMMH TSt TPYIIITBI IOJIB30BaTENEH.

BriOupaetcst cexpeTHBIH KoY x, 0 < x < ¢, U BBIYHUCISIETCS OT-
KPBITHIH KJTIOY JUTs IPOBEPKH moanucu y = g* (mod p).

2. BoipaboTka 3/1eKTPOHHO# H(PPOBOH MOANHCH.

Brruucnsercs 3HayeHue X31-QyHKIHH OT coobtenus h(m). [Ipu
3TOM MHCIONB3yeTCsl anropurM OeszomnacHoro x3ummpoBanHusi SHA-1
(Secure Hashing Algorithm), Ha KkOTOpBI cchllaeTcsi CTaHOapT
(FIPS PUB 180-1). 3nauenue xam-pynxuuu h(m) nmeer gy 160
our.

Hanee noanuceiBatolyi BEIOHpaeT cllyyailHOe WM NCEBAOCITY-
ualiHoe 3Hauenue k, 0 < k < g, Beluncnser k' (mod ¢), ¥ BeIpaGaThI-
BaeT napy 3HaYeHUH:

r = g* (mod p)mod ¢);
s =k" (h(m) + xr) (mod ¢)

Ota napa 3Ha4eHui (¥, s) U SBISETCS NEKTPOHHOH MOANKCHIO MO
coobumennem M. Ilocne BeipaboTku 1udpoBoii moanKcH 3HaYeHUE K
YHHUTOXKaeTcsl.

3. Bepupuxanus raekrponnoi nudposoii noanucu.

ITycTs 6bUT0 NpHHATO cooOeHne m;. Torma ypaBHeHHE IPOBEp-
KU BBITJISLOUT CJIEAYIOINM 00pa3oM:
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hm)s™ s (mod p)(mod g).

r=g
B camom nene:

h(m)-s™" h(m)-s™!

|
g -¥"* (mod p)(modq) = g
_ gs" (h(m)+xr)(m0d p)modq) = g(k"(h(m)+x-r)"'(h(m)+xr)(m0d p)modq) =

-1y -1,
= gk ) (hmrxn) M) (mod pY(mod g) = g* (mod p)(modg) =r.

-g¥"*" (mod p)(modq) =

AnroputMm Bbeipabotku DLII, ocHOBaHHBIM Ha I/UTMOTHYECKHX
KPHBBIX, MOKET OBITh OMUCAH CIEAYIOIIM 00pa3oM:

1. Bei6op napameTpoB.

CraHaapT omnpezenseT NoJis, HaJ KOTOPbIMH 3aJat0TCs JUIHITTH-
yeckue KpHuBble. DT0 mpocTeie nons ['anya u nons Nanya xapakrte-
puctHkH 2. Bpibop moneii B ctaHmapTe cenaH ucxoas u3 TpedoBa-
HHUS TIOBBILICHHMS BBIYHUCIUTENBHON >(P(PEKTUBHOCTH MAalIMHHBIX
ornepalii YMHOXeHHUs B noie. J[jis 3TOro B kauyecTBe MPOCTHIX MO-
nyneil BRIOpaHBI Tak Ha3biBaeMble 000OlIeHHBIe uncna MepceHHa
(Tabun. 4.1).

CtaHpaapT GHKCHpYeT KpHBBIE, KOTOpPbIE JOJKHBI MCIIOIb30BaTh-
cs B aITOPUTMAaxX, U NMpUMepHbIe 0a30Bble TOYKU Ha 3TUX KPHBBIX.
[Monp3oBaTens MoOXeT JHOO BOCHONB30BAThCS IPHUBEIEHHBIMH B
cTaHpapre 0a30BBIMH TOYKaMH, JIUOO CreHEpUpOBaTh CBOM, €CIH,
Harpumep, eMy MoHaao0uTcs obecreyuTh kKpunrorpaguyeckoe pas-
nenenue cereii DBM. B wactHocTH, kpuBbie P-192 ... P-521 npen-
CTaBJISIOT cOOOM /UM THUYECKHE KPUBbIE IIPOCTOro MOPSAAKA » BUAA
y* =x>—3x + b Han nonem GF(p).

Tabmuua 4.1.
Kpusas p
P-192 212 _ 2%
P-224 2% _ 2%+
P-256 2336 _ AT AT %
P-384 2T _ 0% 4 03
P-521 271

Jlns 3apaHusl KPUBBIX HaJl TOJSIMH XapaKTEPUCTUKH 2 BBIOpaHBI
HOPOX/AIOIIHEe MHOTOWIeHbl, ykasaHHble B Tabu. 4.2. Ilpu stom
BO3MOJKHO HCIOJIb30BaTh MpeACTaBIeHUE MoJel Kak B IOJIMHOMH-

aJIbHOM, TaK U B HOPMaJIbHOM Oa3ucax.
Tabnuua 4.2.
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Kpusass | Ilopoxpatomumii MHorouie] Tun HOpMalbHOTY
p@ 6asuca
K-163,B-163 £+ +£+r +1 4
K-233, B-233 P+ 2
K-283, B-283 £+ 40 +] 6
K-409, B-409 7 +77+1 4
K-571,B-571] £ +£°+F+0+1 10

Kosdduumentsr b 3amansl 1)1 kaxaoro pasmepa nons. Hampu-
Mep, kpuBas P-521 3apmaercs xoadduipenrom b = 051 953eb961
8elc9alf 929a21a0 b68540ee a2da725b 99b315f3 bH48991
8ef109el 56193951 ec7e937b 1652cObd 3bb1bf07 3573df38
3d2c¢34f1 ef451fd4 6b503f00 (B meCTHAAUATEPUYHOM BHJIE)

U UMeeT MOopsIoK

r = 68647976601306097149819007990813932172694353
0014330540939446345918554318339765539424505774633321719
7532963996371363321113864768612440380340372808892707005
449 (B necATUYHOMN 3aIUCH).

TMockonbKy omnpee/ieHHbIe B CTAHAAPTE KPUBBIE UMEIOT NPOCTOH
MIOPAAOK, IPYIIBI TOYEK HAa HUX SIBJISIOTCS LIUKJIHYECKUMH (Kodak-
TOp 3TUX KPHUBBIX paBeH 1) U nopsaok 6a30BOi TOUKU # B TOYHOCTH
paBeH r.

Jlns kaxporo u3 mosieit GF(2™) B cTaHaapTe ykasaHsl 10 2 Kpu-
BBIX: TICeBAOC/TyYaitHas Biaa Y + xy = x° + x° + b, umeromas kopak-
TOp 2, ¥ crieniMalibHas kKpuBas KoGnuiia, Wiy aHoMaibHasi ABOMYHAs
KpHBas Buma y* +xy =x" + ax’ + 1, rae a = 0 umu 1. Kopaxrop kpu-
Boii KoGuia paBeH 2, ecnu a = 1 u 4, ecnu a = 0. Hanpumep, ais
nons GF(2'%®) ncepnocnyuaiinas kpuBas 3aaeTcs Ko3(pHUIHEHTOM
b =2 0a601907 b8c953ca 1481eb10 51217874 4a3205fd, a xpuBas
Kobnuua xo3dhdunuentom a = 1.

Ienepauus witoveBoii napsl. I[Tonp3oBarens BEIOUpaeT B KauecT-
BE€ CEKPETHOro Kioua uenoe yuciio d, 0 < d < n, rae n — nopsaok
6a30Boii Toukud G Ha JUIHNTAYECKO KpuBoH. Jlanee OH BhIUUCISIET
0 =dG v nybnukyer Q B KauecTBe OTKPBITOrO KJIIOYa.

2. BripaGoTka J1II1.

Jlns Toro, 4yToOBI MOAMKCATh COOOIIEHUE 11, MTOJIH30BATEb:

1. BbIOUpaer ciyyvaiiHoe uncno k, 0 <k <n-—1,
2. BeuuchgeT kG = (x1, y1), ¥ = x; mod n. Ecnu r = 0, TO
nepeiTH K wary 1;
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BerunciseT k' mod n;

4. Beiuucnser e = SHA(m). Beibop BapuaHTa ¢yHKLUH
X3IIHUPOBAHUS OCYLIECTBIISIETCS B 3aBUCUMOCTH OT HC-
T0JIB3yE€MOTO T10JIS.

5. Bbryuciser s = k' (e + dr) mod n. Ecim s = 0, T0 nepeii-
TH K wary 1;

6. Tlonmnuceto coobienus m sBisieTcs napa (7, s).

3. Bepuduxannsa 1ML
JIns mpoBepKkHd NOAMKCH MONyvyareib COOOLICHHS BBITOIHIET
clieayrolye NeHCTBUS:

1. mpoBepser, uTo r U s NexaT Ha uHTepBaie (0, n).

2. BorynciseT e = SHA(m);

3. BeluMCIsgET w =5~ mod #;

4

5

W

. BBIYMCIIAET #; = ew mod n ¥ uy, = rw mod n;
. BeiuMciseT X = u1G + u,Q0. Ecnu X = oo, TO noanuch oT-
Bepraetcs, MHaue, BRIYUCIUTD v = X; mod n, rae X = (xy,
Y1)
6. TIpuHATH MOANKCH, €CITN U TOJIBKO €CIIU V = F.
KoppekTHOCTB cxeMbl JoKa3biBaeTcs HecsioxkHO. Ecimu coobuie-
HUe m JeUCTBUTEIBHO TIOANKUCAHO OTIPABUTENIEM, TO § = k! (e +dr)
mod n. Otkyna

k=sYe+dr)=s"e+s'rd=we+ wrd=u, + upd (mod n).

Takum obpazom, u1G + u,Q = (u; + u,d)G = kG, 1 o3TOMY V = 7,
Kak ¥ Tpebyercsl.

4.2.3. Cranpapr undposoii noanucu 'OCT P 34.10-94

Poccuiickuit cranpapt DUII paspabateiBancs mosxe nepBOHa-
YanbHOTO BapUaHTa aMEpPUKAHCKOro, MO3TOMY MapaMeTphbl 3TOro
aJITOPUTMa BBIOpPaHBI C YYE€TOM BO3POCLIMX BO3MOMKHOCTEH MOTEH-
LIHATBHOTO MPOTHBHUKA 1O BCKPBITHIO KPUITOCUCTEM. B yacTHOCTH,
yBeJMYEHa JUTMHA 3Ha4YeHHs XdII-QYHKLHH, YTO CHHXKAET BeposT-
HOCTh CTOJIKHOBEHHii, M, COOTBETCTBEHHO, TMOPSANOK 3JeMeHTa-
reHepaTopa, YTo JejiaeT GoJiee CIIOKHBIM pellieHHe 3aJaul JUCKpeT-
HOro Jjorapudma Ui BOCCTAHOBJICHHS cekpeTHoro kmouva. Ilpu
OMHCAHUH aNropuT™Ma OyayT HCIONB30BAThCs cledyloluye 0603Ha-
YeHUs:

B’ — MHOKeCTBO BceX KOHEUHBIX CJIoB B andpapute B = {0,1}.
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|A| — nyiuHa cioBa A

Vi(2) — MHOXECTBO BCeX JBOUYHBIX CJIOB JUTHHEI K.

A||B — xoHkaTeHaus ¢iioB A u B, Takxe o603HavyaeTcs kak AB.

A¥ — koHKkaTeHas k 3K3eMIUIIPOB clIoBa A.

<N>, — cioBo mHsI k, conepxamee 3amics N(mod 2%), rae N —
HEOTpULATENBHOE LIeJIOe.

@ — nobuTOBOE CIIOXKEHHE CJIOB IO MOAYIIO 2.

[+] — cnoxenue no npasuiy A [+] B = <A+B>, (k =|A| = |B|).

m — niepejaBaeMoe COOOLIEHHE.

m; — NOJy4eHHOe coo0IIeHe

h — xsm-¢yHkuus, oroOpaxkarwmas MOCIeA0BaTeIBHOCTh M B
cnoBo h(m) € Vs54(2).

p — mpocToe uncio, 2°% < p < 2’2, nu6o <p<

g — mpocToe unucno, 2** < g < 2% u ¢ sBnsercs nenuTenem A
(-1

a — uenoe unciio, 1 <a <p— 1, npu 3tom a’(mod p) = 1.

k —uenoe uucno, 0 <k <gq.

X — CEKPETHBIH KJIIOY TONB30BaTess s GOpMHPOBaHHS MOIITH-
cu, 0 <x<gq.

Y — OTKPBITHIH KITHOY /TS TIPOBEPKH TOATHCH, ¥ = d' (mod p).

Cucrema DUII BrmovaeT B cebs npoleaypbl BEIpaOOTKH U MPO-
BEPKH MOJAIHICH IO JAHHBIM COOOIIEHHEM.

Hudposast noanuce, cocrosdias U3 ABYX LEJIBIX YHCEN, BBIUHC-
JIsieTCsl ¢ IOMOILBIO OTpeieIeHHOro Habopa NpaBul, H3/I0KEHHBIX B
cTaHgapre.

Yucna p, ¢ v a, SBJSIOLIMECS MapaMeTpaMH CHCTEMbI, He SIBJIs-
10TCSI CeKpeTHBIMHU. KOHKpeTHbI Habop MX 3HA4YEeHHH MOXKET OBITH
ofmuM 11 rpynmsl none3oBateneil. Llenoe uucio k, KOTopoe rexe-
pHUpYeTcs B poLieype MOAIICH COOOLIEeHHUS, NOKHO OBITh CEKpeT-
HBIM U JOJDKHO OBITH YHHUTOXKEHO Cpa3y nocie BeIpabOTKH HMOAIH-
cu. Yucno k cHumaeTcs ¢ GpU3MUECKOro JaT4yMKa CIyYalHBIX YUCeN
WK BbIpabaTbiBaeTCsi IICEBAOCTYYaliHBIM METOJOM C HCIOIb30Ba-
HHEM CeKpeTHBIX MapaMeTpoB.

Ilponenypa BeIpabOTKH MOANMCH BKIIOYAET B ceOsl clieAyromue
LIary:

1. Bsiuucnuts h(m) — 3Hayenue xsmw-PpyHkuu h ot coodire-
uust m. Ecnn h(m)(mod g) = 0, To npucsouts h(m) 3Haue-
uue 0°°1.

2. Bsipabotats Lenoe uncio k, 0 <k <gq.

51 102 2.
2 2 2 0 210 4.

97



3.

4.

3aMeTuM, 4YTO COOOLIEHHe, narollee HyJeBOe 3HAYeHHE XdIlI-
(hyHKIMK, He TOANHKCHIBaeTCsA. B MPOTUBHOM cilyyae ypaBHEHHE
MOANHUCH YIPOCTHIOCH ObI A0 § = x# (mod q) U 37TO0YMBIIITIEHHHK

BbIumc/IUTh ABa 3Ha4eHHS: #' = d(mod p) u r = r' (mod ¢).
Ecmu =0, To mepeiitu k mary 2 U BeIpaboTaTh Apyroe
3HaYeHUe Yucia k.

C HCIoNb30BaHUEM CEKPETHOro KJIKYa X I10JIb30BaTelIs
BBIYHCIIUTH 3HaYeHUe s = (xr + kh(m))(mod ¢). Ecnu s = 0,
TO MepeiTH K 1ary 2, B IPOTHBHOM Cliy4yae 3aKOHYUTH pa-
60Ty ayiropuT™ma.

JIeTKO MOT Obl BEIYMCIIUTH CEKPETHBIHN KITIOU X.
IMpoBepka 1MdpOBOI MOAMUCH BOZMOXKHA TPU HATUYUHU Y MOJY-

YaTeJst OTKPBITOrO KJIFOYa OTIIPABUTEIS, TOC/IABLIEr0 COOOIIEHHE.
VpaBHeHHe NpoBepKU OyaeT cielyomuM:

r=(@ ™ )™ (mod py)mod g).

B camom pere,

(@™ 7™ (mod pY)modg) = (¢ . a7 ™™ (mod pY)mod ) =

= "™ 7D (mod p)(mod ) = g™ T HRHM=X1) (104 p)(mod g) =

= gkhmy

"4 (mod p)(mod g) = a* (mod p)modq) = r.

BbluKciieHHsl IO YpaBHEHHIO TPOBEPKH peaTu3yIOTCs Cleaylo-
muM obpaszoM:

1.
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IMpoBeputsh ycnoBus: 0 <s < g u 0 <r < q. Ecnu xoTs 651
OJIHO U3 ATHUX YCJIOBHIA HE BBIMOJIIHEHO, TO MOAMKUCH CUUTa-
€Tcsl HeIeUCTBUTEIBHOM.

Boruucauth h(m;) — 3Hauenue xaum-¢pyHkpy h ot mnony-
YEHHOTO COOOIEHHS ;.

Ecnu h(m;)(mod ¢) = 0, npucBouts h(m,) 3HaueHue 0>°1.
Bhiunciinth 3Havenne v = (h(m,))"*(mod ¢), uto snsetcs
He YeM HHBIM, KaK MYJbTHIUIMKATHBHBIM OOpaTHBIM K
h(m;) (mod g). BooOme roBopsi, aaropuT™M IHPOBEPKH
MOKHO  HECKOJIbKO  YCKOpUTb, €CJIH  BBIYMUCIATH
h(m;)"(mod g) ¢ TOMOIINBIO pacClIMPEeHHOro ajJropuTMa
EBKiinzia, a He IyTeM BO3BEJEHUS B CTEIIEHb.

BBIUHCITUTE 3HAYESHUS:

z; =sv(mod q) u



z;= (g —r)¥(mod g)
5. Bpruncaurh 3HaUEHHE
u = (a” y*2(mod p))(mod q)
6. Ilpoeputs ycnoBue
r=u
IIpu coBnaseHny 3HaueHHH r 1 u Moay4yaTeNb IPUHNUMAET pellle-
HHE O TOM, YTO MOJyYeHHOE COOOIIeHHe TIOAITHUCAHO JaHHBIM OTIIpa-
BUTEJIEM U B TIpoLiecce Mepenayd He HapylleHa LeTOCTHOCTh co00-
LIEHNS, T.€. m; = m. B TIPOTUBHOM cly4yae NMOANNCH CUMTAETCs He-
JeHUCTBUTE/ILHOIA.

4.2.4. Cranpaapr nugposoii nonnucu 'OCT P 34.10-2001

C TDOBBIIEHHEM  MNPOU3BOJAWUTENBHOCTH  BBIYHUCIUTENBHBIX
CPEICTB W YCOBEPIUIEHCTBOBAHHEM AJITOPUTMOB BBIUHCIIEHHS JIOTa-
PUPMOB B KOHEUHOM I0JI€ NIOSBUIIACH MOTPEOHOCTH B MOBBILICHUH
croiikoctu DI k paznuuHoro pona atakam. B cBs3u ¢ 3TuM ObLI
paspaboran cranaapt I'OCT P 34.10-2001 "HHdopmanmioHHas Tex-
Honorusa. Kpurnrorpaduueckas 3amura uHpopmauuu. IIpoueccs
¢bopMHpOBaHHS U TIPOBEPKH 3JIEKTPOHHOH LMQPOBOI Moarnucu",
BBOAMMEIH ¢ 1 mons 2002 r. BMecTO paHee NeHCTBOBABIIETO CTaH-
napta 'OCT P 34.10-94.

B naHHOM cTaHmapTe HMCNONB3YIOTCS ONEpaly IPYMIbl TOYEK
SJUTMITHYECKON KpHUBOI HajJ KoHeUHbIM mojeM. IIpuMensercs ai-
nuntuyeckas kpusas E B ¢opme Beiiepmrpacca Haj npocTeIM HO-
neM, 3aaaBaemas ko3¢ ¢urmeHtamu a U b win BenuuuHol J(E), Ha-
3BIBAEMOU UHEAPUAHMOM DIUTUIITUYECKON KPUBOIA:

443
4a° +27b

Ko>dduuuents! a u b xpuBoii £ onpeaesnstorcs o U3BECTHOMY
MHBapHaHTY ClIeAYIOLIHM 00pa3oM:

a =3k (mod p),

b=2k (mod p), 20e k = J(E)

——" _ (mod p), J(E)#0,1728°
728—J(E) med P J(E)

Touky O 6ynem Ha3bIBaTh TOYKOI KPaTHOCTH k, k € Z, ecnu ajist
HEKOTOPOU TOYKHU P BBHITIOJTHEHO paBeHCTBO () = kP.
Ilapametpamu cxemsl DL saBnsioTes crnenyromye 3HaYeHUS:
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P — MOAYJIb JUTAIITUYECKON KPUBOM, ITPOCTOE YUCIIO, p > 223,

JUTHIITHYECKAs] KpUBas, 3afaBaeMasi HHBapruaHToM J(E) uiu Ko-
s duLmeHTamu a u b;

LeJI0€ YHCIIO 1 - IOPSAOK TPYIIIBI TOUEK IUIUIITHYECKOH KPUBOH
E;

MPOCTOE YHCIIO ¢ - MOPSINOK LMKINYECKOH MOATPYIIBI IPYIIbI
TOUEK JIUTUNTHYECKOW KpuBOH E, nisi KOTOPOTrO BBIIIOJIHEHBI Clie-
JYIOLHE YCIOBHUA:

m=nq, neZ, n21
2254 <g< 2256

6a3oBas Touka P # O Ha KpUBOH, UMeIOLlass TMOPSAOK ¢, T. €.
yIoBieTBopsiolias paBeHcTBY gP = O. KoopauHaTel 3TOH TOYKH
0603HauMUM yepes (Xp, Vp):

x3m-(pyHKIMsA, OToOpaxkaromas cooOLUEeHUs MPOU3BOJIBHON ATK-
HBI B MHOXXECTBO JIBOMYHBIX BEKTOPOB JIMHBI 256. X»>1I-¢yHKLIHUA
onpeneneHa crangaptoM P 34.11-94.

Kaxapiii mone3oBarens cxeMbl DI momkeH obamaTh THYHOM
KJIIOYEBOM Mapoii:

CEKpeTHBIH KJII0Y MOJb30BaTesIs — esoe yucno d, 0 <d <gq;

OTKPBITBI KJIIOY MOJB30BaTeNs — ToYka O ¢ KOOpAMHATAMHU (X,
¥q), YAOBIIETBOPsIOLIas paBeHCTBY dP = .

ITapamerpsl DLIT nomKHBI YAOBIETBOPATH CIEAYIOIINM YCIIOBU-
SIM:

p' #1(mod g), ans Beex uensix =1,2, ... B, rae B yaoneTBops-
€T HepaBeHCTBY B 2> 31;

m#p;

J(E) # 0w 1728.

JBOoMYHOMY BEKTOpPY h =(0y55,...,0) CTABUTCS B COOTBETCTBHE
YHUCIIO

255 .
o= Za,Q’ .
i=0

OUIT nox coobienneM M BripabaTsiBaeTcs MO CleAyIOLIEMY al-
TOPUTMY:
1. BeruuciuTs Xa1m-hbyHKLIMIO coobiuenus M :h=h(M).
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2. BBIYHCIUTD 1IEJI0€ YHUCIIO O, IBOMYHBIM MPEACTABICHUEM KO-
TOPOTO ABJISIETCSA BEKTOP h , 1 OIIpCACJIUTH

e=q (mod g).

Ecnu e = 0, To onpenenuts e = 1.
3. CreHepupoBaTh (TiceBaO)Cay4aiiHOe Liesioe YUCIOo A, YAOBIe-
TBOpsIOLIee HepaBEeHCTBAM
0<k<g;

4. BBIYUCIIUTD TOYKY JUTMNTHYECKON KpuBoii C=kP U MONOXUTD
r=x, (mod g),

rae x. — x-koopanHata Touku C. Ecinu = 0, To BepHyThcs Ha 1ar 3.
5. BeluMCIUTh 3HAYEHHE

s =(rd + ke) (mod q).

Ecmu s = 0, To BepHyTbCs Ha 1ar 3.

6. BoiuncnuTe IBOMYHBIE BEKTOPHI, COOTBETCTBYIOLIUE YHUCIIaM ¥
u s. Onpeaenuts UG poByIO MoAnucs § =\ || ;) KaK KOHKaTeHaLHIo
JIBYX IBOMYHBIX BEKTOPOB.

Jlis poBepKH MOAMKCH § 10/ MOTy4YeHHBIM cooOlIeHrHeM M He-
00XOAMMO BBIMIOJHUTE CIIEAYIOUINE OeHCTBUS, HCHONb3Ys KIIIOY
IpoBepKU noanucu Q.

1. ITo mony4enHo# moanucu { BBIYKCIUTE LiENble YHCHIA ¥ U S.
Ecnu BeimosiHeHs! HepaBeHcTBa 0 <7 < ¢, 0 < s < g, TO nepeiTu Kk
cneayioleMy mary. B mpoTHBHOM cilydae MOANUCH HEBEPHA.

2. BelyuciuTh  X3I-QYHKUWIO — MOMYy4YeHHOro  coOOIIeHHs

M:h= h(M).

3. BRIYHCIIUTE LIeJIoe YHUCIO O, TBOMYHBIM IpeAcTaBiieHHeM KO-
TOPOTO SBIAETCS BEKTOP hu onpenenuts e=0o (mod g) . Ecnu e =
0, To onpenenuTs e = 1.

4. BoIyc/TuTh 3HaYeHHe v=¢ | (mod q) .

5. BoruucauTh 3HaYEHUs

zy =sv(mod q), z, =-rv(mod g).
6. BeluHCcIUTh TOYKY IIMOTHYECKON KpuBO C =z P+2z,0 U

OTpe/IeSTUTh
101



R=x. (mod q),

rAe X, — X-KOOpAnHaTa TOYKHU C.
7. Ec/ii BBIIIOJIHEHO PaBEHCTBO R= ¥, TO IOANUCH MPUHUMACTCH,
B [IPOTHUBHOM CJiy4ac€ NMNOAIIUCH HEBEPHA.

4.2.5. IlnppoBblie NOANHCH, OCHOBAHHBIC HA CHMMETPHYHBIX
KPHNTOCHCTEMAX

Ha nepBsiii B3, cama 3Ta Hjaes MOKeT Moka3aTbes abcypaoM.
JelicTBUTENBbHO, O0OIIEU3BECTHO, YTO TAaK Ha3blBaeMasl «COBpEMEH-
Hasl», OHa e JBYXK/ItoueBas Kpunrorpadus BO3HHK/IA U cTaja Obl-
CTpO pa3BUBaThCs B NOCHEAHUE ACCATHIIETHS UMEHHO IOTOMY, YTO
P HOBBIX KpHITOrpadHUeCcCKHX MPOTOKOIOB THUIA MPOTOKOIA -
POBOI1 OANKCH HE YAAIoch 3 QEeKTUBHO peanu3oBaTh Ha Oase Tpa-
JULAOHHBIX KpUNTOrpadU4eckux airoOpUTMOB, IIMPOKO H3BECTHBIX
M XOpOIIO H3YyYEHHBIX K TOMY BpeMeHH. TeM He MeHee, 3TO BO3-
MOHO. Y nepBbIMH, KTO 00paTUiI Ha 3TO BHUMaHHe, ObUIH pOJOHa-
YaJIbHUKH KpunTorpaduu ¢ OTKpeITEIM kitodoM Y. ubdu u M.
XennamaH, onyOJMKOBaBILIME ONMCaHWE MOAXO0Aa, IO3BOJISIOIIEro
BBITOJIHATH MpoLelypy UM(poBOi moanucH oaHoro Oura ¢ Homo-
b0 6704yHoro mudpa. [pexne yeM U3NOKHUTH STy UACIO, CAETaeM
HECKOJIBKO 3aMEYaHHi 0 CYyTH U pealn3alusaX HU(ppoBoi MoaICcH.

CTOMKOCTh KakoW-TH0O0 cXeMBbI MOAMUCH (T.€. BBIOJHEHHE Tpe-
OoBaHMii, onrcaHHBIX B M. 4.1.) noka3biBaeTcss OOBIYHO YCTaHOBIIE-
HHEM PaBHOCHIBHOCTH COOTBETCTBYIOLLUEH 3aa4yil BCKPBITHS CXEMBI
KakoH-T100 ApYroi, 0 KOTOpOH M3BECTHO, YTO OHA BBIYMCIIMTENIEHO
HepaspewmnMa. [IpakTuuecku Bce coBpeMeHHble aaroputmsl DLIT
OCHOBaHBI Ha TaK HAa3bIBAEMBIX «CJIOXKHBIX MaTeMaTHUYECKHX 3a/a-
yax» Tuna (akropusaluy OONBIINX YHCE WIH JIorapuMHPOBaHHUS
B JUCKpeTHBIX noysx. OmHAKo, J0Ka3aTeIbCTBO HEBO3MOXKHOCTH
3¢ ¢GEKTUBHOTO BBIYHCIIUTENIFHOTO PELIeHUs STUX 3a7a4 OTCYTCTBY-
€T, U HeT HHMKAaKHX rapaHTHi, YTO OHH He OyIyT pelieHbl B OJu-
XaimeM OyaylueM, a COOTBETCTBYIOIIME CXEMBI B3JIOMAaHbI — Kak
3TO MPOU3OLJIO C «paHLEBOW» cxeMoi nudposoi noanucu. bonee
TOro, ¢ OypHBIM TNIPOTPECCOM CPEINCTB BBIUUCIUTEIBHBIX TEXHHUKH
«TpaHULBl Hale)KHOCTW» METOJOB OTOIBHralOTCsS B 00JIaCTh BCE
Oonpnx pasmepoB Osioka. Beero napy necstuneruii Hazan, Ha 3ape
Kpunrorpaguu ¢ OTKpBITBIM KJIFOUOM CHUMTAJIOCh, YTO LIS peaiu3a-
UM cxeMsl noanuck RSA nocratouno naxke 128-OMTOBBIX umcen.
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Ceiivac 3Ta rpaHuua otoaBuHyTa 40 1024-6UTOBBIX YKces — MpaK-
THYECKH Ha MOPSIOK, — M 3TO AATEKO ellle He npenest. ITO MPHUBOAUT
K HeOOXOIUMOCTH TIepeHChIBAaTh pealu3yIoliye cXeMy IporpaMMBl,
U 3a4YacTylo IMepernpoeKTHpOBaTh ammaparypy. Huuero nomo6Horo
He HaOJtofaeTcs B 00JIaCTH KJIacCHYECKUX OJOYHBIX IIU(POB, ecinu
He CUMTATh W3HAYAIBHO YIIepOHOrO W HEMOHATHOTO pelleHHs Ko-
mureta no craggaptam ClIA orpaHHYUTE pa3sMep Kx0Ya aJIfOPUT-
Ma DES 56-10 6uramu, Toraa kax eie Bo BpeMs 00CyKAeHHs anro-
pUTMa TMpeJIaraiock UCTIONB30BaTh KoY Gosbiuero pasmepa. Cxe-
MBI TOAINKCH, OCHOBaHHBlE Ha KJIaCCHYeCKHX ONOuYHBIX MIH(pax,
cBOOOMHBI OT yKa3aHHBIX HEJJOCTATKOB!

7. BO-TIEPBBIX, HX CTOMKOCTBH K IOIBITKAM B3JI0Ma BBITEKAaeT
U3 CTOMKOCTH HCIIONB30BaHHOTO OJI0OYHOro Imudpa, Mo-
CKOJIbKY KJIacCHUYeCKHe MeTOIp! LIH(POBaHUS U3y4eHBbI I'0-
pa3no Gosnbllle, a WX HAJNEKHOCTH OOOCHOBaHA HAMHOTO
Jydile, YeM HaJle)KHOCTh aCHUMMETPUYHBIX Kpunrorpadpu-
YECKUX CHUCTEM;

8.  BO-BTOpBIX, AaXe €CIId CTOHKOCTh HUCHOJB30BAHHOTO B
cxeMe MOANUCH Mmuppa OKaxeTcs HeJOCTATOYHOH B CBeTe
nporpecca BBIYHCIIUTEIBHONW TEXHHUKH, €ro JIETrKO MOXKHO
Oynet 3aMeHHUTH Ha ApPYroi, Oosiee YCTOHUUBBIN, ¢ TEM XKe
pasMepoM OJioka JaHHBIX M KJIIOYa, 0e3 HeoOXOAMMOCTH
MEHSATh OCHOBHBIE XapaKTEPUCTUKHU Bcell CXeMBI — 3TO I0-
TpebyeT TOJBKO MHUHHUMAIBHON MOAM(UKALMU NPOTpaMM-
HOro obecreyeHus;

Hrak, BepreMmcs k cxeme uddu n Xennmana noanucu ogHoro
6uTa COOOIIEHH ¢ TIOMOIIBIO AJITOPUTMa, Oa3HUPYIOIIErocs: Ha JIto-
6oM KiaccryeckoM O10uHOM mudpe. Ilpeanonoxum, B HaleM pac-
MOPSKEHUH €CTh arOpUTM 3atndposanus Ex, onepupyromuii 610-
KaMH JaHHBIX X pa3Mepa n M HUCIONB3YIOMIUI KIIIOY pasMepoM Fy:
|X| =n, |[K| = ng. CTpyKTypa KTIOYEBOH HHPOPMALIUK B CXEMe Clie-
Jylollas: CEKPETHBIN KoY TONNHUCH ks 6bibupaemcs Kak IpPOU3-
BOJIbHAS (ClTy4aiiHas) mapa knoudei ko, k1 UCMONb3yeMoro 6JI0YHOTO

mudpa:
ks = (ko,k1);

TakuMm 0Opa3oM, pasMep KJTtoua MOANMCHU paBeH YABOEHHOMY pas-
Mepy KJII0Ya HCIOIb30BaHHOTO OI0YHOTrO MK pa:
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lks| = 2|K| = 2ny.

Kurou npoBepku npeacTaBiseT co00i pe3ysbTaT IUppOBaHUS ABYX
6110K0B TekcTa Xy M X ¢ KinoyaMmu ko 1 k; COOTBETCTBEHHO:

ky = (Co, C1) = (Eg, (X o), Eg, (X1))

e SBISIOIUECs apaMeTpoM CXeMbI OJIOKH JaHHBIX HECEKPETHBI U
U3BECTHBI NPOBEPSIOILEH MOMIUCH CTOpoHe. TakuMm obpa3oMm, pas-
Mep KJIIoYa TPOBEPKU MOAMKCH PaBeH YIABOEHHOMY pa3zMmepy OJioka
HCTIONB30BaHHOTO O104HOro mMdpa:

ky| = 2 X| = 2n.

AnroputM Sig BeIpabOTKHM IMppoBO moAanucy anas Oura ¢ (¢
€ {0,1}) 3axmouaercss IPOCTO B BBHIOOpE COOTBETCTBYIOLIEH IONO-
BUHBI U3 Tapbl, COCTaBJIAIOLIEH CEKPETHBIH KJIK0Y NOAINHNCH:

s=81) = k.

Anroput™ Ver mpoBepKH MOAMUCH COCTOUT B IPOBEpPKE ypaBHe-
Hua E,(X;) = C;, KOTOpoe, OYEBHIAHO, NOJDKHO BBIMONHATHCS ISt
Haiero Z. [TomyyaTento U3BECTHBI BCe HUCTIONb3yeMble TIPH 3TOM Be-
JINYUHBI.

TakuM oOpa3oM, (QyHKUHS NPOBEpKU MOAMHUCH OynaeT cremyro-
1ieii:

LE(X)=C,

Ver(t,s,ky) = .
5kv) {o,Es(Xt)atCt

IMokaxkeM, 4TO IaHHas cxema paboTocnocoOHa, Ui Yero MmpoBe-
PUM BBIIIOJTHEHHE HEOOXOAUMBIX CBOMCTB CXeMbI LIM(pPOBOH MOAMH-
cH:

1. HeBO3MOXKHOCTh IOAIIHCATh OUT f, €CIH HEU3BECTEH KJIIOY
noanucu. [leficTBUTENBHO, 1)1 BHIMOIHEHHUS 3TOTO 3JI0YMBILI-
JIeHHUKY ToTpeboBajiock OBl pemnTh ypaBHeHue Ey(X;) = C;
OTHOCHTEJIBHO §, YTO SKBHUBAJIEHTHO ONpeJeIeHHI0 KoYa Jyis
U3BECTHBIX OJIOKOB MIH(POBAHHOTO U COOTBETCTBYIOILETO MY
OTKPBITOTO TEKCTAa, YTO BBIYMCIUTEIHHO HEBO3MOXKHO B CHILY
UCIIONIb30BaHMs CTOMKOro LK dpa.
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2. HeBo3MOXHOCTh oA0OpaTh APYyroe 3HaYeHHe 6UTa £, KOTOpPOe
NOAXOAWIO OBl MOA 3aJaHHYIO MOAINCH, OYEBHIHA: YHCIO
BO3MOXKHBIX 3HAa4€HHI OMTa BCEro JBa U BEPOSTHOCTb BHINOJ-
HEeHUs ABYX CIEYIOIIMX YCIOBHI OJHOBpEeMEHHO IpeHebpe-
KHMO MaJla B IPOCTO B CHJTY UCIIOJIb30BAaHHSl KPUIITOCTOMKOrO
ajiropuT™Ma:

Ey(Xo) = Co,
E(X)) = C..

Takum obpasom, npennoxxennas dudpdu u Xemimanom cxema
dpoBoli MOANMHUCH Ha OCHOBE KJIACCHYECKOro OiouHoro mwugpa
obnajaer Takod e CTOMKOCTBIO, YTO W JIeXKallWii B €€ OCHOBE
O6nouHbIll mMGp, ¥ TpH 3TOM BecbMa npocTta. ONHAKO, Y Hee ecTh
JIBa CYIIECTBEHHBIX HEOCTATKA.

IlepBbIif HEAOCTATOK 3aKJIIOYAETCS] B TOM, UTO JaHHAS CXeMa I10-
3BOJIIET MOANMCATH JIMIIb OOUH OUT uHpopMmarmn. B 6roke 60mb-
IIero pasmepa NpHAeTcsl OTAENBHO MOANMCHIBATD KaXKIbIH OWT, mo-
3TOMY Ja)Ke C YYeTOM XJIIUPOBAaHHS COOOIIEHHs BCe KOMIIOHEHTHI
MOANIUCH — CEKPETHBIN KJIIOY, MPOBepOYHass KOMOMHAIMA U cOOCT-
BEHHO MOJIUCH TNOJYYalOTCS AOBOJBHO OONBIIUMH MO pa3Mepy U
Ooslee yeM Ha JBa MOpPsKa MMPEBOCXOAT pasMep NMOANMUCHIBAEMOTO
6noka. [Ipennonoxxum, 4To B cXeMe HUCToJIb3yeTcss KpunTorpaduye-
ckuii anroput™ Ex ¢ pasMepoM 6J10Ka U KJTI0Ya, COOTBETCTBEHHO 1 U
ng. 1lpennonoxum Takke, YTO UCHONB3YyeTcst (GYHKLMS X3IIHPOBa-
HHUSI ¢ pa3MepOM BBIXOOHOrO Osoka ny. Torma pasMepbl OCHOBHBIX
pabouux O6J0KOB OYAYT ClleAYIOIHUMI:

pasMep Kitoya MOMITHCH: s = 21y HK.

pa3Mep KJIoya NpoBepKU MOAIUCH: He = 2Hyh.

pa3Mep HOAIUCH: Hs = Ny - NK.

Ecnu, Hanpumep, B KauecTBe OCHOBBI B IJAHHOU cxeMe OyaeT Hc-
nosnp3oBaH wudp 'OCT 28147-89 ¢ pasmepom Oioka n = 64 Oura
U pa3MepoM KJioua ux = 256 OuT, U A1 BBIPAOOTKH X3II—OJIOKOB
OyneT HCMOJB30BaH TOT K€ CaMblii MHUGpP B pekuMe BBIPaOOTKH
HMUTOBCTABKH, YTO JIaCT pa3Mep Xd3IHOJ0ka ny = 64 TO pa3Mepsl
pabounx O6J0K0OB OyAyT ClEAYIOIHUMHU:

pasMep KoYa NOANHMCH: Mg = 2ng-hx = 2-64-256 6ur= 4096
Oalir;
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pa3Mep KJIKOYa MPOBEPKH MOANHUCH: Hc = 2nyn = 2-64-64 Our =
1024 Gaiira.

pasMep MOATHCH: Hg= Hy - Ak = 64-256 Out = 2048 GaiiT.

BTopoit HepoCTaTOK AaHHOH cXeMbl, OBITH MOXKET, MEHee 3ame-
TeH, HO CTOJIb e cepbe3eH. [leo B TOM, YTO mapa KJtouyei Bblpa-
OOTKM MOANUCH W MPOBEPKU TOANMCH MOTYT OBITH HCIOJIb30BaHBI
TOJIBKO OJMH pa3. JelicTBUTETbHO, BHIMOTHEHHE NpOoLielypbl TOAIH-
cu 6uta cooOIeHNs MPUBOAUT K PACKPBITHIO MTOJIOBUHBI CEKPETHOTO
KJIIOYa, MOCJIE Yero OH YK€ He SBIISeTCS MOJHOCTBIO CEKPEeTHBIM U
He MOXeT OBITh HCIOJIb30BaH MOBTOpHO. [loaToMy 1uis Kaxkaoro
MOJMUCHIBAEMOTO COOOIIEHNsT HEOOXOOMM CBOH KOMILUIEKT KJIIoYei
MOJAMUCH U MPOBEPKH. DTO MPAKTUYECKU UCKIIOYaeT BO3MOXKHOCTh
HCTIOIb30BaHMs paccMOTpeHHOM cxeMbl [updu—Xemimana B mnep-
BOHaYaJIbHO NPEeAIOKEHHOM BapUaHTe B pealibHbIX cucTeMax OLIIL

OpnHako, HeCKOJIBKO JieT Ha3aja bepesun u JlopolukeBuy npeajio-
*u Moaudukamuio cxemsl Jupdu—Xemmmana, pakTHuecku ycT-
PaHSAIOILYIO €€ HeJOCTATKH.

LleHTpabHBIM B 3TOM TOJAXOAE SBJSETCS AITOPUTM «OAHOCTO-
poHHe#l KpunTorpapuyecKkoil MPOKPYTKHW», KOTOPHIHi B HEKOTOPOM
poZie MOXET CITY)KHTh aHAJIOTOM OIlepallii BO3BeAEHUs B CTEIleHb.
Kak 00BbIYHO, PEATION0KHUM, YTO B HaIlleM PacIoOpsHKEHUH UMeeTcCs
kpunrorpadbuyeckuii anroput™ Ex ¢ pasmepoM 06Jioka JaHHBIX U
KJII0Ya COOTBETCTBEHHO 1 U ny OUT, mpuueM n < ng. IlycTh B HameM
pactopsKeHUH TakKe UMeeTCs HeKoTopas (pyHKLUS OTOOpaskeHUs

n—GUTOBBIX GJIOKOB NAaHHBIX B nx—OutoBbie ¥ = Py, (X), |X|=n,
| Y | = nx. OnpenenuM peKypcuBHY10 GYHKLIHIO Ry «OJHOCTOPOHHEH
NPOKPYTKU» OJioka HaHHBIX T pasmMepoM n OUT k pa3 (k = 0) npu
MOMOIIH creayroeii GopMyJsl:

T, k=0,

Ep . (R (T)(X) k>0,

n—ny

rae X — Npou3BOJIbHBIN HECEKPeTHBIH n-OUTOBBII OJ0K JaHHBIX, SB-
JISIOLIMICS TapaMeTpoM Mpoueaypsl NpokpyTku. Ilo cBoeli unee
(GYHKIMS OHOCTOPOHHEW MPOKPYTKU 4Ype3BbIYaiiHO NpocTa, HaJo
BCETro JIMIIb HY)XHOE KOJHYECTBO pa3 (k) BBINOJHHUTH CIEAYIOILUE
JEUCTBUS: PaCIIUPUTD #-OUTOBBIH OJTOK NaHHBIX 1 0 pa3Mepa KO-
Yya MCIOB30BAHHOTO AJITOPUTMA IHGPOBaHUA (#k), Ha [IOJYyUYEHHOM
paciidpeHHOM OJI0Ke Kak Ha Kioye 3aiudpoBarh 010K JaHHBIX X,

Ry (T) =
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pe3ybTaT 3aludpoBaHUs 3aHECTH HA MECTO HCXOAHOro Ooka JaH-

Heix (7). Ilo onpenenenuto oneparus Ry(7) obnanaer AByms Bax-

HBIMH TSl HAC CBOMCTBaMH:

1. ADIUTHBHOCTh M KOMMYTaTHBHOCTH IO YHCIy IPOKPYYHBa-
HUI:

Rirr(T) = Re(R(T)) = R(R(T)).

2. OAHOCTOPOHHOCTH WM HEOOPAaTUMOCTh NMPOKPYTKU: €CIIH H3-
BECTHO TOJIBKO HekoTopoe 3HauyeHue ¢pyHkuuu R(T), To BBHI-
YHCJTUTEHHO HEBO3MOXKHO HaiiTu 3HaueHue Ry(7T) mns mobo-
ro k'<k — ecmu GBI 3T0 GBUTO BO3MOXKHO, B HallleM pacrops-
KEHUH ObUT OBl Croco0 ompeneNuTh KoY MHUGPOBaHUS IO
W3BECTHOMY BXOJHOMY M BBIXOAHOMY OJioky ainropurma Ex.
YTO MPOTHUBOPEUHUT MPEATNOT0KEHHIO O CTOMKOCTH MM pa.
Teneps mokaxkeM, kKak yKa3aHHYIO OINEpaLiI0 MOKHO HCIONB30-

BaTh AJIs HoAnKcH 6ioka T, cocTosIero us ny OUTOB.

CekpeTHbIif KJIIOY TOANHUCH ks BBIOHpaeTcss Kak NpOU3BOJIBbHAS
napa 6JI0KOB ko, ki, UMeloLIHMX pa3mep GJioka JaHHBIX UCTIOJIB3yeMO-
ro 65o4Horo mudpa, T.e. pa3Mep KI0Ya BHIpaGOTKU MOAUCH PaBEH
YABOEHHOMY pa3Mepy GJioKa AaHHBIX HCIIONB30BaHHOTO OJIOYHOTO
mudpa: | ks| = 2n;

Kimou mpoBepkd TOAMMCH BBIYUCISAETCS Kak mapa OJIOKOB,
HUMEIOLIKMX pa3Mep ONIOKOB JAHHBIX HCIIONB30BAaHHOTO ATOPUTMA IO
creayomuM GpopMyam:

ke = (Co,Ch) = (Ry_1(Ko), Ryoi(K)).

B STHUX BBIYHCIIEHHAX TaKKe HCIONB3YIOTCS HECEKpeTHbIE OIOKH
JaHHBIX Xo U Xj, SBJISIOIIMECS MapaMeTpaMH (QyHKIMH «OAHOCTO-
POHHEN NPOKPYTKW», OHH 0013aTeNIbHO JOJIXKHBI OBITh Pa3IMYHBIMU.
Takum oOpa3oM, pa3Mmep KJlOua MPOBEPKH MOANMCH TakKe paBeH
YABOEHHOMY pa3Mepy OJIoKa NaHHBIX HCIIOIB30BAaHHOTO OJIOYHOTO
mudpa: |kc| = 2n.

Berunicnienne u npoeepka DLII OyayT BbIMIsneTh cieayroLIM
obpasom:

Anroput™m Sigy,, BblpaboTkM LHpPOBOH moamucH mIs  Ar-
6utoBoro 6yioka T 3aKyilO¥aeTcs B BBIIOJHEHHUH «OAHOCTOPOHHEH

n
MPOKPYTKI» 00erX MOJIOBHH Kioya noanucu 7 u 2 ™—1-T pa3 coot-
BETCTBEHHO:
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s = Sign(T) = (S0:51) = Ry (ko) Ryrr_y (k1))

Anroput™m Ver,, TIpoBepkH NOAIMCH COCTOUT B IIPOBEPKE HC-
THHHOCTH COOTHOWEHUH R, | ,(s9) =Cop,Rr(s1) =C;, KoTOpBIE,

OYEBHAHO, JOJDKHBI BBINOJHATHCS /I MOIMHHOIO OJIOKa JaHHBIX
T:

Rymi_i_r(s0) = Romr_i_r(Rr(ko)) = Romi_ri (ko) = RoPi_i(ko) = Co,
R:(s1) = Rr(Ryri_r(kh)) = Rriomioi_r(ky) = Ryvoi(ky) = Ch.

Taxum o6pazom, GyHKLMS IPOBEPKHU NMOANNCH OyAeT clleAyIoLIeH:
L Ryur_y_p(s9)=Co&Rr(s1)=Cy,

Ver(T,s, k¢ ) =
0, RZ"T—I—T (SO) * CO 'RT (Sl) * Cl .

ITokaxkeM, 4To 11 AaHHOH CXEMBbI BBINOJHSAIOTCS HEOOXOAUMBIE
ycioBHS paboTOCMOCOOHOCTH CXEMBbI MOJIHCH:

IIpennonoxum, YTo B paclopsHKeHHH 3710YMBILUIEHHAKA €CTh M-
ouroBeiii Onok 7, ero moAnmuch S = (So,51), ¥ KIOY TIPOBEPKU
kc = (Co,C1). Ionp3ysce 3Toil HHPOpMaLHel, 3710yMBILIIEHHUK MbI-
TaeTcsl HaliTU MpaBWIbHYIO NOANNCH ' = (80,$1) I APYrOro nr-
6uroBoro 6sioka 7". Jns 3Toro eMy HaJo pellnTh CIeAYIOLINe YpaB-
HEHHSI OTHOCHTEJILHO S§ U §1:

Roni_y_p(s0) = Co,
Rr(s1) = Ch.

B pacnopskeHHH 30yMBILITIEHHUKA ecTh 610K AaHHBIX T ¢ moj-
THCHIO § = (S, S1), UTO MO3BOJISET MY BBHIUMCIIHTE OJHO W3 3HAUEHHI
54,51, Maxke He Bajes KIHOYOM MOANHCH:

(a) ecmu T < T', 10 56 = Rr(ko) = Rr'_1(Rr(ko)) = Rr_1(s0),

(b) ecnu T>T, TO s1 = Ryr__r(k1) = Rr_ (R

(k1)) = Rr_r(s1).

Opnnsako 111 HaXOXAEHUS BTOPOH NMOJOBUHBI NOATIMCH (S| U S§ B
ciaydasx (a) u (b) COOTBETCTBEHHO) €My HeOOXOAHUMO BBHITIOTHHUTH
MPOKPYTKY B 0OpaTHyIO CTOpOHY, T.e. Haiith Ri(X), pacnonaras
TOJIBKO 3HaY€HHUEM At OONbILIEro k, YTO SIBJISIETCS BBHIYHCIUTEIHHO
HEBO3MOXXHBIM. TakuM 00pa3oM, 3/I0YMBIIIJIEHHUK HE MOXET INOJ-
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JenaTh TOAMKCH NOA COOOIUEHHEeM, eCIM He pacrojiaraeT CeKper-
HBIM KJTFOUOM TIOJTUCH.

Btopoe TpeOoBaHHe Tak)Ke BBINOIHSETCS: BEPOSITHOCTH MOA00-
path OJoK JaHHBIX 77, OTMYHBIN OT Oyioka T, HO oOnajarouuii Ta-
KO e LM(POBOH MOANKCHIO, YpEe3BHIUANHO MaJla U MOXKET He NpHU-
HUMAaTbhcs BO BHUMaHHe. JleficTBUTENIbHO, ITyCTh M poBas NOANKCH
onokor 7' u T’ coBmamaer. Torma moamucu oboux OJIOKOB OyayT
PaBHBI COOTBETCTBEHHO:

s = 8p(T) = (s0,81) = (Rr(ko), Rymyr(ky)),
s'=8p(T") = (s6,81) = (Rr(ko), Ro"ir(kr)),
HO $=5', CJIe/IOBATE/BHO:
Rr(ko) = Ry (ko) u Rymr_i_r(k1) = Rymy_p(ky).

Tlonoxxum ansa onpeneneHHocty 1< 7', Toraa crpaBeajIMBoO Ciie-
Jyroiiee:

Ry 1(ko) = ko, Rrr(k1) = ki, e ko = Rr(ko), ki = Ryrr_y_p(ky)

IMocnenHee ycinoBue O3HA4YaeT, YTO NPOKPYYHMBAHHE JABYX pas-
JIMYHBIX OJIOKOB AaHHBIX OIHO U TO K€ YHMCIIO pa3 OCTaBJIeT UX 3Ha-
YeHHUs: HeM3MEHHBIMH. BeposSTHOCTh Takoro coOBITHS Ype3BBIYAiHO
Majia U MOXXeT He IPHHUMAThCs BO BHUMAHHeE.

Takum obpa3om paccmoTpeHHass moaudukanus cxembl Juddr—
XeiMaHa JejlaeT BO3MOXKHBIM MOAIKCH HE OJHOro OWTa, a Ienoi
OUTOBOI IpynImbl. DTO MO3BOJIAET B HECKONBKO pa3 YMEHBLIUTH pa3-
Mep MOJIMCH U KITKoYell MOANUCH/ TIPOBEepKU JTaHHOU cxeMbl. OnHa-
KO HaJl0 IOHMMAaTh, YTO yBeIHYEHHE pa3Mepa MOINUCHIBAEMBIX OU-
TOBBIX TPYMNN TPUBOJAUT K SKCIOHEHIMANIBHOMY POCTY 00beMa He-
00XOJUMBIX BBIUMCIICHUH W HAaYWHAS C HEKOTOPOTO 3HAYEHHUS JieslaeT
paboTy cxeMsbl Takxke Hed(pdekTuBHON. ['paHHLa «pa3yMHOrO pas-
Mepa» MOAMUCHIBAEMOI TPYMIbl HAXOOUTCS Te-TO OKOJO JECATH
6ut, u 6s1okH Oosblero pasmMepa Bce paBHO HEOOXOAMMO HOANUCHI-
BaTh IO YaCTAM.

Tenepr HaiimeM pa3Mepbl KJTIOYEH W MOANMCH, a Takke 00beM
HEOOXOAUMBIX JUTsl pealu3allii cXeMbl BbhIYMcieHuid. [TycTs pa3mep
x311-05oka U 6J10ka UCTIONb3yeMoro mudpa OQUHAKOBHI U PaBHBI A,
a pasMep MOJIKCHIBaeMbIX OWTOBBIX Ipynn paseH nr. [Ipenmnono-
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SKHM TaKKe, YTO €CJIM MOC/IeHSS TPYIINa COIEPKUT MeHbIIIee YUCIIO
ouroB, oOpabaTniBaeTcsi OHa BCe paBHO Kak NOJNHas Hr-OWTOBas
rpynma. Torma pasmepsl KTiouYel TOANUCH/TIPOBEPKH U caMOi MOJ-
MTHCH COBIMAAAIOT U PaBHBI ClieAyIOLIe BeJTHYUHE:

2
|Kg H Ko Hs =2 -1~ 22 6ur,
nr nr

rae | x| oGosHauaeT okpyrienue umca x 10 GIIKaHIIEro Leoro B
CTOpOHY Bo3pacTaHusi. Uucio onepaumii mmgpposanus Ex(X), Tpe-
Oyemoe Ui peau3allii NPOLEAYpP CXEMBl, ONpeAesioTCs HUXe-
ClIeAYIOLUMH COOTHOLIEHUSIMU:

npH BbIpaboTKe KJIK04eBOH HH(OPMaLMK OHO PaBHO:

nr +1
Wy =2-2"" _l)fl"| z_n’
nr nr

IpHu BI)IpaGOTKe H IIPOBEPKE IMOATIUCH OHO BABOE MEHBIIIEC!

nr
We =We =@M~ L]=211
nr nr

Pa3mep xmoya noANKUcH U MPOBEPKU MOAIMCH MOKHO JOTOIHK-

TeJIbHO YMEHBLINUTB ClIeAYIOIUMHI IPHEMaMH:

1. Her HeoOXoAMMOCTH XpaHUTh KJIIOYM IOANHMCH OTAENBHBIX
OWTOBBIX TIpyNI, MX MOXKHO AMHaMHYeCKH BbIpabaTbIBaTh B
HYXKHBIi MOMEHT BPEMEHH C INOMOILBIO Te€HepaTopa KPHIITO-
cTolikoi raMmel. Kirouom noamucu B 3ToM ciiydae OyneT siB-
JAThCS OOBIYHBIM KJIIOY KCIIONB30BAaHHOTO B CXEeMe MNOANHMCH
6n04noro mudpa. Hanpumep, ecm cxema noanucu 6yaer no-
ctpoeHa Ha anroputMe ['OCT 28147-89, To pasmep kmoda
noArnucy Oyaer paBeH 256 6Guram.

2. AHanormyHo, HeT HEOOXOAMMOCTH XPaHUTh MacCUB KiIOYeH
NpOBEPKH MOANNCH OTAENBHBIX OUTOBHIX Tpymn 610Ka, AOCTa-
TOYHO XPaHMTh €ro 3HaueHHe XdII-(QYHKIMH 3TOr0 MaccCHBa.
ITpu >TOM anroput™ BBIPaOOTKU KJIKOYA MOANHMCH U AITOPUTM
NpOBEPKU NOANMCH OyAyT JOMONHEHBI elle OJHUM INarom —
BBIYMCJIEHHEM X3II-(QYHKLMH MaccHBa NpPOBEPOYHBIX KOMOU-
Halui OTAeabHBIX OUTOBBIX TPYIIIL
Takum obpasom, npobiema pasmepa Kodell U MOANUCH pelleHa,

OJJHAKO, BTOpOH HEJOCTATOK CXeMbl — OJHOPA30BOCTh Kiloueil — He
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MpeoIoJieH, IOCKOIBKY 3TO HEBO3MOXHO B paMkax noaxona Jud-
¢bu—Xennmana. s NpakTHYECKOrO UCIOIB30BAHUS TaKOW CXEMBI,
paccurTaHHON Ha noanuch N cooOlLIeHUl, OTIPaBUTENIO HEOOXO-
JUMO XpaHUTh N KIIOYedl NOANnMcH, a mnoiydarelto — N Kioyel
MPOBEPKHU, YTO AOCTATOYHO HeyHnoOHO. DTa npobiieMa MOXeT ObITh
pellieHa B TOYHOCTH Tak e, Kak Oblia peluieHa npobiieMa Kiroueit
JUIT MHOXKECTBEHHBIX OMTOBBIX TpyII — reHepauueil kimoueil mon-
nmucu i Bcex N cooOlueHuit U3 0AHOro MacTep-KJlo4a U CBEPTHI-
BaHHE BCEX MPOBEPOYHBIX KOMOMHALMI B OJHY KOHTPOJBHYIO KOM-
OMHALMIO C MOMOLIBIO AITOPUTMA BBIYUCICHUS Xd-QyHKmu. Ta-
KO# moaxon pewns Obl IpoGiieMy pa3Mepa XpaHHUMBIX KJIro4el, HO
npuBen OBl K HEOOXOAUMOCTH BMeCTe MOANMCHIO KaXI0ro coodrie-
HHSI BBICBUIATH HeJocTawmue N—1 npoBepoYHbIX KOMOMHALIW, He-
00XOAMMBIX /ISl BBIYMCIEHHS XAII-(PYHKIMHM MaccHBa BCeX KOH-
TPOJIBHBIX KOMOWHAIMH OTAENBHBIX cOOOLEHHH. SICHO, 4TO Takoi
BapHaHT He 00/ajaeT MpeuMYyLIeCTBaMH [0 CPaBHEHHIO C HCXOJ-
HBIM. YTIOMSHYTBIMH BBILIE€ aBTOpaMH OBUI MPEAIOKEH MEXaHU3M,
MO3BOJISIIOIIMI 3HAYUTENIFHO CHHU3UTH OCTPOTY mpoOiemsl. Ero oc-
HOBHAs Ufesi — BBIYHUCIIATh KOHTPOJIbHYIO KOMOMHALHIO (KJTIOY TIpO-
BEPKH MOAINKCH) HE KaK X3II-(QYHKIHIO OT TUHEHHOTO MaccHBa Ipo-
BEPOYHBIX KOMOMHALMIT BCeX COOOLIEHUH, a MONIAPHO — € TOMOIIBIO
OunapHoro nepeBa. Ha kaxx1oM ypoBHE NpoBepouHass KOMOMHALHS
BBIYHCIISETCS KaK X3II-QYHKLHMS OT KOHKATeHALMH JBYX IPOBEPOY-
HBIX KOMOWHaUuWii Miagiero ypoBHs. UeM Bblillle YpoBeHb KOMOH-
Haluy, TeM OoJiblie OTAETBHBIX KIIOUel IPOBEPKH "yuuThIBaeTcs" B
Heii. TIpeanonoxKuM, 4To Halla cxeMa paccuntasa Ha 2° coobine-

Huil, O003HAUUM 4epe3 Ci(l) i-TYI0 KOMOMHALMIO [-TOTO YpPOBHSL.

Ecnu Hymepaumio koMOWHANMH M ypoBHEH HayWHATh C HYJS, TO
crpaBeIHBO creayiomee yeioue: 0 < i <2, a j-as npoeepounas
KOMOMHALHs [-TOr0 YpOBHs paccyuTaHa Ha 2' COOBIIEHMH ¢ HOMe-
pamu ot 2! no (i+1)2'-1 BxmountensHo. Yncno KOMOGMHALMI
HMXKHETO, HyJIEBOTO YpOBHs paBHO 2%, a camoro BepxHero, L-Toro
YPOBHS — OJIHA, OHA U SBJIAETCS KOHTPOJIbHOM KoMOMHaImel Beex 2°
cooOlIeHnH, Ha KOTOpble paccuhTaHa cxeMma. Ha kakaoM ypoBHe,
HayMHas ¢ NEPBOro, NMpOBEpOYHble KOMOWHALIMK PaCCUUTHIBAKOTCS
o crenyromei gopmyie:

ct =mc 1),
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rae uyepes A|| B 0603HaueH pe3ysibTaT KOHKAaTeHAllMH JABYX OJIOKOB
NaHHBIX A U B, a uepe3 H(X) — mpoleaypa BBIUMCIICHHUS X3I-
¢byHKUMK O710Ka NaHHBIX X.

VYpoBenb
@)
3: Co
2 Cq C,
ay””” T m/\ w
1 0 Cl C2 C3
//\\ //\\ //\
of N O © o ) ) o N o
0 G, C, C, c, ¢ e C, C,

Puc. 4.1. JIpouuHoe nepeBo 1is cxembl DI Ha 8 cooOieHii

IIpy MCTOIB30BaHMM YKa3aHHOTO MOAXOJa BMeCTE C NMOJATHUCHIO
coo0IIeHns He0OXOAUMO MepenaTh He N—1, Kak B UCXOJHOM BapH-
aHTe, a TOJbKO log,N KOHTponbHBIX koMOuHaimii. IlepenaBarbes
JIOJDKHBI KOMOMHALIMH, COOTBETCTBYIOLIME CMEKHBIM BETBSIM JiepeBa
Ha IyTH OT KOHEYHOH BepIUMHBI, COOTBETCTBYIOLIEH HOMepy Hc-
NIOJTb30BaHHOM MOJATNCH, K KOPHIO.

IMpriMep opraHM3aLiM MPOBEPOYHBIX KOMOWHAIMI B BUIE JBO-
HYHOTO JiepeBa B CXeMe Ha BOCeMb COOOLIeHMIi NpUBe/ieHa Ha pu-
cyHke 4.1. Tak, npu nepenaye coobuienus Ne 5 (KOHTponbHas KOM-
OuHaLs BbIieIeHa PaMKOii) BMECTe ¢ €ro MOAMUCHIO NOJIKHBI OBITh

0
nepenaHbl KOHTPOJbHAs KOMOMHaIMs cooOeHus Ne 4 (Ci )), 00-
1
mas ans coobmenuii NeNe 67 (C; ") 1 obwas s coobmennit NeNe

2
0-3 (C(() )), BCE OHH BBIJIeJIEHbI Ha pUCYHKE APYTHM (HOHOM.

(0)
I1pu nposepke noamucu 3HayeHue C,  OyNET BHIUKCIIEHO U3 CO-

06H.leHl/lﬂ H €ro noamnucH, a UToroBasgd KOHTPOJIbHasA KOM6PIHaLII/I$[,

nojyiexaitiasi CpaBHEHHIO C STATIOHHOH, 1o creaytoeii hopmyie:
_ B _ (2) (0) (0) (1)
C=Cy =H(C, [|HHC, |ICsHIC ).

Heo6X0AUMOCTh OTMPaBIATh BMECTe C IMOMIHCBIO COOOIIEHHS
JOTIOJTHUTETbHYIO MH(POPMAIHIO, Hy>KHYIO AJI NPOBEPKH MOAIHICH,
Ha CaMOM Jiejie He OueHb oOpeMeHHTeNbHa. JeficTBUTENBHO, B CHC-
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teme Ha 1024=2"° mopmuceii BMecTe ¢ cOOOIUEHHEM W €rO MOITIH-
CBI0O HEOOXOAMUMO MAOTIOJHUTEIBHO TMepenaBaTh 10 KOHTPOJIBHBIX
KOMOUHALIMi, a B cucteMe Ha 1048576 = 2% noanuceit — Beero 20
koMOuHanumii, OnaHako, mpyu OOJIBIIOM YHCIIe TOJIHCEH, Ha KOTOpbIe
paccuMTaHa CUCTeMa, BO3HUKAET Jpyras npobjieMa — XpaHeHHe JI0-
MOJTHUTEJTEHBIX KOMOWHAIIHM, €CJTH OHH PacCUUTaHBI MpeIBapHTETh-
HO, HJTH UX BBIpaboTKa B MOMEHT (POPMHUPOBAHHS OANHCH.

HononaurensHBle KOHTPOJIbHBIE KOMOWHAIMK, KOTOpBIE Iepe-
JAOTCS BMECTE C MOAIUCHIO U UCIIONB3YIOTCS TIPH €€ ITPOBEpKeE, BhI-
pabaTeiBatoTCsl MPH (GOPMUPOBAHMK KJIKOYA IPOBEPKU [0 KITHOUY
MOJIHCH M MOTYT XPaHHUTHCS B CHCTEME M HCIOB30BAaThCS B MO-
MeHT (OPMHPOBAHHUS MOJANKCH, JTUOO BBIYUCIATHCSA 3aHOBO B 3TOT
MoMeHT. IlepBriif moaXo[ NpeAnoaraeT 3aTpaThl AUCKOBOH NaMSTH,
TaK Kak He0OXO0AUMO XpaHHUTh 2112 snavennit X3I-(DYHKIMH BCeX
yYpoBHEH, a BTOpoil TpeGyeT Oobluoro odbeMa BBIYMCICHUH B MO-
MeHT (POpPMHUpPOBaHMSA NOAMUCH. MOXXHO HCIIONB30BATH H KOMIIPO-
MUCCHBIN MTOJIXOA — XPaHUTh BCE X3II-KOMOWMHAIIMY HAYWHAS C HEKO-
TOPOrO YPOBHS I', a KOMOUHALMKM MeEHBIIEro YPOBHSI BBIYHCIISATH
npy GopMUpOBaHMK MOANHCH. B paccMOTpeHHOH BhIlIE CXeMe MO~
nucyu Ha 8 cooOImeHnil MOKHO XpaHUTh Bce 14 KOHTPOJBHBIX KOM-
OMHALMIA, UCTIONB3YEMBIX MPU MPOBEpKH (Bcero ux 15, HO camas
BEPXHAS HE WCIIOJB3YEeTCs), TOTAa NpU TMPOBEPKEe TMOJIUCH WX He
Hajo OyAeT BBIUHCIATH 3aHOBO. MOXKHO XpaHHTH 6 KOoMOWHaIMi
HayMHasi ¢ ypoBHi 1 (CE)1 ), C(l1 ), C(21 ), C(; ), C;z), C(lz)), TOrJa IpH Npo-
Bepke noanucu coodmenus Ne 5 HeoOxoaumo OyeT 3aHOBO BBIUKC-
JIUTh KOMOWHAIIHIO CE‘O), a ocTajbHble (C?,C;l)) B3ATh U3 TaOJIHULIBI,
U T.A.. YKa3aHHBIH [IOJX0A MO3BOJISET JOCTHYL KOMIIPOMHUCCA MEXK-
Iy ObICTpoJieHiCTBHEM U TPeOOBAaHUIM K 3aHHUMAaeMOMY KOJIMYECTBY
JUCKOBOTO NpocTpaHcTBa. OTMETHM, YTO OTKa3 OT XpaHEHUS KOM-
OuHauMii OIHOTO YPOBHS MPHBOAWT K 3KOHOMHH MaMATH U POCTY
BBIYUCIIUTEIIBHBIX 3aTpaT NMPHUMEPHO BIBOE, TO €CTh 3aBUCHMOCTH
HOCHT DKCTIOHEHIIUAJIBHEIHN XapaKTep.

4.3. ®yHKIHH X3IMHPOBAHUA

Oynkuus xsmmpoBanus (xaw-pynkuyst) H npeacrasnser coboii
otoOpakeHre, Ha BXO/ KOTOPOro nojaercs cooOlieHne nepeMeHHoi
JUIMHBL M, a BBIXOJIOM SIBJISETCS CTpOKa (PUKCUPOBAHHOM IJIMHBI
H(M). B obmem cinyuae H(M) Oyaer ropa3go MeHpIIUM, YeM M,
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Hanpumep, H(M) moxer Obith 128 unu 256 6uTt, Torna xak M Mo-
*eT OBbITh pa3MepoM B MerabalT uiu 6onee.

OyHKIUS XILIUPOBAHUS MOXKET CIIYXKHUTh JJIs1 OOHApYKEHHUS MO-
nudukamy coobmenus. To ecTh, OHA MOXKET CIIYXKHTh B KauecTBe
Kkpunrorpaduyeckoii KOHTPOJIBHON CYMMBI (TaKkke Ha3bIBa€MOM KO-
noM obHapyxenus msmenenuii (MDC — Manipulation Detection
Code) nnu npoeepkoii nenoctHoctu coobmenust (MIC — Message
Integrity Check)).

Teopernueckyd BO3MOXHO, YTO [IBa pa3IMYHBIX COOOLIEHHUS MO-
ryT OBITh CXKaThl B OAHY U TY K€ CBEpPTKY (Tak Ha3biBaeMas CHUTya-
uus  "cronkHoBeHus"). IlosToMy pns ofecneueHHS CTOHKOCTH
(GYHKLIMH X3LIMPOBAaHUS HEOOXOAUMO MpeyCMOTpeTh criocod m3be-
ratb cTOJIKHOBeHUH. [lonHOCTRIO cTONMKHOBEHHMIT H30eKaTh Hemb3s,
MOCKOJIBKY B 00IleM cilyuae KOJHYECTBO BO3MOXKHBIX COOOLIEHMI
MPEBBIIIAET KOJHMYECTBO BO3MOXHBIX BBIXOAHBIX 3HAUYEHHH (YyHK-
IuA X31upoBaHus. OOHAKO BEPOSTHOCTh CTOJKHOBEHHS IOJKHA
OBITH HU3KOH.

st Toro, yToOb1 QyHKLMS X3LHUPOBAHUS MOTJIa JOJKHBIM 00pa-
30M OBITH HCIOJNB30BaHa B IMpoLiecce ayTeHTH(QUKALWH, (QyHKLIMS
x3rpoBanus H gomkHa 00nagath clieyromyuMH CBOHCTBaMH:

1. H moxer ObITh IpUMEHEHA K apryMeHTY JI000ro pasMe-
pa;

2. BseixoanHoe 3HaueHve H nMeeT pukcHpoBaHHBIH pa3Mep;

3. H(x) mocTaroyHO NPOCTO BBIYUCIUTH IS JTHOOOTO X.
CKOpOCTh BBIYHCIIEHHS XAII-PYHKIMH AOKHA OBITH Ta-
KO, 4T0OBI CKOpOCTh BBIpaOOTKH U npoBepku DL npu
HCTOJIb30BAaHUM  X3II-PYHKIMM Obula  3HAYUTENBHO
Oouplie, 4eM IpH UCIOIB30BAHIH CaMOT'0 COOOIIEHMS;

4. Jnst moboro y ¢ BEIYUCIUTENILHOM TOUYKH 3PEHUST HEBO3-
MOXHO HalTH X, Takoe uto H(x)=y.

5. Jns moboro ¢GHUKCHPOBAHHOTO X C BBIYMCIMTENIBHOU
TOYKH 3pEHUs HEBO3MOXKHO HaliTh X' # X, Takoe 4To
H(x")=H(x).

CBOICTBO 5 rapaHTupyeT, YTO He MOKET OBITh HalileHO Ipyroe
coolleHye, qaolee Ty e CBEpPTKY. JTO NpeAoTBpaIlaeT NOoJAEIKY
M TaKke M03BOJIET UCHONb30BaTh H B kauecTBe kpumnrorpadgmue-
CKOI1 KOHTPOIBHOM CyMMBI AJ1s1 IPOBEPKH LIEJIOCTHOCTH.

CBoiicTBO 4 SKBHBaJIGHTHO TOMY, 4To H sBIsieTcss 0IHOCTOPOH-
Hell pyHkiueid. CTOHKOCTh CHCTEM C OTKPBITBIMU KIIFOUAMH 3aBHCHUT
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OT TOTO, YTO OTKPBITOE KPHUIITONpeoOpa3oBaHUE SBISIETCS OJHOCTO-
poHHeit ¢dyHKIHMel-noBymKoi. HanpoTus, GyHKUMH XIIIUPOBAHUS
SIBISIOTCS. ONHOCTOPOHHUMH (YHKIUSIMHY, HE UMEIOLIMMU JIOBYILEK.

Knaccuueckas X31m-QyHKIUS SBJISETCS OTKPHITHIM Npeobpa3oBa-
HUeM. B cnenmaibHOM ciiyyae, KOrja OHa 3aBHUCHUT OT KJIOYa, pe-
3yJbTAT €€ BBIYKMCJIEHHS HOCHT Ha3BaHHE K0Od aymeHmuguxayuu
coobwenus (MAC — Message Authentication Code).

4.3.1. ®ynknns xosmupoBanus SHA

Anroput™ Ge3omacHoro xsmupoBanus SHA (Secure Hash Algo-
rithm) npunsaTt B kayectBe ctangapra CLIA B 1992 r. u npeaHasHa-
YeH I UCHOJIB30BaHUS COBMECTHO ¢ aITOPUTMOM LiudpoBoi noa-
MHCH, onpeaeneHHbM B ctanaapre DSS. TIpu BBoge coobmenns M
anroput™ BbIpabaThiBaeT 160-0MTOBOE BBIXOAHOE COOOLIEHUE, Ha-
3pIBaeMoe cBepTkoit (Message Digest), koTopas U UCIIONb3yeTCs MPU
BbIpaboTke DLIIT.

PaccMoTpuM paboTy airoput™a nogapoGHee.

Ipexnae Bcero UCXOAHOE COOOIIEHHE AOMOIHAETCS TaK, YTOOBI
ero JUinHa ctana kpatHoit 512 6uram. I[Ipu sToM coobieHue A0mo-
HseTCs laXke TOTJa, KOrJa ero AJMHa yxXe KpaTHa ykasaHHo#. [Ipo-
LeCC MPOMCXOOUT CIEAYIOIUM o0pa3oM: A00aBiseTcs eAMHHLA,
3aTeM CTOJIBKO HyJie#, CKOJIbKO HEOOXOAUMO VIS MOJIyYeHUs: coob-
LIeHHs, JUIMHa KOTOpOro Ha 64 Outa MeHbllie, YeM kpaTHasd 512, u
3aTeM nobGansgeTcs 64-0MTOBOe mMpeicTaBlieHHe IJHHBI UCXOJHOTO
coO00IIeHHS.

Janee MHULMATHU3UPYIOTCS MATH 32-GUTOBBIX NMEPEMEHHBIX Clie-
JYIOIIMMH IIeCTHAALATepUYHBIMA KOHCTaHTaMH:

A =67452301
B = EFCDAB89
C =98BADCFE
D =10325476
E = C3D2E1F0,

Jlajiee 5TH MATH TIEPEMEHHBIX KOMUPYIOTCS B HOBBIE NIEPEMEHHBIE d,
b, ¢, d 1 e COOTBETCTBEHHO.
I'aBHBIN LUKJI MOKET OBITH TOBOJIBHO MPOCTO OIMHCAH Ha ICEB-
JIOKOJIE CIIeAYIOLIHUM 0Opa3om:
for (1= 0; 1 < 80; r++){
temp = (a <<<5)+f(b,c,d)+ e+ W,+K;
e=d,d=c;c=b<<<30; b=a;a=temp;
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}5
rae

<<< - onepauys IUKIMYECKOTO CBHIa BJIEBO;

K, — mecTHaauaTepuyHble KOHCTAHTHI, OINpeAesseMble 1o cie-
IayomuM Gopmynam:

5A827999, (=0..19
_ |6ED9EBAIL, 1=20.39
' 7 |8F1BBCDC, 1=40.59’
CA62C1D6, t=60..79

byHukumu f(X, y, z) 3aaa10Tcs CeAyIOLUMH BBIPasKeHUAMH:

XAYV=XAZ, t=0.19
f(x,y,2) =1 X@YPZ, t=20.39,60.79 s
XAYVXAZVYAZ, t=40.59

3HaueHus W, mosjydarotcs u3 32-OMTOBBIX MoAONOKOB 512-
6uToBOrO 0JIOKa pacIIUPEHHOTro COOOIIEHHS MO ClieAyIolleMy Ipa-
BUITY:

w Mo t=0.19
WL OW g OW,_, OW,_ ) <<<], t=16.79"

ITocne oxkoHYaHKA INIABHOTO LIMKJIA 3HauyeHus a, b, ¢, d v e ckJa-
npiBatotes ¢ conepxumbiM A, B, C, D u E cooTBeTcTBEHHO U OCY-
LIECTBIsIETCS Tepexon k oOpaboTke cienytouiero 512-6uroBoro
6/ioka pacIIUpeHHOro cooOmeHus. BpixoaHoe 3HauYeHHe XOIl-
GbyHKIMH SBIseTCs KOHKaTeHaluel 3Hauennii A, B, C, Du E.

4.3.2. ®ynknnn xomuposanus SHA-256, SHA-512 u SHA-384

CroiikocTh (GYHKIMM X3LIMPOBAaHUS K TMOWCKY CTOJIKHOBEHHH
npUMepHO paBHa 2", rae n — JUTMHA BBIXOJHOTO 3HAYEHMS (YHK-
1mu. B cBs3u ¢ paspabotkoii B CLIIA HOBoro cranaapta mu¢ppoBa-
HUA ¢ AauHOM Kmova 128, 192 u 256 6ut, notpeboBaiock co3aTh
"compoBOXKaatoIIHe" ANTOPUTMBL, obecreurBalollie TaKoH xke ypo-
BeHb CTOMKOCTH. B 3TOM MyHKTe OMUCaHBI arOPUTMBI BHIYUCIIEHUS
GYHKIMH X3IIUPOBAaHUS C JTMHOM BBIXOAHOrO 3HaueHus 256, 512 u
384 Oura, KOTOpBIE NpeArnoiaraeTcs NPHUHATH B KauecTBe HOBOTO
cranaapra CLIA.
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PaccMotpumM BHayvane anroputM SHA-256. Ero onucanne MoxHO
pa3buts Ha /iBe YacTH — ONMcaHHe (PYHKIMM CXKAaTHSA U allTOPUTMa
00paboTtku coobuienns. DyHKUMs cxKaTUA MpeAcTaBisieT cobol mo
CYTH airopuTM OnovHOTro U poBaHUs ¢ pazMepoM Oiioka 256 our
MPOMEKYTOYHOTO 3HaYeHUsI (QYHKLMH XSIIUPOBAHHS C UCIIOIB30Ba-
HHEM O4YepefHOrO TEKCTOBOro Oyioka B kauecTBe Kmoya. [Tomumo
0oOBIYHBIX O0O3HAYEHWH, NMpU ONMHcaHuH (YHKIMH MBI OyaeMm uc-
N0JIB30BaTh Clie[ylomue: R' — CIBUT CJIOBa BIIPABO Ha A MO3ULMIN U
S" — LMKITHYECKHUIi CABUI CIIOBA BIIPaBO » MO3MLMH. Pasmep cioBa
paBeH 32 6utam. ClioxeHue IPOM3BOAMTCS 110 Moaymo 2°2. CTapTo-
BBIit BekTop X3mmpopanus H” npencrasnser coboit nabop u3 8 32-
pa3psHBIX CIIOB, MOJy4YaeMbIX B3STHEM APOOHOH 4YacTH KBajpat-
HBIX KOpHeii epBbIX 8 MPOCTHIX YHCEN:

H® = {6a09¢667, bb67ae85, 3c6ef372, a54ff53a, 510e527f,
9b05688c, 1£83d9ab, SbeOcd19}.

Jlanee BbIUMCIEHHE IPOUCXOAMT IO ClIEAYIOLIEH cXeMe.

1. IlpensapurensHas o6paboTka. Xa3mupyeMoe coobleHne BHa-
yaje JOMoNHsAeTcss GUTOBOH CTPOKOI Tak, YTO €ro JJIMHAa CTAHOBUT-
cs1 kpatHO# 512 6uram. Crioco0 [OTIOMHEHHsI aHAJIOTHYEH HCIIOJb-
30BaHHOMY B anroputMe SHA-1: nobGaensiercs 1, 3ateM CTONBKO
HyJlel, 4ToObl JUTHHA cTana Ha 64 MeHblne KpaTHoi 512 u 3aTeM n0-
6aBnsercs 64-6UTOBOE IMpEACTAaBIEHUE MIMHBI HCXOJHOTO cooOlie-
HHSL.

MN2) Coobmenne pazouBaercst Ha 6110ku 1o 512 6ur MY MP,

3. OcHOBHO¥ IMKJI:
fori=1to N{ //N=xonnuectBo OJIOKOB B IONIOJHEHHOM COOO0IIIe-
HHUH

// UHNLManu3upoBaTh perucTpol a, b, ¢, d, e, f, g, h (i — 1)-m
// IPOMEKYTOYHBIM 3HaYEHHEM X3II-(OYHKLHH

_gD.p _ G-, _ G-, ;_ @G-,
a=H""b=Hy Vie=H";d=H, ",

e:Héi—l);f:Héi—l);g:H;i—l);h:Héi—l);
[Tpumenurs dyHkuuto cxkarus SHA-256 x peructpam a, b;
wes B
forj=0to 63 {
Bbrunciuts Ch(ea ./; g)a Maj(aa ba C)s ZO(a)a Zl(e)a
and W,
// OnipeneneHust ¢M. HHXe
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}

// BHIMCITUTD i-¢ IpOMeXyTouHoe 3HaueHne H.

Ty=h+ZXie)+Chle.f,g) + K+ W,

T, = Zo(a) + Maj(a, b, )

h=g.g=ff=ee=d+T
d=c,c=bb=a,a=1T\+T,

HO —av HOV 1D bt 1Dy B = h 1D

}

HO — ™ HW, g g0 g™ g™ g™ g0y 4 yer

HCKOMBIM 3HaU€HHEM X3II-QYHKIHH coobLieHus M.
B SHA-256 ucnonp3ytoTes LIecTh JOrMYeCKUX (YHKLMM, apry-

MEHTHI ¥ 3HaU€HUS KOTOPBIX — 32-OUTOBBIE ClI0BA.

Ch(x; ¥,2)=(x AY) D (X A Z)

Maj(x,y, 2) =(x A Y) ©® (x A2) D (Y A Z)

To(x) =5°(x) ® SP(x) ® $7(x)

i(x) =S%x) @ S"'(x) @ $P(x)

Go(x) =5"(x) ® S*¥(x) ® R(x)

61(x) =5"(x) ® S"(x) ® R"(x)

Broku pacmupeHHoro coobuenus W,

CeqYyIOLUM 00pa3oM:
w,=MP, j=0,.15;
forj=161t063 {

W =0uW;-2) +W; -7+ co(W;-15) + W16

}

CnoBa-koHCTaHTBI K,
JIpOOHBIX YacTell KyOHYeCKUX KOpHEH MepBbIX 64 MpOCTHIX Yucen, U

B 16-pruHOM BHJE NPEACTABIIEHBI 31€Ch:

428a2f98
59f111f1
243185be
cl9bfl174
2de92cof
ag831lcood
06ca6351
53380d13
aZ2bfe8al
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71374491
923f82a4
550c7dc3
ed49bo69cl
4a7484aa
b00327c8
14292967
650a7354
ag8lacocdb

b5c0fbct
ablc5ed5
72be5d74
efbed786
5cb0a%dc
bf597fc7
27b70a85
766a0abb
c24b8b70

e9b5dbab
dg07aa98
80deblfe
0fcl9dcé6
76£988da
c6e00bf3
2elb2138
81lc2c92e
c76c51a3

..., We3 BBIYHCIAIOTCS

..., K¢3 Oepytcsi kak mepBble 32 Oura

3956¢c25b
12835b01
9bdc06a7
240calcc
983e5152
d5a79147
4d2codfc
92722c85
dl92e819



d6990624 £f40e3585 106aa070 19adcllée 1e376c¢08
2748774c 34b0Obcb5 391cOcb3 4edB8aada 5bSccadf
682e6ff3 748f82ee 78a5636f 84c87814 8cc70208
90befffa a4506ceb bef9%a3f7 c67178f2

®yukuus SHA-512 nopobHa no cBoeli ctpykrype SHA-256, HO
paboTaeT ¢ pasMepoM ciioBa 64 Gura. BHayasie TekcT AonoNHAETCS
Tak, 4To0BI ero minHa Obina kpatHa 1024. Ipouenypa aononHeHus
aHajiornyHa: aoGasinsercs 1, 3aTeM CTONBKO HylNel, YTo AJIMHA TeK-
cTa craHeT Ha 128 MeHblne, Hexkenu kpatHas 1024, a 3atem 128-
6uToBo€e npeacTaBlIeHHEe THHBI HCXOJHOIO TEKCTa.

CTapTOBBIif BEKTOp X3ILIMPOBAHHS TakXke 3aJaeTcs aHaJOrM4HO:
Gepyrcs mnepBble 64 GuTa JpPOOHBIX YacTell KBaJpaTHBIX KOpHeit
MEePBBIX 8 MPOCTHIX YHCET:

H(0) = {6a09¢667f3bcc908, bb67ae8584caa73b, 3c6ef372fe94{82b,
a54ff53a5f1d36f1, 510e527fade682d1, 9b05688c2b3eb6elf,
1£83d9abfb41bd6b, Sbe0cd19137¢2179}.

Hanee ucxomHblii TekcT pa3duBaeTcs Ha Oyoku no 1024 Gura
MY, MP, .., M. TTocne yero 610ku 06paGaTHIBAIOTCA MOCENOBA-
TEJBHO.

OCHOBHOM LIMKJI BBIYUCJICHUH BBIMIAOUT TOYHO TaK e, Kak U B
cnydae SHA-256, ToNIbKO BRIYUCIsIEMblE GYHKLIHMN U IPOU3BOJUMBIE
oTepaliy orpeieNieHbl Ha 64-0UTOBBIX CIIOBaX, a He Ha 32-OMTOBBIX
(B YaCTHOCTH, CIOKEHHe BBIIOHATCS mo Moaymo 2°%). dymkuus
CKaTHs OTJINYAETCS TOJBKO KOTHYECTBOM UTEpaLliii B LIUKIIE:

forj=0to 79 {

Boruncnurs Chie, f, g), Maj(a, b, c), Xo(a), Zi(e), and W,
Ty=h+Z(e)+Chle.f )+ K+ W,

T, = Xy(a) + Maj(a, b, ¢)

h=g,g=ff=e;e=d+T
d=c,c=b;b=a,a=T+1T,

}

HUCcKOMBIM 3HaYeHHEM X3II-(QYHKIIMA MCXOAHOTO COOOLIeHusT M
eyner HM =(HM HM 5N M g g g gy,
OTnnuns ecTh TOJIBKO B OINpeaACIICHHA HEKOTOPBIX HCIIOJIb3Yye-
MBIX JIOTHYECKUX (YHKLMH, a UMEHHO:
To(x) =5%(x) ® S (x) ® $¥(x)
1(x) =S"(x) @ $"¥(x) @ $''(x)
Go(x) =5'(x) ® S¥(x) ® R'(x)

119



c1(x) =S"(x) ® S°'(x) @ R°(x)
bnoxu pacmmpeHHoro coobmenus W,
aHanornydo SHA-256:
w; =MV, j=0..15;
forj=161t0 79 {
Wi=0\(W;_2) tW; 1+ 0o(W;_15) + W;_16

«ers Wi BBIMHCIAIOTCS

}

CrnoBa-koHcTaHThl Ky, ..., K79 Oepyrcsi kak mnepBblie 64 Oura
JIPOOHBIX YacTel KyOnuyecknx KopHe# nepBbix 80 mpocTHIX YKcen, ’
B 16-pryHOM BHAE NpeACTaBIIEHBI 31€Ch:

428a2£98d728ae22 7137449123ef65cd b5c0fbcfecdd3b2f
e9b5dba58189dbbc 3956c25b£348b538 59f111f1b605d019
923f82a4af194f9b ablc5ed5da6d8118 d807aa98a3030242
12835b0145706fbe 243185bedeedb28c 550c7dc3d5ffbde2
72be5d74£27b896f 80deblfe3bl696b1l 9bdc06a725¢c71235
cl9bf174c£692694 ed49b69cl9efldad2 efbed786384f25e3
0fc19dc68b8cd5b5 240calcc77ac9c65 2de92c6£592b0275
4a7484aa6eatbed83 5¢cb0a%dcbd41fbd4 76£988daB831153b5
983e5152ee66dfab a831lc66d2db43210 b00327¢c898fb213f
bf597fc7beeflee4d c6e00bf33da88fc2 d5a79147930aa725
06ca6351e003826f 142929670a0e6e70 27b70a8546d22ffc
2e1b21385c26c926 4d2cedfcbac42aed 53380d139d95b3df
650a73548baf63de 766a0abb3c77b2a8 81lc2c92e4d47edaeet
92722¢851482353b a2bfe8aldcfl0364 a8la664bbc423001
c24b8b70d0£89791 c76c51a30654be30 d192e819d6e£5218
d69906245565a910 £f40e35855771202a 106a2a07032bbd1b8
19a4cl16b8d2d0c8 le376c085141ab53 2748774cdf8eeb99
34b0bcb5el19b48a8 391c0cb3c5¢c95a63 4edBaadae34l8ach
5b9ccadf7763e373 682e6f£3d6b2b8a3 748£82eeb5defb2fc
78a5636£43172£60 84c87814alf0ab72 8cc702081la6439%ec
90befffa23631e28 ad4506cebdeB82bde? bef9a3f7b2c67915
c67178f2e372532b ca273eceea26619c dl86b8c721c0c207
eada7dd6cdeleble £f57d4f7feebedl78 06f067aa72176fba
0a637dc5a2c898a6 113£9804bef90dae 1b710b35131c471b
28db77£523047d84 32caab7b40c72493 3c9ebelal5c9bebe
431d67¢c49¢c100d4c 4cc5ddbecb3ed2b6 97£299cfc657e2a
5fcb6fab3ad6faec 6cd44198c4a475817.

O®ynkius SHA-384 onpenensiercs TOUHO Tak ke, Kak U QYHKIMSA
SHA-512 ¢ TeM UCK/IIOYEHHEM, YTO B Ka4ecTBe CTApTOBOTO BEKTOpa
X3LKpoBaHus OepyTcs nepBble 64 OuTa KBaJpaTHBIX KOpHEH Ipo-
CTBIX YHCEJ C IEBATOrO 110 IIECTHAALIATOE:
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H(0) = {cbbb9d5dc1059ed8, 629a292a367cd507,
9159015a3070dd17, 152fecd8f70e5939, 67332667{fc00b3 1,
8eb44a8768581511, db0c2e0d64198fa7, 47b5481dbefadfad}.

Hanee Boixoa pyHkuuu odpesaercs 10 384 neBbx OUT U 3T 6H-
ThI OepyTCs B KauecTBe 3HaYeHus QyHKLMH X>iupoBaHus SHA-384.

4.3.3. ®ynxnnsa xamuposanus 'OCT P 34.11-94

IMpu onucaHuu (GYHKLUMH XSIHUPOBAaHHUS OYAYT HCIOJB30BATHCS
Te jke 0003HAYEHH S, YTO UCTIONB30BATUCH MPU OMHCAHUHU aJITOPUTMa
BeIpaboTkH K¢ posoii noanucu cornacHo 'OCT P 34.10, u, xpome
TOrO, MyCTh

M — nocJie10BaTeIbHOCTS AIBOMYHBIX CHMBOJIOB, HOAJIEXKALIUX
X3IIUPOBAHHIO.

h — x3m-¢pyrkums, oToOpaxawwas IMocjefAoBaTelbHOCTh M B
cioBo h(M) € V;54(2).

Ex(A) — pe3ynbtaT mudpoBanus cioBa A Ha kitode K ¢ ucrnons-
3oBaHueM anroputMma mudposanus no 'OCT 28147 B pexume mpo-
CTOM 3aMEHEI.

H — cTapTOBBIi BEKTOp X3LIMPOBaHHU.

O6mue noJ1oskeHHs

IMon x31m-dyHk1iweit h noHuMaeTcst oToOpaxceHHe

h: B' 5 Vas6(2).

s onpenenenus X3u-(pyHKIUH HEOOXOAUMBIL:
- aIrOpUTM BBIYMCIICHHUS IMAroBodl (yHKLUUH X>3IIHUpPOBa-
HUA K, Tae

K: Vos6(2)XVas6(2) = Vase(2);

- ONHCaHWe UTEPATHUBHOM MpOLeNypbl BEIYUCIIEHUS 3HaYe-
HUS X31-QyHKIUH h.

AJITOPUTM BBIYKCIICHUS LIAroBOW (YHKIMH X3UIMPOBAHUS CO-
CTOMT U3 TpeX YacTeii:

- TeHepalLMU YeThIpex 256-OUTHBIX KIIoUei;

- mudpyromero mnpeodpa3oBaHUs — WMHppoBaHUT 64-
outHbBIX noacoB cyioBa H Ha xnouax K; (i=1,2,3,4) c
ucnone3oBanrieM anroputMa ['OCT 28147 B pexume
IIPOCTOM 3aMEHb];
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- IepeMEeLIMBAIOLIETO npeoOpa3oBaHUs pe3ysbTaTa
MU pOBaHUS.
I'enepanus Kiawo4ei.
PaCCMO’I‘pI/IM X= (b256, b255, ceny bl) S V256(2).
Myers X = xql[xs[bealbxr = Nslmis]l- - (M1 = ExallEanll-- - IE1,
rae x.€ Ves(2), i = 1..4; e Vi5(2),j = 1..16; e V(2), k= 1..32.
0O603HaunM A(X) = (x; D xp)||x4||x3]|x2-
3anmaercs npeoOpasoBanme P: V,56(2)—>Vas6(2) crioBa Ez|...[|IE; B
CJIOBO §(P(32)”§(P(31)“"'“éfp(l): rae (P(l+l+4(k—])) =8i+ k, i= 03, k=
1..8.
s reHepanun Knoyeil HeoOX0AMMO HCMOB30BATE ClIEAYIOIINE
HCXOJIHbIE 1aHHbIE:
- ciaoBa H, M € Vj5(2);
- KoHCTaHThL: cioBa C; (i = 2,3,4), uMerolIe 3HAYEHUsT
C,=C4=0% 1 C5= 1%0°1'%0%1 1608(0818)21808(0818)4(]808)4.
[Ipu BeIYHCTICHUH KITIOYEH peanu3yeTcs CIEeAYOLIMN allrOpPUTM:
1. TIpucBouts 3HaUEHUS
i=1,U=H, V=M.
2. BBINOAHUTH BBIYUC/IEHUE
wW=U®®V, K =PW).
3. IlpucBoutpi=i+1.
4. Ilpoeeputh ycnoBue i = 5. IlpU MONOXKNTENBHOM HCXOJ€
nepeiiTa k wary 7. Ilpu oTprnaTensHOM — nepeiTy Kk 1ma-
ry 5.
5. BBINOTHUTH BEIYMCIIEHHE
U=AU)DC, V=AAV),W=U®V,K,=P(W);
6. llepeiiTu k wary 3
7. Koner paboTsl anropurMma.
IlIn¢pyromee npeoopaoBanue
Ha panHoM sTame ocymectBiseTcs IuppoBaHue 64-OUTHBIX
nozacyioB cioea H Ha kmouax K; (i=1, 2, 3, 4).
s mudpyromero npeobpa3oBaHus HEOOXOOUMO HCMOIB30BATh
cleyIoHIe HCXOAHbIE JaHHbIE:
H=hy]|hs||hy||h;, hie Vea(2), i = 1..4 u nabop wnoueii K;, K, Ks,
K.
ITocne BeimonHeHus MKUQPOBaHHS MOTYYalOT CJIOBA

si=Ex(h), rnei=1,2,3,4,
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T.e. B pe3yJIbTaTe MOTY4aeTcs BEKTOP
S = syl[ss]|s2|s1.

IlepememmuBampinee npeobpasoBanne

Ha naHHOM »3Tame OCyIUeCTBiseTCs MepeMelIBaHue MNOTy4yeH-
HO# MOC/IeN0BaTENIbHOCTH ¢ PUMEHEHHEM PerucTpa CBHUra.

HcxonHpIMU JaHHBIMH SBIsIOTCA ciioBa H, M € V,54(2) u cnoBo
S € Vis6(2).

ITycts oTOOpakeHue

V: Vase(2) — Vase(2)
npeobpasyeT cI0BO

Nigll---|M1, NiE Vis(2), i = 1..16

B CJIOBO

MO EN:;ANON 13BN 16| M 16 - . [M2-

Torma B KauecTBe 3HaUE€HUS 1IAroBoi (I)YHKJ.II/II/I X3MHUpOBaHUA IPH-
HHUMaCTCA CJIOBO

K(M.H) = y*'(H ® y(M @ y'(8))),

rae ' — i-st cTeneHs MpeoGpa3oBaHus .

IIpoueaypa BbrIYHCAeHHS X31I-PYHKIHH

HcXoAHBIMH JTaHHBIMH JUIS NpOLIEAYPHl BBIYMCIIEHHS 3HAUY€HUs
¢dbyHkuuu h sBrseTcs moanexkaiuas X3LIHPOBAaHHIO NOCIENOBATENb
HocTh M € B’ ITapameTpoM siBNsieTCS CTApTOBBIM BEKTOP X3LUUPO-
BaHus H — npousBosibHOE GUKCHPOBAHHOE CIIOBO U3 V)s56(2).

IMTpouenypa BeruucieHus GyHKUMH h Ha Kakaoil uUTepalyu Hc-
MOJIB3YeT CeYIOIINe BeTUYUHbL

M e B’ — yacTh moc/ef0BaTebHOCTH M, He Tpollemas Ipoile-
Iypbl X3IIMPOBaHUS Ha NpeAbIAYIIUX HTepaLkiX;

H € Vys5¢(2) — Texylnee 3HaYeHHe X311-pyHKIMY;

¥ € Vys56(2) — Tekylliee 3Ha4€HHE KOHTPOJTIBHON CYMMBI,

L € Vs56(2) — Tekylee 3HaYeHHe JTHHBI 00paboTaHHOI Ha mpe-
JBIAYLIUX UTepaLUsIX YacTH MOC/IeA0BaTeIbHOCTU M.

Asnroput™ BhuHcTeHus ¢yHkiuH h BrTouyaer B cebs cremylo-
IIMe TPH JTara:
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Iran 1

IIpucBouTh HaYaNIbHBIE 3HAYECHHUS TEKYIIHUX BETHYHH

M:=M;H:=H;X:= 0" L:= 0

Iran 2

IIpoBeputs ycnosue |M|>256. Ecnu na, To nepeiitu k stamy 3. B
MPOTHBHOM CJIy4ae BBIIOJHUTH MOCIIEA0BATENbHOCTD BBIYUCIICHHUIL:

L == <LHM>yse; M' := 0% M|M; £ =% [+] M’

H :=x(M'H); H := x(L,H); H := x(X,H);

Koneu pabotel anroputma. H comepkuT 3HayeHHe Xoli-
¢byHKUMM.

Iran 3

Breruncuts noaciioBo Mg € Vas6(2) cnioBa M (M=Mp||Ms). [la-
Jiee BBIIOJIHUTH [IOCIIEA0BATEIbHOCTE BEIYHCIICHHI:

H := k(Ms,H); L := <L+256>)55; L:=X [+] Ms; M :=Mp

IlepeiiTu k sTany 2.

4.3.4. ®ynxnusa xomuposanna MDS

IIpenrnoioxxuM, 4To HaM JaHO COOOIIEeHHe ATUHOM b OuT, TIe b —
MPOU3BOJIBHOE HEOTpHLATEIbHOE 1LIeJI0oe YHCIIO, U MYCTh OMTBI CO-
001IeHHS 3aIKMCaHBl B CIeAYIOIIEM MOpsIKe:

my my ... Mp-1y.

s BBIUMCIIEHHS CBEPTKH COOOIIEHHS BBITOJTHSIOTCS CIEoYIO-
LI¥E TISTh [1AaroB.

Iar 1. To6aBjenne OHTOB 3aNMOJHEHHA.

Coo0menne gononHsercs (pacluipsieTcs) Tak, YTO ero JjuHa (B
OuTax) cTaHOBUTCS CpaBHUMOM ¢ 448 mo Monyio 512. Pacmmpenue
BBITIOJIHAETCS BCEra, AaKe €C/i JUIMHA COOOIIEHHs yKe CpaBHUMaA
¢ 448 o mopyJto 512

Pacimypenue BBITIOMHSETCS CEAYIOINUM 00pa3oM: K cOOOILEHHIO
nobasnsercss OOuH OUT, paBHBIN 1, a ocTaBIIMecs OUTHI 3aIOJIHSIOT-
¢Sl HyJIeBBIMH 3HaueHUsMHU. TakuM oOpa3oM, KOIMYECTBO 100aBIIEH-
HBIX OMTOB MOXKET JieXKaTh B Anana3one ot 1 1o 512 BKIIOYUTENBHO.

Iar 2. To6aBjeHne AJMHDL

64-0uTHOE NpeacTaBiieHne AUHBI cooOIeHus b (1o nobapneHus
OMTOB paclIMpeHMs]) AONMCHIBAETCS K Pe3yJbTaTy NpeAblayILero
mara. B ToM ManoBeposTHOM ciiyyae, Koraa IJIMHA COOOIIEHHS
npeBbicut 2%, Hcnonp3yr0TCs TONBKO MiaamMe 64 GUTA MpeNCTaB-
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neHus. DT OUTHI AOOABIMIOTCS B BUOE ABYX 32-pa3psIHBIX CIIOB,
MpY 3TOM MJIajiLliee clI0BO JonHUckiBaeTes nepBbiM. [locne 3Toii omne-
pauvy AJMHA COOOIIEHHs B TOYHOCTH KpartHa 512 Ouram u, aHaio-
ru4yHO, KpatHa 16 (32-paspsanbiM) cioBaM. O6o3Haunm M[0..N-1]
CJIOBa MOJIyYEHHOTO COOOIICHHUSI.

IMar 3. Uannuaansanus 6ydepa cBepTkH.

Bydep u3 uetsipex cnos (A, B, C, D) ucnonb3yercst sl BHIYKC-
JIEHUsI CBEPTKU COOOIIEHHs. DTH PErucTpbl HHULHUATU3UPYIOTCS
CJIEYIOLIMMH LIECTHAALATEPUYHBIMU 3HAYCHUSIMHU:

A =01234567,
B = 89abcdef,
C =fedcba98,
D =76543210.

Illar 4. O6padoTka coobmenus 6;10kamu no 16 cJioB.

OnpeaennmM cHayana 4 BcrioMorareybHble GyHKLWH, apryMEHTOM
U pe3yJIbTaTOM KaXI0H U3 KOTOPBIX SBISIOTCS 32-OUTOBEIE CJIOBA.

FX,Y,2)=XYVv—(X)Z

GX,Y,Z)=XZVvY —(Z)

HX,Y,Z)=X®Y®Z

I(X,Y.Z)=Y & (X v—(Z)).

Ha sTom mmiare ucnonssyetcs Tabyuua us 64 cnos T[1...64], no-
CcTpoeHHasi Ha ocHoBe pyHKIMH cunyca. [Iycts T[i] obo3Hauaer i—i
aJIeMeHT TaOJIUIbl, KOTOPHIM paBeH Lienod 4yacTu oT 4294967296
xabs(sin(7)), rae i BeIpaskeHO B pajiaHax.

BeimonHstoTes cneayroye mary.

/* ObpaboTarh KaxapIii 16-clIOBHBIH OJIOK. */
fori=0toN/16 —1 do
/* KoniupoBanue i-ro 65ioka B X. */
Forj=0to 15 do
X[j1=M[i*16 +].
/* Coxpanenue A B AA, B BB, Ce CC, u D B DD. */
AA=A
BB=B
cC=C
DD=D
/* Otam 1. */
/* Ilycts [abed k s i] 0603HaYaeT oneparuio
a=b+{(a+Fb,cd+ X[kl + T[] <<s). */
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/* BoinonHuTe cneayouye 16 onepauuit */
[ABCD 0 7 1] [DABC 112 2] [CDAB 217 3] [BCDA 322
4]
[ABCD 4 7 5] [DABC 512 6] [CDAB 617 7] [BCDA 722
8]
[ABCD 8 7 9] [DABC 912 10] [CDAB 1017 11] [BCDA 11
22 12]
[ABCD 12 7 13] [DABC 13 12 14] [CDAB 14 17 15] [BCDA
1522 16]
/* War 2. */
/* Tlyctb [abed k s i] 0603HavaeT onepauuio
a=b+{(a+ G(b,c,d) + X[k] + T[i]) <<s). */
/* BpinonHUTe crepyouye 16 onepauuii */
[ABCD 1 517] [DABC 6 9 18] [CDAB 11 14 19] [BCDA 0
20 20]
[ABCD 5 521] [DABC 10 922] [CDAB 15 14 23] [BCDA 4
20 24]
[ABCD 9 525] [DABC 14 926] [CDAB 3 1427] [BCDA 8
20 28]
[ABCD 13 529] [DABC 2 930] [CDAB 714 31] [BCDA 12
20 32]
a=b+ ((a+ H(b,c,d) + X[k] + T[i]) <<<s). */
/* Ular 2. */
/* Tlyctb [abced k s i] oGo3HauaeT onepaiyio
a=b+({(a+ H(b,c,d)+ X[k] + T[i]) <<s). */
/* BemnonHute cneayrouue 16 oneparuii */
[ABCD 5 433] [DABC 811 34] [CDAB 1116 35] [BCDA 14
23 36]
[ABCD 1 437] [DABC 4 1138] [CDAB 716 39] [BCDA 10
23 40]
[ABCD 13 4 41] [DABC 011 42] [CDAB 3 16 43] [BCDA 6
23 44]
[ABCD 9 445] [DABC 12 11 46] [CDAB 15 16 47] [BCDA 2
23 48]
/* Ular 4. */
/* Tlycto [abced k s i] 0603HauaeT oneparuio
a=b+({(a+bcd+X[k] +T[i]) <<s). */
/* Beinonuure cnenyrouye 16 onepauuii */
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[ABCD 0 649] [DABC 710 50] [CDAB 14 15 51] [BCDA 5
2152]

[ABCD 12 6 53] [DABC 310 54] [CDAB 10 15 55] [BCDA 1
21 56]

[ABCD 8 657] [DABC 1510 58] [CDAB 6 15 59] [BCDA 13
21 60]

[ABCD 4 6 61] [DABC 11 10 62] [CDAB 2 15 63] [BCDA 9
21 64]

/* 3aTeM BBINONHUTE ClIEAYIOLIHE ONepaLui CI0XKeHUs */
A=A+ AA
B=B+ BB
C=C+CC
D=D+ DD
end /* nukia no i */

Iar 5. Beixoa.

CeepTka cooliieHus: coaepxkutcs B peructpax A, B, C, D. Te.,
MBI HauWHaeM ¢ Mjiaamero Oaiita A M 3akaHUMBaeM cTapiuuM Oaii-
ToMm D.

OtuM 3aBeplaeTcs onucaHue aaropurma MDS.
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5. YITIPABJIEHUE KPHUIITOI'PA®PHYECKHNMMU K/IIOY A-
MU

IToMuMo BbIGOpa MOAXOASAIIEH A KOHKPeTHOH MHpopMaLuoH-
HOM CHCTEMBI CPeACTB KpUNTOrpapuyeckoi 3aluThl HHGOpMAaLUHY,
BakHOW TNpoOsieMoii siBisieTcss ynpapneHue knouyamMu. Kak Obl HU
Obla CJIOKHA U HaJe)KHA camMa KPUINTOCUCTEMa, OHA OCHOBaHa Ha
UCTONB30BaHNU Kimouel. Eciu ans obecneueHus koHpHAeHIMAb-
Horo obMeHa wH(popMauueii Mexxay ABYMs IOJIb30BaTENsIMH IIPO-
Hecc 0OMeHa KIII0YaMH TPUBHAJICH, TO B HHPOPMALIMOHHOI cHcTeMe,
rie KOJIMYECTBO IIOJIb30BaTeleld COCTaB/IseT COTHU U THICIYM,
yIpaBieHUe KII0YaMH - cepbe3Has Ipobiema.

Iox xniouesoili unghopmayueii MOHUMaeETCd COBOKYITHOCTh BCeX
neiicteyromux B MC wmoueil. Ecnn He ofecrnieueHo AOCTaTOYHO
HaJe)KHOE YIpaBlieHHe KITIOUeBOii WHpOpMalKeii, To, 3aBlajieB elo,
3JIOYMBIIIJICHHHK TIOJIyYyaeT HeOrpaHWUYEHHBIH NOCTYI KO BCEH HH-
dhopmarmu.

Vnpaenenue xniouamu - UHPOPMALIMOHHBIH TpOLECC, BKIIIOYAIO-
K B ce0st TpU dN1eMeHTa:

— TeHepaluIo KIouel;

— HaKOIUIeHHE KITIoUel;

— paclpeneneHne KIouei.

H3BeCcTHO, YTO HE CTOUT HCIONB30BaTh HeCIy4aiiHble KIIOYU C
LeJIBIO JIETKOCTH MX 3alloOMUHaHUsA. B cepbe3HbIX HHHOPMALIIOHHBIX
CHCTEMax MCHOJIB3YIOTCS CelHalibHbIe anmnapaTHble M MporpaMM-
Hble METOABI FeHepalliy ClTy4YaliHbIX Kmtoyeil. Kak npaBuiio ucnosnb-
sytor gatyukd [ICY. OmHako cTeneHb ciy4yalHOCTH UX IeHepaLud
JOJDKHA OBITH JOCTATOYHO BHICOKMM. MaeanbHBIM reHepaTopaMu
SIBJIIOTCS YCTPOIMCTBA HA OCHOBE «HATYPAJIbHBIX» CIIy4aiHBIX IIpO-
neccoB. Hampumep, mosBuiuch cepuiinble oOpasibl TeHepalyu
KJIIoYeil Ha OCHOBe benoeo paduouryma. OU3NYECKU JaTYMK CIIy-
YaliHBIX YMCeN BCTPOeH B sapo mnpoieccopa Pentium-III. Ipyrum
CIy4yaliHBIM MaTeMaTH4eCKUM OOBEKTOM SBISIOTCA AECATUYHBIE
3HAaKW TPAHCLEHJEHTHBIX YHCell, HaIpUMep T WIH e, KOTOpble BBI-
YUCJISIOTCS € MOMOLIBIO CTAaHJAPTHBIX MaTEMaTHUYECKHX METO/O0B.

B UC co cpeanumMu TpeOGOBaHUSAMH 3alLUMIIEHHOCTH BIIOJIHE NIPU-
eMJIeMbl TIPOrpaMMHBI€ FeHepaTophl KITIoUYeH, KOTOpble BBIYMCISAIOT
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IICY kak crnoxHyr0 GYHKLMIO OT TeKyILero BpeMeHHU U (IWIH) YHUCa,
BBEACHHOTO MOJIb30BATENIEM.

Ilon naxonnenuem xnroyeli TOHUMAETCS] OpPraHU3aLlUsl UX XpaHe-
HUSL, yYeTa U yAaleHusl.

ITockonbKy KIIOY SIBJSIETCSl CAaMBIM IPUBJIEKATETBHBIM AJIS 3710
YMBIIUIEHHHKAa 00BEKTOM, OTKpPBIBAIOLIUM €My IYyTh K KOH(HAEH-
LHaAJIBHOH HH(OpMAaIHH, TO BOPOcaM HaKOIUIEHUs KITIoUe cnenyeT
yaenarb ocoboe BHUIMaHHe.

Cexpemmnuie KI104U HUKO20A HE OOMINCHBI 3ANUCHIEAMbCS 8 A6HOM
8ude HA HOcumesle, KOMOPbIL MONCEM ObiMb CUUMAH UIU CKONUPO-
8aH.

B nocrarouno cnoxnoit UC ogun momw3oBarenb MoxeT pabo-
TaTh ¢ OONBLIMM 00BEMOM KIIHOYEBOH HH(OpMAILINY, 1 MHOTAA JAaXe
BO3HHKAaeT HEOOXOAMMOCTh OpraHM3alliil MHHH-0a3 JaHHBIX IO
Kkmo4eBoil nHpopmauuu. Takue 6a3bl JaHHBIX OTBEYAKOT 32 MPUHS-
THE, XpaHEeHHe, yUeT U YAaleHHe UCTIOIb3YEMBIX KITFOYEH.

Hrak, Bcst nHpOpMarmst 00 UCMONB3yeMbIX KITHOYaX J0/KHA Xpa-
HUTBbCA B 3amm@poBaHHOM Buzae. Kirouw, 3amudpoBsiBaroiiye
KJII04eBYI0 HMHGOpMALMIO HAa3bIBAlOTCS Mmacmep-kmovamu. JKena-
TEJIbHO, 4TOOBI MacTep-KIIOYM KaKIplil I0Jb30BaTelb 3HAN Hau-
3yCcTh, 1 HE XPaHWI UX BOOOIIE HAa KaKUX-IUOO MaTepUalbHBIX HO-
CUTETIX.

OdeHb BaXXHBIM YCJIOBHEM 0€30MacHOCTH UHGOPMALIMH SBIISIETCS
nepuoauueckoe obHoBieHue KiodyeBoii uadopmanmu B MC. Ilpu
3TOM IepeHa3HayaTbcsl JOJDKHBI Kak OOBIYHBIE KIIIOYH, TaK M Mac-
Tep-Knoud. B ocobo orBercTBenHsix MIC oOHOBieHME KitoueBOH
HHGOPMALIH XKeJlaTeJIbHO JeNIaTh €XeIHEBHO.

Bonpoc 00HOBEHUS KITIOYEBOI HHGOPMALIMHM CBS3aH U C TPETh-
MM DJIEMEHTOM YIPaBIeHUs KJIIOYaMH - paclipelieieHHeM KiIouei,
KOTOPpbIi OyaeT noapoOHO pacCMOTPEH HIKE.

i omucaHus aJITOPUTMOB U METOJIOB B 3TOM NYHKTE HaM I0-
TpeOyIOTCS clieAytolie 0003HAUCHHUS:

1N - UAEHTU(UKATOP CTOPOHEI A;

Da - cekperHoe KpunronpeoOpa3oBaHHe CTOpPOHBI A (C HC-
MOJIB30BAHHUEM CEKPETHOI'O KJIH04Ya aCUMMETPUYHOH KpHI-
TOCHUCTEMBI);

EA - oTkpeiToe KpunromnpeoOpa3oBaHHe CTOPOHBI A (¢ Hc-
MOJIB30BAHHEM OTKPBITOTO KIII0OYa ACHMMETPUYHOHN KpHI-
TOCHUCTEMBI);
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Ta - BpeMeHHOI LITaMII CTOPOHBI A;
Ra - ciywaiiHoe 4KCIiO, BEIOpaHHOE CTOPOHOH A.

5.1. O6b1YHA" CHCTEMA YNIPABJIEHAS KIKYAMH

Pacnpenenenve wiroueii — cambplii OTBETCTBEHHBI IpoLecC B
yrpasiieHuH KitoyaMi. K HeMy npeabsBisitoTcs 1Ba TpeOOBaHUS:

1. OnepaTHBHOCTb H TOYHOCTB PacIpee/ICHNUS,;

2. CKpBITHOCTB pacripelieNiieMbIX KIoUeil,

B pamkax cMMMeTpHUYHON (OJHOKITIOUYEBOI) cHcTeMBbl MHUpOBa-
HUSA JBYM TIOJb30BaTelIAM, >KEJAIOIUM YCTaHOBUTH Oe30macHoe
B3alMOEeNCTBHE, HEOOXOMUMO CHavajla YCTaHOBHUTH Oe30macHbIi
oOmuii xiou. OnHOM U3 BO3MOXKHOCTEH SBJISETCS HCIONb30BaHUE
TpeTbell CTOPOHBL, Takol Kak Kypbepa. Ha mpakTike rno coobpaske-
HUAM 0e301acHOCTH HeOOXOIUMO BpeMs OT BpeMEHH MEHSTh KITIOY,
DTO MOXET ¢/IeNiaTh UCIOIb30BaHHE Kyphepa WiIH JApYyroi moaooHoi
CXEMbI JOPOTOCTOSIIUM U He3(h(heKTHBHBIM.

ANbBTepHATUBOH SBISETCS MOMyYeHHE [BYMs II0JIb30BATESIMU
ofl1ero KiYa OT LEHTPAJIbHOIO OpraHa — LIEHTpa paclipele/ieHus
kmoyelt (LIPK), ¢ momormpto KoToporo oHM MOryT 6e30macHoO B3au-
MojeticTBoBaTh. Jist opraHusanuu ooMeHa AaHHbIME Mexay LIPK u
MOJb30BaTeIeM MOCAEAHEMY MPU PErucTpalvy BbIEISETCS CHeLU-
alBHBIM KITIOY, KOTOPBIM IHGPYIOTCS COOOLIeHUs, MepeJaBaeMble
Mexay HUMH. [ToCKONBKY KaXAOMY TNOJB30BATENIO BBIAEISIETCS OT-
JeJIbHBIA KITIOY, ero KOMIIPOMeETAallysl He MpUBeIeT K 0cob0 Henpu-
STHBIM TOCNIEACTBUSAM. Cllaboe MeCTO 3TOro MOAXoJa 3aKTouyaeTcs
B cneaywomeM: B LIPK, obnapatomuii nocTymoM K KiIoyam, BO3-
MOXXHO TPOHUKHOBEHHE 3JI0YMBIILIEHHUKA. BClencTBiHe KOHIEH-
TpaLUUH JOBEpHs OAHO HapylueHue 6e3011aCHOCTH CKOMIIPOMETHUPYET
Bcto cucreMy. Kpome toro, [IPK moxeTt, Hanpumep, aonroe BpeMs
Y4acTBOBaTh B IACCUBHOM TOJACITYIIHBAHHUMY, TIPEKAE YeM 3TO OyneT
oOHapykeHO, XOTS 0Ka3aTh 3TO MOXKET OKa3aThCsl TPYIHO.

B Gonpmux ceTsx 3Ta MpoLEeAypa MOXET CTaTh Y3KHM MECTOM,
MOCKOJIBKY KaXXKAOW nape Ioib3oBaTenel, Hy)kaatoueics B KiIoye,
Heo0X0AUMO XOTs Obl OIMH pa3 0OpaTUTHCS K LEHTPAJBHOMY Y3IIy.
Kpome toro, c6oii eHTpaJbHOTO OpraHa MOXKET pa3pyLUUTh CHCTe-
My pacnpeneiieHus kmoueil. Hepapxuueckas (IpeBoBHAHAs) CHCTe-
Ma C TOJIB30BATEIAMH, HAXOAALIUMHUCS Ha JINCTBAX, U LIEHTPaMHU
pacripeesieHds KIIo4eil B MPOMEXYTOYHBIX y3JaX SIBISETCS OJHUM
U3 croco00B cMsArdeHust 3Toil npobnaemel. OQHAKO, 3TO CO3aeT HO-
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BYI0 MpobGiieMy 0€30MacHOCTH, NOCKOJBKY CO3JaeTcss MHOXKECTBO
TOYEK BXOJa JUIs 3J0yMbIlUIeHHUKa. bornee Toro, naHHas cucrema
Oyner HedpdEeKTHBHOM, eclM mapa 4YacTo B3aUMOJEHCTBYIOIIMX
nonb3oBateneil He OyaeT HaXOAWThCS B OJHOM MOAJepeBe, IO-
CKOJIbKY B 3TOM CJIy4ae KOpeHb JAepeBa BHOBb OKaKETCS Y3KUM Me-
CTOM.

HexoTopble U3 3TUX HEJOCTATKOB MOXKHO YCTPaHUTh, IPUMEHUB
MOAXOA K paclpeAeeHUIO KItouel, OCHOBaHHbIHM Ha CUCTEMax ¢ OT-
KPBITBIM KJTIOYOM.

5.2. YnpasieHue KJ1109aMH, OCHOBAHHOE HA CHCTEMAX € OTKPhI-
TBIM KJIIOY0M

o ucnonp30BaHUS KPUNITOCHCTEMBI C OTKPBITBIM KIIIOYOM JJIS
oOMeHa OOBIYHBIMH CEKPETHBIMH KJIOYaMH Tojib3oBaTeid A u B
JIOJIKHBI OOMEHSATHCSA CBOMMH OTKPBITHIMH KJTFOYaMHU. DTa npodiiemMa
rpoiie, YeM OOMEH CEeKpEeTHBIMU KJTIOYaMH, MOCKOJBKY OTKpPBITHIE
KIIOYM He TpeOYIOT CEKPeTHOCTH IpU XpaHEHHWH W Iepejaue.
VYrpaBneHHe OTKPBITBIMH KIIIOYaMH MOKET OBITh OPraHH30BaHO C
TOMOIIBI) ONEpPaTHBHONW WJIM aBTOHOMHOH CIIY’)KOBI KaTaJIOTOB,
TMOJTE30BATENIM MOTYT TakKe OOMEHHMBATHCS KJIHOUAMH HEMOCpencT-
BeHHO. OnHaKo, MpobieMoii 31ech ABJSETCS ayTeHTHYHOCTh, Eciu
A nymaer, uto Ec¢ B nelicTBurensHoCcTH siBiseTcs Eg, To A MoxeT
samndpoBats cooOmmeHne ¢ nomoulsio Ec U HeHamepeHHO OaTh
B0o3MOHOCTH C paciun¢poBars coodiienue, ucnonssys De. Bropoit
npoOieMoii sBisieTcsl LeMOCTHOCTh: Miobas omnbka B epegaye oT-
KPBITOTO KIIOYa caenaer ero Oecrone3HsM. [losToMy skenarenbHO
HaJlnure Kakoi-mibo gopMbl oOHapyxeHUs omuOok. BHe 3aBuch-
MOCTH OT CXEMBbI, BHIOpaHHOH IS pacripeie/ieHUs] OTKPBITBIX KJTHO-
yeif, Ckopee BCEro Ha KakOM-IMOO »Tare OyAeT y4yacTBOBATh LiEeH-
TpajibHBIM opraH. OmHako, OOMEH OTKPBITBIMH KIIOYaMH MEXIY
MOJIB30BATENIIMH He TpeOyeT yuyacTHs LEHTPalbHOTO OpraHa, Io-
CKOJIBKY OCHOBHOM Tp00JieMOli ABJIsIeTCS ayTeHTHYHOCTh, ClienoBa-
TeJTBHO, MOCJIEACTBUS KOMIIPOMETAIIMH LIEHTPaJIbHOrO opraHa OyayT
HE CTOJIb TSHKEJIBIMH, KaK B ClIy4ae OOBIMHOM KITIOUEBOM CHCTEMBL

Eme ogHuM acnieKToM npoOyieMsbl SBIsieTCS JOCTOBEPHOCTH: OT-
KPBITBIM KJTIOU TOJIb30BaTElsl MOMKET OKa3aThCs HeTOCTOBEPHBIM
BCJIEICTBHE KOMITPOMETAIIMH COOTBETCTBYIOIIETO CEKPETHOTO KITHO-
Yya WK N0 KaKoH-TMOO HHOW NMpHYMHE, HAallpUMep, H3-3a UCTEUECHHUS
cpoka JeiicTBUs. DTO co3faeT mpoOiieMy yCTapeBIIMX AAHHBIX B
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cilyyae, eclid OTKPBIThIE KIIOUH XpaHATCSA WM JOCTYIl K HUM OCY-
LIECTBISIETCS Yepe3 KaTallor.

B kauecTBe mpuMepa MOKHO MPHUBECTH MPOTOKOJ 0OMeHa KITHO-
yoM Muddu-Xemmana. CuCTEMHBIME IapaMeTpaMH 3TOTrO MPOTO-
KOJIa SBJISKOTCS OOJIBLIOE POCTOE YHCIIO p U YUCTIO g, SIBIISIOLIeecs
NIPUMUTHBHBIM 31eMeHTOM GF(p).

[Iycts Tenepr mone3oBarenu A U B skemaroT moay4yuTts oOLIwiA
cekpeTHbIl Koy, CHavama A reHepupyeT ciiy4aiiHoe 4HcIiIo a, KO-
TOpO€ OH JIEPXKHUT B cekpere, a B reHepupyer ciyyaitHoe uucio b,
KOTOpPO€ OH TakkKe ACPXKUT B CeKpeTe. 3aTeM OHHU BBIYUCIIIOT
g°modp u g’ modp COOTBETCTBEHHO ¥ IepeNalOT BBIYMCIICHHbIE
3HA4YeHHUs OpYr OPYry, NPHYEM 3TO MOXKHO CHENAaTh MO OTKPBITHIM
kaHajiaM cBs3d. [locsie 3Toro A Beruuchser k,, = (gb mod p)” mod p,
a B Boiuncnser ky, = (g mod p)’mod p. Tockonbky kuy = ke =k, y A
U B teneps ecTh 0011 ceKpeTHBIN KITIOY .

IIpotokon Auddu-Xenamana, ONHAKO, SIBISETCS YSI3BUMBIM LIS
aTtaku, HasblBaeMoW '"uelioBek B cepeauHe". 3noyMbiluieHHUK C
MOJKET MEpeXBaTUTh OTKPBITOE 3HaY€HHeE, NocklIaeMoe oT A Kk B, u
MociaTh BMECTO HEr0 CBOE OTKPBITOE 3HaueHHE. 3aTeM OH MOXKeT
MepexBaTUTh OTKPHITOE 3HAUEHUE, NochlIaeMoe oT B k A, U Takxke
Moc/aTh BMECTO HErO CBOE OTKphITOE 3HaveHue. Tem cambiM C mo-
JTy4ydT oOIiue ceKpeTHble KIoYH ¢ A 1 B U cMokeT uuTaTh Wwin
MOIUGbHUIMPOBATE COODIIEHHUS, TiepelaBaeMble OT OJHOM CTOPOHBI K
Jpyrou.

5.3. IIpoTokoj1 06MeHa ceKPETHBIM KJIIOYOM

s 3amuTel OT araku, ONHMCAaHHOH B NpeABIAYyLIeM IYHKTe,
MO>KHO HCTIONIB30BATh clieAyoluii npotokoi. [Ipu 3Trom npeamnona-
raercs, 4To A U B 065anaoT BO3MOKHOCTBIO IIPOBEPUTH AYTEHTHY-
HOCTB OTKPBITHIX KJIIOU€H ApyT Apyra.

[Ipennonoxum, uro A u B xenarot onpeaenuTs oOIMA cexpeT-
Hei#i ko4 (K). TIpeanonoxum aaniee, 4To OHU NMOJYYUSIHA OTKPBITHIE
KIIIO4YM JIpyr Apyra. Temepp MOXHO HCIOJIb30BaTh TPEX3TAIHbBII
MIPOTOKOJI PYKOTIO>KATHSL.

A Moxet nocsiath B coobmenne C=Ep(Ra,l5), rne Ez — npoiie-
Aypa mHppoOBaHUs C OTKPBITHIM KTouoM B, I, — upentudukarop A
u R, — cnyuaiinoe uucio. Teneps B moxet pacmudpoBats C u 1mo-
ayuuth [A. Teneps B BeiOupaer ciyuatinoe uncio Rg v moceutaer
C'=Ea(Ra;Rg) A. Ilocne paciudpoBanus C' A MOXKET B peallbHOM
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BpeMeHH MPOBepUTh, 4To B monmyumnn R,, nmockonbky Tonbko B Mo-
ket pacumudposats C. Hakonen, A noceiiaer B C'=Eg(Rg), 1 koraa
B pacumdpyer C" 0H cMOXeT IpOBEPUTH B peaIbHOM BpPEMEHH, UTO
A monyuun Rg, mockonbKy Tosibko A MoxeT paciuudposats C'. Tem
cambiM A U B ayreHTHhUIMpOBaM APYT ApYra, T.€. KaXAbli U3 HUX
3HAET, YTO OHU OOLIAIOTCS HIMEHHO ApYT C JPYTrOM.

Teneps A noceutaet B Ep(DA(K)), B pacummdpossiBaer coobiue-
Hue u nonyvaetr K. JlaHHas mpouenypa obecreunBaeT Kak CEKpeT-
HOCTb, TaK M ayTEHTUYHOCTH IIpU 0OMeHe KmouoM K.

PaccMmoTpeHHast BhIle MpoLeaypa sBseTcs BapUaHTOM TakK Ha-
3BIBAEMOT0 MEXaHHM3Ma '"3alpoc-OTBET", KOTOPBIA 3aKiIiouaeTcs B
TOM, UTO JJIf ayTeHTH(UKALMK KOHTpareHTa MoJjib30BaTeNb Hallpas-
JISIET €My HEKOTOpOe HempejckazyeMoe 3apaHee cooOleHHe, Ha KO-
TOpO€e TOT JOJKEH JaTh OTBET, BHINOJIHUB HEKOTOPYIO 3apaHee 00y-
CJIOBJIEHHYIO omepaluio Haj coolieHuem-3anpocoM. Ilocne nomy-
YeHHUs] OTBETa MOJIb30BaTelIb MOXET OBITh YBepeH B NOJIMHHOCTH
ceaHca cBs3u. HemocTaTKOM 3TOro MeTOAa SIBJIETCS BO3MOXKHOCTH
YCTaHOBJIEHHS, XOTS U CJIOKHOM, 3aKOHOMEPHOCTU MEKAY 3allpOCOM
U OTBETOM

5.4. Ucnoab3oBanne cepTHPHKATOB

MeTon DOCTHXEHHS OHOBPEMEHHO ayTEHTUYHOCTH U LIEJIOCTHO-
CTH TIpPH paclipele/ieHHH OTKPBITHIX KIIoUeH 3aKII04aeTcs B UCTIONb-
30BaHUM cepTH(dukaToB. CHcTeMa, OCHOBaHHas Ha cepTUdHKaTax,
MpeArnoiaraeT, 4ro umeercs LeHTpaypHbI oprad (L1O), kak u B
cllydae pacrpefeneHus ceKpeTHbIX Knoueil. Jlanee npeanonaraercs,
YTO KaXABIA TOJIb30BaTeNb MOXKET OCYIIECTBIATh Oe30macHoe
B3aumogaeiicteie ¢ L1O. DTo OTHOCUTENBHO MPOCTO cAenarh, IO-
CKOJIBKY AJIS1 3TOTO TpebyeTcs TOJIBKO, UTOOBI y KaXJ0TO MOJIb30Ba-
tenst 6611 oTKpBITHIH Ki1tod 1O — Ejyo. Toraa xaxaslii nosis3oBaTesib
A Moxer 3apeructpupoBats B 11O cBoit oTkpbITHIH Kiatou Ea. Io-
CKOJIbKY E4 SIBIISI€TCSI OTKPBITHIM, 3TO MOKHO CAENaTh 1O MOoYTe, MO
OTKPBITOMY KaHaly 3MeKTPOCBA3H H T.II.

OO6biyHO mpu peructpauuu B LIO A OyzmeT crnemoBaTh omnpene-
JIEHHOW ayTeHTH(HKALMOHHON mpoleaype. AJbTepHaTUBHBIM BapH-
aHTOM MoOeT ObITh 00pabOTKa perucrpalid CUCTEMOH, UMeloIleH
JOpeBOBUAHYIO cTpykTypy: LIO BbImaeT cepTUUKATHl MECTHBIM
NpeACTABUTENSIM, KOTOphie B JajbHelIleM AeHCTBYIOT B KauecTBe
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MOCPEIHUKOB B TIpoLiecce perucTpaldd IoJib30oBarens Ha Oonee
HU3KHUX YPOBHSX HEPapXUH.

B mobomM cnyyae, B oTBeT A monyudaeTr cepTudHKaT, NOAIUCAH-
et O u conepxammii Ex. T.e., HO dbopmupyer coobuienne M,
conepxaiee Ea, unentudukanmnonnyro uHpopmaimio mit A (In),
nepuon paedcTBus ceprudmukara M T.a1. 3areM LlO Beiumciser
CERT 4=Dy;o(M), xoTtopslii u ctaHoBUTCS cepTHdukatoM A. CERT,
JenaeTcs oOLEeNOCTYITHBIM JOKYMEHTOM, KOTOpBIH comepXuT Es u
OJIHOBPEMEHHO ayTeHTU(HULHPYET €ro, MOCKOJIbKY cepTUhHUKaAT
noxnucad L[O. Ceprudukarsl Moryt pacnpoctpansatses IO, nmomns-
30BaTe/sIMM  WIM HCIIONB30BATHCSI B HEPAapXUUECKOH CHUCTEME.
Brmouenue cpoka aelcTBus siBiseTcsl 0000IIeHHEM BPEeMEHHOTO
mramna. BaKHOCTE BpeMEHHOTO 1ITaMma 3aKk/Iio4aeTcs B 3allyTe OT
HCTONB30BaHHUs CKOMIIPOMETHPOBAHHBIX KITFOUEHL.

Opnnako, mpobiema ycTapeBIINX JaHHBIX HE MOXKET OBbITh pelleHa
TOJIBKO € MOMOIIBI) BPEMEHHBIX IITAMIIOB, IOCKOJBKY CepTU(hHKAT
MOJKET CTaTh HEACHCTBUTENILHBIM 10 UCTEUYEHHS CPOKA €ro JeHCTBUS
BCJIEACTBHE KOMIIPOMETAIMM WM MO aJMHUHHCTPATHUBHBIM IPHUYH-
HaMm. [TosToMy, ecnu cepTrdUKaTHl XpaHSTCs y MoJb30BaTeNeii (a He
BbIAalOTCs Kaxaplii pa3 1O npu ux ucnonszoBanum), 1O gomxen
BpeMs OT BpEMEHH IMyOJIMKOBaTh CIIMCKM aHHYJIMPOBAaHHBIX CEPTH-
¢ukartos.

HekoTtopblie cBOICTBa pacCMOTPEHHBIX CXEM MOTYT OBITH 00be-
JUHEHBI B MOJXOMA, U3BECTHBII 0] Ha3BaHHEM «TenedoHHbIH crpa-
BOYHHK», C HCMOJB30BAHUEM 3JIEKTPOHHOTO SKBHUBAJEHTa, TaKOTO
Kak THOKUU JAWCK, colepalluil cepTUdHKaThl. JTO OOJEryuT Hc-
MOJIB30BaHKE, MOCKOJNBKY MOJB30BATENIb CMOXKET OBICTPO CBA3ATHCS
¢ ApYruM, O4YeHb OBICTPO MOJy4as AOCTYH K cepTHdUKATy mocien-
Hero. Onnako, u B 3ToM cityyae LIO nosmkeH BBITYCKaTh «ropsive
crckmy». Ileproauyeckoe pacnpocTpaHeHHe CIIMCKOB cepThdUKa-
TOB OyAeT MpeAcTaBsTh coOOH OTAENbHBIN yIpaBlIeHUECKHH Mpo-
necc. Kpome Toro, 6e3onmacHocTs NOJOOHOH CXEMBI OIpenesieHHO
HAXOJAUTCS MOJ BOIPOCOM, IOCKOJBKY 3J€MEHTHl Tene(poHHOro
CIPaBOYHHKA MOTYT COJAEPKaTh OIMOKH WM OBITh HAMEPEHHO H3-
MEHEHBI.

5.5. IIpoToKoJ/IbI ayTEeHTH(PHKALHH

IIpeanonoxum, uro A >kenaeT ycTaHOBUTH CBsi3b ¢ B. Ilpenmno-
JIOKHUM Jajiee, YTo A MOyYrl cepTHPUKaLMOHHBIN yTh OT A 10 B,
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HarnpuMmep, 06paTI/IBHJI/ICI> K KaTaJjiory, 1 uCnoJib30BaJl 3TOT IIYyThb AJIs
MOJIy4Y€HHUsI OTKPBITOI'O KJIKO4Ya B.

Ilycts

Ia - UOEHTU(HUKATOP CTOPOHBI A;

Da - CEeKpeTHOE KPUITONpeoOpa3oBaHHE CTOPOHBI A
(cexpeTHbI KIToy);

Ea - OTKpBITOE KpHUNTONpeoOpa3oBaHHE CTOPOHBI A
(OTKpBITBIH KITIOY);

Ta - BpEMEHHOMH IITaMIl CTOPOHHI A;

Ra - Clly4yaiiHOe YHCI0, BBIOpaHHOE CTOPOHOH A.

Ca - cepTUdHUKaT CTOPOHBI A

Is - UAEHTU(HUKATOP CTOPOHHI B;

Dy - CeKpeTHOoe KpunTonpeoOpa3oBaHHe CTOpPOHBI B
(cexpeTHBIH KII0Y);

Eg - OTKpBITOE€ KPUOTONpeoOpa3oBaHHE CTOPOHBI B
(OTKPBITHIH KJTIOY);

Tg - BPEMEHHOM LITaMIT1 CTOPOHHI B;

Ry - Clly4aiiHOe YHci0, BBIOpaHHOE CTOPOHOH B.

Hpnentndukaropsl — 3T0 yHUKaJIbHbIe IMeHa A U B. BpemenHoii
[ITaMIl, BKIIIOYaeMbIH B cooO1LeHre M, COIep >KUT Takoke JaTy UCTe-
YyeHust cpoka aeicTBust M. JoMoTHUTENBHO OH TaKXKe MOXKET BKJIIO-
yath BpeMs cozgaHus M. CiydaliHbie Yyrciaa MOr'yT OBITh 3aMEHEHBI
MOC/Ie0BaTEIbHBIMU YHCIIAMH, KOTOPbI€ HE JOJDKHBI IIOBTOPSTHCS B
TeUYeHHE CPOKa JEeHCTBHS, YKa3aHHOTO BO BPEMEHHOM LUTAMIIE B TOM
JKe ceaHce CBSI3H.

Torma OAHOCTOPOHHMII NPOTOKON ayTeHTH(HUKAMU OyJaeT Bbl-
[JISAETH CleAyIOUUM 00pa3oM:

Ilone3oBatens A:

1. Beibupaer Ry;

2. ®opmupyer coobmenue M = (T, Ra, Ip, <maHHBIE>),
rae <paHHble™> MPOU3BOJBHEL. JlaHHBIE MOTYT OBITH 3a-
mudpoBaHsl ¢ oMokl Eg Ui cekpeTHOCTH, HaIpu-
Mep, koraa A nepenaer B xiou mudpoBaHus JaHHBIX.

3. Tloceutaet (C,a, DA(M)) nons3oBarento B.

IHonw3oBaTens B:

1. PacumdpossiBaeT Co u nonyuaet E,. IlpoBepser mary
OKOHYaHMS CPOKa JeCTBHs cepTUdUKaTa.
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2. Hcnonssyer Ex ans pacumdpopanust Dy(M), nposepsist
KaK MOIMHHOCTh MOATHCH A, TaK M LEJOCTHOCTh IMOJ-
MUCaHHOU NH(OpMaLMH.

3. [Ilposepser I, conepxkaineecss B M, Ha TOYHOCTB.

4. TIposepsier Tao B M.

5. JononuutensHo npoBepsieT Ry, cogepxarueecs B M.

Illupokoe pacpocTpaHEHHE OCHOBAHHBIX HAa HHTEJUIEKTYaTbHBIX
KapTax CHCTEM JAOCTYyINa AJis Pa3MyHOrO poAa NMpHIIOKeHUH (Kak
rpaXJaHCKOTO, TaK ¥ BOGHHOTO Ha3zHaueHHs) noTpeboBaio co31aTh
cxeMy obecrieueHus: OezomacHoU ayteHTHUKaimu cyonekta. Ilpu
3TOM CEKPETHBIM KIIOY BiIaAesblla KapThl CTAHOBHTCS HEOThEMIIe-
MBIM TIPU3HAKOM €ro JIMYHOCTH, M AJisi oOecneueHus 3aIliuThl OT
BO3MOKHOH KOMIIPOMETALIMK 3TOr0 Kimouya ObUT NpeIoKeH Psil
CXeM, Ha3bIBa€MBIX IPOTOKOJIAMH JOKA3aTe/IbCTBA C HYJIEBBIM pa3-
rJallleHHeM WIM ¢ HyJieBbIM 3HaHWeM (zero-knowledge proofs), B
paMKax KOTOpOro cyOBEeKT MOXET MOATBEPAUTH CBOHM MOJTHOMOYHS,
HE pacKpbIBas 3HAYEHHUS CBOETO CEKPETHOTO KITtoYa.

IlepBass cxema nomoGHoro poaa Oblna mpemioxkeHa B 1986 r.
®eiire, ®uatom U lllammpom. CyTb €e COCTOUT B CHEAYIOLIEM.

s rpynmsl mosnb3oBaTesnieii, KOTOPbIM TNpHAETCS IOOKa3bIBaTh
CBOIO TIOMJIMHHOCTD, BBIOMpaeTcs Gonpoe (JumnHoi 6onee 512 6uT)
ciTyyaiiHoe LieJioe YMCIIO A, SIBIISIOLIeecs IPOU3BEACHHEM ABYX MPO-
CTBIX uKcesl. B mpouecce ayreHTH(UKALMN YyYacTBYIOT JIB€ CTOPO-
HBI: CTOPOHA A, JOKa3bIBAIOIIAs CBOK MOMJIMHHOCTE, U CTOpOHa B —
[IPOBEPSIOLLUH.

HoBepenHbii apOuTp (LEHTp pacrpenesieHus KIoyeii) BRIOpaeT
HEKOTOpOE LeJIOE YUCIIO V, SIBISIOIIEECs KBaJpPaTH4YHBIM BBIYETOM
1o Moy n, T.e. 3 x: x* = v (mod n), ¥ B3aHMHO TIPOCTOE C 1. ITO
3HaYeHHUe v repefaercs A B Ka4eCTBE OTKPBITOrO KiIt04a. 3aTeM BbI-
YUCISIETCS HaMEHblliee 3HaYeHUe §, TAKoe 4TO § = (v'l)” ? (mod n).
JT0 3Ha4YeHHe OYAET CEKPETHBIM KIIFOYOM CTOPOHBI A.

ITocne 3Toro MpOTOKON ayTeHTU(PUKALIUHN BBIITISLAUT CIIEAYOLIUM
obpazom:

1. Cropona A BeIOupaeT citydaiinoe uucio r: 0 <r < n. 3aTeMm

OHa BeIYHCHAET X = > mod 7 ¥ OTIpaBIseT ero cTopoHe B.

2. CtopoHa B noceinaer A cityyaiinbiii Out b.

3. Ecmu b =0, To A ornipasinisier B uncno ». Ecmu b =1, 10 A

otnpaensieT B y = r -s (mod n).
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4. Ecim b = 0, To B nposepsiet, uto x = #* (mod n), 4ToObI
yOenurbces, 4To A 3HaeT KBaApaTHBIA kopeHb u3 x. Ecnu b
= 1, To cTopoHa B mposepser, uto x = y*v (mod n), uToGHI
y6emUTECS, 4TO A 3HAET KBAJpaTHbIH KOPeHb U3 V.

Ilaru 1 — 4 006pa3yroT oAMH UMK NpoTokona. CTOPOHHI MOBTO-
PSIIOT 3TOT LUK / pa3 NPH pa3HbIX ClIy4alHbIX 3HaueHusx » u b. Ec-
JM CTOpOHAa A He 3HaeT 3HaueHus S, OHa MOXeT BbIOpaTh Takoe 7,
KOTOpOe€ NO3BONUT el 0OMaHyTh B B ciiydae b = 0 win b = 1, HO He B
oboux cilyyasx oAHOBpeMeHHO. BeposiTHOCT 0OMaHa B OJHOM LIUK-
ne coctapsier 0.5. BepoaTHocTh 06MaHa B ¢ MK/IaX paBHa 2.

HepocratkoM AaHHOH cxeMbl siBAsieTCss OOIBIIOE YUCIO LHKIOB
MPOTOKOJIa, HeoOXoAMMOe AJIs1 AOKa3aTesIbcTBa ¢ TpebyeMoii Bepo-
STHOCTBIO, €C/IM 3Ta BEPOSTHOCTh AOCTaToyHO Maja. Criocod, Tpe-
Oyromumii TOMBKO OHOTO payHaa oOMeHa, Ho Tpebyromuid 60nbLIero
obbema BbluMCIeHMH, Obul mpepoxkeH ['winoy u Kuckarepom
(Guillou, Quisquater).

Ilycts 1 — unentndukanmonHas nHGOpMaLs CTOPOHbl A (Win
3HauUeHHe ee XdUI-QYHKIMU), # — OTKPHITOE MpOU3BEIeHHE IBYX
CEKPETHBIX INIPOCTBIX YHCEN, V — OTKPHITOE 3HaueHHe (IOKa3aTesb
CTeNeHM).

CekpeTHBI} K104 g CTOPOHBI A BbhIOMpaeTcs Tak, uro I-g” = 1
(mod n).

CropoHa A otnpasiser B cBou naeHTH(dUKAINOHHBIE AaHHBIE 1.
IIpoTokon poka3aTenbCcTBa BRINIAUT CEAYIOLIIM 00pa3oM.

1. A BrIOupaer ciyuaiiHoe nesnoe #: Takoe, yto 1 <r<mn-—1wu

sorunciisier T =7 (mod n) ¥ OTIpaBIseT 3TO 3HAYEHHE CTO-
poue B.

2. B BeiGupaer ciyuaiiHoe nenoe d: 1 <d <n—1 u oTnpasis-
€T 3TO YHCIIO CTOPOHE A.

3. A Beiuuciaser D =r gd (mod ») u OTIIpaBJILET 3TO 3HAYCHUE
B.

4. B Borunciser T' = DI (mod n) 1 npoBepsieT BHIIOJTHEHHE
paBesctBa T' = T. Ecnu oHO BHINONHSETCA, TO NMpoBEpKa
CUUTaeTCs 3aBEPLIEHHON YCIIEIHO.

B camom gene, T' = D'l = (rg)’' 1* = Pg®1* = " (Ig" =¥ = T

(mod n).
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Ecnu MbI nonaraeM, YTo Mosib30BaTeld CaMUd HE MOT'YT BHIOUPATh
cOOCTBEHHBIE KJTFOYHM, TO OHH JIOJDKHBI [10JIB30BATHCS YCIIYTaMH LIEH-
Tpa pacnpeneneHus wnouei. [IpoGnema 3akmouaercs B TOM, YTO
KJIFOYH JIOJDKHBI pacripefiesiThCs TaK, YTOObI HUKTO HE MOT oIpejie-
JIUTH, KTO MOMy4YHI Kakoil kmou. [Iponenypa pacnpeneneHus Kito-

5.6. AHoHHMHOe pacnpeae/ieHHe Kil0uel

Yyeil B 3TOM Ciiyuya€ MOXKET BBITTIIACTD TaK:

1.

2.

W

9.

A BbIOHpaeT napy <OTKpPBITBIH KJIIOY, CEKPETHBIH KIIOW>
(ans 3TOro NPOTOKOJIA OH JEPKUT 00a KIIoua B CEKpeTe).
LIPK renepupyeT HenpepbIBHbIH OTOK KJIIOYEH.

HPK mudpyer witouy, OOUH 3a OJHHM, CBOMM OTKPHI-
TBIM KJIFOYOM.

LIPK nepenaer 3amn¢poBaHHbIe KIIOUH, OAMH 3a OJHUM,
B CETh

A BpIOHpaeT K104 ClTy4aifHBIM 00pa3oM.

A mudpyer BHIOpaHHBIH K104 CBOUM OTKPBITBIM KITKO-
YOM.

A oxpjaeT HEKOTOpoe BpeMs M MOChUIaeT JBaXKAbI 3a-
mudpoBanHbIi KoY o6parHo B LIPK.

HPK pacmudpoBsiBaeT OBaXXKAb! 3alIH(GPOBAHHBIA KITIOY
CBOUM CEKPEeTHBIM KJIIOYOM, OCTaBJIsif KIIOY 3amudpo-
BaHHBIM OJIMH pa3 OTKPHITHIM KJIIOYOM A.

HPK noceutaeT 3amnpoBaHHbIH KIIOY Ha3aj MOJb30Ba-
Temo A.

10. A pacumpoBbIBaeT KIIFOY CBOUM CEKPETHBIM KITFOUOM.
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IJIOCCAPHUI

A

abelian group AGeneBa (=komMMyTaTuBHas) rpynna. I pynna, obna-
0anwas ceolICME8OM KOMMYMAMUSHOCTU ONEPAYUU.

adaptive chosen ciphertext attack Paznosuonocme amaxu no 6vi-
Opannomy wupposannomy mekcmy, npu KOMOpPOU KPpUnMOAHANTUMUK
umeem GO3MONCHOCb OUHAMUYECKU 6bIOUPAMb OMpe3KU WUpposaH-
HO20 MeKCma 6 3A6UCUMOCTYU Om pe3yIbmamos npeovioyue2o pac-
wugposanus.

adaptive-chosen-plaintext attack Paznosuonocmv amaxu no vi-
OpanHOMY UCXOOHOMY MeKCmY, HPU KOMOPOU KPURMOAHATUMUK UMeem
B03MONCHOCIb OUHAMUYECKY BbIOUPATL OMPE3KYU UCXOOHO20 MEKCMA 8
3a8UCUMOCIY OM PE3YTbIMANO8 NPeObIOYWe20 3auupposanus.

adversary [IpoTHBHUK, HApYIIUTENb.

AES (The Advanced Encryption Standard). HoBriif HarioHasib-
HbIi ctanaapt mwudposanus CLUA. Ilpunam ¢ 2000 200y. Ocnosan na
aneopumme Rijndael.

algebraic attack AnreOpauveckas araka. Memoo kpunmoananusa,
OCHOBAHHYIN HA MAMEMAMUYECKUX C80UCMBAX aneopumma wupposa-
HUA.

Alice Anuca. Hms, ucnonvzyemoe 0nst 0603HaueHUsl NePBOH CIMopo-
Hbl 8 Kpunmozpaguueckoii cucmeme. Iloopyza boba.

ANSI (American National Standards Institute). AMepukaHckuii Ha-
LHOHAJIbHBIH MHCTUTYT CTaHAApPTU3alMU. Ymeepoicoaem 6 mom uucine
CMAaHOAapmyvl HA ANZOPUMMBL UUPPOBAH Y.

attack Araka, kpuntoartaka. [lonvimka npeoooneHUs Kpunmozpa-
Quneckoi sauumui.

authentication AyrteHTHduKalMA. Ycmanosnenue RNOONUHHOCU
coobwenuli u 06veKMOo6 (A8MOPCMEa u YeroCMHOCMUY).

B

biometrics buomerpus. Hayxa 06 ucnonvzoganuu 6uonocuyeckux
NPUBHAKOB (20710C, OMNEYAMKYU NANbYES, PUCYHOK PAOYIHCHOU 0O0I0UKU
anasa, 2eomempust pyku) Oiisl UOeHMupuUKayuu noab308ameeil.

birthday attack Artaka “neHs poxnaenus”. Paznosuonocms 1060601
amaku, NO360NAIOWAS COKPAMUMb KOIULECIEO Nepedupaemuix Koye

141



(xomopule 00MHCHVL 0Opazosvieamy noayepynny). OcHoeana na napa-
0oKce “OHsl pOJKCOeHUA”: epOAMHOCHb MO20, YMo 6 cpynne u3 24 ye-
J106€K 080€ POOUNUCH 8 O0UH OeHb 200a npesviiaem 0, 5.

blind signature scheme Cxema crenoi noanucu.

block cipher bnounsiii mmdp. Ocroenoul knacc cummempuuHvix
KPURMOCUCIMEM, Peanu3yloujux NOOCMAHOBKY DONbUUX OBOUUHBIX GEK-
mopos (610k08) 06biuHO OMUHOI0 64 bGum u 6onee.

block bnok. ITocneoosamenvnocme 080UUHBIX CUMBON08 PUKCUPO-
BAHHOU ONUHDbL.

Bob bo0. Hms, ucnonvzyemoe ona 0603nayenus 6mopoii CmopoHbl 8
Kpunmozpaguueckoii cucmeme. [[pye Anucut.

boolean expression byseBo BripakeHue.

brute force attack JloGoBas araka. Kpunmoamaka, 0CHOBAHHAA HA
nOIHOM nepebope 6cex Kuouel Wil UHbIX NAPAMEMPOS, HEOOX0OUMBbIX
0151 OUCKpeOuUmayuu KpUnmoCcucmemui.

C

CA cwm. certifying authority

CAPI Kpurrrorpadbuueckuii nmporpaMMHBIH HHTepdelc NpUKIaj-
HBIX TIporpamM. Humepgeiic, onucvisarwuii UCnOIb308aHUE NPUKTAO-
HbLLMU NPOZPAMMAMYU KPURMozpaguyeckux GyHKyul, 6X00auux 6 one-
PAYUOHHYIO CUCTEMY.

Capstone [Ipoexm npasumenvcmea CILIA no cozoanuio cemeiicmea
CMAaHOapmos Ha NYOIUUHYIO KpUNmMozpaguio, onpeoeeHnbvili 3aKOHOM
Computer Security Act 1979 200a. Cm. Clipper, DSA, DSS u Skipjack.

CBC (Cipher Block Chaining) Pexxum cuerienus 6;10koB mugpo-
BaHHOI'0 TekcTa [6oyHoro mudpal.

certificate revocation list Criucok OTO3BaHHBIX [0 HCTeYeHHUS
CpOKa rOJIHOCTH] cepTU(HKATOB.

certificate Ceprudukar. Dnekmponnvili OOKYMeHM, CEA3bI8AIOUUl
uoenmuguxamopui nNONL308ameneli ¢ Ux OMKPLIMbIMU KIIOYAMU.

Certifying Authority (CA) Llentp ceptudukauuu (yaocToBepsio-
muil UeHTp). Jluyo wiu opeanuzayus, YnoIHOMOUEHHAs 8bi0A8amMy cep-
muguxamoi.

CFB (Cipher Feedback) Pexxum obpaTHOi cBsi3u no mudpoBaH-
HOMY TeKcTy [6104HOrO Imudpal.

checksum KoHTponbHas cymma.
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chosen ciphertext attack Ataka no BEIOpaHHOMY [KpUITOAHAJIUTH-
KoM] WHUGPOBAaHHOMY TeKCTY. Kpunmoananumux umeem 603MOiC-
HOCMb NOOABAMb HA 6X00 YCMPOUCMEA Pacuu@dposanus 8blOpaHHbIl
UM WUPPOBAHHBIT MEKCM.

chosen plaintext attack Ataka nmo BEIOpaHHOMY [KpUITOAHAJIUTH-
KOM] UCXOJTHOMY TEKCTY.

cipher lIudp, anroputm mudposanus.

ciphertext IllndpoBaHHbIHA TEKCT.

ciphertext-only attack Ataka mo muppoBaHHOMY TekcTy. Kpun-
MOAHANUMUKY U36ECTEH MONbKO HEKOMOPbIl WUPPOSaHHbIT meKkCcm
6e3 coomeemcmayouje2o emy UcX0OH020 meKCcma.

Clipper IlIpoexm cozoanua muxponpoyeccopa é CIILIA, peanusyio-
we20 eOunbvLll NYOIUYHBLI CIAHOAPM WUPPOBAHUSA, C BO3MONCHOCTBIO
60CCIMAHOBNIEHUA WUPPOBAHHBIX OAHHBIX KOMNEMEHMHLIMU OP2AHAMU.

collision CtonkHoBeHHe, KoyuM3us. Ilapa mekcmos, umewux oou-
HAK0B0€ 3HAUEHUE XIUl-PYHKYUU.

commutativity KommyratuBHocTs. He3agucumocme pe3ynvmama
onepayuy om nopsaoKa ONepaHoos.

compression function dyHxuMs cxaTHsl.

compromise Kommnpomerauus. Heowcenamenvuoe  packpvimue
KPURMOSpaguuecko2o Knioya uiu UHOU cekpemuoll ungopmayuu.

computational complexity BrruricnurenbHas c0KHOCTb.

concatenation Konkatenatys. Coedunenue nocnedosamenbHocmei
CUMBOJI08.

covert channel CexpeTHblif kaHaL

CRL cwm. certificate revocation list.

cryptanalysis Kpunroanamus. Ompacav 3nanuii, usyuaowas ma-
memamuyeckue Memoowl 8310ma wugppos u cucmem L1

cryptography Kpunrorpabus. Ompacav 3nanud, usyuaowas ma-
memamuyeckue Memoobl Npeodpa308aHUs UHGOPMAYUY, UCKTIOUAIO-
wue ee npoumenue 6e3 3HAHUS KIIOYA, A MAKHCE MEMOObL obecneyenus
HOONUHHOCMY U YeNOCMHOCTHU UHPOpMayULL.

cryptology Kpunronorus. Hayka, eéxmouaiowas Kpunmozpaguio u
KPURMOAHANU3.

cryptosystem Kpunrocucrema. Cemeticmeo obpamumeix npeobpa-
308AHUT UCXOOHO20 TMEKCIMA 8 WUPPOBAHHDBIT, KANCOOMY U3 KOMOPLIX
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CONOCMas/ieH Kov.

D

Data Encryption Standard Cm. DES.

decryption Ilpouenypa, oOpatHas m1dppoBaHUIO.

DES (Data Encryption Standard). HauioHanbHbIi# cTaHmapT mug-
poBanust CLUA. Brounviii wughp, paspabomannwiii 6 70-x 2o0ax coeme-
cmuo gupmoii IBM u npasumenvcmeom CLLUA. [{nuna o6noka - 64 6um,
Koua - 56 oum. B nacmoswee epemsa samenen cmanoapmom AES.

dictionary attack Artaka no cinoBapio. Pasnosuonocme memooa ne-
pebopa, 8 KOMOPOM 3HAUEHUs KIIOUA LIOUPAIOMCS U3 CI08APAL.

differential cryptanalysis /[nddepeHunanbHpiii (WM pa3HOCTHBIN)
KpunToaHanus. OCHO8AH HA AHANU3e 3A6UCUMOCINU USMEHEHUS WUPPO-
6AHHO20 MEKCMA OM USMEHEHUs. UCXOOH020 mekcma. Bnepevie ucnomy-
306an Mepghu, ynywuwen Buxamom u Lllamupom ons amaxu na DES.

Diffie-Hellman key exchange Anroput™m [o6MeHa kmouom] ud-
¢u-XenmaHa.

digest CBepTka, AalifkecT [TeKcTa, cOOOIIEHHs, [T0CIeA0BaTeIbHO-
ctd]. Yucnoeas xapaxmepucmuxa mexcma, OObIYHO GbINUCHAEMAA C
HOMOWBIO X3Ul-QYHKYUU U UCNONBIYeMAas Ol NOCAeOYIoweli 3/1eKmMpOH-
HOUl noonucu.

digital cash CM. 351eKTpOHHBIE AEHBTH

digital envelope LludpoBoii koHBepT. [Ipomokon acummempuurozo
wupposanus KNoua, KOMopuvlil UCROIBLIYEMCS 3amem OISl CUMMEMPUY-
HO20 wugposanus.

digital fingerprint Cwm. digital signature.

digital signature DnextponHas uudposas noanuck. Kpunmozpa-
Quueckoe npeobpazosanue MeKCMa, UCKIIOUAIOUee HeCaHKYUuoHUupo-
8aHHOe U3MeHeHUe meKkCma 6e3 3HAHUSA KIoYa.

digital timestamp WmuroBcraska. /Jannsie, ykasvieaiowue Ha epe-
M5 CO30aHUA (OMRPABKU U M.0.) COOOWEeHUA.

discrete logarithm [uckperHsiii norapudm. Llenoe uucno, 6 cme-
neHb KOMOPO20 HYNHCHO B036eCMU OOUH dNIEMEHM KOHEYHO20 NOJA, YMO-
6b1 noIyUUmB OpY2oi.

discrete logarithm problem Ilpo6nema nuckperHoro jorapudma.
Mamemamuueckan 3a0aua noucka noeapugpma 8 6ONLUUX KOHEUHBIX
HOJIAX, HA CLOACHOCMU KOMOPOU OCHO8AHbI Kpunmocucmemvl JJuggu-
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Xennmana u Sne-I amans.

distributed key Pasznenennsiit xmou. Kurovegas ungpopmayus, co-
CMasHble Yacmu KOMopoU pacnpedenenbl MeHCOy YUACIHHUKAMU,

DOD (Department of Defense). Munuctepcteo o6opons! CLIA.

DSA (Digital Signature Algorithm). Aneopumm yugposoii noonucu,
OCHOBAHHYIH Ha npobieme Ouckpemuozo jozapugma. Peanuzosan 6
cmandapme DSS.

DSS Haumonanehsiii cranaapt LT CIUA. Ocnosan na anzopum-
me DSA.

E

ECB (Electronic Code Book) Pexum anexkmponnoi ko0upoeounoil
Kuueu [6nounoro mudpal.

ECC (Elliptic Curve Cryptosystem). [Acummerpuunas]| Kpunrocu-
cTeMa Ha JUTUITHYECKUX KPHUBBIX.

ECDL Cwm. elliptic curve discrete logarithm.

electronic money DnekTpoHHble AeHbI'H. Cucmema 3auUeHHO20
0bMeHa 6aHKO8CKOT UHGopMayuet.

elliptic curve cryptosystem Cm. ECC.

elliptic curve discrete logarithm (ECDL) problem IIpo6iema
JUCKPETHOTo jiorapudma Ha >JUNTHYECKON KpuBoil. [louck wucina m:
mP = Q, 20e P u Q - mouxku Ha 31MTURMUYECKOU KPUBOTI.

elliptic curve DunTuyeckas kpusasi. B kpunmozpaguu - muoxce-
Ccmeo mouex (X,y), yO081emeopaiowux ypasHenuio y' = x* + ax + b 6 xo-
HEYHOM HPOCMOM HOJle.

encryption 3amudposanue (ludpoBaHue B y3KOM cMbicie). [lpe-
00pazosanue UCXOOHO20 MEKCMA 8 WUPDPOBAHHYI C NOMOWDBIO KPUN-
mocucmemubl U 8bIOPAHHOZ0 KNIOYUA.

exclusive-OR Cu. XOR.

exhaustive search [Tonnsiii nepeGop.

expiration date Cpok rogHocti. Momenm epemeHu, nocie Komopo-
20 cepmughuxamul CHUMAIOMCsl HeOeUCMEUmMeNbHbLMU.

exponential function [TokaszaTensHas QyHKIHA.

exponential running time “OxcnoHeHnmanbHoe BpeMs . Cinodic-
HOCMb aI2OpUmmda, KOmopas 3KCHOHEHYWUQIbHO 3a6UCUM Om ONUHbL
napamempa [6e3onacnocmu] (nanpumep, ONUHbL KIIOYQ).

F
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factor Jlenurenb.

factoring ®axTopuszauus. Paznooicenue yeno2o wucia Ha nPocmule
MHOJCUMENU.

FBI (Federal Bureau of Investigation) ®deaepanisHoe Glopo pacciie-
nosanmii CILIA.

Feistel cipher ®eiicrenosckuii mudp. Kpunmocucmema, ocrnoeau-
Has Ha cemu Deiicmena.

field Tlone. Muoowcecmso snemenmos ¢ 08yMs onepayuamu. a0Ou-
MUBHOU U MYTbMUNTUKATNUBHOU.

function ®yHKIMA.

G

Galois field ITone Iastya (= koneunoe none). Ilone, cocmosawee u3
KOHEYHO20 MHONCECIMBA 3TIEMEHMOB.

graph coloring problem 3anaua packpacku pebep rpada. IHouck
cnocoba 3a0anua yeemog pebpam epagha maxum oopazom, umobwvl co-
ceonum pebpam (umeiowue 0OWYI0 8epUiUHY) COOMBEMCMBO8ANY PA3-
Hble yeema.

graph I'pad. Muoowecmeo eéepuun, nonapno coeounennwvix pebpa-
MU.

group ['pymmna. Muooicecmeo snemenmos, HA KOMOpPOM 68e0€Ha
onepayus, 061a0aWas C8OUCMBOM 3AMKHYMOCIMU ACCOYUAMUSHOCTIY,
HQIUNUA HeUMPANbHO20 3NIEMEHMAa U OOPAMHO20 ONsl KAAHCO020 3ile-
MeHma 2pynnoi.

H

Hamiltonian path problem IIpo6iema I'amunsToHOBa NyTH B I'pa-
de. Famunbmonos nyms - Hymv, COOEPHCAUWUT KAHCOYIO 8EPUIUHY epa-
¢a monvko 00uH pas.

handshake Pyxonoxarue. [lpomoxon unuyuuposanust ceasu mexcoy
osyms abonenmamu.,

hash function ®yHkiMs X>mmpoBaHus, XdIW-QyHKUUA. DPyHKkyus
npeobpazosanue MeKCma NPOU3BONbHOU ONUHBL 8 YUCIO PUKCUPOBAH-
HO20 hopmama.

I

identification MUnenrudukanms. Ilpoyecc npeovsasnenus cybvekmom
udenmupuxamopa 01 nocredyiowel aymeHmupukayuu.

IEEE (Institute of Electrical and Electronics Engineers). MHCTHTYT
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HUHXKEHEPOB 3JIEKTPOTEXHUKH M IJIEKTPOHUKHU. Opeanusayus, paspaba-
MbleAIOWasn CIAHOAPMYI, 8 MOM YUCIe U HA Kpunmozpaguueckue ai-
20pummbi.

IETF (Internet Engineering Task Force). PaGouas rpynna paspa6o-
TOK WUHTEPHET-T€XHONOTHil.

impersonation Mackapan. Beioaua cebs 00OHum cybvexmom 3a opy-
2020.

integer programming problem IIpo6nema LenouncieHHOro Mpo-
TpaMMUPOBaHUS. Peutenue 3a0auu TUHEUHO20 NPOSPAMMUPOBAHUS HAO
MHONICECTMBOM YeNbIX YUCe.

integrity LlenocTHocTh [MHbOpManuu]

intractable BriunicnurensHO Hepa3pelUUMBIH.

ISO (International Standards Organization). MexnayHapoaHas opra-
Huzauus no crangapram (MOC)

ITU (International Telecommunications Union). MexayHapoaHsIit
TeJIeKOMMYHHUKALIMOHHBIH cO103, BceMUpHBIi1 COI03 37IEKTPOCBS3H.

K

Kerberos Cucmema aymenmugpuxayuu, pazpabomanuas KOMarool
Project Athena.

key Kmou. Ilocredosamenvrocme cumeonos, ucnonv3yemas 6
xkpunmocucmemax u cucmemax LI Cexpemnocmu knioua obecnevu-
6aem KpunmocmouKkoCmy 6cell CUCIeMDbI.

knapsack problem 3anaya ykiaaku proksaka.

L

LFSR (linear feedback shift register). CaBuroBslif peructp ¢ nuHeH-
HOW oOpaTHOH cBS3BIO. Hcnonv3yemcs Ons 2eHepayuu NCeeooCaAyyali-
HBIX HOCNE008AMENbHOCHEL.

linear complexity JluneiiHas cnoxHOCTb. Pazmep MuHUMAanbHO20
peaucmpa cosuza ¢ 0OpamHoIl Cés3b10, KOMOPBLl HEOOX00UM O 80C-
npouzeeoeHUs 3a0aHHOU NOCIe008AMENTLHOCTIL

linear cryptanalysis Jlunelinplii kpuntoaHanus. Memoo, ocHosan-
HbLll HA NOUCKe JUHEUIHOU ANRPOKCUMAYUU MeNCOY UCXOOHbIM U WUg-
POBAHHBIM MEKCMOM.

linear key space JIuHeitHOe KItOYeBO€ IIPOCTPAHCTBO. MHOMCECMBO
KA0Yel, Kaxcoblli U3 KOMOpbIX 0becneyusaem pasHylo KpUNMOCMOU-
KOCMb.
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M

MAC cm. message authentication code.

meet-in-the-middle attack Artaka “BcTpeua mnocepeauHe”. Cwm.
amaka “0eHb podcOeHus .

Message Authentication Code (MAC) Kon ayrenTudukanuu co-
OOIeHUs. 3HaueHue PUKCUPOBAHHOU ONUHDI, BbLINUCITAEMOE KAK (QYHK-
Yus Om meKkCma nepemMeHHOU ONUHbL U KITI0Yd.

middleperson attack Ataka nocpeanuka. OcHogana Ha nepexeame
KAIOYet, KOMopuiMU 0OMEHUBAIOMC ADOHEHMbI.

MIME (Multipurpose Internet Mail Extensions). CtaHaapt sJek-
TpoHHO# noutsl MIME.

MIPS (Millions of Instructions Per Second). MunnuoH onepaiuii B
cexkyHny. Eounuya uzmepenus npouzeo0umensHOCMU 8bi4UCIUMENbHOU
cucmemui.

modular arithmetic Apudmerrka no MOAYIIO LEJIOTO YUCIIA.

modulus Moaynb.

monoalphabetic substitution MoHoasipaBUTHas OACTaHOBKA.

multiple polynomial quadratic sieve (MPQS) Paznosuorocmy
Memooa K8AOPAMUUHO20 peuiema 8 ROTUHOMUANLHOU 001acmu 0N no-
ucka coomuouienuil mexncoy nonunomamu. Hcnonvzyemces ona gaxmo-
pusayuu wucei.

N

NIST (National Institute of Standards and Technology). Hauwo-
HaJIbHBIM HHCTUTYT cTaHAApTOB U TexHosoruii [CLHA].

nonlinear key space HenuneiiHoe witoueBoe NpoOCTpaHCTBO. MHo-
24Cecmeo, 8 KOMopom KoUU 06eCneyusaiom HepasHyro Kpunmocmour-
KOCHb.

nonrepudiation Heotpuuanue aBropctBa. Hegozmooicnocms cyob-
eKxma ompuyams a8MopCmeo coobWeHUs, 3A6EPEHHO20 €20 NEKMPOH-
HOTl HOORUCYIO.

NP HenerepMHUHHpPOBaHHOE MOJTMHOMHUAIBHOE BpeMs [ BBIYUCIIEHHS .

NSA ArentctBo HaiuoHanbHOH OesonacHoctu [CIUA]. Ilpasu-
mebCMBeHHOe A2eHmCmBo, omeeuaioujee 3a obecneueHue KOHQPUOeH-
YUAnbHOU C5A3bI0 NPABUMENbCMBEHHbIE CIPYKMYPbL.

number field sieve MeTon pemera B yucioBom nosie. Haubonee
a¢hgexmuenbviii 00wuUIl anzopumm GaKmopuzayuy yucer.
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number theory Teopus yucen.

0

OFB (Output Feedback) — pexxum 0oOpaTHOH CBSI3U IO BBIXOAY
[6mounOTO IIKDpa].

one-time pad OpHopa3oBbiii OnokHOT. Kpunmocucmema, ¢ Komo-
PO KII0Y WUPPOBaHUs He KOpOUe COObWeHUs U UCNOIb3Yemcsl OOHO-
KpAmHo.

one-way function Onnocroponnst byHkuus. Pywkyus, O GbivUC-
JIeHUsL KOMOPOU cywjecmeyem 3¢hhexmuenbviii aneopumm, a Ol GbiHuUC-
JIEHUs. ap2yMeHMAa RO 3HAYEHUIO 3(peKmuUsHO20 anzopumma He cyuje-
cmayem.

P

padding [JoronHenue [Outamu Ko4eil UM HCXOIHBIX TEKCTOB 1O
HE00X0AUMOH UTHHBL

password Ilapons. Ilocreoosamenvnocms CUMBON08, UCHONL3YEMBIX
ons aymenmugpuxayuu cyovexmos. He sgnsemcs CUHOHUMOM Clo6a
“xmiou”.

PKCS (Public-Key Cryptography Standards). Cepus cmanoapmos
Ha  Kkpunmoepaguyeckue — aneopummvi,  onyonuxoeannas — RSA
Laboratories.

PKI (Public-Key Infrastructure). MUHppacTpykTypa OTKpHITHIX KITIO-
yeit. Cucmema 0OMeHa OMKPLIMbIMU KIOYAMYU O ACUMMEMPUUHBIX
KpUNMOCUCTEM.

plaintext McxonHslii (OTKpBITHII) TeKkcT. Texcm, noonexcawuii 3a-
wugposanuio.

plane ITnockocTs.

Pollard method Meron Ilonnapna. Areopumm noucka npocmozo
Oenumens p yeao20 Yucia n, OCHOBAHHbBIN HA AHANIU3E CBOTCME YUCeN D-
lup+l

Pollard Rho method Meton Ilonapaa-Po. Arcopumm pewenus 3a-
oauu OUCKPEMHO20 JI02APUPMUPOBAHUA, 8 MOM YUCKE HA SINUNMUYe-
CKOU KpUGoil.

polyalphabetic substitution. MuoroangasuTHas noacraHoBKa.

primality testing IIpoBepka uucnia Ha IPOCTOTY.

prime IlpocToii [uncno]. ~ factor IIpocToii nenurens.

private exponent CekpeTHas SKCcliOHeHTa. CekpemHulil KoY 8 CUC-
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meme RSA.

private key CexpeTHblii KIIOU [B aCHMMETPUYHON KPUIITOCHUCTEME].

probabilistic signature scheme (PSS) Anroputm PSS. Beposmmuo-
cmuaa cxema LI, ocnosannas na anzopumme RSA.

protocol Ilpotokon. Popmanuszosannas nociedo8amesbHOCHb
83aumooetcmausl CybveKkmos.

pseudo-random IlceBaocmyy4aiiHbIi.

public exponent OTkpbITas 3KCTIOHEeHTa. OmKpbimbiil K104 8 CUC-
meme RSA.

public key OTKpbITBI KiTIOY.

Q

quadratic sieve Meron kBaapaTuuHoro pewera. Paspaboman Kap-
aom Ilomepanyem.

quantum computer KBaHTOBBIH KoOMIbIOTEp. BbviuuciaumenvHoe
YCMPOUCME0, OCHOBAHHOE HA K8AHMOBOU uzuke, KOMOpoe cnOCOOHO
Deanu308vi8amv HeOemePpMUHUPOBAHHbIE ANZOPUMMBL.

R

random Crny4yaifHbIi

relatively prime numbers. B3auMHo npoctrie yncna. Lensie uncna
He MMeloLIye o01ero aeauTes, OTIIMYHOro OT 1.

repudiation — peHeraTcTBo. Omka3z cybvexma om asmopcmed co-
obwenus.

restricted algorithm. AnroputM orpaHM4e€HHOro HCIONb3OBAHMSL.
Kpunmocucmema, cmoiikocmb KOMOPOH OCHOBAHA HA CEKPEeMHOCMU
aneopumma.

rotor machine. PoropHas Mammna. Mexanuueckoe ycmpoiicmeo
wWupposanus, OCHOBAHHOE HA MHO2OAIPABUMHOT HOOCMAHOBKE, KOMO-
DPast 8APbUPYEMCSL 83AUMHBIM HONONCEHUEM POTNODOS.

round L{uxi (urepauus) [undpopanus|

RSA algorithm Anrroputm RSA. Acummempuyunas kpunmocucme-
ma, pazpabomanuas Pusecmom, Lllamupom, Aonemanom, ocroeannasn
Ha npobneme paxmopuzayuu GOILUUX YUCE,

S

S/MIME (Secure Multipurpose Internet Mail Extensions). 3amm-
meHHb1i npotokon MIME. Ocrosan na anzopumme RSA.

salt "IloncamuBanue”. /Jo6asnenue cayuaiinblx 6umos 6 ki O
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UCKTIOYEHUSL amAaKy HO CIOBAPIO.

secret key CexkpeTHblii KITIOU.

secret sharing Pa3nenenue cekpera.

seed HavanmpHoe umncno (cuHxponocbuika). Cnyuaiinoe uucino, uc-
nonv3yemoe Ona 2eHepayuu NCe8OOCHYYAUHOU NOCIe008AMETbHOCU
(eammur wugpa).

self-synchronous caMoCHHXpOHU3UpPYIOIIHUHCS.

session key CeaHcoBblii KiTIOU.

SET (Secure Electronic Transaction). Cranpapt SET. Paspaboman
MasterCard u Visa ona 3awumennoix gpunancoevix mpansaxyui 6 Hu-
mepHeme ¢ NpuUMeHeHUeM 6AHKOBCKUX KAPM.

shared key PaznensieMslii [cekpeTHBI] kmod.

S-HTTP (Secure HyperText Transfer Protocol). [Iporokon S-HTTP.
Obecneuugaem KOHPUOCHYUATLHBIN OOMEH OAHHBIMU MENHCOY HONb30-
samenem u cepsepom & ciyxcoe WWW.

Skipjack Fnounwiii wiugp, paspabomannviii 0151 UCNONLI0BAHUS 8
npoexme Clipper.

SMTP (Simple Mail Transfer Protocol). Illpomoxon, ucnonv3yemuiii
0151 OMNPAGKY 3J1eKMPOHHOU NOYUMBL.

SSL (Secure Socket Layer). I[IpoToKON CeKpeTHBIX COSAHUHEHUH B
HHurepHere.

statistical cryptoanalysis Cratuctuveckuii kpunroaHanms. Buo
KpUNMOAHANU3A, OCHOBAHHYBLY HA CINAMUCTNUYECKUX 3AKOHOMEPHOCMET
UCXOOHO020 MeKCma.

steganography Creranorpadus. Ompacnv Hayku, uzyuarowas ma-
memamuyeckue Memoovl COKpLIMUs KOHQPUOEHYUATbHOU uHghopmayuu
8 OMKPLIMbIX UHDOPMAYUOHHBIX MACCUBAX.

stream cipher IloTokoBeiii mmdp. Areopumm, ocywecmensowjuii
nobumoegoe wupposanue OAHHLIX.

sub-exponential running time Cy063kcrioHeHIMAaIBEHOE BpeMs [BbI-
MOJTHEHHUS AJITOPUTMA)].

subkey Iloaxitou.

subset sum problem IIpobnema cymMMHpOBaHMS MOJAMHOXECTBA.
Cocmoum 8 noucke ROOMHOIICECBA HUCeN, KOMOpble 8 CYMME DAGHbI
3A0AHHOMY.

SWIFT (Society for Worldwide Interbank Financial Telecommuni-
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cations). Opeanuzayus 6CeMUPHbIX MEHCOAHKOBCKUX DUHAHCOBLIX Me-
NEKOMMYHUKAYUTL.

symmetric cipher Cummertpuunsiii mudp. [Llugp, 6 komopom ona
3quupposanun U pacuuppoeanus UCnoOIbL3yemcs OOUH U Mom Jice
KII0Y.

T

timestamp BpemenHo#i wremnens. Hugopmayus, eweopsemasn 6
coobyenue Onsl 06ecneyenUs UMUMOo3aUiUEeHHOCTU,

transposition. [lepecTanoBka.

trapdoor one-way function ®ynkuus-nosymka. JOHOCMOPOHHAA
@yuxyus, >¢pghexmusnoe svivucieHue 0OPAMHO20 3HAYEHUA KOMOPOTU
B03MOJCHO NPU 3HAHUYU OONOTHUMENLHOU UHGDOPMayUU

traveling salesman problem 3anaua xommuBosbkepa. Ilouck munu-
MAIbHO20 nymu 6 zpage.

trustees JloBepeHHbIe THLIA.

Turing machine Mamuna Trelopunra. Mooenv eunomemuueckozo
BLIYUCTUMENILHOZ0 YCMPOUCTEA, UCRONIb3YeMAsl 8 MEOPUU All2OPUMMOS.

\%

Vernam cipher LlIu¢p Bepuama, cM. one-time pad

X

XOR (eXclusive-OR). Uckmouarotiee “UJIN” (crnoxkeHue no Moay-
o 2).

y/

zero knowledge proof [loka3zaTensCTBO ¢ HyJIEBBIM PacKpbITHEM
uHpopMmauun. CreyuaivHble al20pUmmbl, KOMopvie NO380AI0M OOHOU
CMOpOHe 00KA3amMb OpY20l, Ymo eil useecmen Kakou-mo gaxm 6e3 e2o
co0bWeHus npogepaweti CMopoHe.
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